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SC{$4: com.privateinternetaccess.android.PIAApplication.apk

XK 30.4MB

MD5{&: fd4e32d6c5bd584768308ca401d9c6ec

SHAM{E: 45fdbb2f86dc9c6295d626caba23bfd9bcf3edsf

SHA2561E: 7a8621609ee72f1bc64afe2517591fc9537727d26b312beaca51df92eec6bd55

1APP 58

App#R: PIA VPN

H4: com.privateinternetaccess.android

Z;EBDActivity: com.privateinternetaccess.android.ui.LauncherActivity
REREHT:3.16.0

ReEhRZs: 577
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s3.amazonaws.com

IP:52.216.178.229

FRBEZ: United States of America
HEX: Virginia

T Ashburn

45[E:39.043720

£2[E:-77.487488

ktor.io

IP:13.227.62.82
FRIBEIZR: Japan
HX: Tokyo

tHiTH: Tokyo

45 35.689507
#2[E:139.691696

github.com

IP: 20.205.243.166
FREEZR: United States of America
H1X: Washington




I Redmond
4E[E: 47.682899
42FE:-122.120903

www.bouncycastle.org

IP:203.32.61.103
FREBEZ: Australia
H[X: Victoria

i: Fitzroy
45FE:-37.798389
42[E:144.978333

privateinternetaccess.typeform.com

IP:104.18.23.9

FREES: United States of America
H[X: California

tfvh: San Francisco

45 37.775700

42fE:-122.395203

openvpn.net

IP: 253.157.14.165
FREER: -

X -

i -

£5FE: 0.000000
£2F£:0.000000

bra.privateinternetaccess.com

IP:173.244.217.42

FRIBEZR: United States of America
HX: New York

i#H: New York City

4[E: 40.714272

£2E:-74.005966

www.piaproxy.net

IP: 128.242.240.180

FREBEZR: United States of America
H[X: California

HiTh: Milpitas

45 37.428268

£2[E:-121.906616

IP:103.42.176.244




www.privateinternetaccess.com

FRIEBEIXR: Hong Kong
H1X: Hong Kong
kTH: Mong Kok
4R 22.321381
£2[E:114.172600

paolorotolo.github.io

IP:185.199.109.153

FRIBEZR: United States of America
HEX: Pennsylvania

i h: California

45E: 40.065632

£2FE:-79.891708

Wwww.amazon.com

IP: 99.86.223.67
FRIBEIZR: Japan
HX: Tokyo

tHiTH: Tokyo

45 35.689507
#2[E:139.691696

www.slf4j.org

IP: 159.100.250.151
FREBEZX: Switzerland
HEX: Vaud

IE: Lausanne

45FE: 46.515999
42[E:6.632820

mikepenz.com

IP:172.67.141.197

FREES: United States of America
H[X: California

tfvh: San Francisco

45 37.775700

42fE:-122.395203

raw.githubusercontent.com

IP:185.199.108.133

FRBEIZ: United States of America
MX: Pennsylvania

tfkth: California

45 40.065632

42[E:-79.891708
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http://www.slf4j.org/codes.html

org/slf4j/LoggerFactory.java

http://www.slf4j.org/codes.html

org/slf4j/MDC.java

https://ktor.io/clients/http-client/engines.html

io/ktor/client/HttpClientjvmKt.java

https://github.com/mikepenz/FastAdapter/blob/develop/library-
core/src/main/java/com/mikepenz/fastadapter/items/Abstractitem.java

com/mikepenz/fastadapter/listeners/OnBindViewHolderListenerimpl.java

http://www.amazon.com/gp/mas/get-appstore/android/ref=mas_mx_mba_iap_d|I

com/amazon/device/iap/internal/a/a.java

https://www.amazon.com/appstore-error-help

com/amazon/a/ali/g.java

http://www.amazon.com/gp/mas/get-appstore/android/ref=mas_mx_mba_iap_dI

com/amazon/a/ali/a.java

https://www.privateinternetaccess.com/

com/privateinternetaccess/android/BuildConfig.java

https://www.privateinternetaccess.com

com/privateinternetaccess/android/utils/DedicatedIpUtils.java

https://www.piaproxy.net/

com/privateinternetaccess/android/pia/api/PiaApi.java

https://$endpoint

com/privateinternetaccess/android/pia/api/Gen4PortForwardApi.java

https://www.privateinternetaccess.com/helpdesk/new-ticket/

com/privateinternetaccess/android/ui/loginpurchasing/LoginPurchaseActivity.java

https://www.privateinternetaccess.com/helpdesk/new-ticket

com/privateinternetaccess/android/ui/rating/Rating.java




https://www.privateinternetaccess.com/pages/privacy-policy/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/account/client-sign-in

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://privateinternetaccess.typeform.com/to/VnjpMDTk

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/pages/terms-of-service/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/helpdesk/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/pages/buy-vpn/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://bra.privateinternetaccess.com/pages/buy-vpn/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/helpdesk/new-ticket/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/blog/wireguide-all-about-the-wireguard-vpn-
protocol/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/helpdesk/kb/articles/removing-openvpn-
handshake-and-authentication-settings/

com/privateinternetaccess/android/ui/features/WebviewActivity.java

https://www.privateinternetaccess.com/blog/wireguide-all-about-the-wireguard-vpn-
protocol/

com/privateinternetaccess/android/ui/connection/CallingCardActivity.java

https://www.privateinternetaccess.com

com/privateinternetaccess/android/ui/connection/MainActivity.java

https://www.privateinternetaccess.com/helpdesk/

com/privateinternetaccess/android/ui/connection/MainActivity.java

https://www.privateinternetaccess.com/helpdesk/new-ticket/

com/privateinternetaccess/android/ui/connection/MainActivity.java

https://s3.amazonaws.com/privateinternetaccess/sources/android-v

com/privateinternetaccess/android/ui/drawer/settings/AboutActivity.java

https://www.privateinternetaccess.com

com/privateinternetaccess/android/ui/views/QuickSettingsView.java




https://www.privateinternetaccess.com/blog/wireguide-all-about-the-wireguard-vpn- . . o . N
com/privateinternetaccess/android/ui/views/CallingCardView.java

protocol/

https://www.privateinternetaccess.com/pages/buy-vpn/ Mogua Engine V1
http://www.bouncycastle.org) Mogua Engine V1
http://mikepenz.com/ Mogua Engine V1
https://github.com/mikepenz/Android-lconics Mogua Engine V1
http://paolorotolo.github.io/ Mogua Engine V1
https://github.com/PaoloRotolo/Appintro Mogua Engine V1
https://github.com/mikepenz/FastAdapter Mogua Engine V1
https://github.com/mikepenz/MaterialDrawer Mogua Engine V1
https://github.com/mikepenz/Materialize Mogua Engine V1

https://raw.githubusercontent.com/WireGuard/wireguard-

Mogua Engine V1
android/master/README.md guatngl

https://bra.privateinternetaccess.com/pages/buy-vpn/ Mogua Engine V1
http://openvpn.net/howto.html lib/x86/libopenvpn.so
http://%s lib/x86/libopenvpn.so
http://%s lib/x86/libosslspeedtest.so

http://openvpn.net/howto.html lib/arm64-v8a/libopenvpn.so




http://%s lib/arm64-v8a/libopenvpn.so
http://%s lib/arm64-v8a/libosslspeedtest.so
http://openvpn.net/howto.html lib/x86_64/libopenvpn.so

http://%s lib/x86_64/libopenvpn.so

http://%s lib/x86_64/libosslspeedtest.so
http://openvpn.net/howto.html lib/armeabi-v7a/libopenvpn.so
http://%s lib/armeabi-v7a/libopenvpn.so
http://%s lib/armeabi-v7a/libosslspeedtest.so

N BRFALEER

HpFE L FRIEXX 1%

this@copy.slice io/ktor/util/NIOKt.java

arne@rfc2549.org
eay@cryptsoft.com Mogua Engine V1
sales@openvpn.net

sales@openvpn.net lib/x86/libopenvpn.so

lib/x86/libwg-go.
jason@zx2c4.comchacha2 Ib/x86/libwg-go.s0

sales@openvpn.net lib/arm64-v8a/libopenvpn.so




jason@zx2c4.comchacha2 lib/arm64-v8a/libwg-go.so
sales@openvpn.net lib/x86_64/libopenvpn.so
sales@openvpn.net lib/armeabi-v7a/libopenvpn.so
jason@zx2c4.comchacha2 lib/armeabi-v7a/libwg-go.so

S FHEE

FNS FRIEXC 1

13300000359 Mogua Engine V2

# ZRIET

APKEZ:

vl &&: True

V2 B8 True

v3 % &: False

HE 1 ME—IEPS

E7: C=Unknown, ST=Unknown, L=Unknown, O=Private Internet Access, OU=London Trust Media, Inc., CN=Andrew Lee
B2 5E%: rsassa_pkes1vils

ERERE: 2011-11-11 01:12:49+00:00

BREAZE: 2041-12-23 01:12:49+00:00

&47 A C=Unknown, ST=Unknown, L=Unknown, O=Private Internet Access, OU=London Trust Media, Inc., CN=Andrew Lee
515 0x4ebc7691

M7 E A shal

md51&: 47ebfe41a9e1d3487e23f6d2fbc19531

shal{&: da9e77de77f5e7cd17eccdOb4f634ea3a40b33ac

sha2561&: 8b6ae2b9b06f4d1817fd3f846f88e440dd431a3f46620bdd4a152b70fc9089a2

sha5121&: 715ffcf92474a7fdc232cb618a942d4e1e7690f3936f446ce47dbc56133181ceb650ed3bdf1cbf42e6e9e0c2df4bbdfaaddef86f5fa704c5f8455a4044804fec
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"api_check_failure_title" : "Connection Failure"

"data_auth" : "Data authentication"

"library_Androidlconics_author" : "Mike Penz"

"library_Androidlconics_authorWebsite" : "http://mikepenz.com/"

"library_appintro_author" : "Paolo Rotolo"

"library_appintro_authorWebsite" : "http://paolorotolo.github.io/"

"library_fastadapter_author" : "Mike Penz"

"library_fastadapter_authorWebsite" : "http://mikepenz.com/"

"library_materialdrawer_author" : "Mike Penz"

"library_materialdrawer_authorWebsite" : "http://mikepenz.com/"

"library_materialize_author" : "Mike Penz"

"library_materialize_authorWebsite" : "http://mikepenz.com/"

"missing_ca_certificate" : "Missing CA certificate"
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Nno_userrndrne_or_pdsswora . YOu ITiusL eriter d userridirie dra pdasswora

"password" : "Password"

"pkcs12_file_encryption_key" : "PKCS12 File Encryption Key"

"private_key_password" : "Private Key Password"

"quick_settings_private_browser" : "Private Browser"

"session_ipv4string" : "%1$s"

"session_ipvéstring" : "%1$s"

"state_auth" : "Authenticating"

"state_auth_failed" : "Authentication failed"

"trial_remember_password" : "Remember your password? <emph>Log in</emph>"

"api_check_failure_title" : "Forbindelsesfejl"

"data_auth" : "Autentificering af data"

"no_username_or_password" : "Du skal indtaste et brugernavn og et kodeord"

"quick_settings_private_browser" : "Privat browser"

"state_auth" : "Bekraefter"

"state_auth_failed" : "Autentifikation mislykkes"

"trial_remember_password" : "Kan du huske din adgangskode? <emph>Log ind</emph>"

"api_check_failure_title" : "j#455Br"




"data_auth" : "5 — X &R:L"

"no_username_or_password":"1—H—F /N XT =Rz AL T W

"quick_settings_private_browser" : "5 A RX— kT 5 74"

"state_auth" : "sREF"

"state_auth_failed" : "sREEIC B L £ L 7"

"trial_remember_password" : "/\X 7T — RIFE X THEIH? <emph>0O7 1 ></emph>"

"api_check_failure_title" : "Feil med tilkobling"

"data_auth" : "Dataverifisering"

"no_username_or_password" : "Du ma oppgi et brukernavn og passord"

"quick_settings_private_browser" : "Privat nettleser"

"state_auth" : "Autentisering"

"state_auth_failed" : "Autentisering mislyktes"

"trial_remember_password" : "Husker du passordet ditt? <emph>Logg inn</emph>"

"api_check_failure_title" : "Verbindungsfehler"

"data_auth" : "Datenauthentifizierung"

"no_username_or_password" : "Du musst einen Benutzernamen und ein Passwort angeben"

"quick_settings_private_browser" : "Privater Browser"

"state_auth" : "Authentifizierung"




"state_auth_failed" : "Authentifizierung fehlgeschlagen"

"trial_remember_password" : "Kennwort noch bekannt? <emph>Anmelden</emph>"

"api_check_failure_title" : "@aNaNalluNsIEanea”

"data_auth" : "n1sEiududiaya"

"no_username_or_password" : "qausiasnsandad iFias skanau"

"quick_settings_private_browser" : "lus1itgasaiueia"

"state_auth": "Aaogiugu"

"state_auth_failed" : "Hugulig 52"

"trial_remember_password" : "$1s¥annulealalnn <emph>idingszuu</emph>"

"api_check_failure_title" : "Verbindingsfout"

"data_auth" : "Gegevensauthenticatie"

"no_username_or_password" : "U moet een gebruikersnaam en wachtwoord invoeren"

"quick_settings_private_browser" : "Privébrowser"

"state_auth" : "Authenticatie"

"state_auth_failed" : "Authenticatie mislukt"

"trial_remember_password" : "Uw wachtwoord vergeten? <emph>Inloggen</emph>"

"api_check_failure_title" : "Btad potgczenia"




"data_auth" : "Uwierzytelnianie danych"

"no_username_or_password" : "Musisz poda¢ nazwe uzytkownika i hasto"

"quick_settings_private_browser" : "Prywatna przegladarka"

"state_auth" : "Uwierzytelnianie"

"state_auth_failed" : "Uwierzytelnianie nie powiodto sie"

"trial_remember_password" : "Pamietasz swoje hasto? <emph>Zaloguj sie</emph>"

"api_check_failure_title" : "&1Z Amj"

"data_auth" : "G|O| E QI&"

"no_username_or_password" : "AEX} 0| & A H|UHZ E 245t 0F SrL|Cf."

"quick_settings_private_browser" : "7H2l E2t X"

"state_auth": "?I&sH= &

"state_auth_failed" : "¢I= Almj"

"trial_remember_password" : "B|ZH S Z 7|2{5tH 27 <emph>Z12l</emph>"

"api_check_failure_title" : "JLas¥l Juiuws"

"data_auth": "o ULl da85Las"

"no_username_or_password" : " g yoll aolSg pazimel| puwl J55] "

"quick_settings_private_browser" : " jo x| pasaioll”

"state_auth" : "as>Lasll 15"




"state_auth_failed" : "assbas)l 5"

"trial_remember_password" : "$ 5 o aolS ,S35 J» <emphJg>l Jxw</emph>"

"api_check_failure_title" : "Echec de la connexion"

"data_auth" : "Authentification des données"

"no_username_or_password" : "Vous devez saisir un nom d'utilisateur et un mot de passe."

"quick_settings_private_browser" : "Navigateur privé"

"state_auth" : "Authentification"

"state_auth_failed" : "Echec de 'authentification"

"trial_remember_password" : "Vous vous souvenez de votre mot de passe ? <emph>Connectez-vous</emph>"

"api_check_failure_title" : "Baglant| HatasI"

"data_auth" : "Veri dogrulama"

"no_username_or_password" : "Bir kullanici adi ile sifre girmelisiniz"

"quick_settings_private_browser" : "Ozel Tarayic!"

"state_auth" : "Dogrulaniyor"

"state_auth_failed" : "Dogrulama basarisiz"

"trial_remember_password" : "Parolanizi hatirliyor musunuz? <emph>Oturum acin</emph>"

"api_check_failure_title" : "Errore di connessione"




"data_auth" : "Autenticazione dati"

"no_username_or_password" : "Devi inserire nome utente e password"

"quick_settings_private_browser" : "Browser privato"

"state_auth" : "Autenticazione"

"state_auth_failed" : "Autenticazione non riuscita"

"trial_remember_password" : "Ricordi la tua password? <emph>Accedi</emph>"

"api_check_failure_title" : "Owwnbka nogkntoveHmsa"

"data_auth" : "AyTeHTUdUKaLMSA JaHHbIX"

"no_username_or_password" : "Heo6Xx0A1MO BBECTU AeliCTBUTENbHOE IMSA NO0b30BaTeNs 1 napob"

"quick_settings_private_browser" : "MpnBaTHbI 6pay3ep"

"state_auth" : "AyTeHTndurKauns"

"state_auth_failed" : "AyteHTndurKaLMA He NpoingeHa"

"trial_remember_password" : "MoMHu1Te cBoi napons? <emph>Toraa Bxoante</emph>"

"api_check_failure_title" : "ZEREANY"

"data_auth" : "$IEIAILE"

"no_username_or_password" : "{&ATEE N P 2 A1

"quick_settings_private_browser" : "& fi¥l k23"

"state_auth" : "IETEIAIE"




"state_auth_failed" : "ISIFSN"

"trial_remember_password" : "i2{§&%3? <emph>&FE</emph>"

"api_check_failure_title" : "Falha na conexao"

"data_auth" : "Autenticacao de dados"

"no_username_or_password" : "Vocé deve inserir um nome de usuario e senha"

"quick_settings_private_browser" : "Navegador Privado"

"state_auth" : "Autenticando"

"state_auth_failed" : "A autentica¢do falhou"

"trial_remember_password" : "Lembrar sua senha? <emph>Entrar</emph>"

"api_check_failure_title" : "EARSBL"

"data_auth" : "&¥lE&E"

"no_username_or_password" : "{&A B\ FREZ B NEE"

"quick_settings_private_browser" : "fA A2 E523"

"state_auth" : "E&zE0h"

"state_auth_failed" : "Esz& 8"

"trial_remember_password" : "s2{SENEIEE? <emph>55E A\ </emph>"

"api_check_failure_title" : "Falla en la conexion"




"data_auth" : "Autenticacién de datos"

"no_username_or_password" : "Debes ingresar un nombre de usuario y una contrasefa"

"quick_settings_private_browser" : "Navegador privado"

"state_auth" : "Autenticando"

"state_auth_failed" : "Fall6 la autenticacion”

"trial_remember_password" : ";Recuerdas tu contrasefia? <emph>Inicia sesion</emph>"
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[ FHERIFHIAR febs | XKB RN
android.permission.INTERNET = EERETIEEIN AN AR OIREMEERET

. - o FHEBEhE AN BREFERSATRBEMEILAIEM. XP s EathFIEEEKAVITE,H T
android.permission.RECEIVE_BOOT_COMPLETED == 2 R S P R LR T 5 B R A

. - - EEWI-Fitk .
android.permission. ACCESS_WIFI_STATE E& jt RTNAEREER X WIi-Fi IKEHEER

. - s E2RWI-Fitk L
android.permission.CHANGE_WIFI_STATE FE " TSRV FAR IR AR T Wi-Fi #E N = FERBCE B Wi-Fi PIZ8#H1TEEE
com.android.vending.BILLING RH Unkn.ow.n Unknown permission from android reference

permission

. - " N THIRHEBE L BDR, 0TS shEEURE, BT AMNBIEUE WRIA) . SRNARE
android.permission.ACCESS_COARSE_LOCATION Bk HEEAL e ] G5 2 S B B A B

. - " FRAENL TR ER, HIINFH ENEIKE AL RS, NRPI . HENAREFR USSR TERAE
android.permission.ACCESS_FINE_LOCATION fEha (GPS) (RIS H TR AN B B
android.permission.ACCESS_BACKGROUND_LOCATION | 1z BaiFRLE | AFNARERTEEEHUE
android.permission.FOREGROUND_SERVICE = FE L BIERF M Service.startForegrounds
android.permission.VIBRATE R ATER AN AR FERIIREIEE
android.permission. ACCESS_NETWORK_STATE s BEEMERES RN AR EEMNE MRS
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FEBN(ACTIVITY)

BIS(INTENT)

com.privateinternetaccess.android.ui.LauncherActivity

Schemes: piavpn://, privateinternetaccess://,

REH BIMAPKREFT S BchEm, FFLEPMERNER, BRAIFHRAEER,
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