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X{4: hlan.apk

XKy 43.68MB

MD5{&: f4ea4bdb83e1eef7c1f0408fa3a39603

SHAT{E: d77a21e83d6e22836fa5e069e1576d4ede9b68be

SHA2561H: 78e4949e094f3566d28a08213ceec9976dce091b6e41250840c7c905e5f8945¢

1APP 58

AppB#R: X FiEX

B4: com.hlyxnb.otogas

FERDActivity: com.hlyxnb.otogas.MainActivity
RERAHR:1.0.0

RERRA: 11

A IRR LR
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cfg.imtt.qg.com

IP:175.27.12.246
FRIBESR: China
H[X: Beijing
im: Beijing
#5E:39.907501
£2[E:116.397102

log.tbs.qg.com

IP: 109.244.244.32
FRIEEZR: China
HX: Beijing

tHh: Beijing
#5E:39.907501
£2FE:116.397102

huatuocode.huatuo.qg.com

RERSBHIEES.

IP:39.98.67.122




api.sharetrace.com

FRIBEZ: China
MEX: Zhejiang
gTh: Hangzhou
#FE: 30.293650
42FE:120.161583

cgi.connect.qg.com

IP:175.27.9.43
FRIEER: China
HX: Beijing

i@ : Beijing
#5:39.907501
£2[E:116.397102

mobilegw.alipay.com

IP: 203.209.247.65
FRIEEZR: China
HX: Zhejiang
tA: Hangzhou
#5E:30.293650
£2[E:120.161583

120.24.210.161

IP:120.24.210.161
FRIBEZK: China
HIX: Guangdong
i Shenzhen
£h[E: 22.545673
£2E:114.068108

apilocate.amap.com

IP:59.82.31.183
FREEZR: China
HX: Zhejiang
Th: Hangzhou
45:30.293650
42FE:120.161583

debugtbs.qqg.com

IP: 175.27.9.46
FRIEEXR: China
HIEX: Beijing
1T Beijing
#5E:39.907501
42[E:116.397102




mta.oa.com

IP:193.123.33.15
FREEZR: Netherlands
H[X: Noord-Holland
It Amsterdam
#FE: 52.378502

£2[E: 4.899980

mobilegw.alipaydev.com

[P:110.75.132.131
FRBESR: China
HX: Zhejiang
T Hangzhou
#5:30.293650
£2[E:120.161583

mcgw.alipay.com

IP: 124.239.239.237
FRIBEX: China
HX: Hebei

iTh: Langfang
#5:39.509720
£2[E:116.694717

upl.baidu.com

IP: 110.242.68.242
FRIBEZK: China
HuEX: Hebei

ipiTh: Baoding
45 38.851109
£2FE:115.490280

ssgw.updrips.com

RERSBHIEES.

apilocatesrc.amap.com

IP:59.82.31.183
FRIEEZR: China
MX: Zhejiang
gTh: Hangzhou
#5E:30.293650
£2[E:120.161583

IP:175.27.9.46
FRBESX: China




mdc.html5.qg.com

H[X: Beijing

i@ : Beijing
#5E:39.907501
£2[E:116.397102

api.uca.cloud.unity3d.com

IP:101.32.104.143
FRIEER: Singapore
HX: Singapore
M Singapore
4[E: 1.289987
£2FE: 103.850281

debugx5.qg.com

IP: 175.27.9.46
FRIEEZR: China
HIEX: Beijing
I Beijing
#5E:39.907501
42[E:116.397102

open.weixin.qqg.com

IP:175.24.219.72
FRIEEZR: China
HX: Beijing

i@ : Beijing
#5E:39.907501
£2[E:116.397102

vse.baidu.com

IP: 110.242.68.242
FRIEEZR: China
HX: Hebei

i Baoding
#5E:38.851109
£2FE:115.490280

graph.qg.com

IP: 175.27.9.43
FRIEER: China
HIEX: Beijing
I Beijing
#5E:39.907501
42[E:116.397102




mobilegw-1-64.test.alipay.net

RERSBHIEES.

tsis.jpush.cn

IP:121.36.74.75
FRBESR: China
X Beijing
imh: Beijing
#5E:39.907501
42FE:116.397102

xmlpull.org

IP:185.199.110.153

FREBEZR: United States of America
H1X: Pennsylvania

gh: California

45 40.065647

42[E:-79.891724

adiu.amap.com

IP:59.82.29.231
FREEZR: China
HIX: Zhejiang
kTh: Hangzhou
4FE:30.293650
#2F£:120.161583

m.alipay.com

IP: 203.209.245.74
FRIEEZR: China
HX: Zhejiang
gTh: Hangzhou
#5E:30.293650
£2[E:120.161583

mqgqgad.html5.qg.com

[P:0.0.0.1
FREER: -
HX: -

imh: -

#FE: 0.000000
£2[E:0.000000

IP:175.27.9.14
FREER: China




openmobile.qg.com

HX: Beijing
imh: Beijing
#5E:39.907501
42FE:116.397102

pms.mb.qg.com

IP:109.244.173.227
FRIBE: China
HEX: Beijing

imiTh: Beijing
#5E:39.907501
£2[E:116.397102

config.uca.cloud.unity3d.com

IP:34.111.113.40

FRIBEZ: United States of America
HIX: Missouri

HiTh: Kansas City

#5E:39.099731

£2[E:-94.578568

mobilegw.aaa.alipay.net

RERSHFMIEER.

wup.imtt.qg.com

IP: 42.187.184.221
FRIBEZK: China
HIX: Beijing
ipiTh: Beijing
45 39.907501
£2FE:116.397102

h5.m.taobao.com

IP: 220.181.135.167
FREEZR: China
HIEX: Beijing

ipiTh: Beijing
£5FE:39.907501
£2FE:116.397102

mse.baidu.com

IP:180.101.49.124
FRIBEIZR: China
HX: Jiangsu




tH: Nanjing
45 32.061668
$ZPE:118.777992

mobilegw.stable.alipay.net HERSHEMIEER.
IP:175.27.9.24
BRIEEZR: China
. HX: Beijing
fusion.qg.com $575: Beijing

#5[E: 39.907501
£2FE:116.397102

abroad.apilocate.amap.com

IP:59.82.44.11
FRIBEEZ: China
HiX: Shanghai
kTh: Shanghai
4R 31.224333
42FE:121.468948

soft.tbs.imtt.qg.com

IP:119.167.147.86
FRBESX: China
#X: Shandong
i Qingdao
#5E:36.098610
£2[E:120.371941

gzs.qqg.com

IP: 221.204.18.250
FRIEEZR: China
HIX: Shanxi

i Taiyuan
45E: 37.869438
42FE:112.561508

appsupport.qg.com

IP:175.27.9.14
FREEZ: China
HIEX: Beijing
i Beijing
45FE:39.907501




4ZFE:116.397102

splash-ads.unitychina.cn

IP:60.220.213.168
FRIEEZR: China
H[X: Shanxi

kTh: Taiyuan
45FE: 37.869438
£2[E:112.561508

mta.qg.com

[P:0.0.0.1
FREER: -
HX: -

imh: -
#5E:0.000000
£2F£:0.000000

182.92.20.189

IP: 182.92.20.189
FRIEEZR: China
HX: Beijing
T Beijing
#5E:39.907501
£2[E:116.397102

yuyin.baidu.com

IP: 153.3.237.166
FRIEER: China
HX: Jiangsu
iT: Nanjing
5 32.061668
42[E:118.777992

pingma.qg.com

IP: 119.45.78.184
FRIBEZK: China
HIX: Beijing
ipiTh: Beijing
45 39.907501
£2FE:116.397102

IP:220.181.135.162
FREER: China




mclient.alipay.com

HX: Beijing

i@ : Beijing
#5E:39.907501
£2[E:116.397102

cdp.cloud.unity3d.com

IP:101.32.113.127
FRIEER: Singapore
HX: Singapore
M Singapore
45[E: 1.289987
42FE:103.850281

long.open.weixin.qg.com

IP: 109.244.217.35
FRIBESK: China
HIEX: Beijing

i Beijing
£5FE:39.907501
42[E:116.397102

wappaygw.alipay.com

IP: 124.239.239.236
FRBEZ: China
HX: Hebei

Th: Langfang
£ 39.509720
£2[E:116.694717

splash.unity.cn

IP:172.81.232.209
FRIBEZ: China
HX: Beijing

kTH: Beijing
45[E:39.907501
£2[E:116.397102

openapi.baidu.com

IP:110.242.69.36
FRBESR: China
HX: Hebei

i@ h: Baoding
#5E:38.851109
42FE:115.490280




restapi.amap.com

IP:106.11.43.113
FREEZR: China
HIX: Beijing
ipiTh: Beijing
£5FE:39.907501
£2FE:116.397102

vop.baidu.com

IP:111.206.209.68
FRBESR: China
HX: Beijing

imh: Beijing
#5:39.907501
42FE:116.397102

Ibs.amap.com

IP: 59.82.29.232
FRIEER: China
HX: Zhejiang
T Hangzhou
#5FE: 30.293650
£2[E:120.161583

& URLEE R

URLIER

UrlBRTESCHF

https://ssgw.updrips.com/oauth2/checkAppinfo

org/xianliao/im/sdk/net/model/LoginInfoRequest.java

http://120.24.210.161:52234/gateway/red/dispatcher

org/xianliao/im/sdk/net/model/GetBilldIRequest.java

https://api.sharetrace.com

AIVAE/RIUAB/ BB/ A\AE /R R AR BREM AT 1 §5581/C0033 java

https://tsis.jpush.cn

cn/jiguang/c/a.java

http://182.92.20.189:9099/

cn/jiguang/a/a/c/ijava




http://yuyin.baidu.com/voice?osname=voiceopen&action=usereventflow&

com/baidu/speech/utils/analysis/Analysis.java

http://vop.baidu.com/v2

com/baidu/speech/core/ASREngine.java

https://upl.baidu.com//words/add

com/baidu/speech/asr/SlotControl.java

https://vse.baidu.com/v2

com/baidu/speech/asr/SpeechConstant.java

https://vse.baidu.com/echo.fcgi

com/baidu/speech/asr/SpeechConstant.java

http://Ibs.amap.com/api/android-location-sdk/guide/utilities/errorcode/

com/amap/api/location/AMapLocation.java

https://splash-ads.unitychina.cn/webview/release/native/config.json

com/unity3d/splash/services/core/properties/SdkProperties.java

https://splash.unity.cn/api/register-game-launch

com/unity3d/player/UnityPlayer.java

https://splash.unity.cn/api/diagnosis

com/unity3d/player/k.java

https://mobilegw.alipay.com/mgw.htm

com/alipay/sdk/cons/a.java

https://mobilegw.alipaydev.com/mgw.htm

com/alipay/sdk/cons/a.java

http://m.alipay.com/?action=h5quit

com/alipay/sdk/cons/a.java

https://wappaygw.alipay.com/home/exterfaceAssign.htm?

com/alipay/sdk/cons/a.java

https://mclient.alipay.com/home/exterfaceAssign.htm?

com/alipay/sdk/cons/a.java

http://h5.m.taobao.com/trade/paySuccess.html?bizOrderld=$Orderld$&

com/alipay/sdk/data/a.java

https://mcgw.alipay.com/sdklog.do

com/alipay/sdk/packet/impl/c.java

http://mobilegw.stable.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

https://mobilegw.alipay.com/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java




http://mobilegw-1-64.test.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

http://mobilegw.aaa.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/dn.java

https://restapi.amap.com/v3/iasdkauth

com/loc/m.java

http://restapi.amap.com/v3/iasdkauth

com/loc/m.java

https://adiu.amap.com/ws/device/adius

com/loc/bj.java

http://restapi.amap.com

com/loc/s.java

http://apilocate.amap.com/mobile/binary

com/loc/di.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/di.java

http://restapi.amap.com/v3/place/text?

com/loc/a.java

http://restapi.amap.com/v3/place/around?

com/loc/a.java

http://restapi.amap.com/v3/config/district?

com/loc/a.java

http://restapi.amap.com/v3/geocode/regeo

com/loc/dd.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/db.java

http://apilocatesrc.amap.com/mobile/binary

com/loc/db.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/b/a/e.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/b/a/a.java




https://log.tbs.qqg.com/ajax?c=pu&v=2&k= com/tencent/smtt/utils/v.java
https://log.tbs.qgq.com/ajax?c=pu&tk= com/tencent/smtt/utils/v.java
http://wup.imtt.qqg.com:8080 com/tencent/smtt/utils/v.java
https://log.tbs.qq.com/ajax?c=dI&k= com/tencent/smtt/utils/v.java
https://cfg.imtt.qgq.com/tbs?v=2&mk= com/tencent/smtt/utils/v.java
https://log.tbs.qg.com/ajax?c=ul&v=2&k= com/tencent/smtt/utils/v.java
http://mqqad.html5.qg.com/adjs com/tencent/smtt/utils/v.java
https://log.tbs.qq.com/ajax?c=ucfu&k= com/tencent/smtt/utils/v.java
http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs com/tencent/smtt/utils/i.java
http://pms.mb.qq.com/rsp204 com/tencent/smtt/sdk/ag.java
http://debugtbs.qqg.com com/tencent/smtt/sdk/WebView.java
http://debugx5.qq.com com/tencent/smtt/sdk/WebView.java
http://debugtbs.qg.com?10000\ com/tencent/smtt/sdk/WebView.java
http://mdc.html5.qg.com/mh?channel_id=50079&u= com/tencent/smtt/sdk/a/d.java
https://graph.qq.com/oauth2.0/me com/tencent/connect/Unioninfo.java
http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 com/tencent/connect/share/QQShare.java
http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2%$s&isOpenAppID=1 com/tencent/connect/share/QzoneShare.java
http://openmobile.qg.com/oauth2.0/m_jump_by_version? com/tencent/connect/common/BaseApi.java




http://qzs.qq.com/open/mobile/login/qzsjump.html?

com/tencent/connect/common/BaseApi.java

https://openmobile.qgq.com/oauth2.0/m_authorize?

com/tencent/connect/auth/AuthAgent.java

https://openmobile.qq.com/user/user_login_statis

com/tencent/connect/auth/AuthAgent.java

https://openmobile.qq.com/v3/user/get_info

com/tencent/connect/auth/AuthAgent.java

http://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi

com/tencent/connect/auth/AuthAgent.java

http://qzs.qq.com/open/mobile/login/qzsjump.html?

com/tencent/connect/auth/a.java

http://mta.qq.com/

com/tencent/wxop/stat/StatServicelmpl.java

http://mta.oa.com/

com/tencent/wxop/stat/StatServicelmpl.java

http://pingma.qq.com:80/mstat/report

com/tencent/wxop/stat/common/StatConstants.java

http://qzs.qq.com/open/mobile/request/sdk_request.html?

com/tencent/open/SocialApilml.java

http://qzs.qq.com/open/mobile/invite/sdk_invite.html?

com/tencent/open/SocialApilml.java

http://qzs.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html?

com/tencent/open/SocialApilml.java

http://qzs.qq.com

com/tencent/open/SocialApilml.java

https://openmobile.qq.com/

com/tencent/open/utils/HttpUtils.java

http://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf

com/tencent/open/utils/f.java

https://appsupport.qq.com/cgi-bin/appstage/mstats_batch_report

com/tencent/open/b/g.java

https://huatuocode.huatuo.qq.com

com/tencent/open/b/d.java




SPpidheSoncasthsstimestampsbscopeHeLsignature=Hs comtencent/mmiopensddiffdes/a/d jov
https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s com/tencent/mm/opensdk/diffdev/a/f.java
https://api.uca.cloud.unity3d.com/v1/events lib/armeabi-v7a/libunity.so
https://cdp.cloud.unity3d.com/v1/events lib/armeabi-v7a/libunity.so
https://config.uca.cloud.unity3d.com lib/armeabi-v7a/libunity.so
https://vse.baidu.com/echo.fcgi lib/armeabi-v7a/libBaiduSpeechSDK.so
https://mse.baidu.com/echo.fcgi lib/armeabi-v7a/libBaiduSpeechSDK.so
https://vop.baidu.com/echo.fcgi lib/armeabi-v7a/libBaiduSpeechSDK.so
https://openapi.baidu.com/oauth/2.0/token lib/armeabi-v7a/libBaiduSpeechSDK.so
http://upl.baidu.com/auth.php lib/armeabi-v7a/libBaiduSpeechSDK.so
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& C=c, ST=cd, L=cd, O=ycj, OU=ycj, CN=y(j

T RAEE: rsassa_pkes1vls

BREAR: 2017-01-21 12:30:21+00:00

BREAZE: 2071-10-25 12:30:21+00:00

%17 A C=¢, ST=cd, L=cd, O=ycj, OU=ycj, CN=y(]

5115 0x6d7ffd50

e E A sha256

md51&: aa57a9d10715452db8edbc3bbfa59995

shal{&: 8f70f8b691bd72e48c84dffbObe9c6c80e66d0b4

sha2561&: 45ea0600010de79¢1229d47e184ce527b6c9d9f715967e7df8627c7aa8a8103d
sha5121&: e17119b492bad182a247a694f06ee18983f56f3a22ab5572337c7€9177b68426e63be62f5df88f4834c988db4eaae051df0b31d4ac01bfb8bd969a5b3c2ca330
NEAB L rsa

EHAKE: 2048
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android.permission.CHANGE_WIFI_STATE EE BWI-FiRES SRR FAR SRR TT Wi-Fi 82\ =, FERBCE Y Wi-Fi RIZ8#H1TEEE
. . n YEHENL A ER FIINFH N SIREM RS MR . SRNBREFAIUERT
android.permission. ACCESS_FINE_LOCATION Bkt (GPS) e R HO AR BT AR RN Lt
_ o N e IR RERS AL B, BN S SR E, LIRS AR BIEME (RAA) . &R
android.permission.ACCESS_COARSE_LOCATION Bk FE AL 7 PR B LU B S B By A B B
SREN/A B3/ MR .
android.permission.WRITE_EXTERNAL_STORAGE yjex s 1*%2/1"?&/@& AN REF B NIMERTFE
HNERTEREAR
b A
android.permission.READ_EXTERNAL_STORAGE yjex s ;g%umﬁg%g VPR TR MIMNER (15 EY
android.permission.INTERNET S BEXMFEN R B OIENEERT
android.permission. ACCESS_WIFI_STATE & EEWI-FIRES AN AEFEEE X WIi-Fi IRERER
android.permission.ACCESS_NETWORK_STATE = BEMERE AN AEFEEEMNEIRE
. . " JREYEBIERASH] SR ARSI R BIETNAE. BB AR AAER o] LAE b BBIER BiES T3
android.permission.READ_PHONE_STATE Bkt 54 512 M0 275 b SR RS M0 B b 210
SPEVER O S TR AREMNASINSEMAEN . XETREBAINE XEERAFIMAA
android.permission.READ_LOGS fE it SRR M—RR s B, ATREEIE N ATRAA G R

&




android.permission.CAMERA e R E AV ARER AENERMNRG. XAiTN AREFWEEN BN ERINE S
android.permission.REQUEST_INSTALL_PACKAGES Bk ;;Ef&}?w TENAERALUAATRENIARAE - D EMEEREFE,
= o
com.hlyxnb.otogas.permission.JPUSH_MESSAGE KA Unkngw.n Unknown permission from android reference
permission
RN RREFEREFN LEENERA Gtilh) 3uE. TRNAEFRIUERE
) I & I=PN:E Y- . . «
android.permission.WRITE_CONTACTS e 5 NEER AR S S A T A AR
AT ARFEINEFN L FEENMERAA (i) R, BRNARERIUE
android.permission.READ_CONTACTS e IREVEX R AZUR A MR 5 348 EL A A
android.permission.GET_ACCOUNTS ek FI ATFIRIRIK ARSS PRI TR
android.permission.RECEIVE_USER_PRESENT Evl Unkngwn Unknown permission from android reference
permission
android.permission.WAKE_LOCK & ¥ L= 341 B R SVFRBAER B LEFAHE N BERERARAS
. -
android.permission.MOUNT_UNMOUNT_FILESYSTEMS Bka ;%ffﬂ]ﬁﬂ%z?# VTR BIEF NS ThiEE R M E X R R
RIL
EREBRFIK "
android.permission WRITE_SETTINGS e ;@% B2 R s R RS, RN TSR RSNERE.
android.permission.SYSTEM_ALERT_WINDOW j[eAis BRAFRER AN EREFETRASLIRE D, TENAREFILUEEFNNENRSE
) o - RSN AL E HIRESMIERERF S, BRENARFAIRERERATRTI GPS siEMI(L
android.permission. ACCESS_LOCATION_EXTRA_COMMANDS E= SIS Ty
android.permission.CHANGE_NETWORK_STATE S EIRMLEIERE VFR FBAER B M AEIE RS
ndroid.permission GET TASKS Bk HRETIEITHY AN AREFRERA X SAMNROETHESNER. AT ERNARERLZIN
aneroie-pe R | mmrR BXEMRARFENIAGE




android.permission.VIBRATE = AITER AN AR HIIREIEE
android.permission.RECORD_AUDIO et xE AV BIERIARIEMIC RERE

B Y FAREE

FETN(ACTIVITY)

BIS(INTENT)

com.hlyxnb.otogas.MainActivity

Schemes: dtkwx://,
Hosts: dthy,
Ports: 8888,
Paths: /join,

com.tencent.tauth.AuthActivity

Schemes: tencent1107228740://,

com.hlyxnb.otogas.sgapi.SGEntryActivity

Schemes: paraches://,
Hosts: xianliaoldL9CsSAOEtAfm8HR,

REH BRAPKREFT S BrhE, HFLEMERNER, BRAIBHRAEER,
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