MoGua

None 180.74.0.2-family.APK 3 #TiRE

APP- 7 None



(252F
CEZES
URLEZ=:
HRFE L ER:
7 BER:

ST

& XHER

com.qustodio.qustodioapp

20256 H18H


https://mogua.co/

X{44: base.apk

AN 23.41MB

MD5{E: efb415b8000bd4240553d7da6faoff5d

SHAM{E: 7212db6bc8cd70ec08fdbba778dc7481075ffce2

SHA2561E: 962be84eb4b73d8825d47b00b3a3f2c67e794e357c81ad46615883c11111a60e

i APP 1§l§\

App& #5: None

%: com.qustodio.qustodioapp

ZEEBDActivity: com.qustodio.qustodioapp.ui.splash.SplashScreenActivity
RERRAE TR 180.74.0.2-family

REERRZ: 1807400
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plus.google.com

IP:66.220.147.11

EREESR: United States of America
X California

T Menlo Park

45[E: 37.436935

£2FE:-122.193604

issuetracker.google.com

IP: 74.125.142.139

ERBEIZ: United States of America
X California

T Mountain View

4 37.405991

£2FE:-122.078514

gustodio.com

IP:52.21.98.137
FRIBEEIZ: United States of America
MX: Virginia




kT Ashburn
45 39.039474
42FE:-77.491806

www.google.com

IP: 199.16.158.12

FRBEIZ: United States of America
H[X: California

kT San Francisco
4fE:37.773968

£2[E:-122.410446

github.com

IP:20.205.243.166
FRIEEZSR: Singapore
HX: Singapore
tkTh: Singapore
4E: 1.289987
42[E:103.850281

conf.rollout.io

IP: 108.156.144.93

FRIBEEIZ: United States of America
MX: Washington

Hith: Seattle

4R 47.604309

£ -122.329842

push.rollout.io

IP:34.239.4.249

FRIBEZR: United States of America
HEX: Virginia

T Ashburn

45[E:39.039474

£2[E:-77.491806

firebase-settings.crashlytics.com

IP: 114.250.65.34
FREEZ: China
HX: Beijing
iHh: Beijing
#5E:39.907501
42[E:116.397102

IP: 199.59.148.96




www.youtube.com

FREESR: United States of America
HIX: California

s San Francisco
45[E:37.773968

£2FE:-122.410446

statestore.rollout.io

IP:3.175.227.9

FRIBEZR: United States of America
HX: Washington

I Seattle

4[E: 47.627499

£2[E:-122.346199

schemas.android.com RARSHHIERES.
IP:3.234.60.87
FRIBES: United States of America
x-api.rollout.io HX: Virginia
Pt . tHrh: Ashburn

45FE:39.039474
4Z[E:-77.491806

console.firebase.google.com

IP:142.250.99.139

FRBEIZ: United States of America
H[X: California

i Mountain View

45FE: 37.405991

£2[E:-122.078514

WWwW.w3.0rg

IP:104.18.23.19

FRIEEIZR: United States of America
H[X: California

tfth: San Francisco

45 37.775700

42fE:-122.395203

cdn-settings.segment.com

IP:13.33.45.217
FREEZR: Singapore
M[X: Singapore




iHith: Singapore
45[E: 1.289987
#2FE:103.850281

jsoup.org

IP: 104.21.64.1

FRBEIZ: United States of America
H[X: California

tHiT: San Francisco

45 37.775700

£2FE:-122.395203

www.bing.com

IP: 202.89.233.101
FREEZR: China
HIX: Beijing
imiTh: Beijing
45E:39.907501
£2F:116.397102

analytic.rollout.io

IP:52.70.95.64

FRIBEEIZ: United States of America
HX: Virginia

th: Ashburn

45E:39.039474

$2[E:-77.491806

notify.bugsnag.com

IP:35.186.205.6

FRIBEZR: United States of America
X : Missouri

HiTh: Kansas City

45[E:39.099731

£2[E:-94.578568
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https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/%s/settings F2/g.java

http://undefined/ M8/d.java
http://' M8/d.java
https://'. M8/d.java
https://jsoup.org/cookbook/extracting-data/working-with-urls M8/d.java

https://null

com/qustodio/accessibility/parser/browser/BrowserParser.java

http://null

com/qustodio/accessibility/parser/browser/BrowserParser.java

https://qustodio.com

com/qustodio/qustodioapp/model/UpdatelnfoModel.java

https://www.youtube.com/watch?v=

com/qustodio/qustodioapp/youtube/YoutubeConstantsKt.java

https://cdn-settings.segment.com/v1/projects/

com/segment/analytics/h.java

http://schemas.android.com/apk/res/android

i2/C1746f java

https://console.firebase.google.com

d3/C1526b.java

https://x-api.rollout.io/device/get_configuration

io/rollout/client/Environment.java

https://conf.rollout.io

io/rollout/client/Environment.java

https://x-api.rollout.io/device/update_state_store

io/rollout/client/Environment.java

https://statestore.rollout.io

io/rollout/client/Environment.java

https://analytic.rollout.io

io/rollout/client/Environment.java

https://push.rollout.io/sse

io/rollout/client/Environment.java




https://notify.bugsnag.com

io/rollout/reporting/ErrorReporter.java

https://plus.google.com/ n1/K.java
https://github.com/google/gson/blob/main/Troubleshooting.md u3/n.java
http://www.google.com w7/d.java
https://issuetracker.google.com/issues/new?component=413107&template=1096568 00/C2005c.java
https://issuetracker.google.com/issues/new?component=907884&template=1466542 P/m.java
http://www. Z4/a.java
https://www. Z4/a.java
https://www.google.com/search?safe=active I5/C1873a.java
https://www.bing.com/search?q= T4/a.java
https://www.google.com/search?q= T4/a.java
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v2 &5 True

v3 % #: True

HE 1 ANEIER

& C=ES, ST=Barcelona, L=Barcelona, O=Qustodio Technologies, OU=Qustodio Technologies, CN=Qustodio
BHZE K rsassa_pkes1vils

BMEIR: 2013-02-18 13:10:08+00:00

BRHEAZE: 2040-07-06 13:10:08+00:00

%17 C=ES, ST=Barcelona, L=Barcelona, O=Qustodio Technologies, OU=Qustodio Technologies, CN=Qustodio
55 0x51222830

7 E L shal

md51&: 1daa93b2a686d2b44401d495380f72cb

shal{&: e76c16365a7cc5afdee2e42b42e0c1a3ff570e3a

sha2561&: 73c071f6e370086c92e8cac50b4e6593af12404b38924a5bdcadbc66e24b23d3

sha5121&: ccd1c382a4908bc4c2997b49d3790d959fae2537908ea82dbd3958996db449a7c2951b226416b0ch5c3891d896847ecd45346c140dd31dd3be4f847d3515a30c
REABE rsa

EIAKE: 2048

¥a40: 6249dd1cd2474d8f68a178ebf2dcee0c19db6d99a55572ebe8736¢5¢813aa781
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android.permission.ACCESS_FINE_LOCATION 5 | (GPS) BT R LB H AT AL MRS M St B
android.permission.QUERY_ALL_PACKAGES E%E AFEEGE ENERE BN AERF, TSR R
75 é%\ N \
android.permission. ACCESS_NETWORK_STATE i;t, ;EM R nemmrssEmEREmkS
. . iE BEEWI-Fi X e et
android.permission.ACCESS_WIFI_STATE ” s AT AREFEERX WIi-FORSHER
android.permission. GET TASKS & jfi;gﬁ AFNAEFRRE X HEINRIOSTNESHNER. JEATFER
P T 0 é = AR ANMEXEMNARZFNAAGEER
a8 BT . . .
android.permission.PACKAGE_USAGE_STATS * it RIFEERNAG RS, TMHE BN ABRERFER
7/ 2L
android.permission.INTERNET L;t BEMEN | AFNAREFRNEERT
fa
. . F | sEan e e e
android.permission.KILL_BACKGROUND_PROCESSES ) 32 VL R AR L H ML BiER VG & 178 BMER T ME
[aE] ==
. o IE FFHLES B 5h AT AERTERATRBMEIANEM. XARREEFIER
android.permission.RECEIVE_BOOT_COMPLETED s | m KBTI 40 V5 I R AR I A B TR A AR




1E . R N _
android.permission.VIBRATE » EER SRR AR TR E 2
iE 1k A
android.permission.WAKE_LOCK ” Eg FHE SRR FARER A LEFALIHE N BERRAR S
. o >* Unknown o )
com.android.browser.permission.READ_HISTORY_BOOKMARKS o Unknown permission from android reference
A permission
. o >* Unknown o )
com.android.browser.permission.WRITE_HISTORY_BOOKMARKS o Unknown permission from android reference
A permission
1E
android.permission.ACCESS_NOTIFICATION_POLICY ” B0 B SRS AV R T AR ISR,
1E [ BB NI E BN R A BE(E
droid. ission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS .
android.permission.REQUEST_ - - e Settings. ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS.
1E »
android.permission.FOREGROUND_SERVICE ” AVFEFN A2 Service.startForeground,
\//\/\,é \//\/\é% o it L \%é/\
android.permission.SYSTEM_ALERT_WINDOW B ETASR | ARREERERARERE. SRR RS E
v iR RE
) _ x Unknown o )
android.permission.POST_NOTIFICATIONS . Unknown permission from android reference
A permission
- BT TN BRERESE ETINER TAITRIESE, SENBRERH
android.permission.CALL_PHONE " o BEESEERRIEIKE R EINTI, EEE X TN ARFIRYT
Bu 'LE"?EE_IJ
E2BIESHE
IF LS . b
android.permission.CHANGE_NETWORK_STATE . ?jﬂﬂ = YRR AR B RS IE RS
=) %
) o *x Unknown o .
android.permission.FOREGROUND_SERVICE_SYSTEM_EXEMPTED 1 permission Unknown permission from android reference




Unknown
android.permission.USE_EXACT_ALARM = ) W Unknown permission from android reference
pal permission
=
com.google.android.c2dm.permission.RECEIVE x C2DM AR | =ERGEHBEEIIR
e -~ * Unknown o )
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE 0 permission Unknown permission from android reference
Unknown
com.google.android.gms.permission.AD_ID = ) W Unknown permission from android reference
pal permission
, o Z Unknown o )
android.permission.ACCESS_ADSERVICES_ATTRIBUTION . Unknown permission from android reference
pal permission
Unknown
android.permission. ACCESS_ADSERVICES_AD_ID A . W Unknown permission from android reference
pal permission
, , * Unknown . )
com.qustodio.qustodioapp.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION 0 permission Unknown permission from android reference

B N FAREE

FETN(ACTIVITY)

B{S(INTENT)

com.qustodio.qustodioapp.ui.splash.SplashScreenActivity

Schemes: qustodiofamily://,

com.qustodio.qustodioapp.ui.onboarding.chromeextension.setup.ChromeExtensionSetupActivity

Schemes: qustodio://,
Hosts: chrome-extension,

com.qustodio.qustodioapp.ui.passwordrequest.login.LoginPasswordRequestActivity

Schemes: qustodio://,
Hosts: parent-login,
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