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https://mogua.co/

SC{$4: 0_1i904aaht1a6ttuu’0ok10iaosa.apk

C{EA N 124.3MB

MD5{E: ef9d81990eae0af2f0955f0379289dc9

SHAT{E: 941657aebe727598eaf481d250534f3ad925c098

SHA2561E: 77a32b529c277f1b6b967e4f0854f4837ec695581ff601bd70a6¢c1b59d297¢81

1APP 58

App B R K& EFRRRE

#14: com.leyou.ruianmahjong
ZEBDActivity: org.cocos2dx.lua.AppActivity
RERRA AR 2.3.5

ReEhRT: 235
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mobilegw-1-64.test.alipay.net HERSSEMIBEER.
mobilegw.stable.alipay.net HERSSEMIEEER.

WWw.opensource.org

IP:104.21.84.214

FREBEZR: United States of America
HiX: California

k: San Francisco
45E:37.775700

£2[E:-122.395203

restapi.amap.com

IP:203.119.169.174
FREEZR: China
MX: Zhejiang
Th: Hangzhou
45E:30.293650
42FE:120.161583




pingma.qg.com

[P:0.0.0.1
FREER: -
HX: -

imh: -
#5E:0.000000
£2F£:0.000000

m.alipay.com

IP: 203.209.245.74
FRIEEZR: China
HX: Zhejiang
T Hangzhou
#5E:30.293650
£2[E:120.161583

dualstack-arestapi.amap.com

IP:39.98.22.142
FRIBEZR: China
HIX: Zhejiang
tHiTh: Hangzhou
#5[E: 30.293650
42[E:120.161583

xmlpull.org

IP:185.199.110.153

FREBESR: United States of America
HIEX: Pennsylvania

tfgth: California

45[E: 40.065647

£3FE:-79.891724

mclient.alipay.com

IP:1.190.42.122
FRBEZR: China
HIX: Heilongjiang
tHih: Harbin

#5E: 45.750000
£2F5: 126.650002

example.com

IP:93.184.215.14

BRIBEZR: United States of America
HIX: California

HiT: Los Angeles




45FE: 34.052570
4ZFE:-118.243904

Ibs.amap.com

IP:110.253.188.148
FRIBESR: China
HX: Hebei

kTh: Zhangjiakou
45FE: 40.810024
42FE:114.879349

mta.qg.com

IP:0.0.0.1
FREER: -
X: -

tmih: -
#5E:0.000000
#2F5:0.000000

github.com

IP: 20.205.243.166
FREEISR: Singapore
H#BEX: Singapore
t#h: Singapore
45[E: 1.289987
432FE: 103.850281

wappaygw.alipay.com

IP:61.182.131.214
FRIBESR: China
HX: Hebei

iTh: Zhangjiakou
45E: 40.810024
£2[E: 114.879349

bugzilla.mozilla.org

IP:34.110.178.183

FREER: United States of America
HX: Missouri

iHih: Kansas City

#5FE: 39.099731

£2[E:-94.578568

IP: 104.236.69.55
FREEZ: United States of America




www.browserleaks.com

HIEX: New Jersey
¥t Clifton

4“5 40.858585
42FE:-74.163605

mobilegw.alipaydev.com

IP:110.75.132.131
FRIEEZR: China
HX: Zhejiang
T Hangzhou
#5FE: 30.293650
42[E:120.161583

valve.github.io

IP:185.199.111.153

FREBER: United States of America
HIEX: Pennsylvania

Th: California

45 40.065647

£2[E:-79.891724

open.weixin.qg.com

IP: 220.196.154.28
FRIBER: China
HIEX: Jiangsu

W Wuxi
45[E:31.569349
42F5:120.288788

apilocate.amap.com

IP:59.82.31.183
FRIBEZ: China
MX: Zhejiang
Th: Hangzhou
#5E:30.293650
£2[E:120.161583

stats.magicwindow.cn

IP:118.31.214.104
FRIEEZR: China
HX: Zhejiang
T Hangzhou
#5E:30.293650
£2[E:120.161583




mobilegw.aaa.alipay.net

RERSS BHIEER.

android.bugly.qg.com

IP:124.95.225.169
FRIEEZR: China
HEX: Liaoning
tHiT: Shenyang
4RE: 41.792221
438 123.432877

long.open.weixin.qg.com

IP:112.65.193.170
FRIBEZR: China
HEX: Shanghai
$piTh: Shanghai
4h[E:31.224333
42FE:121.468948

rqd.uu.qg.com

IP: 60.29.240.104
FRIBESR: China
HIEX: Tianjin
$ETR: Tianjin
45E:39.142181
$2FE:117.176102

sites.google.com

IP:31.13.73.169
FREEZR: Ireland
EX: Dublin
T Dublin
45E: 53.344151
$2[E:-6.267249

mcgw.alipay.com

IP:61.182.131.214
FRIBER: China
HX: Hebei

kTh: Zhangjiakou
45 40.810024
42FE:114.879349

IP: 110.253.188.148
FRIBEZ: China




cgicol.amap.com

HX: Hebei

t#: Zhangjiakou
45E: 40.810024
42FE:114.879349

abroad.apilocate.amap.com

IP: 59.82.44.11
FRIEEZR: China
#X: Shanghai
t@h: Shanghai
45E:31.224333
42FE:121.468948

mobilegw.alipay.com

IP: 203.209.250.2
FREEZ: China
HIX: Zhejiang
T Hangzhou
45FE:30.293650
42F£:120.161583

dualstack-a.apilocate.amap.com

IP: 106.11.40.50
FREEZR: China
HIX: Zhejiang
Th: Hangzhou
4:30.293650
42FE:120.161583

restsdk.amap.com

IP:59.82.132.217
FRIBES: China
HX: Zhejiang
Th: Hangzhou
#RE: 30.293650
42FE:120.161583

paygate-yf.meituan.com

IP:101.236.69.63
FRBESX: China
HBEX: Beijing
i#: Beijing
#5:39.907501
42FE:116.397102




adiu.amap.com

IP: 110.253.189.147
FRIBER: China
HX: Hebei

kTH: Zhangjiakou
4P 40.810024
42FE:114.879349

h5.m.taobao.com

IP:125.38.11.131
FREBEZ: China
HEX: Tianjin
gTH: Tianjin
45[E:39.142181
2[E:117.176102

mta.oa.com

IP:141.144.196.217
FRIBEIR: Netherlands
H[X: Noord-Holland
Ifvh: Amsterdam
4FE: 52.378502

£2[E: 4.899980
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https://mobilegw.alipay.com/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

http://mobilegw.aaa.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

http://mobilegw-1-64.test.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

http://mobilegw.stable.alipay.net/mgw.htm

com/alipay/apmobilesecuritysdk/b/a.java

https://mobilegw.alipay.com/mgw.htm

com/alipay/sdk/cons/a.java




https://mobilegw.alipaydev.com/mgw.htm com/alipay/sdk/cons/a.java
http://m.alipay.com/?action=h5quit com/alipay/sdk/cons/a.java
https://wappaygw.alipay.com/home/exterfaceAssign.htm? com/alipay/sdk/cons/a.java
https://mclient.alipay.com/home/exterfaceAssign.htm? com/alipay/sdk/cons/a.java
https://mcgw.alipay.com/sdklog.do com/alipay/sdk/packet/impl/c.java
http://h5.m.taobao.com/trade/paySuccess.html?bizOrderld=$Orderld$& com/alipay/sdk/data/a.java
https://paygate-yf.meituan.com/paygate/notify/alipay/paynotify/simple\ com/alipay/test/a.java
http://Ibs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ com/amap/api/location/AMapLocation.java
https://adiu.amap.com/ws/device/adius com/loc/bo.java
http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& com/loc/df.java
http://apilocate.amap.com/mobile/binary com/loc/fv.java
http://dualstack-a.apilocate.amap.com/mobile/binary com/loc/fv.java
http://abroad.apilocate.amap.com/mobile/binary com/loc/fv.java
https://restsdk.amap.com/sdk/compliance/params com/loc/ay.java
http://restsdk.amap.com/sdk/compliance/params com/loc/ay.java
http://restsdk.amap.com com/loc/w.java
https://restapi.amap.com/rest/aaid/get com/loc/ag.java
http://restapi.amap.com/rest/aaid/get com/loc/ag.java




http://restsdk.amap.com/v3/place/text?

com/loc/a.java

http://restsdk.amap.com/v3/config/district?

com/loc/a.java

http://restsdk.amap.com/v3/place/around?

com/loc/a.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/gb.java

https://restsdk.amap.com/v3/iasdkauth

com/loc/n.java

https://dualstack-arestapi.amap.com/v3/iasdkauth

com/loc/n.java

http://dualstack-arestapi.amap.com/v3/geocode/regeo

com/loc/fq.java

http://restsdk.amap.com/v3/geocode/regeo

com/loc/fq.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/fo.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/b/a/a.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/b/a/e.java

http://android.bugly.qq.com/rqd/async

com/tencent/bugly/beta/upgrade/BetaUploadStrategy.java

http://rqd.uu.qq.com/rqd/sync

com/tencent/bugly/crashreport/common/strategy/StrategyBean.java

http://android.bugly.qq.com/rqd/async

com/tencent/bugly/crashreport/common/strategy/StrategyBean.java

https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s

com/tencent/mm/opensdk/diffdev/a/f.java

https://open.weixin.qg.com/connect/sdk/qrconnect?
appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s

com/tencent/mm/opensdk/diffdev/a/d.java

https://github.com/Tencent/tinker/issues

com/tencent/tinker/lib/reporter/DefaultPatchReporter.java




https://github.com/Tencent/tinker/issues

com/tencent/tinker/lib/reporter/DefaultLoadReporter.java

http://mta.qq.com/

com/tencent/wxop/stat/StatServicelmpl.java

http://mta.oa.com/

com/tencent/wxop/stat/StatServicelmpl.java

http://pingma.qq.com:80/mstat/report

com/tencent/wxop/stat/common/StatConstants.java

http://stats.magicwindow.cn

com/zxinsight/analytics/a/a.java

http://example.com/

cz/msebera/android/httpclient/impl/client/cache/CacheKeyGenerator.java

https://github.com/Valve/fingerprintjs

EV25|%

http://www.opensource.org/licenses/mit-license.php)

BV25 |2

http://github.com/garycourt/murmurhash-js HNV25|E
http://sites.google.com/site/murmurhash/ FENV25 %
https://bugzilla.mozilla.org/show_bug.cgi?id=781447 HINV25 %

https://www.browserleaks.com/canvas

ENV25|%

http://valve.github.io';

BV25 |8
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8223939@qq.com

org/cocos2dx/lua/LuaCallTest.java




valentin.vasilyev@outlook.com
gary.court@gmail.com EINV23 %
aappleby@gmail.com
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14222222222 com/loc/n.java

#* ZRIET
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vl &5 True

v2 %% True

v3 & False

HEI 1 ADE—IED

& C=kn, ST=jkj, L=kljlk, O=lkjklj, OU=Ik, CN=Kkljl

T BEE: rsassa_pkes1vis

BRHEAR: 2018-01-06 14:47:36+00:00

BMERZE: 3016-05-09 14:47:36+00:00

%17 A C=kn, ST=jkj, L=kljlk, O=Ikjklj, OU=Ik, CN=KI]l

FF5S: 0x4574d055

M7 &k sha256

md5fE: 2ae1550456ee22301187008dd4de81b0

sha1{&: b44297de3fe682fc308a4a388f4480a255e76a8f

sha2561&: ec5432cfc34c178caea24555bae6cdd3e89b845447fe12e3a03832e66664ec43
sha5121&: 98731da31342b8351f0baeda5c13963281d94b4f248ad4a70308982b6fb67d8732c51a4d45564605f34c1dd884a902432f4899835bb1ad4b833cf6eb1ad9b52d
NEARE: rsa

FEIAKE: 2048

$84: 5779820baafc5b569022eea979faf6809a33a0d94e6b3d8cbbe77¢106c9b7669
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android.permission. ACCESS_NETWORK_STATE = BEMEIRE AN REFEEEMNEIRE
. . N JREYER IR SR RIS ISR BIETNAE. BB WARRIN AIER o] LAE b BBIER BiES T3
android.permission.READ_PHONE_STATE jeim; 545 512 M0 b FSE RS, M0 B b 20
android.permission.RECORD_AUDIO et = AV BIERIARIEMICRERRF
EHESNIE
android.permission.MODIFY_AUDIO_SETTINGS FE EROHEIE YN ARFENEREMLE, fIINEEM S




1

android.permission.INTERNET = IERSREEIN AN AEFOIEMNEEET
android.permission.CHANGE_NETWORK_STATE & B IEE VPR AR BN IE RS
android.permission.CHANGE_WIFI_STATE & BWI-FiIRZS SRR FARE PR AR T Wi-Fi S N, T ECE Y Wi-Fi I T Y
android.permission. ACCESS_WIFI_STATE & BEEWI-FIRES NFNBEFEERX WIi-Fi KSHEER
android.permission.MOUNT_UNMOUNT_FILESYSTEMS et iiﬁﬁﬂﬁi# AR BIER NI ohiFE R M E X R A
android.permission.VIBRATE E= AIITER AV AEFE R IREIEE
android.permission.WRITE_EXTERNAL_STORAGE iy | FRVEBUBRR | o g
HNERTFRERND
android.permission.READ_EXTERNAL_STORAGE ek ;ﬁg%%ﬁﬁﬁ%%ﬁ TR AR MIMERTF i IS2EY
android.permission.SYSTEM_ALERT_WINDOW &1\ BERAGRER ATNAEFERRALEREOD. BENVAREFILEEFINNENRE
android.permission.ACCESS_COARSE_LOCATION Bk FEAL gggﬁg%ggéﬂfﬁ?}gf;&f;;%ﬁ%EiﬁﬁiE’J BEUE (ORAR) . B
android.permission. ACCESS_FINE_LOCATION v ‘*%éﬁﬂpf){ﬁ igiiﬂg%gQéﬁ;fg;;iiigigQD%EJH%O ERMARFRUEAE
android.permission. ACCESS_LOCATION_EXTRA_COMMANDS | & ;gi:ggggg gg;izi;gﬁ%ﬁf#@% e, ERART AR A RATIL 6P SR
android.permission READ_LOGS . P da GRS St ﬁi#&;ﬁg%%r%%f%éﬁiid%%ﬁ Elfi(f% XETREB L IE X EERFINMAA
= N—f(E 8, AT EE N AHAER
android.permission.BLUETOOTH EE CIRIE TGS VR BRI R IS &




android.permission.BLUETOOTH_ADMIN EE BB

VTR AR R A BC I 18 8 &

android.permission.REQUEST_INSTALL_PACKAGES yenlvi

RN ARFAUABERZEBRAI &

\

L1

W A RE(E

FETN(ACTIVITY)

IBIE(INTENT)

org.cocos2dx.lua.AppActivity

Schemes: yylink://,

REH BIMAPKREFT S BchEm, FFEEMERNER, BRIAIFHRAEER,



https://mogua.co/

