MoGua

None 6.73.APK DR

APPEZ F:



B&: com.uptodown

CEZES 225%

URLLLZ=: 315

HRFE L2 2%

pay =tk 2025F1216H
VAKIREI=F EINAPKR EET G

& XHER


https://mogua.co/

X% 4: uptodown-com.voicechat.whisper.apk
SR 11.87MB
MD5{E: e3172ea97543b53b516fa56c6dc5ede?

SHAM{E: 7702a902db789f731f92f1e1ead141c02805945f

SHA2561E: e44cf605c245910c3d1851e2c2aaadec96a23d8295f93bbaef0163b29316e959

i APP 1%-1%\

App& #5: None

4: com.uptodown

Z;EBDActivity: com.uptodown.activities.MainActivity
RERFHT:6.73

REhRT: 673
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Lo

RSS2 =8

m.uptodown.net

IP:151.101.91.52

FRIBEZ: United States of America
H[X: California

: San Francisco

4E: 37.775700

£2[E:-122.395203

firebase.google.com

IP: 142.250.69.174

FREEZ: United States of America
HX: California

T Mountain View

4 E: 37.405991

£2[E:-122.078514

cmp.inmobi.com

IP:3.169.183.40
FREEZR: United States of America
HX: Washington




IgTh: Seattle
h[E: 47.627499
$ZFE:-122.346199

gist.github.com

IP: 8.7.198.45

FREEZR: United States of America
MX: Louisiana

HTH: Monroe

#5FE: 32.548328

£2[E:-92.045235

firebase-settings.crashlytics.com

IP: 114.250.67.34
FREER: China
HIEX: Beijing
ipiTh: Beijing
#5E:39.907501
42FE:116.397102

secure.uptodown.com

IP: 156.233.67.243
FREEZ: South Africa
MX: Gauteng

kTH: Johannesburg
45 -26.202250
42/E: 28.043550

accounts.google.com

IP:8.7.198.46

FRIEES: United States of America
H[X: Louisiana

T Monroe

4FE: 32.548328

£2FE:-92.045235

t.uptodown.app

IP:162.125.80.3

BRIBEZ: United States of America
HIEX: California

: San Francisco
4E:37.775700

£2[E:-122.395203




www.virustotal.com

IP: 34.54.88.138

FREEZR: United States of America
H[X: California

tith: Mountain View

#5FE: 37.405991

£2[E:-122.078514

WWW.W3.0rg

IP:104.18.23.19

FRBEIZ: United States of America
HIX: California

tHi: San Francisco

#RE: 37.775700

42[E:-122.395203

u.uptodown.app

IP:69.171.229.73

FREER: United States of America
HiX: California

Ikvs: Menlo Park

4%E: 37.436935

£2[E:-122.193604

adservice.google.com

IP: 114.250.64.38
FREEZR: China
HIEX: Beijing
ipiTh: Beijing
#5E:39.907501
£2[E:116.397102

api.cmp.inmobi.com

IP:54.93.147.55
FREEXR: Germany
H[X: Hessen

kv Frankfurt am Main
#RE: 50.110882
421E:8.681996

www.youtube.com

IP:31.13.94.10
FREEZR: Argentina

HX: Ciudad Autonoma de Buenos Aires

: Buenos Aires




£5FE: -34.603600
4ZFE:-58.381554

whatwg.org

IP:165.227.248.76

FREEZR: United States of America
HIEX: New Jersey

T Clifton

45 40.858585

£2[E:-74.163605

play.google.com

IP:8.7.198.46

FREBEZR: United States of America
HX: Louisiana

T Monroe

45 32.548328

£2F8: -92.045235

uptodown-android.uptodown.com

IP:128.242.240.244

FRIEES: United States of America
HX: Washington

tfvh: Redmond

Y5RE: 47.682899

£2[E:-122.120903

pagead2.googlesyndication.com

IP: 114.250.64.38
FRBEZR: China
HX: Beijing
imh: Beijing
#5E:39.907501
42FE:116.397102

schemas.microsoft.com

IP:13.107.253.39
FREEXR: Germany
MX: Hessen

kv Frankfurt am Main
#FE:50.110882
42FE:8.681996




www.uptodown.app

IP:31.13.112.9
FREEZR: Ireland
EX: Dublin
IE: Dublin
45 53.344151
£2[E:-6.267249

dw.uptodown.com

IP: 108.160.172.208

FRIEES: United States of America
H[X: California

Ikt San Francisco

#RE: 37.775700

42[E:-122.395203

www.uptodown.com

IP:162.125.8.1

BRIBEZ: United States of America
HIEX: California

tH: San Francisco

4RE: 37.775700

£2[E:-122.395203

& URLEE R

URLIER UrlFRTEXX 1%
https://accounts.google.com/o/oauth2/revoke?token= G/fjava
https://cmp.inmobi.com/ X3/n.java
https://cmp.inmobi.com/ X3/d.java
https://cmp.inmobi.com/ X3/p.java
https://cmp.inmobi.com/ X3/l.java




https://cmp.inmobi.com/ X3/r.java
https://cmp.inmobi.com/ X3/t.java
https://cmp.inmobi.com/ X3/v.java
https://cmp.inmobi.com/ X3/x.java
https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/%s/settings GO0/g.java
https://api.cmp.inmobi.com/ T3/g.java

http://whatwg.org/html/common-microsyntaxes.html

com/mbridge/msdk/c/b/b.java

http://whatwg.org/html/webappapis.html

com/mbridge/msdk/c/b/b.java

https://gist.github.com/atk/1020396\n

com/mbridge/msdk/c/b/b.java

http://whatwg.org/C

com/mbridge/msdk/c/b/b.java

https://play.google.com/

com/mbridge/msdk/click/c.java

https://play.google.com/store/apps/details?id=

com/mbridge/msdk/click/c.java

https://play.google.com/

com/mbridge/msdk/click/a.java

https://play.google.com/

com/mbridge/msdk/foundation/tools/aj.java

https://play.google.com/store/apps/details?id=

com/mbridge/msdk/foundation/tools/aj.java

https://play.google.com/store/apps/details?id=

com/mbridge/msdk/foundation/webview/a.java

https://play.google.com

com/mbridge/msdk/mbsignalcommon/windvane/WindVaneWebView.java

http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense

com/mbridge/msdk/playercommon/exoplayer2/drm/HttpMediaDrmCallback.java




https://uptodown-android.uptodown.com/android

com/uptodown/activities/MainActivity.java

https://dw.uptodown.com/dwn/

com/uptodown/activities/MainActivity.java

https://firebase.google.com/docs/crashlytics/get-started?platform=android y0/C2635x.java
https://www.uptodown.app:443 u2/r.java
https://www.uptodown.com:443 u2/r.java
https://t.uptodown.app:443 u2/r.java
https://u.uptodown.app:443 u2/r.java
https://m.uptodown.net/matomo.php u2/C2437A.java
https://www.uptodown.com/turbo?platform=android u2/0.java
https://adservice.google.com/getconfig/pubvendors u2/0.java
https://www.virustotal.com/gui/file/ u2/C2453m.java
https://play.google.com u2/g.java
http://play.google.com u2/q.java
https://secure.uptodown.com:443 12/C2065a.java
https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps C/b.java
https://www.youtube.com E1/a.java

https://secure.uptodown.com

m2/C2106a.java
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u0013android@android.comO
u0013android@android.com

J/y.java

this@installeractivity.packageman

com/uptodown/core/activities/InstallerActivity.java

S FHNEE

FNS FRTEC{F

18222222222 com/uptodown/activities/Morelnfo.java

# ZRIET

APKES#

vl &H&: True
v2 &5 True
v3 % %: True

HE 1 ADE—IED

F 3 C=ES, ST=Malaga, L=Malaga, O=Uptodown, OU=Uptodown, CN=Uptodown Technologies SL

BHZE K rsassa_pkes1vils
BHEAR: 2024-05-02 15:16:15+00:00
BHRZE: 2051-09-18 15:16:15+00:00

£47N: C=ES, ST=Malaga, L=Méalaga, O=Uptodown, OU=Uptodown, CN=Uptodown Technologies SL

F5IS: 0x4976173c

M7 &% sha256

md51&: ed86b3c7d53cba96769d1b431108e398
sha1{&: 4b64559bc35829fd427bf65985ffdd9a88909fc4




sha2561&: 822b9ca12b534ebcf426632221d951bfc60eb08fof0cf2839¢321b0685c2e8a4

sha5121&: 45efe48cdaf6f380ch874193acd01d5469ef7fe38e338455817694b3c4d635¢16228bd25bb02bb5a402888c35415f165d094888c827709826397def703b2a%ab
NEABE L rsa

EEAKE: 2048

$84: 051d3f50665ccdf9ecda376f1c8051d410ef4312c7e745f16fb6d4d0ddebfbco
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android.permission.INTERNET ;E IERSSREEIN VN BIZEF RIS ERET
android.permission. ACCESS_NETWORK_STATE ﬁé BEEMERS VN BIZFEEFTEMEIRES
android.permission.WRITE_EXTERNAL_STORAGE fi ggjﬁéﬁgﬂm% VPN FBIEF B NN
android.permission.GET_ACCOUNTS fi FI| K SRR AR SS BRI A F15%
android.permission.WAKE_LOCK ;E 75 LE T4 B B SN AR B LE FANE NIRRT
android.permission.GET_PACKAGE_SIZE ﬁé i%g RS SN B B B E R =E]

T - PSS L Ze s = Tl = VA = S ﬁiﬁ{ﬁgﬁf@a hF
android.permission.RECEIVE_BOOT_COMPLETED ” FANBY BEhB TN HREEKWIIE,H AT AEF BT RRE TR EREDF

HARE

android.permission.USE_CREDENTIALS fi ig;ﬁ)ﬁ 3 1 RN AREFIERSHIIESHE
android.permission. AUTHENTICATE_ACCOUNTS fi FEHIK R I0IERR ﬁgg;ﬂ;ﬁggggg%@%ﬁwﬁﬁEﬁiﬁéglﬂ%‘é,@%ﬁu%mﬁ)ﬁ
android.permission.MANAGE_ACCOUNTS fi BIBKF VIR SVFR FARE AT A IDAN M BR K P2 LUK i PR L DD S 4R 1
android.permission.ACCESS_WIFI_STATE ;t, BEWI-FIRES RNEFNEREFEEEX WI-Fi RSHEER
android.permission. REQUEST INSTALL PACKAGES fi gggﬁﬁﬁ%ﬁx g’% N 2R AT IR A E R EIA TR A P R R ME R




android.permission.REQUEST_DELETE_PACKAGES

3 F

SVFR AR R R IERE

RN FRRERFT 2

& - VTR 2R EEE PRI E . SR DHE
android.permission.MANAGE_EXTERNAL_STORAGE HIREEFE#EFN . P, o
P - - % i BAE A SR AR R
ST
IE N N ~ N >, N =
android.permission.QUERY_ALL_PACKAGES ” AFEISE_EE S RN AEF, 1078 2 AR
_ . R Unknown . .
android.permission.UPDATE_PACKAGES_WITHOUT_USER_ACTION o Unknown permission from android reference
Al permission
_ . 7+ Unknown . .
android.permission.POST_NOTIFICATIONS L Unknown permission from android reference
A permission
_ . 7+ Unknown . .
android.permission.ENFORCE_UPDATE_OWNERSHIP o Unknown permission from android reference
Al permission
s SN IR LA EE#RY Android B, RN AIEF ]
android.permission.INSTALL_PACKAGES BERTENERER s - o
P - R LU SRR S E B B AR i PR
AN FAREFMIER Android B, RN AERB] LR T kM
android.permission.DELETE_PACKAGES pillEIvasEE s .
P - HETE REBNNARR
android.permission.ACCESS_SUPERUSER = Unkngwh Unknown permission from android reference
bl permission
android.permission.RECORD_AUDIO f‘E RE SN IR IR ID EIMIC KRR
N/
=
com.google.android.c2dm.permission.RECEIVE C2DM PR =ENEEHE B EBHAR

Pz




* Unknown

com.google.android.gms.permission.AD_ID o
bl permission

Unknown permission from android reference

* Unknown

android.permission. ACCESS_ADSERVICES_ATTRIBUTION o
bl permission

Unknown permission from android reference

* Unknown

android.permission. ACCESS_ADSERVICES_AD_ID o
bl permission

Unknown permission from android reference

* Unknown

com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE .
bl permission

Unknown permission from android reference

android.permission.FOREGROUND_SERVICE A E N A2 Service.startForeground.

3 F

* Unknown

com.uptodown.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION .
bl permission

Unknown permission from android reference

W A RE(E

SEBNACTIVITY) IBIE(INTENT)

Schemes: https://, utd://, market://, http://, content://, file://, *://, package://,

Hosts: www.uptodown.com, market.android.com, play.google.com, dw.uptodown.com, *,

Mime Types: */*, application/xapk-package-archive, application/vnd.xapk, application/*, application/apkm-package-archive,
application/vnd.apkm, application/apks-package-archive, application/vnd.apks, application/vnd.android.package-archive,
Path Prefixes: /preregister-available, /dwn,

o . . Path Patterns: .*.xapk, .*..*.xapk, .*..*.* xapk, .*..*..* . *.xapk, .*..*.*. * . * xapk, .*.*.* % * *xapk, .*.*.* % * * *xapk,
com.uptodown.activities.MainActivity P P P P P P P

R R R R R R R xapk, LR LRLE L R R R R R xapk, R ELR R R R R R R R xapk, KL R R R R R R R xapk,

KR R R R R R R R R R R xapk, Faapkm, B apkm, FLF R aapkm, FLELR R aapkm, FUELUR LR R aapkm, R ELRLRLR R apkm,
KR R R R R apkm, RUFL R R R R R R gpkm, JRLURLR R R R R R R apkm, KRR R R R R R R R apkm,

LR R R R R R R R R R apkm, RURLR R R R R R R R R F apkm), JFaapks, JFLxapks, FL L R aapks, FLRL R R apks, FLRLRLR Fapks,
LR R R R R apks, FLELRLR R R R apks, KLRLUR R R R R R apks, KL RLRLR R R R R R apks, RLRLURL R R R R R R * apks,
.*..*..*..*..*..*

EFLFLRURapks, KRR R R R R R R R R R apks,
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