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MD5{&: d824ed9e60fafdd9e89d8707f99342a3

SHA{E: 892d72f17bbe0e8018ad2897bc78037e6b197a93

SHA2561E: 1db77d1ffc87946685aa364da5eb2e563d34224d6542beb817273d6b085ff9cc

1APP 58

App& #R: Greenify

H4: com.oasisfeng.greenify

F;EBDActivity: com.oasisfeng.greenify.GreenifyActivity
REMRAEZTR:4.7.5

REhRAs: 47500
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www.google-analytics.com

IP: 220.181.174.97
FRIBEZ: China
HX: Beijing

1H: Beijing
#5FE:39.907501
£2[E:116.397232

play.google.com

IP:172.217.163.46

ERBEIZ: United States of America
X California

T Mountain View

45 37.405991

£2FE:-122.078514

pagead2.googlesyndication.com

IP:220.181.174.230
FREEZR: China
HIX: Beijing




iHh: Beijing
45 39.907501
42FE:116.397232

ssl.google-analytics.com

IP:220.181.174.169
FRIEEZS: China
HIX: Beijing

i Beijing
£5FE:39.907501
#2[E:116.397232

oasisfeng.github.io

IP:185.199.111.153

FRIEEIZR: United States of America
HIX: Pennsylvania

tfth: California

45 40.065632

#2[E:-79.891708

fabric.io

IP:216.239.32.29

FREESR: United States of America
HIX: California

it Mountain View

45[E: 37.405991

$2FE:-122.078514

github.com

IP: 20.205.243.166

FRIBEZR: United States of America
HX: Washington

Hh: Redmond

45[E: 47.682899

£2FE:-122.120903

xmlpull.org

IP:74.50.61.58

ERBEIZ: United States of America
HX: Texas

¥Eh: Dallas

£5E: 32.814899

£2[E:-96.879204

IP:157.240.11.40




www.google.com

FRIEEIZ: United States of America
X California

kTH: Los Angeles

45[E: 34.052231

£2[E:-118.243683

repo.xposed.info

IP: 45.55.233.97

FRBEZR: United States of America
HIX: New Jersey

Ifkth: Clifton

45E: 40.858429

$2[E:-74.163757

plus.google.com

IP:199.16.156.11

FRIEEIZ: United States of America
H[X: California

tfth: San Francisco
45fE:37.773968

£2FE:-122.410446

www.googletagmanager.com

IP:220.181.174.233
FREEZ: China
HX: Beijing

tkh: Beijing
4E:39.907501
42FE:116.397232

goo.gl

IP:172.217.163.46

FRBEZR: United States of America
HX: California

¥t Mountain View

45[E: 37.405991

£2[E:-122.078514

greenify.github.io

IP:185.199.108.153

FRIZEZ: United States of America
HEX: Pennsylvania

fth: California

45E: 40.065632




4Z[E:-79.891708

e.crashlytics.com

RARSHFHIEEE.

greenify.firebaseio.com

IP:35.201.97.85

FRIEEIZ: United States of America
X : Missouri

IkTh: Kansas City

45[E:39.099731

£2[E:-94.578568

app-measurement.com

IP: 220.181.174.97
FREBEZR: China
HIX: Beijing

iWh: Beijing
#5FE:39.907501
£2[E:116.397232

settings.crashlytics.com

RERSHEHIZER.

greenify.uservoice.com

IP: 104.17.27.92

FRBEIZ: United States of America
H[X: California

Him: San Francisco

45 37.775700

£2FE:-122.395203

schemas.android.com

RARSTFHIEER.

api.github.com

IP:20.205.243.168

FRIEEIZ: United States of America
HX: Washington

i Redmond

45[E: 47.682899

£2FE:-122.120903




& URLEEER

URLIEE

UrlFRTESCHF

http://repo.xposed.info/module/de.robv.android.xposed.installer

com/oasisfeng/greenify/pro/SetupGuideActivity.java

http://greenify.uservoice.com/knowledgebase/articles/633133

defpackage/xa1.java

http://greenify.uservoice.com/knowledgebase/articles/749142

defpackage/xa1.java

https://oasisfeng.github.io/island/

defpackage/xa1.java

www.google.com

defpackage/xal.java

https://api.github.com/repos/

defpackage/ej1.java

https://www.google.com/

defpackage/br1.java

http://schemas.android.com/apk/res/android

defpackage/ym1.java

http://www.google-analytics.com defpackage/fu.java
https://ssl.google-analytics.com defpackage/fu.java
https://play.google.com/store/apps/details?id= defpackage/yf.java
http://xmlpull.org/v1/doc/features.html#process-namespaces defpackage/yf.java
http://greenify.github.io/schemas/prescription/v defpackage/yf.java

https://goo.gl/NAOOOI.

defpackage/ii0.java

https://goo.gl/NAOOOI

defpackage/ii0.java




https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps

defpackage/fl.java

www.google.com defpackage/Ig0.java
https://www.google.com defpackage/Ig0.java
https://fabric.io/sign_up, defpackage/sj.java

https://settings.crashlytics.com/spi/v2/platforms/android/apps/%s/settings

defpackage/fv1.java

http://xmlpull.org/v1/doc/features.html#indent-output

defpackage/wd1.java

http://goo.gl/naFqQk

defpackage/rs.java

https://github.com/

defpackage/zk1.java

http://goo.gl/8Rd3y;j

defpackage/pt.java

http://hostname/?

defpackage/fx.java

www.googletagmanager.com

defpackage/ya1.java

http://goo.gl/8Rd3yj defpackage/mt.java
http://schemas.android.com/apk/res/android defpackage/e.java
https://www.googletagmanager.com defpackage/ek0.java

https://e.crashlytics.com/spi/v2/events

defpackage/zu1.java

https://www.google-analytics.com

defpackage/s50.java

https://app-measurement.com/a

defpackage/Id0.java




https://plus.google.com/ defpackage/rp.java
http://hostname/? defpackage/km0.java
https://greenify.firebaseio.com Android String Resource
http://greenify.uservoice.com/knowledgebase/articles/828357 Android String Resource
http://greenify.uservoice.com/knowledgebase/articles/745179 Android String Resource
http://greenify.uservoice.com/knowledgebase/articles/828360 Android String Resource

N BRFELRER

HpFEI L FRTESC{4

oasisfeng@github.com defpackage/ej1.java

u0013android@android.com0

u0013android@android.com defpackage/wqjava

arifguler@yandex.com Android String Resource

S FHNEE

FNS FRTEX

15552000000 defpackage/zf0.java




# LRI

APK is signed

v1 signature: True

V2 signature: False

v3 signature: False

Found 1 unique certificates

Subject: C=CN, ST=Shanghai, L=Shanghai, O=moenet, OU=moenet, CN=moenet
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2016-07-29 18:08:52+00:00

Valid To: 2071-05-02 18:08:52+00:00

Issuer: C=CN, ST=Shanghai, L=Shanghai, O=moenet, OU=moenet, CN=moenet
Serial Number: 0x58ab6886

Hash Algorithm: sha256

md5: 385900a609a65c5f02ec81eddbal1f2d4

sha1: 98774d0c5c27b70ca3d3684a4647270f70ee53de

sha256: 405a71acecafob3c03ae6f2018f797992ab825533281a619eacad944d7975ff4
sha512: 34cc73a5f4ee016e10441adbd5864e18f4747db0d8121d531f38e87a8712fe04cc73d9304633404c6f66€9485042895d7cdfd00d68b3d14f2785f971cb7adf07
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"app_state_woken_by_authenticator" : "%1$s ago authenticated"

"firebase_database_url" : "https://greenify.firebaseio.com"

"google_api_key" : "AlzaSyCsnMDdPdz0SDKoTwVzfv23S4c7xPOQuLQ"

"google_crash_reporting_api_key" : "AlzaSyCsnMDdPdz0SDKoTwVzfv23S4c7xPOQuLQ"

"service_superuser" : "Root Validator"

"app_state_woken_by_authenticator" : "fa %1%s hem autenticat"




"app_state_woken_by_authenticator" : "%1$s xi §suai Giuw"

"service_superuser" : "wg, awl"

"app_state_woken_by_authenticator": "%1$s gl BENFHA"

"service_superuser" : "Root #&RzEY —JL"

"app_state_woken_by_authenticator" : "%1$s yang lalu terkonfirmasi"

"app_state_woken_by_authenticator" : "Vor %1$s authentifiziert"

"service_superuser" : "Root Uberpriifung"

"app_state_woken_by_authenticator": "%1$ 197s ninx yxn"

"app_state_woken_by_authenticator" : "YaocToBepeHo e npean %1%$s"

"service_superuser" : "Root nposepka"

"app_state_woken_by_authenticator" : "%1$s Bilk S #AY"

"service_superuser" : "ROOTHYRIGZE"

"app_state_woken_by_authenticator" : "DPa xac nhan %1$s phut truéc”

"service_superuser" : "Xac thuc Root"

"app_state_woken_by_authenticator" : "Overené pred %1$s"

"service_superuser" : "ROOT schvalovac"

"app_state_woken_by_authenticator" : "cuctemHuMin BXig 34icHeHO %1$s Tomy"




"service_superuser" : "[epesipka root"

"app_state_woken_by_authenticator" : "%1$s temu uwierzytelniono"

"service_superuser" : "Weryfikacja Roota"

"app_state_woken_by_authenticator" : "overil pred %1$s"

"service_superuser" : "Preverjanje skrbniSkega dostopa"

"app_state_woken_by_authenticator" : "%1$s yang lalu terkonfirmasi"

"app_state_woken_by_authenticator": "%1$s &, 215 & (authenticated)"

"service_superuser": "RE HA7|"

"app_state_woken_by_authenticator" : "Acum %1$s s-a autentificat"

"service_superuser" : "Validator Root"

"app_state_woken_by_authenticator" : "%1%$s aéslas ;| 3io"

"service_superuser" : "wg Jl s =io"

"app_state_woken_by_authenticator" : "Authentifié il y a %1$s"

"service_superuser" : "Root Validateur"

"app_state_woken_by_authenticator" : "Potvrdeno pred %1%$s"

"service_superuser" : "Provjera Root-a"

"app_state_woken_by_authenticator" : "MposepeHo npe %1$s"

"service_superuser" : "[lposepa pyTa"




"app_state_woken_by_authenticator" : "%1$s stre 6nce yetkilendirildi"

"service_superuser" : "Root Dogrulayici"

"app_state_woken_by_authenticator" : "Ovéreno pred %1%$s"

"service_superuser" : "Root ovéreni"

"app_state_woken_by_authenticator" : "Autentificada hace %1$s"

"service_superuser" : "Validador root"

"app_state_woken_by_authenticator" : "%1$s fa autenticato"

"service_superuser" : "Convalidatore di Root"

"app_state_woken_by_authenticator" : "%1$s atras foi autenticado"

"service_superuser" : "Validacao de Root"

"app_state_woken_by_authenticator" : "%1$s-el ezeldtt hitelesitve"

"service_superuser" : "Root érvényesits"

"app_state_woken_by_authenticator" : "%1$s Ha3az aBTOpM30Banock"

"service_superuser" : "l[loaTBepxzeHne pyTta"

"app_state_woken_by_authenticator": "%1$ 197s nin'x yxn"

"app_state_woken_by_authenticator" : "%1$s 51 EIBR:E"

"app_state_woken_by_authenticator" : "%1$s yang lalu terkonfirmasi"




"app_state_woken_by_authenticator" : "%1$s atras autenticado"

"service_superuser" : "Validador de Root"

"app_state_woken_by_authenticator" : "PrieS %1$s autentifikuota"

"service_superuser" : ""Root" patikrinimas"

"app_state_woken_by_authenticator" :

"%1$s ANEIEEDE"

"service_superuser" : "Root {&&"

"app_state_woken_by_authenticator" :

"%1$s siden godkendt"

"app_state_woken_by_authenticator" :

"%1$%s sitten todennettu"

"app_state_woken_by_authenticator" :

"ETILKUPWONKE TIpLV amto %1$s"

"service_superuser" : "EAeyxo¢ UTtap&ng root"

"app_state_woken_by_authenticator" :

"%1%s geleden ingelogd"

"app_state_woken_by_authenticator" :

"%1$s ST SIS ER"

"app_state_woken_by_authenticator" :

"%1%s siden autentisert"

"service_superuser" : "Rootsjekker"

"app_state_woken_by_authenticator" :

"%1%s avval tosdiglondi”
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check’, 'network operator name check'], 'compiler': ['dexlib 2.x'T}

{'anti_debug": ['Debug.isDebuggerConnected() check'], 'anti_vm'": ['Build. MODEL check’, 'Build. MANUFACTURER check’, 'Build.PRODUCT check’, 'Build.TAGS

classes.dex

i 5 =7SDK
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URL§%E

Google CrashLytics Crash reporting https://reports.exodus-privacy.eu.org/trackers/27
Google Firebase Analytics Analytics https://reports.exodus-privacy.eu.org/trackers/49
Google Tag Manager Analytics https://reports.exodus-privacy.eu.org/trackers/105
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com.oasisfeng.greenify.INTERNAL ;’E [Lajgll(n:?svsvirc])n Unknown permission from android reference

android.permission.FOREGROUND_SERVICE

3

BN FTEEE Service.startForegrounds




android.permission.INTERNET IE BELRIEN AN BRRFOIEMEEET
=
EEMWLE
android.permission. ACCESS_NETWORK_STATE ;t, ;EM’ " AN AR EENE MRS
oo GeT TASKS B | ETR | AMRARTRREXLRTETESNEL. TEARER
androie.p - % ; ® | wRREANEAE N ARENRAGE
) o x Unknown . .
android.permission.REAL_GET_TASKS o Unknown permission from android reference
bl permission
_ o & | mwase | .. SO
android.permission.PACKAGE_USAGE_STATS s+ [y AFESMERVAFERAT. TMHEBNREFER
/. =N
. . IF FFHET B 5h AR R ERASTRBEILRNEE. XAgESFRIFIEE
android.permission.RECEIVE_BOOT_COMPLETED 2 | B BR8] 3 0V AR I A LB T SR TR
android.permission.READ_SYNC_STATS L | TR | srmmmammEsaiian; MBS EREshE
.
android.permission.READ_SYNC_SETTINGS ;t, gﬁmﬁy AN BIEFRIEZIRE HIIEENERAANBRREY
android.permission.WRITE_SYNC_SETTINGS ;t, ;jﬁbﬁy AN BIRFEATIRE HINEENEKAANBRREY
droid ission.DUMP MRALKA AN AEFRRRAZHRNEIRS. SRNAER SRR
androic.permission. RS BT A EBNEMISIZSEE
ndroid.permission.READ LOGS & ENEURH ATNAEFMNRFINSEMEEX . XETEBLINEXEE
android.permission.READ- o | TR BENMA AN—RRIEE, TEEMARBAGS
& ETARERR ATNAEFERARERE . SRNARERHLIEEFVINED

android.permission.SYSTEM_ALERT_WINDOW




i =R RE
1E . -~
android.permission.DISABLE_KEYGUARD ” NEREBALZE, AFNVAERZEREE,
. - a SEBELEE NN O e g 5
android.permission.FORCE_STOP_PACKAGES . o RF— PN AEFRITE L EEMN AR
b7 R AR
, i I R/ E . o N
android.permission.EXPAND_STATUS_BAR ” R RV AREF RS & RS
g SES N AR B R RIRTE IR SEL BESHUMIRRSR
android.permission WRITE_SETTINGS ff f Eﬁéﬁ? AN AR ENRARRESIR. SENAR]ERIIMRBY ARSI
v HINE =
, - ERRER \ e e = .
android.permission.WRITE_SECURE_SETTINGS srinE AVFN AR ENRABEIFENE. MEEBNAEFER
LR
android.permission.UPDATE_CONFIG A Unkn.ovv'n Unknown permission from android reference
bl permission
. - * Unknown . .
android.permission.INTERACT_ACROSS_USERS o Unknown permission from android reference
Al permission
1= B . .
android.permission.WAKE_LOCK ” E{;Lt%m . SR FRAR I L T N BEERARAS
. - * Unknown . .
android.permission.GET_APP_OPS_STATS o Unknown permission from android reference
Al permission
. . * Unknown . .
com.android.launcher.permission.INSTALL_SHORTCUT o Unknown permission from android reference
Al permission
. . . * Unknown . .
com.oasisfeng.island.permission.FREEZE_PACKAGE o Unknown permission from android reference
Al permission




com.oasisfeng.island.permission.LAUNCH_PACKAGE * Unknown Unknown permission from android reference
bl permission
e . * Unknown o ,
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE 0 permission Unknown permission from android reference
a
com.google.android.c2dm.permission.RECEIVE " C2DM IR | =ENZ&EEEHEBEIINR

& A RE(E

FETN(ACTIVITY)

IBIE(INTENT)

com.oasisfeng.greenify.prescription.ui.PrescriptionmportActivity

Schemes: https://, http://, greenify://,
Hosts: greenify.github.io,
Path Patterns: /.*/rx-.*, /.*/rxs-.*,

com.google.android.gms.tagmanager.TagManagerPreviewActivity

Schemes: tagmanager.c.com.oasisfeng.greenify://,

REH BIMAPKREFT G BchEm, FFLEPMERNER, BRAIFHRAEER,
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