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App# #F: Firefox
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stable.dev.lcip.org

IP: 54.69.12.66

FRBEIZ: United States of America
HIX: Oregon

i Portland

45[E: 45523449

42[E:-122.676208

www.mozilla.org

IP: 18.65.215.201

FREEIR: United States of America
MX: Washington

IHith: Seattle

4[E: 47.627499

£2FE:-122.346199

www.googlemail.com

IP:172.217.163.37

FREEZ: United States of America
HIX: California

HiT: Mountain View

45FE: 37.405991

£2FE:-122.078514

addons.mozilla.org

IP:13.225.173.94
FREBEZ: Japan
HIX: Tokyo
tHiTh: Tokyo
4 35.689507




£21E:139.691696

oauth-stable.dev.Icip.org

IP: 54.69.12.66

ERBEX: United States of America
HIX: Oregon

it Portland

45[E: 45.523449

£2[E:-122.676208

www.ck

IP:210.5.50.2
FREEXR: New Zealand
HEX: Canterbury

HiT: Christchurch
4fE: -43.533329

£2FE: 172.633331

getpocket.com

IP:13.225.173.18
FREBEZR: Japan
HIX: Tokyo

tHith: Tokyo

4P 35.689507
£2E:139.691696

www.ietf.org

IP:104.16.44.99

ERBEX: United States of America
HEX: Texas

Ith: Dallas

45[E: 32.783058

42FE:-96.806671

www.facebook.com

IP:103.56.16.112
FRIEE: China
HEX: Jiangsu
i: Changzhou
4FE:31.783331
£2[E:119.966667

sb-ssl.google.com

IP:172.217.163.46

FRBEIS: United States of America
HX: California

fth: Mountain View

45FE: 37.405991




£2[E:-122.078514

firefox.settings.services.mozilla.com

IP:13.33.174.2
FREEZ: Japan
HIX: Tokyo

IFiTh: Tokyo

45FE: 35.689507
#2F5:139.691696

support.mozilla.org

IP:54.203.119.212

FRIBES: United States of America
HIX: Oregon

s Portland

45[E: 45.523449

2[E:-122.676208

api.accounts.firefox.com

IP:34.209.16.253

FREBEIZ: United States of America
HIX: Oregon

gh: Portland

45 45523449

42FE:-122.676208

WWW.g.CO

IP:172.217.160.110

ERBEX: United States of America
HEX: California

Iit: Mountain View

45[E: 37.405991

£2[E:-122.078514

accounts.firefox.com

IP:34.218.168.52

FRIBEZ: United States of America
HIX: Oregon

v Portland

45[E: 45.523449

2[E:-122.676208

www.googlegroups.com

IP:118.107.180.216
FREEZR: Hong Kong
HIX: Hong Kong
tiTs: Hong Kong
4RE: 22.285521




£2/E:114.157692

WWw.w3.0rg

IP:128.30.52.100

ERBEZX: United States of America
HX: Massachusetts

iT: Cambridge

45[E: 42365078

$2FE:-71.104523

app.adjust.com

IP: 185.151.204.8

FRIBEZX: United States of America
HX: Arizona

Hh: Phoenix

45[E:33.448380

£2FE:-112.074043

crash-reports.mozilla.com

IP:35.161.14.50

FRIBEIZ: United States of America
HIX: Oregon

fth: Portland

45[E: 45523449

42FE:-122.676208

token.services.mozilla.com

IP:35.164.184.131

ERBEX: United States of America
HIX: Oregon

it Portland

45[E: 45.523449

$2[E:-122.676208

bugzil.la

IP: 44.236.48.31

FRIBES: United States of America
HIX: Oregon

v Portland

45[E: 45.523449

2[E:-122.676208

oauth.accounts.firefox.com

IP: 44.238.39.101

FRBEIZ: United States of America
HIX: Oregon

fh: Portland

45[E: 45523449




£2/E:-122.676208

www.google.com

IP:199.96.58.15

ERBEZX: United States of America
HEX: California

5 San Francisco
45[E:37.773968

£2F8:-122.410446

location.services.mozilla.com

IP:52.41.132.37

FRIBEZX: United States of America
HIX: Oregon

s Portland

45[E: 45.523449

2[E:-122.676208

hg.mozilla.org

IP: 63.245.208.203

FREBEIZ: United States of America
HX: California

#h: Sacramento

45E: 38.640900

42FE:-121.522797

developer.mozilla.org

IP: 13.249.167.120
FREEZ: Japan
HIX: Tokyo

IFih: Tokyo

45 35.689507
#2F5:139.691696

www.messenger.com

IP:108.160.167.159

FRIBES: United States of America
H[X: California

iTh: San Francisco
4[E:37.775700

£2[E:-122.395203

bugzilla.mozilla.org

IP:54.201.62.92

FRBEIZ: United States of America
HIX: Oregon

fh: Portland

45[E: 45523449




£21E:-122.676208

incoming.telemetry.mozilla.org

IP:34.120.208.123

ERBEZX: United States of America
HX: Missouri

iT: Kansas City

45E:39.099731

$2[E:-94.578568

www.gmail.com

IP: 142.251.43.5

FRIBEZX: United States of America
H[X: California

T Mountain View

45[E: 37.405991

£2[E:-122.078514

issuetracker.google.com

IP:172.217.160.110

FRIBEIZ: United States of America
HX: California

fth: Mountain View

45[E: 37.405991

42FE:-122.078514

www.example.com

IP:93.184.216.34

ERBEX: United States of America
HX: Virginia

tHims: Ashburn

45[E:39.043720

42FE:-77.487488

getpocket.cdn.mozilla.net

IP:34.120.5.221

FRIBES: United States of America
HX: Missouri

iTh: Kansas City

45[E:39.099731

£2[E: -94.578568

www.torproject.org

IP: 203.161.230.171
FREEZR: Hong Kong
HIX: Hong Kong
tiTs: Hong Kong
4FE: 22.285521




£2/E:114.157692

www.dropbox.com

IP: 104.244.43.231

ERBEZX: United States of America
HEX: California

5 San Francisco
45E:37.773968

£2FE:-122.410446

www.twitter.com

IP:199.16.158.12

FRIBES: United States of America
H[X: California

HiTh: San Francisco

4E: 37.773968

£2FE:-122.410446

www.ibm.com

IP:72.246.158.35

FRIBEIZ: United States of America
HX: California

I Los Angeles

45 34.052231

42FE:-118.243683

webmaker.org

IP:99.86.199.79
FREEZ: Japan
HX: Tokyo

i Tokyo

45FE: 35.689507
#2F5:139.691696

profile.accounts.firefox.com

IP:52.33.112.155

FRIBEZ: United States of America
HIX: Oregon

v Portland

45[E: 45.523449

2[E:-122.676208

blog.mozilla.org

IP:35.197.18.156

FRBEIZ: United States of America
HIX: Oregon

#: The Dalles

45[E: 45.594559




£2[E:-121.178680

example.com

IP:93.184.216.34

ERBEZX: United States of America
MEX: Virginia

Ii: Ashburn

45E: 39.043720

$2FE:-77.487488

input.mozilla.org

IP: 44.235.246.155

FREBE: United States of America
HIX: Oregon

HiT: Portland

45FE: 45.523449

£2FE:-122.676208

www.webrtc.org

IP:142.251.43.14

FRIBEIZ: United States of America
HX: California

fth: Mountain View

45 37.405991

£2F8:-122.078514

www.unicode.org

IP: 66.34.208.12

ERBEX: United States of America
HEX: Texas

tHis: Dallas

45E:32.814899

#2FE:-96.879204

fennec-catalog.cdn.mozilla.net

IP: 99.84.140.77
FREEZR: Japan
HIEX: Tokyo

imi: Tokyo

4FZ: 35.689507
42[E:139.691696

allowlisted.example.com

AR BRHIEESR.

IP:34.223.206.92
FRIBES: United States of America
HIX: Oregon




latest.dev.Icip.org

I Portland
4[E: 45523449
42[E:-122.676208

www.yahoo.com

IP:180.222.102.202

FRIBEZR: Taiwan (Province of China)
HIX: Taipei

IFih: Taipei

4[E: 25.047760

42FE:121.531853
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URLEE

UrlFRTESCHF

https://issuetracker.google.com/issues/68716460

com/leanplum/LeanplumPushService.java

http://leanplum/close

com/leanplum/messagetemplates/HTMLOptions.java

http://leanplum/loadFinished

com/leanplum/messagetemplates/HTMLOptions.java

http://leanplum/runAction

com/leanplum/messagetemplates/HTMLOptions.java

http://leanplum/runTrackedAction

com/leanplum/messagetemplates/HTMLOptions.java

http://leanplum/track

com/leanplum/messagetemplates/HTMLOptions.java

http://www.example.com

com/leanplum/messagetemplates/OpenURL.java

http://www.example.com

com/leanplum/messagetemplates/WebinterstitialOptions.java

http://leanplum/close

com/leanplum/messagetemplates/WeblinterstitialOptions.java

https://app.adjust.com

com/adjust/sdk/RequestHandler.java




https://firefox.settings.services.mozilla.com/v1/buckets/fennec/collections/experiments/records

org/mozilla/gecko/BrowserApp.java

http://www.mozilla.org

org/mozilla/gecko/BrowserApp.java

https://crash-reports.mozilla.com/submit?id=%1$s&version=%2$s&buildid=%3%s

org/mozilla/gecko/CrashHandler.java

https://api.accounts.firefox.com/v1

org/mozilla/gecko/AccountsHelper.java

https://token.services.mozilla.com/1.0/sync/1.5

org/mozilla/gecko/AccountsHelper.java

https://profile.accounts.firefox.com/v1

org/mozilla/gecko/AccountsHelper.java

https://support.mozilla.org/kb/make-firefox-default-browser-android?
utm_source=inproduct&amp;utm_medium=settings&amp;utm_campaign=mobileandroid

org/mozilla/gecko/LauncherActivity.java

https://support.mozilla.org/kb/controlledaccess

org/mozilla/gecko/firstrun/RestrictedWelcomePanel.java

https://support.mozilla.org/kb/how-does-insecure-content-affect-safety-android

org/mozilla/gecko/toolbar/SiteldentityPopup.java

https://support.mozilla.org/kb/firefox-android-tracking-protection

org/mozilla/gecko/toolbar/SiteldentityPopup.java

https://developer.mozilla.org/en-US/Apps/Progressive

org/mozilla/gecko/toolbar/PwaOnboarding.java

https://incoming.telemetry.mozilla.org

org/mozilla/gecko/telemetry/TelemetryPreferences.java

https://www.mozilla.org

org/mozilla/gecko/util/PackageUtil.java

www.ck

org/mozilla/gecko/util/publicsuffix/PublicSuffixPatterns.java

https://support.mozilla.org/kb/private-browsing-firefox-android

org/mozilla/gecko/tabs/PrivateTabsPanel.java

https://location.services.mozilla.com/v1/country?key=3b4d27dd-703d-4094-8398-
4de2c763505a

org/mozilla/gecko/search/SearchEngineManager.java

https://fennec-catalog.cdn.mozilla.net/

org/mozilla/gecko/dlc/DownloadAction.java

https://firefox.settings.services.mozilla.com/v1/buckets/fennec/collections/catalog/records

org/mozilla/gecko/dlc/SyncAction.java




https://getpocket.com/explore/trending?src=ff_android&cdn=0

org/mozilla/gecko/activitystream/homepanel/StreamRecyclerAdapter.java

https://getpocket.com/recommendations

org/mozilla/gecko/activitystream/homepanel/StreamRecyclerAdapter.java

https://www.mozilla.org/#

org/mozilla/gecko/activitystream/homepanel/topstories/PocketStoriesLoader.java

https://getpocket.cdn.mozilla.net/v3/firefox/global-recs

org/mozilla/gecko/activitystream/homepanel/topstories/PocketStoriesLoader.java

https://getpocket.com/recommendations

org/mozilla/gecko/activitystream/homepanel/menu/ActivityStreamContextMenu.java

https://support.mozilla.org/1/mobile/%s/%s/%s/activity-stream

org/mozilla/gecko/activitystream/homepanel/stream/LearnMoreRow.java

https://blog.mozilla.org/firefox/firefox-android-new-features/

org/mozilla/gecko/activitystream/homepanel/stream/FirefoxPromoBannerRow.java

https://api.accounts.firefox.com/v1

org/mozilla/gecko/fxa/activities/FxAccountStatusFragment.java

https://token.services.mozilla.com/1.0/sync/1.5

org/mozilla/gecko/fxa/activities/FxAccountStatusFragment.java

https://latest.dev.Icip.org/profile/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://profile.accounts.firefox.com/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://oauth-stable.dev.Icip.org/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://oauth.accounts.firefox.com/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://stable.dev.Icip.org/auth/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://api.accounts.firefox.com/v1

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://token.services.mozilla.com/1.0/sync/1.5

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://stable.dev.lcip.org/syncserver/token/1.0/sync/1.5

org/mozilla/gecko/fxa/authenticator/AndroidFxAccount.java

https://api.accounts.firefox.com/v1

org/mozilla/gecko/fxa/authenticator/AccountPickler.java

https://profile.accounts.firefox.com/v1

org/mozilla/gecko/fxa/authenticator/AccountPickler.java




https://latest.dev.Icip.org/profile/v1

org/mozilla/gecko/fxa/authenticator/AccountPickler.java

https://location.services.mozilla.com/v1/submit

org/mozilla/mozstumbler/service/uploadthread/AsyncUploader.java

https://addons.mozilla.org/android?utm_source=inproduct&utm_medium=default-
bookmarks&utm_campaign=mobileandroid

Android String Resource

https://support.mozilla.org/kb/controlledaccess?utm_source=inproduct&utm_medium=default-
bookmarks&utm_campaign=mobileandroid

Android String Resource

https://webmaker.org/

Android String Resource

https://support.mozilla.org/products/mobile?utm_source=inproduct&utm_medium=default-
bookmarks&utm_campaign=mobileandroid

Android String Resource

https://support.mozilla.org/1/mobile/%1$s/%2%$s/%3$s/faq

Android String Resource

https://input.mozilla.org/feedback/android/%1%$s/%2$s/?utm_source=feedback-settings

Android String Resource

https://accounts.firefox.com/legal/privacy

Android String Resource

https://accounts.firefox.com/legal/terms

Android String Resource

https://support.mozilla.org/1/mobile/%1%$s/%2%$s/%3%$s/mobile-help

Android String Resource

https://support.mozilla.org/1/mobile/%1$s/%2$s/%3$s/new-android

Android String Resource

https://crash-reports.mozilla.com/submit?id={aa3c5121-dab2-40e2-81ca-
7ea25febc110}&version=68.11.0&buildid=20200721131302

lib/x86_64/libmozglue.so

https://hg.mozilla.org/releases/mozilla-
esr68/rev/fb557eeb597737455524be7bed3faba3ealb7408

lib/x86_64/libmozglue.so

http://wpad/wpad.dat

lib/x86_64/libxul.so

http://example.com

lib/x86_64/libxul.so

http://allowlisted.example.com

lib/x86_64/libxul.so




https://bugzilla.mozilla.org/show_bug.cgi?id=661158)

lib/x86_64/libxul.so

https://developer.mozilla.org/en-US/docs/Xray_vision

lib/x86_64/libxul.so

https://example.com

lib/x86_64/libxul.so

http://www.ibm.com/data/dtd/v11/ibmxhtml1-transitional.dtd

lib/x86_64/libxul.so

http://www.w3.0rg/XML/1998/namespace

lib/x86_64/libxul.so

http://www.w3.0rg/1999/xhtml

lib/x86_64/libxul.so

http://www.w3.0rg/2000/svg

lib/x86_64/libxul.so

http://www.w3.0rg/2000/xmlIns/

lib/x86_64/libxul.so

https://.

lib/x86_64/libxul.so

https://bugzil.la/1375585).

lib/x86_64/libxul.so

https://bugzilla.mozilla.org/

lib/x86_64/libxul.so

http://www.w3.0rg/1998/Math/MathML

lib/x86_64/libxul.so

http://www.mozilla.org/newlayout/xml/parsererror.xmil

lib/x86_64/libxul.so

http://www.w3.0rg/1999/xlink

lib/x86_64/libxul.so

https://www.mozilla.org/credits/

lib/x86_64/libxul.so

www.dropbox.com

lib/x86_64/libxul.so

www.facebook.com

lib/x86_64/libxul.so

WWW.g.COo

lib/x86_64/libxul.so




www.gmail.com

lib/x86_64/libxul.so

www.googlegroups.com

lib/x86_64/libxul.so

www.googlemail.com

lib/x86_64/libxul.so

www.messenger.com

lib/x86_64/libxul.so

www.torproject.org

lib/x86_64/libxul.so

www.twitter.com

lib/x86_64/libxul.so

https://*

lib/x86_64/libxul.so

http://sb-ssl.google.com/safebrowsing/csd/certificate/

lib/x86_64/libxul.so

www.yahoo.com

lib/x86_64/libxul.so

www.google.com

lib/x86_64/libxul.so

http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time

lib/x86_64/libxul.so

http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01

lib/x86_64/libxul.so

http://www.webrtc.org/experiments/rtp-hdrext/playout-delay

lib/x86_64/libxul.so

http://www.webrtc.org/experiments/rtp-hdrext/video-content-type

lib/x86_64/libxul.so

http://www.webrtc.org/experiments/rtp-hdrext/video-timing

lib/x86_64/libxul.so

http://www.unicode.org/copyright.html

lib/x86_64/libxul.so
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igca@sgdn.pm lib/x86_64/libnss3.so

info@e-szigno.hu
info@diginotar.nl
ca@trustwave.com
pki@sk.ee

lib/x86_64/libnssckbi.so

mozilla@example.com lib/x86_64/libxul.so
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APK is signed

v1 signature: True

V2 signature: False

v3 signature: False

Found 1 unique certificates

Subject: C=US, ST=California, L=Mountain View, O=Mozilla Corporation, OU=Release Engineering, CN=Release Engineering
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2010-08-23 23:00:24+00:00

Valid To: 2038-01-08 23:00:24+00:00

Issuer: C=US, ST=California, L=Mountain View, O=Mozilla Corporation, OU=Release Engineering, CN=Release Engineering
Serial Number: 0x4c72fd88

Hash Algorithm: sha1

md5: b1eTbcee2733025ece9456e419a814a3

sha1: 920f4876a6a57b4ab6a2f4ccaf65f7d29ce26ff2c

sha256: a78b62a5165b4494b2fead9e76a280d22d937fee6251aece599446b2ea319b04

sha512: da009eea947f00efd0d95bbc21ea7ee00b2228d9d41d0c6ed056831cefeabb5efc181c8ac9b753fc1b84f3f75893df46e54bf1fe074e35700e3b611a5e276955
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"close_private_tabs" : "Close Private Tabs"

"content_authority_db_browser" : "org.mozilla.firefox.db.browser"

"devtools_auth_scan_header" : "Scanning for the QR code displayed on your other device"

"doorhanger_login_no_username" : "[No username]"

"exit_guest_session" : "Exit Guest Session"

"exit_guest_session_title" : "Firefox will now restart"

"fxaccount_status_auth_server" : "Account server"

"fxaccount_status_needs_credentials" : "Cannot connect. Tap to sign in."

"guest_session_dialog_cancel" : "Cancel"

"guest_session_dialog_continue" : "Continue"

"intent_uri_private_browsing_multiple_match_title" : "Exit Private Browsing?"

"intent_uri_private_browsing_prompt" : "This link will open in %s. Are you sure you want to exit Private Browsing?"

"masterpassword_password" : "Password"

"pref_clear_private_data_now" : "Clear private data"

"pref_clear_private_data_now_tablet" : "Clear now"

"pref_private_data_cache" : "Cache"

"pref_private_data_cookies2" : "Cookies & active logins"

"pref_private_data_downloadFiles2" : "Downloads"

"pref_private_data_formdata2" : "Form history"




"pref_private_data_history2" : "Browsing history"

"pref_private_data_offlineApps" : "Offline website data"

"pref_private_data_openTabs" : "Open tabs"

"pref_private_data_searchHistory" : "Search history"

"pref_private_data_siteSettings" : "Site settings"

"pref_private_data_syncedTabs" : "Synced tabs"

"pref_use_master_password" : "Use master password"

"private_data_fail" : "Some private data could not be cleared"

"private_data_success" : "Private data cleared"

"private_tab_learn_more" : "Want to learn more?"

"private_tab_panel_description" : "Firefox blocks parts of the pages that may track your browsing activity."

"private_tab_panel_description2" : "We won't remember any history, but downloaded files and new bookmarks will still be saved to your device."

"private_tab_panel_title" : "Private Browsing + Tracking Protection"

"restrictable_feature_private_browsing" : "Private Browsing"

"restrictable_feature_private_browsing_description" : "Allows family members to browse without saving information about the sites and pages they've visited."

"tabs_private" : "Private"
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F IEPNEIEZ5 N -
android.permission.WRITE_SYNC_SETTINGS ) %)\Hbﬁx AN RRRFERRSEE FINETNKRAABRRED
[a]
g SES L IR BN ARSI ELIR. BRR BERIIFMERI ARG
android.permission WRITE_SETTINGS f/wi\ M?ﬁ%ﬁ‘? N AR BRI E SR S LA I RE I RSV EC
Fz HiGE &
E BENEIS 4 . . NR .
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FEBN(ACTIVITY) BIS(INTENT)
Schemes: http://, https://, firefox://, file://, content://,

App Mime Types: text/html, text/plain, application/xhtml+xml, image/svg+xml, application/x-xpinstall,
Path Patterns: .*\\.xpi,

fREE EMAPKREETF S S51EM,

FIFEamERNER, BRNEHRAEER.



https://mogua.co/

