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AppB#R: AT

4%: com.llImm.huiyuanuxiang
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apps.oceanengine.com

IP:106.74.132.35
FREER: China
#X: Shandong
tHith: Jinan

45 36.668331
£2F5:116.997223

sf6-ttcdn-tos.pstatp.com

IP:103.251.162.48
FRIBEEZR: China
HX: Qinghai
kT: Xining

455 36.616669
£2[E:101.766670

union.baidu.com

IP:111.206.208.169
FRIEEZR: China
HhX: Beijing

IFTh: Beijing

#5FE: 39.907501
£2F£:116.397102




i.snssdk.com

[P:125.39.135.110
FREEZXR: China
HIX: Tianjin

TH: Tianjin
45E:39.142181
2RE:117.176102

open.e.kuaishou.com

IP:116.136.202.194
FREEZXR: China
HX: Nei Mongol
¥ith: Hohhot

4FE: 40.810650
£2FE:111.650665

127.0.0.1

[P:127.0.0.1
FREER: -
HX: -

mh: -
#E:0.000000
£2[E:0.000000

open.weixin.qg.com

[P: 220.196.139.154
FREEZ: China
HX: Jiangsu

Th: Yangzhou
45E:32.397221
£2FE:119.435600

cpro.baidustatic.com

IP:101.72.203.38
FREEZR: China
HX: Hebei

Th: Langfang
#5E:39.509720
£2[E:116.694717

WWW.samsungapps.com

IP:54.229.225.161
FRIEEZ: Ireland
HX: Dublin

HTh: Dublin

45FE: 53.344151




42 -6.267249

open.weibo.cn

IP: 123.126.45.166
FRIEEZR: China
H[X: Beijing

ITh: Beijing
#5E:39.907501
£2[E:116.397102

c.etoolads.cn

IP: 39.96.185.90
FREEZ: China
HIEX: Beijing
I Beijing
#5E:39.907501
£2FE:116.397102

long.open.weixin.qgq.com

IP:112.65.193.170
FREEZ: China
HX: Shanghai
Th: Shanghai
45 31.224333
£2FE:121.468948

api.weibo.com

IP:123.126.45.166
FREEZ: China
HX: Beijing

kT Beijing
#5E:39.907501
£2[E:116.397102

adservice.sigmob.cn

IP:39.106.232.111
FREBEZX: China
HX: Zhejiang
#ith: Hangzhou
#5E:30.293650
£2FE:120.161583

www.jsdelivr.com

IP:172.67.208.113

FREEISR: United States of America

HX: California
Ik: San Francisco




#%FE:37.775700
4ZFE:-122.395203

apps.bytesfield.com

IP:106.74.132.36
FREEZ: China
HX: Shandong
is: Jinan

45[E: 36.668331
£2[E:116.997223

p1-Im.adkwai.com

IP: 114.66.246.206
FRBE: China
HX: Beijing

I Beijing
#5E:39.907501
£2[E:116.397102

apps.bytesfield-b.com

IP: 60.222.11.202
FREEZ: China
HX: Shanxi
I Taiyuan
4EE: 37.869438
42FE:112.561508

apps.samsung.com

IP:104.17.142.17

FREEISR: United States of America

H[X: California
5: San Francisco
#5FE: 37.775700
£2[E:-122.395203

211.151.146.65

IP:211.151.146.65
FREBE: China
HhX: Beijing
IFTh: Beijing
#5E:39.907501
£2[E:116.397102

IP:39.106.166.112
FRBEIX: China




adxtool.sigmob.cn

HIX: Zhejiang
T: Hangzhou
45E:30.293650
42/E:120.161583

developer.android.com

IP:172.217.14.238

FRIBEZ: United States of America
HX: California

¥ith: Mountain View

4FE: 37.405991

£2[E:-122.078514

github.com

IP: 20.205.243.166
FRIBEZR: Singapore
HX: Singapore
tEkTh: Singapore
4[E: 1.289987
£2F£:103.850281

login.sina.com.cn

IP: 202.108.0.130
FREBEZ: China
HX: Beijing
I Beijing
#5E:39.907501
£2FE:116.397102

c.tobidad.cn

IP: 39.96.185.90
FREEZR: China
HX: Beijing
I Beijing
#5E:39.907501
£2[E:116.397102

static.yximgs.com

IP: 221.204.65.226
FREEZR: China
HX: Shanxi

kT: Taiyuan
45E: 37.869438
£2[E:112.561508

IP:47.94.5.41




dc.sigmob.cn

FREEZ: China
HX: Zhejiang
Th: Hangzhou
#5E:30.293650
#2[E:120.161583

service.weibo.com

IP: 202.108.0.98
FRIBEZ: China
HX: Beijing
Iith: Beijing
#E:39.907501
£2[E:116.397102

m.sigmob.com

IP:39.107.65.119
FREBE: China
HX: Zhejiang
IiT: Hangzhou
#5E:30.293650
£2[E:120.161583
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https://cpro.baidustatic.com/cpro/logo/sdk/mob-adicon_2x.png

com/baidu/mobads/sdk/api/XAdNativeResponse.java

https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png

com/baidu/mobads/sdk/api/XAdNativeResponse.java

http://union.baidu.com/

com/baidu/mobads/sdk/api/XAdNativeResponse.java

https://cpro.baidustatic.com/cpro/logo/sdk/mob-adlcon_2x.png

com/baidu/mobads/sdk/api/XAdEntryResponse.java

https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png

com/baidu/mobads/sdk/api/XAdEntryResponse.java

http://union.baidu.com/

com/baidu/mobads/sdk/api/XAdEntryResponse.java




http://211.151.146.65:8080/wlantest/shanghai_sun/mock_ad_server_intersitial_video.json

com/baidu/mobads/sdk/internal/ds.java

http://union.baidu.com

com/baidu/mobads/sdk/internal/ap.java

https://i.snssdk.com/

com/bytedance/sdk/openadsdk/downloadnew/core/AdBaseConstants.java

https://dc.sigmob.cn/log

com/czhj/sdk/common/models/Config.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-KSAdSDk/offline_components/tk/ks_so-
tachikomaNoSoRelease-3.3.64.1-30279a11a9-537.zip

com/kwad/components/offline/c/c.java

https://p1-lm.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/tachikoma/3.3.58/ks_tk_so_v8_lite_3358

com/kwad/components/offline/c/b/a.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/tachikoma/3.3.58/ks_tk_so_v8 3358

com/kwad/components/offline/c/b/a.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/tachikoma/3.3.58/ks_tk_so_v7_lite_3358

com/kwad/components/offline/c/b/a.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/tachikoma/3.3.58/ks_tk_so_v7_3358

com/kwad/components/offline/c/b/a.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/offline_components/obiwan/ks_so-obiwanNoSoRelease-3.3.56-445ef4f109-
409.zip

com/kwad/components/offline/b/b.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/offline_components/adLive/ks_so-adLiveNoSoRelease-3.3.59-5a16210b94-
483.zip

com/kwad/components/offline/a/b.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-KSAdSDk/adLive/ks_so-
adLiveArmé64v8aRelease-3.3.44.2-e8fbb3a5f8-666.apk

com/kwad/components/offline/a/a/a.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-KSAdSDk/adLive/ks_so-
adLiveArmeabiv7aRelease-3.3.44.2-e8fbb3a5f8-666.apk

com/kwad/components/offline/a/a/a.java




https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties

com/kwad/framework/filedownloader/services/a.java

https://open.e.kuaishou.com/rest/e/v3/open/sdk2

com/kwad/sdk/api/loader/u.java

http://%s:%d/%s

com/kwad/sdk/core/videocache/f.java

https://github.com/danikula/AndroidVideoCache/issues/88.

com/kwad/sdk/core/videocache/h.java

https://github.com/danikula/AndroidVideoCache/issues/43.

com/kwad/sdk/core/videocache/h.java

https://github.com/danikula/AndroidVideoCache/issues.

com/kwad/sdk/core/videocache/h.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-
appStatusArmé4v8aRelease-3.3.14.apk

com/kwad/sdk/collector/d.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-
appStatusArmeabiv7aRelease-3.3.14.apk

com/kwad/sdk/collector/d.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/so/exception/202305301754/ks_so-exceptionArm64v8aRelease-3.3.47-
e8fbb3a5f8-666.apk

com/kwad/sdk/crash/g.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-
KSAdSDk/so/exception/202305301754/ks_so-exceptionArmeabiv7aRelease-3.3.47-
e8fbb3a5f8-666.apk

com/kwad/sdk/crash/g.java

http://apps.samsung.com/appquery/appDetail.as?appld=

com/kwad/sdk/utils/d.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-KSAdSDk/kmac/ks_kmac64

com/kwad/sdk/kgeo/c.java

https://p1-Im.adkwai.com/udata/pkg/KS-Android-KSAdSDk/kmac/ks_kmac32

com/kwad/sdk/kgeo/c.java

https://c.etoolads.cn/s/config

com/sigmob/sdk/base/k.java

https://adservice.sigmob.cn/s/config

com/sigmob/sdk/base/k.java

https://adservice.sigmob.cn/s/config?

com/sigmob/sdk/base/l.java




https://adservice.sigmob.cn/ad/v4

com/sigmob/sdk/base/l.java

https://adxtool.sigmob.cn/debug/feedback

com/sigmob/sdk/base/l.java

https://adservice.sigmob.cn/hb/v2/ad

com/sigmob/sdk/base/l.java

https://dc.sigmob.cn/log

com/sigmob/sdk/base/l.java

http://127.0.0.1

com/sigmob/sdk/mraid/o.java

https://m.sigmob.com

com/sigmob/sdk/mraid/b.java

http://%s:%d/%s

com/sigmob/sdk/videocache/n.java

http://%s:%d/%s

com/sigmob/sdk/videocache/h.java

https://api.weibo.com/oauth2/access_token

com/sina/weibo/sdk/a/e.java

https://service.weibo.com/share/mobilesdk_uppic.php

com/sina/weibo/sdk/a/d.java

https://service.weibo.com/share/mobilesdk.php

com/sina/weibo/sdk/web/WebActivity.java

https://open.weibo.cn/oauth2/authorize?

com/sina/weibo/sdk/web/WebActivity.java

https://service.weibo.com/share/mobilesdk.php

com/sina/weibo/sdk/web/b/d.java

https://open.weibo.cn/oauth2/authorize?

com/sina/weibo/sdk/auth/a.java

https://www.samsungapps.com/appquery/appDetail.as?appld=

com/ss/android/downloadlib/z/hb.java

https://sfé-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html

com/ss/android/downloadlib/addownload/compliance/AppPrivacyPolicyActivity.java

https://apps.oceanengine.com/customer/api/app/pkg_info?

com/ss/android/downloadlib/addownload/compliance/wo.java

https://apps.bytesfield.com

com/ss/android/downloadlib/addownload/compliance/un.java




https://apps.bytesfield-b.com

com/ss/android/downloadlib/addownload/compliance/un.java

https://i.snssdk.com/

com/ss/android/downloadad/api/constant/AdBaseConstants.java

https://login.sina.com.cn/visitor/signin

com/weibo/ssosdk/WeiboSsoSdk.java

https://adservice.sigmob.cn/w/config

com/windmill/sdk/d/j.java

https://c.tobidad.cn/w/config

com/windmill/sdk/d/j.java

https://adservice.sigmob.cn/extconfig?

com/windmill/sdk/d/j.java

https://adservice.sigmob.cn/strategy/v6

com/windmill/sdk/d/j.java

https://adservice.sigmob.cn/waterfall/v1

com/windmill/sdk/d/j.java

https://dc.sigmob.cn/log

com/windmill/sdk/d/j.java

https://adservice.sigmob.cn/w/config?

com/windmill/sdk/d/j.java

https://c.tobidad.cn/w/config?

com/windmill/sdk/d/j.java

https://long.open.weixin.qg.com/connect/l/grconnect?f=json&uuid=%s

com/tencent/mm/opensdk/diffdev/a/c.java

https://open.weixin.qq.com/connect/sdk/qrconnect?
appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s

com/tencent/mm/opensdk/diffdev/a/b.java

https://developer.android.com/guide/topics/permissions/overview

io/flutter/plugin/platform/PlatformPlugin.java

https://www.jsdelivr.com/using-sri-with-dynamic-files

BIV25 |

https://github.com/apvarun/toastify-js

BNV25 |
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R FE stk FRTESX {4
.apk@classes.dex com/kuaishou/weapon/p0/ac.java
danikula@gmail.com com/kwad/sdk/core/videocache/h.java

S FHLE
% ZRIET

APKE&EZ

vl &5: True

v2 %5 True

v3 &34 False

HE 1 ADEIED

F @ CN=Android Debug, O=Android, C=US

LR E K rsassa_pkes1vils

BRERE: 2023-05-17 03:01:49+00:00

BREAZE: 2053-05-09 03:01:49+00:00

%47 A: CN=Android Debug, O=Android, C=US

515 0x1

15% 5k sha256

md51&: fd1695d368f882529400df91009650a0

sha1{&: 9cc3¢37983fd2b9901d9¢9316011b588ca706802

sha2561&: cb0c57d91fc3ae63f8e1806d3d66e281acefb72444f0b8452e8886ec3e1f63fe
sha5121&: 128ed534debefd7c62c7323aa95911d8bd2ca9bb64d8d28ab923cafd70a15655d3b5a9d4582f2e1a2b8b5416c637f2506776d16019bf8323b974103ad87230a2
NEAE L rsa

BHHKE: 2048

1840 bcb0f4e6e28a24856d6feedb66987f46ef79c23422bb11d891489a48de744319
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A
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android.permission.INTERNET 3= E=R:REEZIN YR AREFOIENEERT
android.permission.ACCESS_NETWORK_STATE 3= BEMSKES AN ARRFEENEMERIRES
android.permission. ACCESS_COARSE_LOCATION e GERE I IRERE (L B, BN h LS SR, URE AN BIEME WRTA) . BE




Rz A2 P LUE R ERABEERIAREIE

. - " FRAE AL HIREAUER FINFNLENSIKEMRS WRAI A, SRNAEFIUERTE
android.permission.ACCESS_FINE_LOCATION Bk (GPS) S (B, BT AN F D B
android.permission.CAMERA yenii RRARE SVFRFRTER RAENIRARAR G, XAV AR WEEY MR EZIBEIR

. . . Unknown o .
com.llImm.huiyuanuxiang.openadsdk.permission.TT_PANGOLIN RN permission Unknown permission from android reference

. - " B ERIERAS A AV RIS &R BIETNAE. BB AR A2 7] UM E L BIEN BIES 15
android.permission.READ_PHONE_STATE y[eAs 54 FIRE5IS IR Gh FIE RS, RO S0

- .
android.permission.READ_EXTERNAL_STORAGE el ;Z%“Wﬁ%ﬁ% TRVF R FRTR R MIMEBTF(13EX

SFEVER/MIRE
android.permission.WRITE_EXTERNAL_STORAGE yenvi 1*?/1'?&/@& RIFRFRTER B N\IMEREE

SNERTFRER A
android.permission.ACCESS_WIFI_STATE IES BEEWI-FIRTS AN AREFEERX Wi-Fi KSHER
android.permission.REQUEST_INSTALL_PACKAGES et ;\?QEZ&E{ | mEmARE A LR R TR AR R AT S .

= o

android.permission.WAKE_LOCK e ¥ L= S4Bl VR FATEE B LEFALH N EEERARES
android.permission.FOREGROUND_SERVICE 3 AYFEHN FTEFE Service.startForegrounds
android.permission.ACCESS_BACKGROUND_LOCATION e EaHRNE AT AREFEESIRNME
android.permission.REQUEST_DELETE_PACKAGES 3 YR AR IERRIBRE

. . . Unknown . )
android.Manifest.permission.LOCAL_MAC_ADDRESS ESl _ Unknown permission from android reference

permission
android.permission.CHANGE_WIFI_STATE I FEPRWI-FIIRZS VPR AR E AT T Wi-Fi BN =, H I ECE B Wi-Fi IS 1T
~Andraid nAarmiccinan NITIEDV All DACKACEC == LN ASAVANA R L OAATARTSENRE M FATE RS J2IANE A == RRANAAT
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IRER/MER/ R ; =y bl
android.permissio.WRITE_EXTERNAL_STORAGE yeX s H? f \Eﬁz ﬂﬂﬁf RPN RIER B NN
HNERFHEAR A
android.permission.GET TASKS k0 MERETEITH ATNAEFRREXLAFNSIETHESHER. FEATERNAREFAN
. . [EAU N N
P - vhsiEtes EES T LT
android.permission.CHANGE_NETWORK_STATE EE LS ERE VTR AR BB AR HEIR TS o
Unknown - .
com.asus.msa.SupplementaryDID.ACCESS AN o Unknown permission from android reference
permission
android.permission.SYSTEM_ALERT_WINDOW yeAud ETRRRRER AN AREFERARERE L. SRNEEFRAUIEEFVINENRR
android.permission.VIBRATE IEE EER AN ARRFATEIRE SR
. BHHFETE ATNAEFRESEERIENEE. SRNARFIUEAZEIEHNERT
droid. ission.REORDER_TASKS E= = .
aneroidpermission - T anmmRs B E ST A
) . o Unknown L )
com.llImm.huiyuanuxiang.permission.KW_SDK_BROADCAST RN permission Unknown permission from android reference
android.permission.RECORD_AUDIO yex s RE AV RIZEF LD ESMIC REERE
o Unknown L )
freemme.permission.msa A o Unknown permission from android reference
permission
android.permission.BLUETOOTH = BIRIE &R VPR BRI  RIE S &
. . Unknown . )
android.permission.BLUETOOTH_CONNECT AN - Unknown permission from android reference
permission
, o ) BRI ETS . ok N, -
android.permission.MODIFY_AUDIO_SETTINGS E® = AN AREFEREREIMSE, IS SR H
android.permission.WRITE_SETTINGS e | BRERRAR | AWNARBERALISTIIE. TENATESRIMINASNES.,
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