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FREEZ: United Kingdom of Great Britain and Northern Ireland
HX: England
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lantern-android.io
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HiTh: Dallas
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45[F:32.939491
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twitter.com

IP: 104.244.42 1

FRBEIZ: United States of America
H[X: California

HiT: San Francisco

455 37.773968
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paymentwall.com

IP:216.127.71.10

FRIBEEIZR: United States of America
H[X: Texas
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wappaygw.alipay.com
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i Langfang
#5E:39.509720
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h5.m.taobao.com

IP: 220.181.135.167
FRIEEZ: China
HIX: Beijing

i Beijing
£5FE:39.907501
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raw.githubusercontent.com

IP:185.199.110.133

ERBEIZ: United States of America
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H: California

45 40.065632

£2FE:-79.891708

live.adyen.com

IP:147.12.17.173
FRIEEZR: Netherlands
H[X: Noord-Holland
IH: Amsterdam
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£2E: 4.889690

xml.apache.org

IP:151.101.2.132

FRIBEIZ: United States of America
H[X: California

tfth: San Francisco

455 37.775700
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lantern-2c50c.firebaseio.com

IP:34.120.160.131

ERBEIZ: United States of America
HIX: Missouri

iHh: Kansas City

45[F:39.099731
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api.stripe.com
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42FE:121.458061

crashpad.chromium.org

IP:142.251.42.243

FRIEEIZ: United States of America
H[X: California

it Mountain View

45[E: 37.405991

£2FE:-122.078514

xmlpull.org

IP:185.199.111.153

FRIBEZR: United States of America
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45E: 40.065632
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https://play.google.com/store/apps/details?id=

org/getlantern/mobilesdk/model/Utils.java

https://s3.amazonaws.com/lantern/LanternPrivacyPolicy.pdf

org/getlantern/mobilesdk/model/Utils.java

https://s3.amazonaws.com/lantern/Lantern-TOS.pdf

org/getlantern/mobilesdk/model/Utils.java




https://raw.githubusercontent.com/getlantern/loconf/master/messages.json

org/getlantern/mobilesdk/model/LoConf.java

https://s3.amazonaws.com/lantern/Lantern-TOS.html

org/getlantern/lantern/activity/f.java

https://s3.amazonaws.com/lantern/Lantern-TOS.pdf

org/getlantern/lantern/activity/yinbi/a.java

https://yin.bi org/getlantern/lantern/activity/yinbi/YinbiScreenActivity.java
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com/paymentwall/pwunifiedsdk/brick/core/Brick.java

https://pwgateway.com/api/token

com/paymentwall/pwunifiedsdk/brick/core/Brick.java

https://api.paymentwall.com/api/pro/v2/token

com/paymentwall/pwunifiedsdk/brick/core/Brick.java

https://api.paymentwall.com/api/brick/token

com/paymentwall/pwunifiedsdk/brick/core/b.java

https://api.paymentwall.com/api/brick-init/save?key=%s

com/paymentwall/pwunifiedsdk/brick/core/c.java

https://paymentwall.com/mint-terms/

com/paymentwall/pwunifiedsdk/brick/b/a.java

https://paymentwall.com/privacypolicy

com/paymentwall/pwunifiedsdk/brick/b/a.java

https://api.paymentwall.com/api/ps/

com/paymentwall/pwunifiedsdk/brick/b/a.java

https://api.paymentwall.com/api/subscription/

com/paymentwall/pwunifiedsdk/brick/b/a.java

https://api.paymentwall.com/api/cart/

com/paymentwall/pwunifiedsdk/brick/b/a.java

https://api.paymentwall.com/api/mobiamo/status

com/paymentwall/pwunifiedsdk/mobiamo/core/ab.java

https://api.paymentwall.com/api/mobiamo/payment

com/paymentwall/pwunifiedsdk/mobiamo/core/ab.java

https://api.paymentwall.com/api/price-points

com/paymentwall/pwunifiedsdk/mobiamo/core/ab.java

https://paymentwall.com/mint-terms/

com/paymentwall/pwunifiedsdk/core/aq.java

https://paymentwall.com/privacypolicy

com/paymentwall/pwunifiedsdk/core/aq.java

http://101.231.204.84:8091/sim/getacptn

com/paymentwall/pwunifiedsdk/core/LocalPsFragment.java

https://api.paymentwall.com/api/cart/

com/paymentwall/sdk/pwlocal/utils/Const.java




https://api.paymentwall.com/api/ps/

com/paymentwall/sdk/pwlocal/utils/Const.java

https://api.paymentwall.com/api/subscription/

com/paymentwall/sdk/pwlocal/utils/Const.java

https://api.paymentwall.com/api/rest/

com/paymentwall/sdk/pwlocal/utils/PaymentStatusUtils.java

https://api.paymentwall.com/api/rest/payment

com/paymentwall/sdk/pwlocal/utils/PaymentStatusUtils.java

https://api.paymentwall.com/api/cart/

com/paymentwall/sdk/pwlocal/ui/PwLocalActivity.java

https://api.paymentwall.com/api/ps/

com/paymentwall/sdk/pwlocal/ui/PwLocalActivity.java

https://api.paymentwall.com/api/subscription/

com/paymentwall/sdk/pwlocal/ui/PwlLocalActivity.java

https://mobilegw.alipay.com/mgw.htm

com/alipay/sdk/cons/a.java

https://mobilegw.alipaydev.com/mgw.htm

com/alipay/sdk/cons/a.java

http://m.alipay.com/?action=h5quit

com/alipay/sdk/cons/a.java
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com/alipay/sdk/cons/a.java
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com/alipay/sdk/cons/a.java
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com/alipay/sdk/packet/impl/d.java
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com/ta/utdid2/b/a/a.java

https://api.stripe.com

com/stripe/android/StripeApiRepository.java

https://q.stripe.com

com/stripe/android/AnalyticsRequest.java

https://api.stripe.com

com/stripe/android/ApiRequest.java

https://stripe.com/docs/keys

com/stripe/android/ApiKeyValidator.java

https://m.stripe.com/4

com/stripe/android/FingerprintRequest.java

https://twitter.com/stripestatus,

com/stripe/android/exception/APIConnectionException.java

https://hooks.stripe.com/redirect/complete/src_

com/stripe/android/view/PaymentAuthWebView.java

https://hooks.stripe.com/3d_secure/complete/tdsrc_

com/stripe/android/view/PaymentAuthWebView.java
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com/stripe/android/stripe3ds2/views/g.java
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com/stripe/android/stripe3ds2/views/l.java

http://play.google.com/store/apps/details?id=

com/thefinestartist/utils/etc/PackageUtil.java

http://xml.apache.org/xslt

com/thefinestartist/utils/log/LogHelper.java

http://docs.google.com/gview?embedded=true&url=
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Mogua Engine V1
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https://github.com/getlantern/forum
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https://crashpad.chromium.org/bug/new

lib/armeabi-v7a/libcrashlytics-common.so
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lib/armeabi-v7a/libcrashlytics-common.so
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org/getlantern/lantern/activity/r.java

support@stripe.com

com/stripe/android/ConnectionFactory.java

support@stripe.com

com/stripe/android/FingerprintRequest.java
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com/stripe/android/IssuingCardPinService.java
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"devices_authorized" : "Devices authorized to use your Pro account”

"firebase_database_url" : "https://lantern-2c50c.firebaseio.com”

"google_api_key" : "AlzaSyCCEKizUUISHuyJ4XPjC1oP2gnYFYRcKNI"

"google_crash_reporting_api_key" : "AlzaSyCCEKizUUISHuyJ4XPjC10oP2gnYFYRcKNI"

"now_authorized" : "This device is now authorized to use your Pro Account!"

"pw_project_key" : "467e0f982bcdafa35a7a51b34278a985"

noonn

"pw_secret_key" :

"pw_staging_project_key" : "7eb753422801802e2e7c5cbc43fbf237"

"pw_staging_secret_key" :

"unable_init_adyen_session" : "Unable to initiate payment session. Please try again"

"devices_authorized" : "Ang mga device na awtorisadong gumamit ng iyong Pro account”

"now_authorized" : "Ang device na ito ay awtorisado ng gamitin ang iyong Pro Account!"

"devices_authorized" : "Enheter autorisert til & bruke din Pro-konto"

"now_authorized" : "Denne enheten er na autorisert til & bruke din Pro-konto."

"devices_authorized" : "Perangkat diizinkan untuk menggunakan akun Pro anda"

"now_authorized" : "Perangkat ini sekarang diizinkan untuk menggunakan akun Pro anda!"

"unable_init_adyen_session" : "Gagal melakukan sesi pembayaran. Sllahkan coba lagi"

"devices_authorized" : "Gerate zur Verwendung mit Ihrem Pro-Konto autorisiert"”




"now_authorized" : "Dieses Gerat ist nun zur Verwendung lhres Pro-Kontos autorisiert!"

"devices_authorized" : "aunsailéisuausnalildtia® Pro uasqas"

. PV VY] Vo) ¥ o v &
"now_authorized" : "aunsaitleisuauay1a i lgiley® Pro aasmautdr Iuansdl"

"unable_init_adyen_session" : "laiaunsalsutmadunisdisyiiu Tusnaasdnase”

"devices_authorized" : "Mdy dugc phép dung tai khoan Pro"

"now_authorized" : "Mdy nay da dugc phép dung tai khoan Pro!"

"unable_init_adyen_session" : "Khdng thé khdi tao qua trinh thanh toan. Vui long thir lai"

"devices_authorized" : "ZUOKEUEG E£0UGLOSOTNHEVEG VA XPNOLUOTIOLOUV TOV Pro Aoyaplacpo oag"

"now_authorized" : "Autrj n cuokeun elvat twpa e§ouctlodotnpevn va xpnotpoTotel tov Pro Aoyaplacpo oag!”

"unable_init_adyen_session" : "Agv slval Suvatr) n TANpwur. MNapakaAw Sokipaote Eava"

"devices_authorized" : "Apparaten die je Pro account mogen gebruiken"

"now_authorized" : "Dit apparaat is nu goedgekeurd om je Pro account te gebruiken!"

"devices_authorized" : "Pro aa@%‘wmwmcm o \6@13515135”

"now_authorized" : "q% fowI2G QA ST Pro 31 @%WWW@&H ol

"unable_init_adyen_session" : "(SI¥G (T B FACo ST | JASZ7EF A (B8 FPH"

"devices_authorized" : "2 AHHE ALESD £ = 77| 53"

"now_authorized" : "0| 7|7|= O|X| #stel HEH T2 AHo| HAZLAYESLICH"




"devices_authorized" : "diols gl Glws Jlasiw| dgxall 6 542 Y1"

"now_authorized" : "g_ | o lws JlosiwY o ugsio Jle=dl 13"

"unable_init_adyen_session" : " > & o dglxall (.29l anmds s e jols "

"devices_authorized" : "Appareils autorisés a utiliser votre compte Pro"

"now_authorized" : "Cet appareil est maintenant autorisé a utiliser votre compte Pro."

"unable_init_adyen_session" : "Impossible de lancer la session de paiement. Veuillez réessayer"

"devices_authorized" : "Pro hesabinizi kullanma izni olan aygitlar"

"now_authorized" : "Bu cihaz artik Pro hesabinizi kullanmak Uzere yetkilendirildi!"

"unable_init_adyen_session" : "Odeme oturumu baslatilamadi. Liitfen tekrar deneyin"

"devices_authorized" : "juusless s slaio g coly S Jlasiwl y EislSl g oS I

"now_authorized" : "., <ol Guo 20,8 Jloziwl EuislSl gy Ll 65 Ty aclgss gl l!"

"devices_authorized" : "Dispositivos autorizados a usar su cuenta Pro"

"now_authorized" : "iEste dispositivo ahora esta autorizado a usar su cuenta Pro!"

"devices_authorized" : "Peranti yang dibenarikan menggunakan akaun Pro anda"

"now_authorized" : "Peranti ini tidak dibenarkan digunakan bagi Account Pro anda!"
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devices_authorized" : "oo&el Pro m@mgrfe:zao?ng)leﬁgg&oooacmo)mmqmeﬁpn

"now_authorized" : "ooagﬁomgoaéoaégﬁ Pro 39(;0’)95(33905:@)&1%3995@0:(\%0’3 3
1 ° L L L O e L

"unable_init_adyen_session" : "eceozeqpe session c3oonéeseqdEa empeslod) codo[oBon:dl




"devices_authorized" : "Sizin Pro hesabinizda istifads eda bilan alatlor"

"now_authorized" : "Bu alat sizin Pro hesabinizi istifada eda bilar!"

"devices_authorized" : "&£ B 0] {E (T ERRIRIE"

"devices_authorized" : "ERNERE L ARAIEE"

"now_authorized" : "SI EAT LIEREZWhR 7! "

"unable_init_adyen_session" : "TAMAK I =1E, BEHEEHER"

"devices_authorized" : "34d Pro QT &1 ST 3= o fely 3rferget Suamur

"now_authorized" : "Ig SUSRYT 31 IS Pro TN HT ST F & foiy arferge a1

"unable_init_adyen_session" : "4 ¥ IR A H RIS | PUAT g T "

"devices_authorized" : "Dispositivos autorizados para usar sua conta Pro"

"now_authorized" : "Esse dispositivo agora esta autorizado para usar sua conta Pro!"

"devices_authorized" : " luws Sl oslaiwl as jlxe oS ylaoKiws Pro xiiws:"

"now_authorized" : "cuwl o ojug sl wlus l oslaiwl ay jlxo 0giST o Eiws ul!”

"unable_init_adyen_session" : "auS )i o, lgs lala). cauw ezl s als o g9 i 4 o l8"

"devices_authorized" : "Dispositivos autorizados para utilziar a sua conta Pro"

"now_authorized" : "Este dispositivo esta agora autorizado para usar a sua conta Pro!"

"unable_init_adyen_session" : "N&o é possivel iniciar a sessdo de pagamento. Por favor, tente novamente"




"devices_authorized" : "YcTpolicTBa, aBTOPM30BaHHbIE /15 MCMONb30BaHNA akkayHTa Pro”

"now_authorized" : "[laHHOe yCTPOWNCTBO He MMeeT NpaBa MCMNoAb30BaTh Ball akkayHT Pro!"

"unable_init_adyen_session" : "He yganocb MHNLMMPOBAaTL CeaHC onnathbl. [NoxanylicTta, nonpobyiiTe eLye pas"”

"devices_authorized" : "&£ B HE A (T ERRIRSE"

"devices_authorized" : "Dispositius permesos a utilitzar el vostre compte Pro"

"devices_authorized" : "A Pro fi6k hasznéalatara azonositott eszkdzok"

"now_authorized" : "Az eszk6z Pro fiék hasznalatara feljogositva!"

(ONIIESba i

FRIE>C

IERESE

BRI EEE

i B=F M

B S URL§EE

SR MILEEE

:= LLAPPHYfE PR TH{E




b=y [
mFHERIFHIR 5% E- i) e
1]
android.permission.INTERNET = LERSEEEIN AV RIRFOIEMNEEET
android.permission. ACCESS_WIFI_STATE EE BEEWI-FIRES ATNAEFEEEX Wi-Fi IRSHEER
android.permission. ACCESS_NETWORK_STATE EE BEEMERE NN AEFEEMEMEIRES
android.permission.FOREGROUND_SERVICE s AFEHIL 2R Service.startForegrounds
. - RPN ARRFIERE EBENARERIUFAERENIERA R L EHME

android.permission.REQUEST_INSTALL_PACKAGES fEks e K o TR e =

=< o = E)\'fq: Blo
org.getlantern.lantern.mobiamo.PAYMENT_BROADCAST_PERMISSION R0 ﬁgrknqz/svirc]m Unknown permission from android reference
com.android.vending.BILLING RH Unkn.ovv.n Unknown permission from android reference

permission
android.permission.WAKE_LOCK EE [ LE FA B AV BRI LE FALE N BEER RS
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE KA Egr::?svsvir;n Unknown permission from android reference

B Y AREE

SETH(ACTIVITY)

BIS(INTENT)

org.getlantern.lantern.activity.LanternFreeActivity

Schemes: optly7925850924://,

org.getlantern.lantern.activity.LanternProActivity

Schemes: optly7925850924://,




com.adyen.ui.activities.RedirectHandlerActivity

Schemes: adyencheckout://,

REH BIMAPKREFT S BshEm, FFLEPMERNER, BRAIFHRAEER,



https://mogua.co/

