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K 8.62MB
MD5{&: baf42d5a0e84f7904b82a0320298b833
SHA{#: 4a6868350bef9340db4db3fad38d10acbh0b07b3a

SHA2561&: 3dae9342ede08a4b69e51820f762b646b8da3577092e81a82f3f1c39d092b19a
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App& #F: MIUI security components
H4%: com.miui.guardprovider
FERDActivity:

REhRAFREIR:1.43

RERRA: 143
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www.baidu.com

IP:110.242.68.4
FRIEEZR: China
HX: Hebei

i@ Baoding
#5E:38.851109
£2FE:115.490280

log.avlyun.sec.intl.miui.com

IP: 159.138.235.168

FRIEEXR: Thailand

HIEX: Krung Thep Maha Nakhon
1T Bangkok

4FE: 13.750000
427E:100.516670

api.sec.miui.com

IP: 183.84.6.87
FREBEZ: China
HIEX: Beijing
imTh: Beijing




45E: 39.907501
421 116.397232

tools.3g.qg.com

IP: 109.244.244.106
FREESR: China
HIX: Beijing

ipiTh: Beijing
£5FE:39.907501
42FE:116.397232

staging.api.sec.miui.com

RERSBHIEES.

tmfsdk.m.qqg.com

IP:175.27.12.246
FRBESR: China
HBEX: Beijing
imh: Beijing
#5E:39.907501
42FE:116.397232

WWW.W3.0rg

IP:128.30.52.100

FREBEZR: United States of America
H[X: Massachusetts

T Cambridge

4E: 42.365078

£2[E:-71.104523

Www.qg.com

IP:175.27.8.138
FRIBESR: China
HIX: Beijing
ipiTh: Beijing
45E: 39.907501
42FE:116.397232

flash.sec.miui.com

IP: 183.84.5.170
FREEZR: China
HIEX: Beijing
ipiTh: Beijing
£5FE:39.907501
42F5:116.397232




www.openssl.org

[P: 23.2.129.55
FREEZX: Japan
HX: Tokyo

tTh: Tokyo

45 35.689507
42FE:139.691696

WWW.ro

IP:193.230.31.206
FREEZ: Romania
HIX: Bucuresti
T Bucharest
RS 44.432251
£2[E: 26.106260

mmgr.gtimg.com

IP: 182.254.54.197
FRIBEZK: China
HX: Guangdong
Ih: Shenzhen
£h[E: 22.545540
42[E: 114.068298

tmfsdk4.m.qg.com

IP:175.27.12.246
FREEZR: China
HIEX: Beijing
imiTh: Beijing
£5FE:39.907501
£2[E:116.397232

m.qg.com

IP: 109.244.244.78
FREEZR: China
M[X: Beijing

imTH: Beijing
#5E:39.907501
£2[E:116.397232

www.wapforum.org

IP:172.67.190.29

FRIBEZ: United States of America
H[X: California

i h: San Francisco

4E: 37.775700




4ZFE:-122.395203

miwifi.com

IP: 183.84.5.58
FRIBEZ: China
HX: Beijing
imiTh: Beijing
#5E:39.907501
£2[E:116.397232
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https://api.sec.miui.com/antivirus/viruses

com/miui/guardprovider/engine/mi/antivirus/tools/Antivirusimpl.java

http://staging.api.sec.miui.com/antivirus/viruses

com/miui/guardprovider/engine/mi/antivirus/tools/Antivirusimpl.java

https://api.sec.miui.com/antivirus/whitelist

com/miui/guardprovider/engine/mi/antivirus/tools/Antivirusimpl.java

http://staging.api.sec.miui.com/antivirus/whitelist

com/miui/guardprovider/engine/mi/antivirus/tools/Antivirusimpl.java

https://flash.sec.miui.com/detect/app

com/miui/guardprovider/engine/mi/antidefraud/AntiDefraudAppManager.java

https://log.avlyun.sec.intl.miui.com/logupload

com/miui/guardprovider/engine/antiy/AvlEngine.java

https://mmgr.gtimg.com/qqgsecure_config_update/qqgsecure_config_update

tmsdk/common/module/update/a.java

http://tools.3g.qq.com/wifi/cw.html tmsdkobf/p9.java
http://miwifi.com/diagnosis/index.html tmsdkobf/p9.java
http://tools.3g.qqg.com/j/sslstrip tmsdkobf/p9.java




http://m.qq.com tmsdkobf/p9.java
https://tmfsdk.m.qqg.com tmsdkobf/w5.java
https://tmfsdk4.m.qg.com tmsdkobf/w5.java
Www.qg.com tmsdkobf/m8.java
http://api.sec.miui.com/policy/proxy?p=avast&l=en_US Android String Resource
http://api.sec.miui.com/policy/proxy?p=antiy&l=en_US Android String Resource
http://api.sec.miui.com/policy/proxy?p=tencent&l=en_US Android String Resource
http://api.sec.miui.com/policy/proxy?p=avast&amp;l=en_US Android String Resource
http://api.sec.miui.com/policy/proxy?p=avast&l=zh_TW Android String Resource
http://api.sec.miui.com/policy/proxy?p=antiy&l=zh_TW Android String Resource
http://api.sec.miui.com/policy/proxy?p=tencent&l=zh_TW Android String Resource
http://api.sec.miui.com/policy/proxy?p=avast&l=zh_CN Android String Resource
http://api.sec.miui.com/policy/proxy?p=antiy&l=zh_CN Android String Resource
http://api.sec.miui.com/policy/proxy?p=tencent&l=zh_CN Android String Resource
http://api.sec.miui.com/policy/proxy?p=avastl=en_US Android String Resource
WWW.ro lib/arm64-v8a/libavlurl.so
http://%s lib/arm64-v8a/libavlurl.so
www.baidu.com lib/arm64-v8a/libavim.so




http://www.wapforum.org

lib/arm64-v8a/libavim.so

http://www.w3.org

lib/arm64-v8a/libavim.so

http://www.openssl.org/support/fag.html

lib/arm64-v8a/libavim.so

N HRFALEER
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17179869184 tmsdk/common/module/update/UpdateConfig.java

# ZRIET

APK is signed

v1 signature: True

v2 signature: True

v3 signature: True

Found 1 unique certificates

Subject: C=CN, ST=Beijing, L=Beijing, O=Xiaomi, OU=MIUI, CN=MIUI, E=miui@xiaomi.com
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2011-12-06 03:26:26+00:00

Valid To: 2039-04-23 03:26:26+00:00

Issuer: C=CN, ST=Beijing, L=Beijing, O=Xiaomi, OU=MIUI, CN=MIUI, E=miui@xiaomi.com
Serial Number: 0xe552a8ecb9011b7c

Hash Algorithm: sha

md5: 701478a1e3b4b7e3978ea69469410f13

shal: 7b6dc7079c34739ce81159719fb5eb61d2a03225

sha256: c9009d01ebf9f5d0302bc71b2fe9aa9ad7a432bba17308a3111b75d7b2149025




sha512: 83bcc6127662a62784e99c¢81038073d3493153c87417d413c0f2cbfod9d15709e0234149589883deb08426c210fd52b4eb848d771cea8209e79c0a93f0b23cf4
PublicKey Algorithm: rsa

Bit Size: 2048
Fingerprint: a5cbecd2fbc7fe481cc5137b011d3b095eb9f94145eb43571524d1a7d80466b4
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. o & | smeEwsns SR IAIRNE &M RIEINAE. B IANIRIN A2 A LR E
android.permission.READ_PHONE_STATE o | I FBIEE HRIE SEIRIF S I P R T iEa kS PP IR
Sha5E
. L * Unknown . .
android.permission.READ_PRIVILEGED_PHONE_STATE o Unknown permission from android reference
Al permission
android.permission. ACCESS_NETWORK_STATE E%E BEMERE VN BIEFEEFTEMEIPRES
android.permission.CHANGE_NETWORK_STATE E%E BT RE TSRV FRAE I BB A IE REIRS
android.permission.ACCESS_WIFI_STATE E%E BEEWI-FIRTS AT REFEER X WIi-Fi RSHIER
e T FRS e A LFi S 0 Wi-Fil 42
android.permission.CHANGE_WIFI_STATE LE BEAWI-FUIRTES iﬁﬁﬂﬁﬁigkﬁﬁ&ﬁﬁ Wi-Fi B FEHBCRE Wi-Fi A
= 1TEN
android.permission.INTERNET \I_%E LERSEEEIN SN FBIEF RIS ERET
- e
android.permission.READ_EXTERNAL_STORAGE E\ ;Hﬂ?bgﬂﬁﬁﬁa%v\] TR FBAERE MYMEBTZAE IR ER
1A
EEV/ME BRINE .
android.permission.WRITE_EXTERNAL_STORAGE ff 1*§y/1\/iy ISR VN FBIZFE B NN
3 EREAR
. - = \ AR BE AL E TR, B A0 RE shI 48 SR, U E ARV BRI E (W0
droid. ACCESS_COARSE_LOCATION FLE I X
android.permission -COARSE_ o | BEE ST/ . BENBEFTLSECRREENARAE
. L * Unknown . .
android.permission.PEERS_MAC_ADDRESS o Unknown permission from android reference
Al permission
. . o * Unknown . .
com.miui.securitycenter.permission.ACCESS_SECURITY_CENTER_PROVIDER 7 permission Unknown permission from android reference




android.permission.RECEIVE_BOOT_COMPLETED = | e s RIS ERATHBEETREL, XA ERERHF
= FEEKNE,H AT AREFEIBLETRAIEENFN
®E
. . - x Unknown . ,
com.android.settings.permission.CLOUD_SETTINGS_PROVIDER 0 permission Unknown permission from android reference
. - x Unknown . ,
android.permission.INTERACT_ACROSS_USERS 0 permission Unknown permission from android reference
android.permission. ACCESS_MTP ;’E ;ijgrkrziosvsvirc])n Unknown permission from android reference
VNIRRT Z - N "
& . AN BREFT ZNPSEEFETRNEEE. SEEHVBFER
droid. ission.MANAGE_EXTERNAL_STORAGE SEEEET R - o
android.permission - - o ;’iggﬁ'fﬁ%q] RE P BT RS
android.permission.QUERY_ALL_PACKAGES ;t, AFE IS E EHEAE BN AER, L5 R AR
- ) - ) x Unknown o ,
com.miui.guardprovider.permission.Guard_Provider 40 permission Unknown permission from android reference
IF \ VN R XL A BERERE. TENAREFS
android.permission.BROADCAST_STICKY » FOEREMET . ' i -
P - g | RERETE SUFN RS 7 N FHIETEES TS
- ) - x Unknown o ,
com.miui.guardprovider.permission. TMF_SHARK - permission Unknown permission from android reference
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