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https://mogua.co/

S {$4: d6f2d0f884dad50f8815c6dee8c50673.apk

X{EA )N 60.53MB

MD5{E: ace393734117b7587e1333522¢985b72

SHAT{E: 51873f9708f1427bb3dec6a92fbad9701c775857

SHA2561E: b0d4948cb588fad14b1714021af08d29%eefeceafcabfa515b7f8bb7c04d8d147

1APP 58

AppB#R: YeMaoYX1.2003

B8: com.ymmj.wymmjx

ZEBDActivity: org.cocos2dx.lua.AppActivity
RERAHFF:1.1.18

ReEhRAs: 1001018
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IP:119.29.29.29
FREEZ: Singapore
#X: Singapore

119.29.29.29
tH: Singapore
45FE: 1.289987
£2[E:103.850281
collision.shareinstall.com HERSHHIBEER.
mobilegw.aaa.alipay.net A RS SEHIEER.

IP: 203.209.245.74
FREEZ: China
HX: Zhejiang
m.alipay.com tkTh: Hangzhou
4FE:30.293650
£2[E:120.161583




abroad.apilocate.amap.com

IP: 59.82.44.11
FRIEEZ: China
HX: Shanghai
HiT: Shanghai
45RE:31.224333
£2[E:121.468948

log.umsns.com

IP: 59.82.29.248
FRIEEZ: China
HIX: Zhejiang
T Hangzhou
#5FE:30.293650
£2[£:120.161583

restapi.amap.com

IP:59.82.132.217
FRIEEZS: China
HIX: Zhejiang
tHih: Hangzhou
#5E: 30.293650
#2[:120.161583

www.openssl.org

IP:34.49.79.89

FRIBEIZ: United States of America
H[X: California

i Mountain View

45FE: 37.405991

$2[E:-122.078514

dualstack-a.apilocate.amap.com

IP:59.82.31.183
FRIEEZ: China
HX: Zhejiang
tkth: Hangzhou
#5FE:30.293650
£2[#:120.161583

mobilegw.alipay.com

IP: 203.209.255.248
FREEZ: China
HX: Zhejiang
T Hangzhou




45 [E: 30.293650
42FE:120.161583

statlog.shareinstall.com SERSSEHIEER.
sim.qudao.info HERSSHEMIEER.
IP: 59.82.23.79

oc.umeng.com

FRIEEZ: China
HX: Zhejiang
T Hangzhou
£5RE:30.293650
£2[£:120.161583

alogus.umeng.com

IP: 223.109.148.178
FRIEBEZ: China
HX: Jiangsu

HiT: Nanjing
45RE:32.061668
£2[E:118.777992

config.shareinstall.com

RARSHEHIERES.

pay.anysdk.com

IP:211.151.20.124
FREEZR: China
HiX: Beijing

imiTh: Beijing
#5FE:39.907501
£2[:116.397102

android.bugly.qg.com

IP: 124.95.225.169
FREEZ: China
HX: Liaoning
tkth: Shenyang
SE: 41.792221
42FE:123.432877

IP:54.241.49.5
EREBESR: United States of America




WwWw.cocos2d-x.org

HEX: California
i San Jose
#5RE:37.339390
£2[E:-121.894958

api.line.me

IP: 154.83.14.134
FRIEEIZR: Hong Kong
#X: Hong Kong
i#h: Hong Kong
45 22.285521
£2[E:114.157692

Ibs.amap.com

IP:110.253.188.148
FRIEEZS: China
H[X: Hebei

T Zhangjiakou
45[E:40.810024
£2[E: 114.879349

adiu.amap.com

IP:110.253.189.146
EREEZ: China
HIEX: Hebei

tkTh: Zhangjiakou
4[E: 40.810024
£2FE:114.879349

tools.ietf.org

IP: 104.16.45.99

FREESR: United States of America
HIX: California

T San Francisco
4E:37.775700

£2FE:-122.395203

mobilegw-1-64.test.alipay.net

RAEMRSBIHIEER.

mcgw.alipay.com

IP:111.202.5.210
FREBEZR: China
H[X: Beijing
iHh: Beijing
#5E:39.907501




£2[:116.397102

cgicol.amap.com

IP:110.253.189.211
FREEZR: China
HX: Hebei

iHith: Zhangjiakou
45 40.810024
£2[E: 114.879349

112.74.215.224

IP:112.74.215.224
FRIEEZS: China
HIX: Guangdong
i Shenzhen
45[E: 22.545673
£2[E:114.068108

ipay.iapppay.com

IP:107.163.197.110

FRBEIZR: United States of America
HX: California

IkTh: Westlake Village
45FE:34.192921

£2[E:-118.822617

hydra.alibaba.com

IP:203.119.169.241
FRIEEZ: China
HIX: Zhejiang
tkth: Hangzhou
45E: 30.293650
#2F2:120.161583

iapppay-data.iapppay.com

IP:107.163.197.110

ERBEIZ: United States of America
HIX: California

Hi: Westlake Village

45FE: 34.192921

2FE:-118.822617

iapppay.halodigit.com

RARSHEHIERES.




www.mp3dev.org

IP:142.251.215.243

FRIBEIZ: United States of America
H[X: California

i Mountain View

45FE: 37.405991

$2[E:-122.078514

mobilegw.stable.alipay.net

ARG HHIEER.

www.apple.com

IP: 184.25.87.45

FRBEZ: Korea (Republic of)
HEX: Seoul-teukbyeolsi

1T Seoul

4F:37.566311
£2/E:126.977203

data.iapppay.com

IP:107.163.197.110

ERBEIZ: United States of America
HIX: California

iT: Westlake Village
45[E:34.192921

£2FE:-118.822617

payment.iapppay.com

IP:107.163.197.110

FRBEIZ: United States of America
H[X: California

IHiTh: Westlake Village

455 34.192921

£2FE:-118.822617

github.com

IP: 127.0.0.1
FRBE: -
HX: -

I -
£FE:0.000000
£2[E:0.000000

IP:59.82.132.217
FRIEEZ: China




restsdk.amap.com

HIX: Zhejiang
T Hangzhou
£5FE:30.293650
£2[£:120.161583

dm-81.data.aliyun.com

IP:121.199.165.253
FREBEZR: China
HIX: Zhejiang
tkth: Hangzhou
4F:30.293650
42FE:120.161583

alog.umeng.com

IP: 223.109.148.178
FRIEEZ: China
HX: Jiangsu

i : Nanjing
45FE:32.061668
£2[F:118.777992

dualstack-arestapi.amap.com

IP:59.82.132.217
FREBEZR: China
HIX: Zhejiang
i#: Hangzhou
#5E:30.293650
£2[£:120.161583

127.0.0.1

IP: 127.0.0.1
FREBEX: -
HX: -

i -
£FE:0.000000
£Z[E: 0.000000

access.line.me

IP:202.160.130.52
FRIEEZSR: Singapore
HEX: Singapore
tkTh: Singapore
45E: 1.289987
2[E:103.850281




xmlpull.org

IP:185.199.109.153

FRIBEIZ: United States of America
HIX: Pennsylvania

tfth: California

45FE: 40.065647

$2FE:-79.891724

c.kp747.com

IP: 46.175.135.11

FRIEEZR: United Kingdom of Great Britain and Northern Ireland
HX: England

IT: London

4F:51.508530

$2/:-0.125740

alog.umeng.co

RAEMRSBHIEER.

rqgd.uu.qg.com

IP: 60.29.240.104
FRIEEZ: China
HEX: Tianjin
3FiTh: Tianjin
£5FE:39.142181
£2[E:117.176102

h5.m.taobao.com

IP: 125.39.135.147
FRIEEZSR: China
HIEX: Tianjin

T Tianjin

45 39.142181
£2[E:117.176102

apilocate.amap.com

IP:59.82.31.183
FRBEZ: China
HIX: Zhejiang
¥kth: Hangzhou
£5FE:30.293650
42[E:120.161583

IP:123.12.235.54
FREER: China




pv.sohu.com

HX: Henan
i Hebi
£5RE:35.899170
£2[E: 114.192497

www.winimage.com

IP:205.251.81.217

ERBEIZ: United States of America
HEX: New Jersey

iHith: Parsippany

45[E: 40.862041

£2FE:-74.406120
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http://mobilegw.alipay.com/mgw.htm

com/alipay/sdk/cons/a.java

http://m.alipay.com/?action=h5quit

com/alipay/sdk/cons/a.java

http://mcgw.alipay.com/sdklog.do

com/alipay/sdk/packet/impl/c.java

http://h5.m.taobao.com/trade/paySuccess.html?bizOrderld=$Orderld$& com/alipay/sdk/data/a.java

https://mobilegw.alipay.com/mgw.htm

com/alipay/b/b/a.java

http://mobilegw.aaa.alipay.net/mgw.htm

com/alipay/b/b/a.java

http://mobilegw-1-64.test.alipay.net/mgw.htm

com/alipay/b/b/a.java

http://mobilegw.stable.alipay.net/mgw.htm

com/alipay/b/b/a.java

http://Ibs.amap.com/api/android-location-sdk/guide/utilities/errorcode/

com/amap/api/location/AMapLocation.java




http://pay.

com/anysdk/framework/UserWrapper.java

http://oauth.

com/anysdk/framework/UserWrapper.java

http://sh-pay.

com/anysdk/framework/UserWrapper.java

http://sh-oauth.

com/anysdk/framework/UserWrapper.java

http://c.kp747.com/k.js

com/anysdk/framework/Statistics.java

http://sim.qudao.info/account/login

com/anysdk/framework/UserDebug.java

http://sim.qudao.info/account/logout

com/anysdk/framework/UserDebug.java

http://sim.qudao.info/account/login

com/anysdk/framework/SocialDebug.java

http://sim.qudao.info/account/logout

com/anysdk/framework/SocialDebug.java

http://sim.qudao.info/account/login

com/anysdk/framework/IAPDebug.java

http://sim.qudao.info/api/pay/exec

com/anysdk/framework/IAPDebug.java

http://pay.anysdk.com/v5/SimsdkPayNotice/SimsdkPayNotice/

com/anysdk/framework/IAPDebug.java

http://pay.anysdk.com/v5/Order/getOrderld/

com/anysdk/Util/a.java

http://pay.anysdk.com/v5/Unit/payment_switch/

com/anysdk/Util/a.java

http://112.74.215.224:9090/zjgapi/api.php

com/basic/pay/ali/AiBeiPay.java

https://data.iapppay.com/useractive

com/iapppay/e/a/d.java

https://iapppay-data.iapppay.com/useractive

com/iapppay/e/a/d.java




http://127.0.0.1/

com/iapppay/interfaces/bean/OrderBean.java

https://ipay.iapppay.com

com/iapppay/interfaces/network/HttpReqTask.java

https://payment.iapppay.com

com/iapppay/interfaces/network/HttpReqTask.java

https://iapppay.halodigit.com

com/iapppay/interfaces/network/HttpReqTask.java

https://data.iapppay.com/useractive

com/iapppay/utils/t.java

https://iapppay-data.iapppay.com/useractive

com/iapppay/utils/t.java

http://data.iapppay.com:8048/domain?dn=data.iapppay.com

com/iapppay/b/e.java

http://119.29.29.29/d?dn=

com/iapppay/b/e.java

https://api.line.me/

com/linecorp/linesdk/BuildConfig.java

https://access.line.me/.well-known/openid-configuration

com/linecorp/linesdk/BuildConfig.java

https://access.line.me/oauth2/v2.1/login

com/linecorp/linesdk/BuildConfig.java

https://adiu.amap.com/ws/device/adius

com/loc/bn.java

http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74&

com/loc/dd.java

http://apilocate.amap.com/mobile/binary

com/loc/fr.java

http://dualstack-a.apilocate.amap.com/mobile/binary

com/loc/fr.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/fr.java

https://restsdk.amap.com/sdk/compliance/params

com/loc/ax.java

http://restsdk.amap.com/sdk/compliance/params

com/loc/ax.java




http://restsdk.amap.com

com/loc/v.java

http://restsdk.amap.com/v3/place/text?

com/loc/a.java

http://restsdk.amap.com/v3/config/district?

com/loc/a.java

http://restsdk.amap.com/v3/place/around?

com/loc/a.java

https://restapi.amap.com/rest/aaid/get

com/loc/af java

http://restapi.amap.com/rest/aaid/get

com/loc/af.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/fw.java

https://restsdk.amap.com/v3/iasdkauth

com/loc/m.java

https://dualstack-arestapi.amap.com/v3/iasdkauth

com/loc/m.java

http://abroad.apilocate.amap.com/mobile/binary

com/loc/fk.java

http://dualstack-arestapi.amap.com/v3/geocode/regeo

com/loc/fm.java

http://restsdk.amap.com/v3/geocode/regeo

com/loc/fm.java

https://dm-81.data.aliyun.com/rest/160601/ip/getlpInfo.json

com/sh/sdk/shareinstall/helper/e.java

http://pv.sohu.com/cityjson?ie=utf-8

com/sh/sdk/shareinstall/helper/g.java

https://statlog.shareinstall.com/shareinstall_log/active

com/sh/sdk/shareinstall/helper/a.java

https://statlog.shareinstall.com/shareinstall_log/online

com/sh/sdk/shareinstall/helper/l.java

https://statlog.shareinstall.com/shareinstall_log/register

com/sh/sdk/shareinstall/helper/m.java




https://statlog.shareinstall.com/shareinstall_log/install

com/sh/sdk/shareinstall/helper/i.java

https://statlog.shareinstall.com/shareinstall_log/si

com/sh/sdk/shareinstall/helper/j.java

https://collision.shareinstall.com/shareinstall/check.s

com/sh/sdk/shareinstall/helper/b.java

https://config.shareinstall.com/signal/config

com/sh/sdk/shareinstall/helper/c.java

https://collision.shareinstall.com/shareinstall/app.h

com/sh/sdk/shareinstall/helper/d.java

https://config.shareinstall.com/signal/config

com/sh/sdk/shareinstall/b/a/b.java

http://rqd.uu.qq.com/rqd/sync

com/tencent/bugly/crashreport/common/strategy/StrategyBean.java

http://android.bugly.qq.com/rqd/async

com/tencent/bugly/crashreport/common/strategy/StrategyBean.java

http://alogus.umeng.com/app_logs

com/umeng/analytics/a.java

http://alog.umeng.com/app_logs

com/umeng/analytics/a.java

http://alog.umeng.co/app_logs

com/umeng/analytics/a.java

http://log.umsns.com/

com/umeng/analytics/social/e.java

http://log.umsns.com/share/api/

com/umeng/analytics/social/e.java

http://log.umsns.com/share/api/

com/umeng/analytics/social/f.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/core/persistent/FastXmlSerializer.java

http://xmlpull.org/v1/doc/features.html

com/ta/utdid2/core/persistent/XmlUtils.java

http://hydra.alibaba.com/

com/ta/utdid2/aid/AidRequester.java

https://tools.ietf.org/html/rfc7518

io/jsonwebtoken/SignatureAlgorithm.java




https://github.com/jwtk/jjwt

io/jsonwebtoken/impl/DefaultClaims.java

https://tools.ietf.org/html/rfc7518

io/jsonwebtoken/security/Keys.java

http://www.mp3dev.org/

lib/armeabi/libcocos2dlua.so

http://www.openssl.org/support/faq.html

lib/armeabi/libcocos2dlua.so

http://127.0.0.1:8080

lib/armeabi/libcocos2dlua.so

http://www.winimage.com/zLibDlII

lib/armeabi/libcocos2dlua.so

http://www.cocos2d-x.org/filedown/cocos-reader

lib/armeabi/libcocos2dlua.so

http://www.apple.com/DTDs/PropertyList-1.0.dtd

lib/armeabi/libcocos2dlua.so

http://oc.umeng.com/v2/get_update_time

lib/armeabi/libmobclickcpp.so

http://oc.umeng.com/v2/check_config_update

lib/armeabi/libmobclickcpp.so

http://alog.umeng.co/app_logs

lib/armeabi/libmobclickcpp.so

http://alog.umeng.com/app_logs

lib/armeabi/libmobclickcpp.so

http://www.apple.com/DTDs/PropertyList-1.0.dtd

lib/armeabi/libmobclickcpp.so

http://www.openssl.org/support/faq.html

lib/armeabi/libmobclickcpp.so

http://www.mp3dev.org/

lib/armeabi-v7a/libcocos2dlua.so

http://www.openssl.org/support/fag.html

lib/armeabi-v7a/libcocos2dlua.so

http://127.0.0.1:8080

lib/armeabi-v7a/libcocos2dlua.so




http://www.winimage.com/zLibDII

lib/armeabi-v7a/libcocos2dlua.so

http://www.cocos2d-x.org/filedown/cocos-reader

lib/armeabi-v7a/libcocos2dlua.so

http://www.apple.com/DTDs/PropertyList-1.0.dtd

lib/armeabi-v7a/libcocos2dlua.so

http://oc.umeng.com/v2/get_update_time

lib/armeabi-v7a/libmobclickcpp.so

http://oc.umeng.com/v2/check_config_update

lib/armeabi-v7a/libmobclickcpp.so

http://alog.umeng.co/app_logs

lib/armeabi-v7a/libmobclickcpp.so

http://alog.umeng.com/app_logs

lib/armeabi-v7a/libmobclickcpp.so

http://www.apple.com/DTDs/PropertyList-1.0.dtd

lib/armeabi-v7a/libmobclickcpp.so

http://www.openssl.org/support/fag.html

lib/armeabi-v7a/libmobclickcpp.so
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ftp@example.com

6h@fo.lwft
w9oi_2nhels4u@dlilycclglhl.5jlcg_bgh
yay@y.u5vcghyy

lib/armeabi/libcocos2dlua.so

ftp@example.com

lib/armeabi/libmobclickcpp.so

ftp@example.com
6h@fo.lwft
w9oi_2nhels4u@dlilycclglhl.5jlcg_bgh

yay@y.u5vcghyy

lib/armeabi-v7a/libcocos2dlua.so




ftp@example.com lib/armeabi-v7a/libmobclickcpp.so
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14222222222 com/loc/m.java

# ZRIUP

APKEE#

vl & &: True

V2 &3 True

v3 &% False

HE 1 E—IEP

F&l: C=CN, ST=beijing, L=beijing, CN=yemao

T RAEE: rsassa_pkes1vls

BXEAE: 2023-10-24 10:12:17+00:00

BREAZE: 2048-10-17 10:12:17+00:00

%17 A\ C=CN, ST=beijing, L=beijing, CN=yemao

515 0x3eabadab

e E A sha256

md51&: 8e3ac4f5ce2beaSbeaed6a5640a437ch

sha1{&: b00a6bd369c7c78538ada5670e1fc95fa65947a1

sha2561&: bb3e1fd7523d79046c6cc1ddf9bd6a18040713a3d66a572cc78d17cf3dce7017
sha5121&: 2d3fe75557d52b920c8f4686f950e251da31e4cd31f685baf7bh332332566b2d74da833680bea28f0ecd223f00098d04665bc977f5f2fe4fe01801c08e2f51129
RNEAB L rsa

EAKE: 2048

547: 02ecbec7834d2cee93b6d701cd5284a3e0310b69f25ech599245f89fcc524d9d
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android.permission.REQUEST_INSTALL_PACKAGES e fﬁrj TR BRENAERIUNBAER=EIERA P X EMEERE 6,
android.permission.WRITE_SETTINGS el | BeRR%SRE AN BIRF BRI ERE. SRENAA RSN ARNEE,
android.permission.default KA Unknown permission Unknown permission from android reference
android.permission.INTERNET = LERSEEEIN AV RIRFIEMNEEET




android.permission.FOREGROUND_SERVICE E= AR FIN T2 Service.startForegrounds
android.permission.READ_PHONE_STATE fafy | EEEIERSHS M0 Egggggéiﬁ;&?ﬁﬁi;ﬁ?ﬁ%ﬁ?ﬁ;ﬁ?;ﬁgﬁﬂtEE%B@EE
android.permission.write_EXTERNA AN Unknown permission Unknown permission from android reference
android.permission. ACCESS_NETWORK_STATE E= BEMERS RVFR AR E BB MENRS
android.permission.CHANGE_WIFI_STATE = BEWI-FIRTS VPR AR AN Wi-Fi B2\, W ECE R Wi-Fi [E#H1TERL
android.permission. ACCESS_WIFI_STATE EE BEEWI-FIRES AT AEFEEEX Wi-Fi IRSHEER
android.permission.CHANGE_NETWORK_STATE EE B TR VR AR BRI MBS IE RS
android.permission.RECORD_AUDIO e FE YR RIS R B D R E
android.permission.RECORD_VIDEO A Unknown permission Unknown permission from android reference

‘ VI ERE L R, BIANTE hIM LB BE 2, LA E AERY RIS E (WNRAT
android.permission.ACCESS_COARSE_LOCATION v FE AL ) . TENEERT L ERT R AR E
android.permission.CAMERA e RBHMREZ AV AR AENERMNRG. XA AREFRREENENERINES
android.permission.ACCESS_LOCATION_EXTRA_COMMANDS 8 gg%%ﬁ@ﬁ%ﬁf#ﬁ gﬁjﬁ;;/ﬁ;giiﬂﬁ%ﬂ%ﬁ%, ERNFARF IR EAEATI GPS 5
android.permission.KILL_BACKGROUND_PROCESSES & SN g =g=puid = AV AERRSEEMN AEFHN G & HIZ BMERNENRE
android.permission.BLUETOOTH EE OIS SR IE R AR AR E R B SIS E
android.permission.MODIFY_AUDIO_SETTINGS S ERENSILE AN AEREREREILE, HIINE MRS
android.permission.BLUETOOTH_ADMIN EE BTEE VR AR RN EOX 5 S8 &




android.permission.READ_EXTERNAL_STORAGE el | EEUMBEESERNE

FRVFN IR MINERTFAEIRER

android.permission. ACCESS_BACKGROUND_LOCATION j[eAis =SAIARMIE

AN ARFERGIHIRME

android.permission.ACCESS_FINE_LOCATION Bk BHEN (GPS)

WIREAMUER HINFH LK EURR, NRITAB. SENAIEFALL

ERERAEERNIE,H P EBFHTSINI BB E

RENAE DU BRSNS
android.permission.WRITE_EXTERNAL_STORAGE ey | PEVERUBIRSNEE

RN RS NINBIFE

SEEFERRISNR

B AN AR

EAR
android.permission.WAKE_LOCK S 95 L= SF 471 B B YRR FAFERE A LEFAE N BEBRARAS
e o E R S P e [ 3 Y S e A SBR[y S T e
android permission. MANAGE_EXTERNAL STORAGE - SR RS 2 IA 1A SR TR 2R IRSEETE AN R, EERVREERKRAFE

B N FAREE

FETN(ACTIVITY)

IBIE(INTENT)

org.cocos2dx.lua.AppActivity

Schemes: egpg5088://,

com.linecorp.linesdk.auth.internal.LineAuthenticationCallbackActivity

Schemes: lineauth://,

REH BRAPKREFT S BrhEm, HFLEMERNER, BRAIBEHRAEER,
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