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App&#: Debot
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ReahRAs: 17
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stat.api.tpns.tencent.com

IP:42.194.154.20
FREBEIR: China
HBIR: Beijing
17 Beijing
4E:39.907501
£2[E:116.397102

code.google.com

IP: 142.250.73.142

FREBEIR: United States of America
H#IX: California

175 Mountain View

45/ 37.405991

43 -122.078514

IP:223.109.148.141
FRBEZX: China




alogus.umeng.com

HBX: Jiangsu
ifiTh: Nanjing
4E: 32.061668
42[E:118.777992

ulogs.umengcloud.com

IP:223.109.148.141
FREER: China
HX: Jiangsu

iiTh: Nanjing
4E: 32.061668
42[E: 118.777992

aspect-upush.umeng.com

IP:223.109.148.177
FREBER: China
HX: Jiangsu

iih: Nanjing

4E: 32.061668
42[E: 118.777992

cs.android.com

IP: 142.251.215.238

FRIBEX: United States of America
H[X: California

i: Mountain View

45 37.405991

42[E:-122.078514

xml.org

IP: 104.239.142.8

FRIBEZX: United States of America
HX: Texas

iih: Windcrest

45 29.499678

43F¥:-98.399246

resolve.umeng.com

IP: 223.109.148.130
FREBER: China
HIX: Jiangsu

: Nanjing

4E: 32.061668
£2[E:118.777992

issuetracker.google.com

IP: 142.250.73.142

FRIBEZX: United States of America
HX: California

iih: Mountain View

45 37.405991

43[E:-122.078514

ulogs.umeng.com

IP:223.109.148.141
FRBEZX: China
HIX: Jiangsu

#: Nanjing
4E:32.061668
£2[E:118.777992

developer.umeng.com

IP:59.82.29.249
FRBEZX: China
HBX: Zhejiang
i: Hangzhou
45E:30.293650
£2[E:120.161583




developer.android.com

IP:142.251.215.238

FREBEIR: United States of America
H[X: California

th: Mountain View

45 37.405991

43[E:-122.078514

cn.register. xmpush.xiaomi.com

IP:123.125.102.39
FREBER: China
HX: Beijing

iih: Beijing
4E:39.907501
£2[E:116.397102

ucc.umeng.com

IP:203.119.169.9
FREEIR: China
HBR: Zhejiang
iih: Hangzhou
4E:30.293650
£2[£:120.161583

errlogos.umeng.com

IP:47.246.110.96
FREEIR: Singapore
HX: Singapore
iih: Singapore
45/ 1.289987
43 103.850281

dev.to

IP:151.101.194.217

FREBEIR: United States of America
H#IX: California

iih: San Francisco
45:37.775700

43 -122.395203

10.38.162.35

IP:10.38.162.35
FRRER: -
WX -

$Hih: -

£[E: 0.000000
£2F:0.000000

errnewlog.umeng.com

IP:223.109.148.180
FREER: China
HBIX: Jiangsu

1#75: Nanjing
45/:32.061668
43[E: 118.777992

pslog.umeng.com

IP:59.82.29.162
FREBEIR: China
HBX: Zhejiang
1#7: Hangzhou
44[E:30.293650
43[E:120.161583

gist.github.com

IP:8.7.198.45

FREBESR: United States of America
H#BX: Louisiana

$: Monroe

4[E:32.548328

43[E: -92.045235




cnlogs.umeng.com

IP:223.109.148.141
FREBER: China
H#BX: Jiangsu

1#75: Nanjing
#5:32.061668
43[E: 118.777992

xmlpull.org

IP:185.199.110.153

FREBESR: United States of America

H#BX: Pennsylvania
7 California
45: 40.065647
43[E:-79.891724

utoken.umeng.com

IP:223.109.148.171
FREBEZX: China
HX: Jiangsu

1#75: Nanjing
4FE:32.061668
43[E:118.777992

api.tpns.tencent.com

IP:101.72.227.61
FRIEEZ: China
HX: Hebei

7 Langfang
45E:39.509720
43[E:116.694717

resolver.msg.xiaomi.net

IP:110.43.0.169
FRBEIR: China
HIX: Beijing

i h: Beijing
#E: 39.907501
42 116.397102

log.tpns.tencent.com

IP:163.177.1.125
FRIBEX: China
HX: Guangdong
i Guangzhou
45 23.127361
43[E:113.264572

errnewlogos.umeng.com

IP:47.246.110.18
FRIBER: Singapore
#BX: Singapore
ih: Singapore
45 1.289987
43[E: 103.850281

errlog.umeng.com

IP: 223.109.148.180
FRIBEZX: China
HX: Jiangsu

h: Nanjing
45¥:32.061668
43[E:118.777992

docs.flutter.dev

IP:199.36.158.100

FRIBEZX: United States of America

H[X: California
IiTh: Mountain View




45E: 37.405991
$Z[E:-122.078514

IP:223.109.148.176
FREBER: China
HIX: Jiangsu

: Nanjing

4E: 32.061668
£2[E:118.777992

alogsus.umeng.com

IP:20.205.243.166
FRIBER: Singapore
HIX: Singapore
iih: Singapore
45 1.289987
43 103.850281

github.com

IP: 173.194.202.82

FRIBER: United States of America
HX: California

1 Mountain View

45 37.405991

$3[E:-122.078514

android.googlesource.com

URLL&Z

URLIER UrlFRTESCHF
https://errnewlogos.umeng.com/api/crashsdk/logcollect com/efs/sdk/base/core/controller/ControllerCenter.java
https://errnewlog.umeng.com/api/crashsdk/logcollect com/efs/sdk/base/core/controller/ControllerCenter.java
https://errnewlog.umeng.com/api/crashsdk/logcollect com/efs/sdk/base/core/d/c.java
https://issuetracker.google.com/issues/139738913 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://github.com/android/platform_frameworks_base/commit/af7dcdf35a37d7a7dbaad7d9869c1c91bce2272b com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://github.com/android/platform_frameworks_base/commit/9b5257c9c99c4ch541d8e8e78fb04f008b1a9091 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://github.com/android/platform_frameworks_base/commit/893d6fe48d37f71e683f722457bea646994a10 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://github.com/android/platform_frameworks_base/commit/b3a9bc038d3a218b1dbdf7b5668e3d6c12be5e com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://code.google.com/p/android/issues/detail?id=171190 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://gist.github.com/pyricau/4df64341cc978a7de414 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://github.com/square/leakcanary/issues/1 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://code.google.com/p/android/issues/detail?id=171830 com/efs/sdk/memleaksdk/monitor/internal/ak.java
https://code.google.com/p/android/issues/detail?id=172542 com/efs/sdk/memleaksdk/monitor/internal/ak.java




https://code.google.com/p/android/issues/detail?id=172659

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://gist.github.com/andaag/b05ab66ed0f06167d6e0

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/android/platform_frameworks_base/commit

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=173689

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=173788

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=173789

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/android/platform_frameworks_base/commit/27db46850b708070452c0ce49daf5f79503fbde6

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/android/platform_frameworks_base/commit/7a96f3c917e0001ee739b65da37b2fadec7d7765

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=152173

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://gist.github.com/jankovd/891d96f476f7a9ce24e2

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=188551

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://android.googlesource.com/platform/frameworks/base/+/5b734f2430e9f26c769d6af8ea5645e390fcf5af%5E%21/

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://code.google.com/p/android/issues/detail?id=198852

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/android/platform_frameworks_base/commit/eObef71662d81caaaa0d7214fbObef5d39996a69

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://android.googlesource.com/platform/frameworks/base/+/193520e3dff5248ddcf8435203bf99d2ba667219%5E%21/core/java/android/view/accessibility/AccessibilityNodelnfo.java

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/aosp-mirror/platform_frameworks_base/commit/86b326012813f09d8f1de7d6d26c986a909d

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://issuetracker.google.com/issues/112792715

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/square/leakcanary/issues/1210

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://issuetracker.google.com/issues/129250419

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://cs.android.com/android/_/android/platform/frameworks/base/+/89608118192580ffca026b5dacafa637a556d578\nFixed

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://cs.android.com/android/_/android/platform/frameworks/base/+/1f771846c51148b7cb6283e6dc82a216ffaa5353\nRelated

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://dev.to/pyricau/beware-packagemanager-leaks-223g

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/square/leakcanary/issues/32

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/square/leakcanary/issues/177

com/efs/sdk/memleaksdk/monitor/internal/ak.java

https://github.com/square/leakcanary/issues/1819

com/efs/sdk/memleaksdk/monitor/internal/ak.java




https://github.com/square/leakcanary/issues/696 com/efs/sdk/memleaksdk/monitor/internal/ak.java
http://xml.org/sax/features/namespaces com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java
http://xml.org/sax/features/validation com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java
http://xml.org/sax/features/namespaces com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xml.org/sax/features/namespace-prefixes com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xml.org/sax/features/validation com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xml.org/sax/features/external-general-entities com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xml.org/sax/features/external-parameter-entities com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xml.org/sax/features/string-interning com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java
http://xmipull.org/v1/doc/features.html com/huawei/secure/android/common/xml/XmINewPullParserSecurity.java
http://xmlpull.org/v1/doc/features.html com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java
https://log.tpns.tencent.com/device/v4/sdk/list com/tencent/android/tpush/common/j.java

https://guid. com/tencent/tpns/baseapi/core/a.java
https://api.tpns.tencent.com/guid/v4/register_device com/tencent/tpns/baseapi/core/a.java

https://stat. com/tencent/tpns/baseapi/core/a.java
https://stat.api.tpns.tencent.com/log/v4/statistics/push com/tencent/tpns/baseapi/core/a.java

https://log. com/tencent/tpns/baseapi/core/a.java
https://log.tpns.tencent.com/log/v4/statistics/push com/tencent/tpns/baseapi/core/a.java
https://stat.api.tpns.tencent.com/v3/mobile/log/upload com/tencent/tpns/baseapi/core/a.java
https://api.tpns.tencent.com/device/v4/account/batch_operate com/tencent/tpns/baseapi/core/a.java
https://aspect-upush.umeng.com/occa/v1/event/report com/umeng/analytics/pro/aq.java

https://cnlogs.umeng.com/ext_event com/umeng/analytics/pro/aq.java
http://developer.umeng.com/docs/66650/cate/66650 com/umeng/analytics/pro/l.java

https://ucc.umeng.com/v2/inn/fetch com/umeng/analytics/pro/ar.java

https://resolve.umeng.com/resolve com/umeng/analytics/pro/bt.java

https://ulogs.umeng.com com/umeng/commonsdk/statistics/UMServerURL.java
https://alogus.umeng.com com/umeng/commonsdk/statistics/UMServerURL.java




https://alogsus.umeng.com

com/umeng/commonsdk/statistics/UMServerURL.java

https://ulogs.umengcloud.com

com/umeng/commonsdk/statistics/UMServerURL.java

https://developer.umeng.com/docs/119267/detail/182050

com/umeng/commonsdk/debug/UMLogCommon.java

https://developer.umeng.com/docs/119267/detail/118637

com/umeng/commonsdk/debug/UMLogCommon.java

https://developer.umeng.com/docs/66632/detail/

com/umeng/commonsdk/debug/UMLogUtils.java

https://ulogs.umeng.com

com/umeng/commonsdk/stateless/a.java

https://alogus.umeng.com

com/umeng/commonsdk/stateless/a.java

https://pslog.umeng.com

com/umeng/commonsdk/vchannel/a.java

https://pslog.umeng.com/

com/umeng/commonsdk/vchannel/a.java

https://utoken.umeng.com

com/umeng/umzid/ZIDManager.java

https://errnewlog.umeng.com

com/umeng/umcrash/UMCrashContent.java

https://errnewlogos.umeng.com

com/umeng/umcrash/UMCrashContent.java

https://developer.umeng.com/docs/193624/detail/194590

com/umeng/umcrash/UMCrash.java

https://errnewlogos.umeng.com/upload

com/umeng/umcrash/UMCrash.java

https://errnewlogos.umeng.com

com/umeng/umcrash/UMCrash.java

https://errnewlog.umeng.com/upload

com/umeng/umcrash/UMCrash.java

https://errnewlog.umeng.com

com/umeng/umcrash/UMCrash.java

https://errlog.umeng.com

com/uc/crashsdk/a/d.java

https://errlogos.umeng.com

com/uc/crashsdk/a/d.java

http://xmlpull.org/v1/doc/features.html

com/xiaomi/push/fh.java

http://xmlpull.org/v1/doc/features.html

com/xiaomi/push/fw.java

https://%1%$s/gslb/?ver=5.0

com/xiaomi/push/ch.java

http://xmlpull.org/v1/doc/features.html

com/xiaomi/push/fx.java

http://xmlpull.org/v1/doc/features.html

com/xiaomi/push/ex.java

http://10.38.162.35:9085

com/xiaomi/push/service/q.java

https://cn.register.xmpush.xiaomi.com

com/xiaomi/push/service/q.java

https://resolver.msg.xiaomi.net/psc/?t=a

com/xiaomi/push/service/ax.java




https://github.com/bluefireteam/audioplayers/blob/main/troubleshooting.md g5/c.java
https://github.com/Baseflow/flutter-permission-handler/issues w2/d.java
https://developer.android.com/guide/topics/permissions/overview w2/ijava
https://github.com/bluefireteam/audioplayers/blob/main/troubleshooting.md h5/h.java
https://docs.flutter.dev/deployment/android z2/c.java
https://github.com/flutter/flutter/issues/165510 i/b.java
https://developer.android.com/reference/android/view/View i/b.java
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P75 sha256
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sha1{&: 59bc9437455dbaleab7f87e005a174f728ae778¢

sha2568: 58e5cf102486b4bc2f9593eb69a675dcc51fb1595a669218b46caeeedfadadc0
sha512{&: 02889c3b158e4666d95a21dfae178a4d73cce6ef2121cf88670621bae2a482d8f0c34d6das4a80ecc5ce5779876091735¢54510a9bb30f2a64f4cd01e68897bas

NEAEIE rsa
BHKE: 4096

B4 745a696d7a28bdaff1064899710553d860b60b1f33cbd4757c37464661d5f42a

P ERIEHRER




™ INFES
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i E=H1EG
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% URL§E#E

BHENNGEEE
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FFHERIERIAER EEfER | XKE VER

android.permission.INTERNET E% BB RV IR O R E T

android.permission.VIBRATE N AIERIR SVFR R2 TR EhES

android.permission.RECEIVE_USER_PRESENT ESl| Unknown permission Unknown permission from android reference

android.permission.CAMERA peniod HERMRE SVFRIFRTERE BRI R G XA ARRFWEEIRNEIINESG

android.permission.ACCESS_NETWORK_STATE a3 EEMERS AR BRRFEEMEMNEIRES

android.permission.ACCESS_WIFI_STATE E® BEWI-FIRE AFNBEREFEEE X Wi-Fi REHEES

android.permission.WAKE_LOCK E® [ LE A AR AVFI BB LEFAE RS

android.permission.RECEIVE_BOOT_COMPLETED ER FHES BERED AN BREFERSTRBHEIARR. XA ERIFIBEEKAIEH AT AR ETRRETRAIEE DT RE
android.permission.POST_NOTIFICATIONS KA Unknown permission Unknown permission from android reference

android.permission.SYSTEM_ALERT_WINDOW ke BRAKRER AUNAEFETAFERED. BELARF I UEEFINEN RS

android.permission.FOREGROUND_SERVICE E% FYFEHIN FBRERFEEE Service.startForegrounds

android.permission.FOREGROUND_SERVICE_SPECIAL_USE KA Unknown permission Unknown permission from android reference

android.permission.READ_PHONE_STATE petis ARSI S SYFRIARIIP)IR & B BIEThAE. BB M RBIN R ] UME L BB IRV B IE S BIMF 5 S IR S A FIEEhRES, M UFmERN S 3%
com.google.android.c2dm.permission.RECEIVE ‘ik C2DM R TEIGEHEBEENNR

io.diting.app.android. DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION KR Unknown permission Unknown permission from android reference




com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA ESut! Unknown permission Unknown permission from android reference
com.google.android.gms.permission.AD_ID Bt Unknown permission Unknown permission from android reference
io.diting.app.android.permission.PROCESS_PUSH_MSG ES| Unknown permission Unknown permission from android reference
io.diting.app.android.permission.PUSH_PROVIDER ESl| Unknown permission Unknown permission from android reference
android.permission.SCHEDULE_EXACT_ALARM EE AR BRRFERBRNEIRIEE AP SRIITHE BSURNE S THE
android.permission.WRITE_EXTERNAL_STORAGE B BB IBRINERTF AN TR BRFEE NIMNBFE
android.permission.RESTART_PACKAGES E® RtEEaHIE AN BEREFREEMNAREFNE AR ERNENE
android.permission.GET_TASKS peiod WREEEITHNAEREF AFNAREFRREX YINRDETHESHER. IEATERNAREF LN XEMUARRFHMAGEE
io.diting.app.android.permission XGPUSH_RECEIVE A Unknown permission Unknown permission from android reference
android.permission.READ_EXTERNAL_STORAGE fabe AN E SR NE SRR FBAZ R MINER T i3 EY
com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE KA Unknown permission Unknown permission from android reference
com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE Bt Unknown permission Unknown permission from android reference
io.diting.app.android.permission.MIPUSH_RECEIVE ESl| Unknown permission Unknown permission from android reference

& W FRES

FEEN(ACTIVITY) BIS(INTENT)

Schemes: debot://, https://, um.682d836c79267e02106ae276://,
io.diting.app.android.MainActivity Hosts: open, debot.ai,
Path Prefixes: /,

Schemes: tpns://,

com.tencent.android.tpush.TpnsActivity Hosts: io.diting.app.android

Schemes: stpns://,

com.tencent.android.tpush.InnerTpnsActivity Hosts: i0.diting.app.android
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