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IP: 223.109.148.141
FRIEER: China
HBEX: Jiangsu

i@ : Nanjing
#5FE:32.061668
£2[E:118.777992

aspect-upush.umeng.com

IP: 60.28.215.27
FRIEEZR: China
#X: Tianjin
iWiTh: Tianjin
45E:39.142181
£2[E:117.176102

appsupport.qg.com

IP:101.69.207.68
FREEZR: China
HX: Zhejiang
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45[E:30.293650
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FRIBESR: Russian Federation
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M Yekaterinburg

4E: 56.857498
£2[E:60.612499

metrics5.data.hicloud.com

IP:221.5.93.66
FRIEEXR: China
HX: Guangdong
Ykt Foshan
4/E: 23.026770
£2[E:113.131477

api-push.meizu.com

IP: 223.109.148.141
FREEZ: China
HX: Jiangsu

imTH: Nanjing

45 32.061668
42FE:118.777992

ulogs.umeng.com
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FREER: China
HX: Zhejiang
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4:30.293650
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IP:10.38.162.35
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HX: -
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#5[E: 0.000000
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b-gtc.getui.net

IP:101.68.218.171
FREEZR: China
MIX: Zhejiang
igiTh: Jiaxing
£5[E:30.752199
£2[E: 120.750000
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imgcache.qg.com

IP:61.54.91.204
FRBESR: China
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t#h: Luoyang
45E:34.683289
42FE:112.453911

ulogs.umengcloud.com

IP: 223.109.148.141
FRIEEZR: China
HX: Jiangsu

iT: Nanjing
45E:32.061668
£2[E:118.777992

www.baidu.com

IP: 110.242.70.57
FRIBESK: China
HX: Hebei

ipiTh: Baoding
#5[E: 38.851109
#2FE:115.490280

open.weixin.qg.com

IP:116.128.169.212
FRIEEZR: China
HIX: Shanghai
T: Shanghai
£h[E: 31.224333
£2[E: 121.468948

IP:59.82.29.248
FREEZ: China




pslog.umeng.com

HBEX: Zhejiang
T Hangzhou
#5:30.293650
£2[E:120.161583

resolve.umeng.com

IP: 223.109.148.141
FRIEEZR: China
HX: Jiangsu

th: Nanjing
45E:32.061668
£2[E:118.777992

www.apache.org

IP:151.101.2.132

FREBEZR: United States of America
HX: California

tHTh: San Francisco
4E:37.775700

£2[E:-122.395203

gtc.getui.net

IP: 127.0.0.1
FREER: -
X: -

tpih: -
#5E:0.000000
£2[:0.000000
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IP: 80.158.38.48
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FRIBESR: United States of America
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IP: 8.43.85.97

FREEZR: United States of America
HX: North Carolina

Th: Raleigh

458 35.773994
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long.open.weixin.qg.com

IP:112.65.193.170
FRIBEE: China
HX: Shanghai
HTh: Shanghai
45 31.224333
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h.trace.qg.com

IP:113.56.189.246
FRIBESK: China
HEX: Hubei

i@ : Huangshi
#5:30.204170
42FE:115.077606
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IP:159.138.202.31

FRIBESR: Russian Federation
HbX: Sverdlovskaya oblast'
M Yekaterinburg

455 56.857498
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nisportal.10010.com

IP: 124.64.196.20
FREEZ: China
HX: Beijing
1R Beijing
45/E:39.907501
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FRIBEZ: China
HEX: Zhejiang
Th: Hangzhou
#FE: 30.293650
42FE:120.161583

api-push.in.meizu.com

IP:206.161.233.191

FRIBEZR: United States of America
HBEX: Virginia
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4E:38.978210

£2[E:-77.386993
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b-gtc.gepush.com

IP:101.68.218.169
FREEZ: China
HX: Zhejiang
T Jiaxing

45 30.752199
£2F:120.750000

mp.weixin.qgq.com

IP: 140.207.191.167
EREBEZ: China
HX: Shanghai
T: Shanghai
45 31.224333
£2[E: 121.468948

store3.hispace.hicloud.com

IP: 23.210.26.177
FRIEEZR: Japan
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45 35.689499
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FREEZR: United States of America
HX: Washington
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ITh: Seattle
HE: 47.627499
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IP:1.12.12.12
FREEZ: China
HX: Beijing
1R Beijing
45/E:39.907501
42FE:116.397102

cgi.gplus.com
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grs.dbankcloud.asia

IP:121.36.117.149
FRIBEEZ: China
H[X: Beijing

kTH: Beijing
#5FE:39.907501
£2[E:116.397102

metrics.dt.dbankcloud.ru

IP: 159.138.204.140

FRIEEZ: Russian Federation
HX: Sverdlovskaya oblast'

TH: Yekaterinburg
4R 56.857498
421E:60.612499

resolver.msg.xiaomi.net

IP:123.125.102.69
EREBEZ: China
HIEX: Beijing

IkTH: Beijing

#RE: 39.907501
£2/E:116.397102

alogus.umeng.com

IP: 223.109.148.141
FRIEEZR: China
HIX: Jiangsu

tmH: Nanjing
4[E:32.061668




42FE:118.777992

sdk-open-phone.getui.com

IP:124.160.155.44
FREEZR: China
HX: Zhejiang
tmiTh: Jiaxing
#FE:30.752199
£2[E: 120.750000

c-hzgt2.getui.com

IP: 124.160.155.61
FRIEER: China
HX: Zhejiang
tg: Jiaxing
#5:30.752199
£2[E:120.750000
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IP:159.138.201.153

FRIBESR: Russian Federation
HX: Sverdlovskaya oblast'
imh: Yekaterinburg

4E: 56.857498
£2[E:60.612499

store1.hispace.hicloud.com

IP: 49.4.47.241
FREEZR: China
HX: Guangdong
i Guangzhou
4RE: 23.127361
42[E:113.264572

dns.alidns.com

IP:223.5.5.5
FREEZR: China
HIX: Zhejiang
Th: Hangzhou
4F:30.293650
42FE:120.161583
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HX: Tianjin
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HX: Jiangsu
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45[E:32.061668
42FE:118.777992
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FREEISR: Singapore
MX: Singapore
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#2F£:103.850281

crl.securetrust.com

IP:23.210.26.156
FREEXR: Japan
HX: Tokyo

TH: Tokyo

45 35.689499
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FREEZR: China
HX: Tianjin
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FREEZR: China
HEX: Beijing
imiTh: Beijing
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grs.dbankcloud.cn
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IP: 59.24.3.174

FRIEEZ: Korea (Republic of)
HX: Gyeonggi-do

tHh: Seongnam

45 37.420624
$2[E:127.126717

play.google.com

IP:111.202.16.252
FRIEEZR: China
HX: Beijing
metrics1.data.hicloud.com kTh: Beijing
45/E:39.907501
£2[E:116.397102

IP: 60.28.215.27
FRIEEZR: China
#X: Tianjin
iWiTh: Tianjin
45E:39.142181
£2[E:117.176102

openmobile.qg.com

IP:121.36.117.8
FREEZ: China
HX: Beijing
1R Beijing
45/E:39.907501
42FE:116.397102

data-drcn.push.dbankcloud.com

IP: 49.4.47.241
FREEZR: China
HX: Guangdong




store.hispace.hicloud.com

tHiTh: Guangzhou
4HE: 23.127361
$ZFE:113.264572

norma-external-collect.meizu.com

IP:183.60.176.112
FREEZR: China
HX: Guangdong
tHih: Guangzhou
4RE: 23.127361
42[E:113.264572

appgallery.cloud.huawei.com

IP:121.36.118.136
EREBEZ: China
HIEX: Beijing

IkTH: Beijing

#RE: 39.907501
£2/E:116.397102

grs.dbankcloud.eu

RERSBHIEEE.

gtc.gepush.com

IP:43.231.145.96
FRIEEZR: China
#X: Guangdong
i Guangzhou
455 23.127361
£2[E:113.264572

aid.mobileservice.cn

IP:101.69.207.68
FRIEEZR: China
HX: Zhejiang
tA: Hangzhou
#5E:30.293650
£2[E:120.161583

c-gtc.gepush.com

IP: 124.160.155.55
FREEZ: China
HX: Zhejiang
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alogsus.umeng.com

IP:223.109.148.178
FRIEEZR: China
HBEX: Jiangsu

HTH: Nanjing

455 32.061668
2[E:118.777992
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cn.register.xmpush.xiaomi.com

IP:221.194.179.52
FRBESR: China
HX: Hebei

tHiTh: Langfang
#5:39.509720
£2[E:116.694717

metrics-dra.dt.hicloud.com

IP:94.74.88.100
FRIEE: Singapore
HX: Singapore
iHith: Singapore
4R 1.289987
42FE: 103.850281

cnlogs.umeng.com

IP: 223.109.148.141
FREEZR: China
HIEX: Jiangsu
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45 32.061668
42FE:118.777992
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HX: Zhejiang
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com/meizu/cloud/pushsdk/constants/PushConstants.java
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com/meizu/cloud/pushsdk/constants/PushConstants.java
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com/tencent/mm/opensdk/openapi/WXAPiSecurityHelper.java

https://imgcache.qg.com/open/mobile/invite/sdk_invite.html?

com/tencent/open/SocialApilml.java

https://imgcache.qg.com/open/mobile/sendstory/sdk_sendstory_v1.3.html?

com/tencent/open/SocialApilml.java

https://imgcache.qg.com

com/tencent/open/SocialApilml.java

https://imgcache.qg.com/open/mobile/request/sdk_request.html?

com/tencent/open/SocialApilml.java

https://openmobile.qq.com/cgi-bin/qunopensdk/check_group

com/tencent/open/SocialOperation.java




https://openmobile.qq.com/cgi-bin/qunopensdk/unbind

com/tencent/open/SocialOperation.java

https://appsupport.qq.com/cgi-bin/appstage/mstats_batch_report

com/tencent/open/b/h.java

https://h.trace.qq.com/kv

com/tencent/open/b/b.java
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com/tencent/connect/auth/AuthAgent.java
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com/tencent/connect/auth/AuthAgent.java

http://developer.umeng.com/docs/66650/cate/66650

com/umeng/analytics/pro/l.java

https://aspect-upush.umeng.com/occa/v1/event/report

com/umeng/analytics/pro/ag.java

https://cnlogs.umeng.com/ext_event

com/umeng/analytics/pro/ag.java

https://resolve.umeng.com/resolve

com/umeng/analytics/pro/bt.java




https://ucc.umeng.com/v2/inn/fetch

com/umeng/analytics/pro/ar.java

https://ulogs.umeng.com

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogus.umeng.com

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogsus.umeng.com
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https://pslog.umeng.com
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https://pslog.umeng.com/
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com/umeng/commonsdk/debug/UMLogUtils.java
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com/umeng/commonsdk/debug/UMLogCommon.java
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https://ulogs.umeng.com
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v3 % : False
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F@: C=CN, ST=SC, L=CD, O=local, OU=LTAPP, CN=local
2% rsassa_pkes1vils
ERERE: 2018-12-24 14:34:14+00:00
BREAZE: 2118-11-30 14:34:14+00:00
&47A: C=CN, ST=SC, L=CD, O=local, OU=LTAPP, CN=local
755 0xe49d712
% E % sha256
md51&: aa8716ead898b4d55520615c3fdc62c6
sha1{&: dfc5284f63c6df8d712af20a043d2796832afbf7
sha2561&: 9cbb47f103cdfe6cd23115d1debcd1f90a19a3d992edd0ce59b076d20e292d4a
sha5121&: 2028110f4d88e81fb5aa39b35778e0b25314f1a3126c5a84baed2a382¢363b7eb52cdb1dedb7f00e4d6cbd416cbf48a48717718b5c62d7d86af86e67e78f92bb
NEAFE: rsa
HEHAKE: 2048
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"http_auth" : "HTTP Authentication”

"http_auth_p" : "Password"

"http_auth_u": "User Name"

"p_rcpush_mzAppKey" : "fa2c714cf6bf427bbc9216060f97a765"

"p_rcpush_opAppKey" : "a3f303389cef4800972fd94c91fd2a05"




"p_rcpush_opAppSecret" : "845ca84c5eff4249994fd92a31fob9f0"

"p_rcpush_vvAppKey" : "eOcde6e8d306b6451b94315d178416¢ca"

"p_rcpush_xmAppKey" : "5972011053512"

"p_u_appkey" : "606d8d7018b72d2d244939dd"

no.onn

"p_weibo_appkey" :

"http_auth" : "HTTP S1/53:5"

"http_auth_p" : "ZH5"

"http_auth_u": "BAZ"

"http_auth" : "HTTP S1{5Eg:E"

"http_auth_p" : "= 5"

"http_auth_u": "BA&"

"http_auth” : "HTTP S{353E"

"http_auth_p" : "&H5"

"http_auth_u": "B &"
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android.permission.ACCESS_WIFI_STATE
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android.permission.INTERNET ;ﬁ BECMEN AT ARERIENEERT
android.permission.WAKE_LOCK ;ﬁ E{ét%m@ VPR FAREE B LE A N BEERARAS
android.permission. VIBRATE L;f TEER AR RN
= &
android.permission. ACCESS_NETWORK_STATE ;ﬁ ;Em " AN AR EEMNEMERIRS
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android.permission.REQUEST_INSTALL_PACKAGES % FiER &5 ERNARER UM B EREHIERAF X EMEEREE,
1A .
TR 2 BERS o XAVFR 2 SR
android.permission. CAMERA % ERR S Ztl#ﬂﬁﬁ%ﬂ%‘ﬁmﬁm% MRB. XAV AEFWEAEYIMERNE
i FVEIR
- .
android.permission.READ_EXTERNAL_STORAGE f_i %Hygl\f'fﬁ TN FBTEE MINERTZ (%15 EY
i EBRANA
. SFEVEBIEL VPN IR IR &R EBIETNRE. BB WA RAIN 2R A] LA E It
android.permission.READ_PHONE_STATE I;i ;ﬂ]%fﬁ BIENBIESIEHFYIS FEIU RS A T/EIRES, LR EEN S 55
Y 78X %
. - EN Unknown - .
android.permission.POST_NOTIFICATIONS o Unknown permission from android reference
pil permission
T N FRER
com.huawei.android.launcher.permission.CHANGE_BADGE ” FERE5 FEERAFVNBERF BB R B S HE,
It
android.permission.FOREGROUND_SERVICE ;: AV EFIL 2R Service.startForeground.
k
com.quxianzhuan.wap.permission.YM_APP A un npwn Unknown permission from android reference
yl permission
) =* Unknown o .
com.quxianzhuan.wap.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION 47 bermission Unknown permission from android reference
- BEEMBE
android.permission.WRITE_EXTERNAL_STORAGE " uilliEN=ire VPN AIER B NN
©| fEmE
x Unknown o .
android.permission.READ_MEDIA_IMAGES L Unknown permission from android reference
yll permission




android.permission.READ_MEDIA_VIDEO * Unknown Unknown permission from android reference
pal permission
Unknown
android.permission.READ_MEDIA_AUDIO ;E permisvsvion Unknown permission from android reference
Unknown
com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE ;E permission Unknown permission from android reference
Unknown
com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE ;E permission Unknown permission from android reference
Unknown
com.asus.msa.SupplementaryDID.ACCESS ;E permission Unknown permission from android reference
. * Unknown - ,
freemme.permission.msa 0 permission Unknown permission from android reference
Unknown
freemme.permission.msa.SECURITY_ACCESS ;E permission Unknown permission from android reference
Unknown
oplus.permission.settings.LAUNCH_FOR_EXPORT ;E permission Unknown permission from android reference
Unknown
com.vivo.identifier.permission.OAID_STATE_DIALOG ;E permission Unknown permission from android reference
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android.permission. WRITE_SETTINGS & lti}%%%? g;%f%&% NERGIRTE SR, HEN ARSI EMREYRSERY
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Unknown
com.quxianzhuan.wap.permission.MIPUSH_RECEIVE ;E permission Unknown permission from android reference
x Unknown - .
com.meizu.flyme.push.permission.RECEIVE 0 permission Unknown permission from android reference




com.meizu.c2dm.permission.RECEIVE * Unknown Unknown permission from android reference
pal permission
Unk
com.quxianzhuan.wap.push.permission.MESSAGE = : n?)vv.n Unknown permission from android reference
pal permission
Unk
com.quxianzhuan.wap.permission.C2D_MESSAGE = : n?)vv.n Unknown permission from android reference
pal permission
1E AR VAEEEE: KBV EIRIAE API SRHITHEE]8URNEA T
android.permission.SCHEDULE_EXACT_ALARM " 21@&)@&}?@)@*@%5’] AR RITHHBSRHIEE
Unk
getui.permission.GetuiService.com.quxianzhuan.wap = : n?)vv.n Unknown permission from android reference
pal permission
Unk
com.vivo.notification.permission.BADGE_ICON = : n?)vv.n Unknown permission from android reference
pal permission
J—_E N N N >, N =
android.permission.QUERY_ALL_PACKAGES ” AFEEIRE LT AE BN BER, TI0E B ERNE
KELHE A DB ER, VEIKENLRSE, o MENAIE
android.permission. ACCESS_FINE_LOCATION f_i WA= lﬁ‘ﬂ*\ﬁ Bﬂu%ﬁ@{%ﬂfﬂ{:ﬁ’]\ﬁ Ximg )Lm%ﬂﬁ - RN
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i issi & =8 alL
android.permission.ACCESS_BACKGROUND_LOCATION % = SRR IR E A E
. - *x Unknown . .
com.quxianzhuan.wap.permission.PROCESS_PUSH_MSG o Unknown permission from android reference
pil permission
uUnk
com.quxianzhuan.wap.permission.PUSH_PROVIDER = : nf)vv.n Unknown permission from android reference
pl permission
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com.meizu.flyme.permission.PUSH yll permission Unknown permission from android reference
. . I EN Unknown . ,
com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA A1 permission Unknown permission from android reference
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