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SCfE AN 52.99MB

MD5{E: 8b6f7608573d3fd8b03b89f9ab1faba9

SHANE: 746ae17dd40d1dff92645dd6dag824c7b4d6b7b6a

SHA2561&: dc41db74ca2b3a030d1984d3cf25b51d10b8ef209fb86d76fbasdf1e11ecceb89

1APP 58

App&#: Lip

4: com.lipliplip

FiERActivity: com.netease.nim.main.main.activity.WelcomeActivity
R B 1.6.10

RehR3s: 150
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Lo

yunxin.163.com

IP:59.111.243.80
FRIEEZR: China
#X: Guangdong
i Guangzhou
45FE:23.116671
£2[E:113.250000

45.127.128.25

IP: 45.127.128.25
EREEZR: China
#X: Guangdong
tAiTh: Guangzhou
45 23.116671
£2[E: 113.250000

store.hispace.hicloud.com

IP:49.4.32.127
FRIEEZR: China
H[X: Beijing




tih: Beijing
#5E: 39.907501
42 116.397232

nim-sdk.firebaseio.com

IP:34.120.160.131

FREBEZR: United States of America
HX: Missouri

ifkth: Kansas City

45[E:39.099731

42[E:-94.578568

www.ietf.org

IP:104.16.44.99

FREBEZR: United States of America
HX: Texas

iTh: Dallas

45FE: 32.783058

42[E:-96.806671

nos.netease.com

IP:45.127.129.36
FREEXR: China
HX: Guangdong
iR Guangzhou
4 23.116671
£2[E: 113.250000

upload.ffmpeg.org

IP:213.36.253.119
ERIZEZ: France
H[X: [le-de-France
R Paris

45E: 48.853409
£2[E:2.348800

45.127.128.24

IP: 45.127.128.24
EREEZXR: China
#X: Guangdong
tAiTh: Guangzhou
45 23.116671
£2[E: 113.250000

IP:59.111.248.109




Ibs.chatnos.com

FREEZXR: China
HX: Guangdong
iR Guangzhou
4/E:23.116671
£2[E: 113.250000

www.openssl.org

IP: 23.64.183.254

FRIZEZ: United States of America
H[X: California

i@ Los Angeles

4[E: 34.052231

£2[E:-118.243683

appgallery.cloud.huawei.com

[P:117.78.15.51
FRIEEZR: China
#X: Guangdong
tAiTh: Guangzhou
45 23.116671
£2[E: 113.250000

statistic.live.126.net

IP: 183.136.182.46
FREEZR: China
HX: Guangdong
Hith: Guangzhou
4E:23.116671
£2FE:113.250000

www.webrtc.org

IP:142.251.42.238

FRIBEZR: United States of America
H[X: California

i Mountain View

4 [E: 37.405991

£2[E:-122.078514

play.google.com

IP:172.217.163.46

FREBEZR: United States of America
H[X: California

T Mountain View

45 37.405991




$2FE:-122.078514

Ibs.netease.im

IP:59.111.211.9
FREEZXR: China
HX: Guangdong
HTH: Guangzhou
4 23.116671
$2[E:113.250000
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https://nim-sdk.firebaseio.com

Android String Resource

https://play.google.com/store

Android String Resource

https://appgallery.cloud.huawei.com/app/

Android String Resource

https://play.google.com/store/apps/details?id=

Android String Resource

https://appgallery.cloud.huawei.com

Android String Resource

https://store.hispace.hicloud.com/hwmarket/api/

Android String Resource

ftp://upload.ffmpeg.org/incoming/

lib/armeabi-v7a/libijkplayer.so

http://www.openssl.org/support/fag.html

lib/armeabi-v7a/librts_network.so

http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01

lib/armeabi-v7a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time

lib/armeabi-v7a/libnertc_sdk.so
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lib/armeabi-v7a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/playout-delay

lib/armeabi-v7a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-content-type

lib/armeabi-v7a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-timing

lib/armeabi-v7a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/generic-frame-descriptor-00

lib/armeabi-v7a/libnertc_sdk.so

https://www.openssl.org/docs/fag.html

lib/armeabi-v7a/libsqlcipher.so

https://statistic.live.126.net

lib/armeabi-v7a/libhigh-available.so

https://Ibs.netease.im/lbs/conf.jsp

lib/armeabi-v7a/libhigh-available.so

https://Ibs.chatnos.com/Ibs/conf.jsp

lib/armeabi-v7a/libhigh-available.so

https://yunxin.163.com/lbs/conf.jsp

lib/armeabi-v7a/libhigh-available.so

http://45.127.128.24

lib/armeabi-v7a/libhigh-available.so

http://45.127.128.25

lib/armeabi-v7a/libhigh-available.so

http://nos.netease.com

lib/armeabi-v7a/libhigh-available.so

http://www.openssl.org/support/fag.html

lib/arm64-v8a/librts_network.so

http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01

lib/arm64-v8a/libnertc_sdk.so

https://statistic.live.126.net/statics/report/common/form

lib/arm64-v8a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time

lib/arm64-v8a/libnertc_sdk.so

http://s

lib/arm64-v8a/libnertc_sdk.so




http://www.webrtc.org/experiments/rtp-hdrext/playout-delay

lib/arm64-v8a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-content-type

lib/arm64-v8a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-timing

lib/arm64-v8a/libnertc_sdk.so

http://www.webrtc.org/experiments/rtp-hdrext/generic-frame-descriptor-00

lib/arm64-v8a/libnertc_sdk.so

https://www.openssl.org/docs/faq.html

lib/arm64-v8a/libsqlcipher.so

https://statistic.live.126.net

lib/arm64-v8a/libhigh-available.so

https://Ibs.netease.im/Ibs/conf.jsp

lib/arm64-v8a/libhigh-available.so

https://Ibs.chatnos.com/Ibs/conf.jsp

lib/arm64-v8a/libhigh-available.so

https://yunxin.163.com/Ibs/conf.jsp

lib/arm64-v8a/libhigh-available.so

http://45.127.128.24

lib/arm64-v8a/libhigh-available.so

http://45.127.128.25

lib/arm64-v8a/libhigh-available.so

http://nos.netease.com
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https://www.openssl.org/docs/fag.html

lib/armeabi/libsqlcipher.so
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APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: C=sign.keystuyore, ST=sign.keystuyore, L=sign.keystuyore, O=sign.keystuyore, OU=sign.keystuyore, CN=sign.keystuyore
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2022-09-25 03:43:21+00:00

Valid To: 2025-06-20 03:43:21+00:00

Issuer: C=sign.keystuyore, ST=sign.keystuyore, L=sign.keystuyore, O=sign.keystuyore, OU=sign.keystuyore, CN=sign.keystuyore
Serial Number: 0x7cae7ff

Hash Algorithm: sha256

md5: b9736ee135cfca700747eed8a7cde132

shal: 0402c2d5455c93e0c4280a37f5526d7120c1b79f

sha256: 5e83fc5c465b9712099b3d2bb580ecf4c52206aa43d15917bdc8f77c¢99722352

sha512: 7e94d8ee427efb5dfa2d995231aleeed05ed3233fd5a0e0a0c377f8649de580f4831d49bdfdab5254cf33a09197de4612f4b6047ed9c6b489cebbas5fdb443¢c98
PublicKey Algorithm: rsa

Bit Size: 1024

Fingerprint: eeaeb997e724556a6ab70b00d2c202b3ee4a902e45185ec92f4d75f00b2c1548
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"accept_session" : "{&"

"agian_pwd" : "TEE—XEINERE"




"cancel_private_chat" : "EF R IEFAR! "

"cloud_session_list" : "EIHEIETIR"

"end_session_tip_content": BH /G, (FEABEWARERIVEERNR"

"end_session_tip_head" : "I A iR/ER"

"firebase_database_url" : "https://nim-sdk.firebaseio.com"

"forget_pwd" : "E&Z(JE3"

"google_api_key" : "AlzaSyCL6S3DSVG3nTZjDr4AUwKZQMB8NwL3Lgog"

"google_crash_reporting_api_key" : "AlzaSyCL6S3DSVG3nTZjDr4UwKZQMB8NwL3Lgog"

"input_password" : "TERINEN, 6~20fUFHWEHF"

"input_pwd" : "EHIAZSEIE"

"jrmf_w_get_pwd_title" : "$ Bl "

"jrmf_w_no_authen" : " RS2 IAIE"

"jrmf_w_pwd_not_same" : "FRZ BN T —E"

"jrmf_w_set_pwd_suc" : "SI ERISILE R ID"

"main_tab_session" : "&iF"

"no_more_session": EEEZSIET"

"no_remmeber_pwd" : "BUHIZ RS "
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"nrtc_setting_other_device_rotation_fixed_offset_key" : "nrtc_setting_other_device_rotation_fixed_offset_key"

"nrtc_setting_other_server_record_audio_key" : "nrtc_setting_other_server_record_audio_key"

"nrtc_setting_other_server_record_video_key" : "nrtc_setting_other_server_record_video_key"

"nrtc_setting_vie_crop_ratio_key" : "nrtc_setting_vie_crop_ratio_key"

"nrtc_setting_vie_default_front_camera_key" : "nrtc_setting_vie_default_front_camera_key"

"nrtc_setting_vie_fps_reported_key" : "nrtc_setting_vie_fps_reported_key"

"nrtc_setting_vie_hw_decoder_key" : "nrtc_setting_vie_hw_decoder_key"

"nrtc_setting_vie_hw_encoder_key" : "nrtc_setting_vie_hw_encoder_key"

"nrtc_setting_vie_max_bitrate_key" : "nrtc_setting_vie_max_bitrate_key"

"nrtc_setting_vie_quality_key" : "nrtc_setting_vie_quality_key"

"nrtc_setting_vie_rotation_key" : "nrtc_setting_vie_rotation_key"

"nrtc_setting_voe_audio_aec_key" : "nrtc_setting_voe_audio_aec_key"

"nrtc_setting_voe_audio_ns_key" : "nrtc_setting_voe_audio_ns_key"

"nrtc_setting_voe_call_proximity_key" : "nrtc_setting_voe_call_proximity_key"

"nrtc_setting_voe_high_quality_key" : "nrtc_setting_voe_high_quality_key"

"private_chat" : "B & 1T A A AR

"private_config_note" : " 1 AAB LECERVR fEappEBEER, BIEEMHRIeHE, 2 NRBYIREIIFE,

KHASFTHF KB HE LR HAZRIA,




"pwd_agian_fail" : "FURBEIBWNT—E, BHeE! "

"pwd_not_same" : "FAEIIEMNT—, EEFIEAN"

"pwd_too_easy" : "BID N E R IFEMMAN! "

"receive_session" : "X 75 & AMRER"

"reject_session": "fB4E"

"remember_pwd" : "2 {EERH"

"remmeber_pwd" : "ig{EZFG! "

"res_pwd_succ" : "E BN

"session_end_record" : "ERER LS ER"

"setting_private_config" : "TAELECE"

"start_session" : "IEfEBIBEXN 5, 1EHEE"

"start_session_record" : "F A& T ARER"

"target_has_end_session" : "X 545 AiRER"

"team_authentication" : "S1{5 L 3E"

"team_invitee_authentication" : "#EE A S I0IE"

"team_invitee_need_authen" : "FBEIGIE"

"team_invitee_not_need_authen" : "F~EELIE"

"team_need_authentication" : "EE G {)I3F"




"updata_pwd" : "{EEEE"

"view_cloud_session": "BEXIHSIE"

"ysf_dialog_close_session" : "HIAEHIHE? "

"ysf_menu_close_session" : "IRH"

"ysf_work_sheet_auth": 5 {Z 8"

"ysf_work_sheet_session_change" : "T 82 &I Hf"

"agian_pwd" : "Vui long nhap lai mat khau"

"cancel_private_chat" : "Cd&m noéi chuyén riéng! "

"cloud_session_list" : "Trinh dau cuéiComment”

"forget_pwd" : "B &L (JHE"

"input_password" : "Hay nhap mat khau, 6~20 letters or numbers"

"input_pwd" : "BHIAZSEIE"

"jrmf_w_get_pwd_title" : "$ Bl "

"jrmf_w_no_authen" : " RS2 IAIE"

"jrmf_w_pwd_not_same" : "FRZ SN —E"

"jrmf_w_set_pwd_suc" : "SI ERISIL E R ID"

"main_tab_session" : "Tin nhan"




"no_more_session" : "Khdéng con gi ca"

"no_remmeber_pwd" : "Khéng ghi nhd mat khau! "

"private_chat" : "Cho phép ngudi dung chat riéng"

"private_config_note" : " 1.Cau hinh danh riéng sé co6 tac dung sau khi irng dung dugc khdi chay lai. Vui long ngat két néi va tat tién trinh. 2.N&u ban mudn chuyén sang moi t
rudng, tat hay bat cong tac dé thoat ra bang cach dang nhap va tat qué trinh. "

"pwd_agian_fail" : "Hai mat khau khéng giéng nhau, vui long kiém tra! "

"pwd_not_same" : "FREEBANT—, BEFEAN"

"pwd_too_easy" : "Mat khdu qua don gian, vui long nhap lai! "

"remember_pwd" : "Nh& mat khau"

"remmeber_pwd" : "Nh& mat khau! "

"res_pwd_succ" : "E BN

"setting_private_config" : "Cau hinh Privatation"

"team_authentication" : "Chinh xac"

"team_invitee_authentication" : "Xac thuc mai"

"team_invitee_need_authen" : "Can miéng dan"

"team_invitee_not_need_authen" : "Khéng can kiém tra"

"team_need_authentication" : "Phai xac thuc"

"updata_pwd" : "D&i mat khau"

"view cloud session": "Xem dnh may"




"agian_pwd" : "Please enter the password again"

"cancel_private_chat" : "Private chat is temporarily prohibited!"

"cloud_session_list" : "Cloud session list"

"input_password" : "Please enter password, 6~20 letters or numbers"

"main_tab_session" : "conversation"

"no_more_session" : "no more sessions"

"no_remmeber_pwd" : "Cancel remember password! "

"private_chat" : "Whether to allow users to chat privately"

"private_config_note" : " 1.The privatization configuration will take effect after the app is restarted,
o the environment, Close or open the switch to log out and kill the process. "

Please log out and log in and kill the process. 2. If you want to switch t

"pwd_agian_fail" : "Different passwords entered twice, Please check! "

"pwd_too_easy" : "password is too simple, please enter again! "

"remember_pwd" : "remember password"

"remmeber_pwd" : "remember password! "

"setting_private_config" : "Privatization configuration"

"team_authentication" : "Authentication"

"team_invitee_authentication" : "Invitee Authentication"

"team_invitee_need_authen" : "requires verification"




"team_invitee_not_need_authen" : "No verification required"

"team_need_authentication" : "Authentication required"

"updata_pwd" : "change Password"

"view_cloud_session" : "View cloud session"

"agian_pwd" : "Silakan masukkan kata sandi lagi"

"cancel_private_chat" : "Larang sementara obrolan pribadi! "

"cloud_session_list" : "Daftar sesi cloud"

"forget_pwd" : "E & (JEHL"

"input_password" : "Silakan masukkan kata sandi, 6~20 huruf atau angka"

"input_pwd" : "IERIAZSEE"

"jrmf_w_get_pwd_title" : "F[B]sz {3 Z2F"

"jrmf_w_no_authen" : "ZRSLZIAIUE"

"jrmf_w_pwd_not_same" : "B DN —EL"

"jrmf_w_set_pwd_suc" : "SZ {318 B A"

n.en

"main_tab_session" : "percakapan”

"no_more_session" : "tidak ada sesi lagi"

"no_remmeber_pwd" : "Batalkan ingat kata sandi! "




"private_chat" : "Apakah akan mengizinkan pengguna untuk mengobrol secara pribadi"

"private_config_note" : " 1.Konfigurasi privatisasi akan berlaku setelah aplikasi dimulai ulang,
lingkungan, Tutup atau buka sakelar untuk keluar dan mematikan prosesnya. "

Silakan logout dan login dan matikan prosesnya. 2.Jika Anda ingin beralih ke

"pwd_agian_fail" : "Kedua kata sandi berbeda, silakan periksa!"

"pwd_not_same" : "Kedua entri kata sandi tidak konsisten, silakan masukkan kembali"

"pwd_too_easy" : "Kata sandinya terlalu sederhana, silakan masukkan kembali! "

"remember_pwd" : "ingat kata Sandi"

"remmeber_pwd" : "Ingat kata sandinya!"

"res_pwd_succ" : "E BTN

"setting_private_config" : "Konfigurasi privatisasi"

"team_authentication" : "Autentikasi"

"team_invitee_authentication" : "Otentikasi Undangan"

"team_invitee_need_authen" : "memerlukan verifikasi"

"team_invitee_not_need_authen" : "Tidak diperlukan verifikasi"

"team_need_authentication" : "Otentikasi diperlukan”

"updata_pwd" : "ganti kata sandi"

"view_cloud_session" : "Lihat sesi cloud"
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android.permission.ACCESS_NETWORK_STATE




android.permission. ACCESS_WIFI_STATE ;ﬁ SEWHIR | e EEE % WiF RSHE e
D e e o WiFi IS
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android.permission.VIBRATE ” AEEIR AR AR ESIRENEE
) o BUER UI . o s i .
android.permission.CHANGE_CONFIGURATION oy VN AP B H R ECE, FIIME S MRS BT (R A/
X
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android.permission.DISABLE_KEYGUARD 2 NRBEAL S ATNAEFZERAT.
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android.permission.FOREGROUND_SERVICE E VRN B2 Service.startForegrounds
M
k
com.lipliplip.permission.RECEIVE_MSG o un n_ow_n Unknown permission from android reference
yll permission
k
com.lipliplip.permission.MIPUSH_RECEIVE o un n_ow_n Unknown permission from android reference
yll permission




Unk
com.meizu.flyme.push.permission.RECEIVE A " n?WH Unknown permission from android reference
yll permission
Unknown
com.lipliplip.push.permission.MESSAGE A . Unknown permission from android reference
yl permission
Unk
com.meizu.c2dm.permission.RECEIVE A " n?WH Unknown permission from android reference
yl permission
Unk
com.lipliplip.permission.C2D_MESSAGE A " n?WH Unknown permission from android reference
yl permission
. =* Unknown o .
com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE o Unknown permission from android reference
yl permission
. =* Unknown o .
com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE . Unknown permission from android reference
yll permission
Unk
com.lipliplip.permission.PROCESS_PUSH_MSG A " n?WH Unknown permission from android reference
yl permission
Unknown
com.lipliplip.permission.PUSH_PROVIDER A . Unknown permission from android reference
yl permission
a
com.google.android.c2dm.permission.RECEIVE st C2DM #[R =ENEEHEEBINE
EHANENE - ; X
android.permission MOUNT_UNMOUNT FILESYSTEMS & jﬁ;ﬂﬁ AR FER N B A R SRR R S
AV RIL
- VTR FATE
android.permission.REQUEST_INSTALL_PACKAGES ﬁi FIER&TE RN ARF A UABERZBRA - ZE 2SRRI,
| o8
) ) o EN Unknown o )
com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA 1 permission Unknown permission from android reference




android.permission.SYSTEM_ALERT_WINDOW

f&

i

BTRAEGRR

e

AVNARFETRARAERED. SELAEFALUIREFNE
G

com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE

g3l

Unknown
permission

Unknown permission from android reference

com.sec.android.provider.badge.permission.READ

HE H

Tf%%ﬁ
1‘|‘§5Z

E=EFNNNARERFBHER L B rEAi s,

com.sec.android.provider.badge.permission.WRITE

3 H

Tf%ﬁf
e

E=EFNNAREFBEHER L BB R,

com.htc.launcher.permission.READ_SETTINGS

3 A

Tf%&f
i

7 htc FHBINAEF B aER L B Erit M EHE,

com.htc.launcher.permission.UPDATE_SHORTCUT

3 H

TR
L RREA
oE

£ htc FANBIRNBERF B ER LBl HEisiE,

com.sonyericsson.home.permission.BROADCAST_BADGE

FE

N AR
L EBEH
1K

HEREFHHIN AR BB L B r@iit ReisE,

com.sonymobile.home.permission.PROVIDER_INSERT_BADGE

3 H

Tf%ﬁf
e

HEREFHHIN AR BB L B rEiit e,

com.anddoes.launcher.permission.UPDATE_COUNT

3 A

Tf%&f
i

TR AR R ohElfr £ B BT e =

com.majeur.launcher.permission.UPDATE_BADGE
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R
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EN AR

J——t — N ] - — — N SATTRETS
com.huawei.android.launcher.permission.CHANGE_BADGE ” T EREH LR FHNMN BIEF B oEfr E B ol fiH 4 aiE,
i
T TN AR
com.huawei.android.launcher.permission.READ_SETTINGS ” +ERE FELEAFHN BERF BB LB @ He#E
TR
T ENARERF
com.huawei.android.launcher.permission.WRITE_SETTINGS ” L+ ERE FELEAFHNN BERF BB LB @it Hs#E
T
J_—t %/_\ N = N — — o
android.permission.READ_APP_BADGE . L?—Fﬁﬁ& R BER RN AR ENHE
e2 S35
T ENAIERF
com.oppo.launcher.permission.READ_SETTINGS ” FEREH TEoppoFHEIN A2 B Efs £ B @A EEiHE,
it
T ENAIERF
com.oppo.launcher.permission.WRITE_SETTINGS ” T REH TEoppoF MBI AR B EMF_E BB I iz,
e
* Unknown
me.everything.badger.permission.BADGE_COUNT_READ o0 permission Unknown permission from android reference
, . *x Unknown o )
me.everything.badger.permission.BADGE_COUNT_WRITE . Unknown permission from android reference
yll permission
. . *x Unknown o )
android.permission.INTERACT_ACROSS_USERS o Unknown permission from android reference
yll permission
Unk
android.permission.READ_MEDIA_AUDIO A : n9wn Unknown permission from android reference
yll permission
Unk
android.permission.READ_MEDIA_IMAGES = " n9wn Unknown permission from android reference
yll permission




android.permission.READ_MEDIA_VIDEO A Unkngwn Unknown permission from android reference
yll permission
E RIEREMET TN R R IEMET 1T BERERE. RENBEFRS
droid. ission.BROADCAST_STICKY . N == e hem -~
android.permission - = | & HEN SRS NG NTEENETEEHTEE

B Y FAREE

FETN(ACTIVITY)

B{S(INTENT)

com.netease.nim.main.main.activity.WelcomeActivity

Schemes: easychat://,

com.netease.nim.main.main.activity.MixPushActivity

Schemes: pushscheme://,
Hosts: com.huawei.codelabpush,
Paths: /deeplink,

com.netease.yunxin.nertc.nertcvideocall.push.SignallingHuaweiPushActivity

Schemes: pushscheme://,
Hosts: com.netease.nimlib.avsignalling.push,
Paths: /huawei,

REH BIMAPKREFT S BchEm, FIFLEMERNER, BRIAIFHRAEER,
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