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https://mogua.co/

X{44: 1.0.67.apk

&K 15.96MB

MD5{E: 7fcf0ab7320cde05c52e48eac7572a2d

SHA{&: 66c30f498931327bd5782d353d33f7e062cb75b5

SHA2561E: f08078badef71a4d283cc2a6504589bec9e3d71dc8e354457e45dbc4ele5cd73

1APP 58

AppB#R: BRI

#14: com.cordova.ifapp

Z;EBDActivity: com.cordova.ifapp.MainActivity
REREBTR: 1.0.67

RERRA: 100673
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tbsrecovery.imtt.qq.com

IP: 109.244.244.237
FRIEEZR: China
#X: Beijing

1Hh: Beijing
#5E:39.907501
£2[F:116.397232

soft.tbs.imtt.qg.com

IP:121.51.175.105
FREEZR: China
#X: Guangdong
IkTH: Shenzhen
45 22.545540
42[E: 114.068298

tts.baidu.com

IP:111.206.208.35
FREEZR: China
HIX: Beijing




iHh: Beijing
45 39.907501
42FE:116.397232

IP:52.217.80.230

FREBEIZ: United States of America
HIX: Virginia

i Ashburn

45E:39.043720

42 -77.487488

s3.amazonaws.com

IP: 153.3.236.85
FREEZR: China
HX: Jiangsu
iFH: Nanjing
45 32.061668
£2[E:118.777779

yuyin.baidu.com

IP: 109.244.173.227
FREBEZR: China
HX: Beijing

IRt Beijing
#5E:39.907501
£2[#:116.397232

pms.mb.qg.com

IP:175.27.12.246
FRIBEZR: China
#X: Beijing
cfg.imtt.qg.com T Beijing
45F:39.907501
42[E:116.397232

IP:175.27.8.138
FRIEEZSR: China
HIX: Beijing
T Beijing
£5E:39.907501
£2[#:116.397232

Www.qg.com




mqqgad.html5.qg.com

IP: 0.0.0.1
FRBE: -
HX: -

I -
£5FE:0.000000
£2[E:0.000000

debugx5.qg.com

IP: 175.27.9.46
FRIEEZ: China
HX: Beijing
iRt Beijing
#5E:39.907501
£2[#:116.397232

vop.baidu.com

IP: 111.206.209.68
FREEZ: China
HX: Beijing

ITh: Beijing
#5E:39.907501
£2[E:116.397232

vse.baidu.com

IP: 111.206.208.71
FRIEEZ: China
H[X: Beijing
T Beijing
#5E:39.907501
£2[F:116.397232

log.tbs.qg.com

IP: 109.244.244.37
FREEZR: China
HIX: Beijing

iFiTH: Beijing
£5E:39.907501
#2[E:116.397232

mdc.html5.qg.com

IP:175.27.9.46
FREBEZ: China
HX: Beijing
imiTH: Beijing
4E:39.907501




#2[E:116.397232

openapi.baidu.com

IP: 110.242.69.36
FREBEZR: China
HX: Hebei

tkth: Baoding
#5FE:38.851109
£2FE:115.490280

ce3e75d5.jpush.cn

IP: 183.232.58.242
FREEZ: China
#X: Guangdong
T Guangzhou
4R 23.116671
£2[%:113.250000

upl.baidu.com

IP: 111.206.208.71
FREEZR: China
H[X: Beijing
iHh: Beijing
#5E:39.907501
42[E:116.397232

debugtbs.qqg.com

IP: 175.27.9.46
FRIEEZSR: China
HIX: Beijing
T Beijing
£5E:39.907501
£2[E:116.397232
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Wwww.qg.com

com/tencent/smtt/sdk/m.java




https://pms.mb.qq.com/rsp204

com/tencent/smtt/sdk/m.java

https://debugtbs.qg.com

com/tencent/smtt/sdk/WebView.java

https://debugx5.qq.com

com/tencent/smtt/sdk/WebView.java

https://debugtbs.qg.com?10000

com/tencent/smtt/sdk/WebView.java

https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079

com/tencent/smtt/sdk/stat/MttLoader.java

https://mdc.html5.qg.com/mh?channel_id=50079&u=

com/tencent/smtt/sdk/stat/MttLoader.java

https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041

com/tencent/smtt/sdk/ui/dialog/d.java

https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047

com/tencent/smtt/sdk/ui/dialog/d.java

https://log.tbs.qg.com/ajax?c=pu&v=2&k=

com/tencent/smtt/utils/n.java

https://log.tbs.qgq.com/ajax?c=pu&tk=

com/tencent/smtt/utils/n.java

https://log.tbs.qq.com/ajax?c=d|&k=

com/tencent/smtt/utils/n.java

https://cfg.imtt.qgq.com/tbs?v=2&mk=

com/tencent/smtt/utils/n.java

https://log.tbs.qq.com/ajax?c=ul&v=28&k=

com/tencent/smtt/utils/n.java

https://mqgqad.html5.qg.com/adjs

com/tencent/smtt/utils/n.java

https://log.tbs.qgq.com/ajax?c=ucfu&k=

com/tencent/smtt/utils/n.java

https://tbsrecovery.imtt.qq.com/getconfig

com/tencent/smtt/utils/n.java

https://soft.tbs.imtt.qg.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs

com/tencent/smtt/utils/d.java

https://upl.baidu.com/voice?osname=voiceopen&action=usereventflow&

com/baidu/tts/e/a.java




https://tts.baidu.com/text2audio

com/baidu/tts/f/o.java

https://tts.baidu.com/bos/story.php?

com/baidu/tts/f/o.java

https://upl.baidu.com/ttsdlstats.php

com/baidu/tts/f/o.java

https://openapi.baidu.com/oauth/2.0/token?

com/baidu/tts/auth/c.java

https://vse.baidu.com/v2

com/baidu/speech/asr/SpeechConstant.java

https://vse.baidu.com/echo.fcgi

com/baidu/speech/asr/SpeechConstant.java

https://upl.baidu.com//words/add

com/baidu/speech/asr/SlotControl.java

https://yuyin.baidu.com/voice?osname=voiceopen&action=usereventflow&

com/baidu/speech/utils/analysis/Analysis.java

https://vop.baidu.com/v2

com/baidu/speech/core/ASREngine.java

https://s3.amazonaws.com/android-beacon-library/android-distance.json

org/altbeacon/beacon/BeaconManager.java

https://www.

org/altbeacon/beacon/utils/UrlBeaconUrICompressor.java

http://www.

org/altbeacon/beacon/utils/UrlBeaconUrICompressor.java

https://ce3e75d5.jpush.cn/wi/cjc4sa

cn/jiguang/al/c.java
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APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: C=86, ST=xian, L=china, O=am, OU=am, CN=am

Signature Algorithm: rsassa_pkcs1v15

Valid From: 2017-06-27 04:50:24+00:00

Valid To: 2044-11-12 04:50:24+00:00

Issuer: C=86, ST=xian, L=china, O=am, OU=am, CN=am

Serial Number: Ox6e41b6be

Hash Algorithm: sha256

md5: 4ff0e39a0fc5e6382bf2684736b81def

shal: 6c3a18699b6ee0f064cb4cab5ff846375be2289d

sha256: feedb8bf94ebab1180f56067c3039009383d144fb07f183e40c3dbd7c89cc009
sha512: e9726a28e2afd0ee8542c5a5419ca4263d85702534214db6fdc69d267741e7bffedfOb5b7abbb73f5b75d878d6e02980647d3884e1749ec5f6670c2e4fc44d82
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 6c9c3319547c31fabb0defaf7fe2eb958de86f13debf2224751f6f8d431d74a4
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android.permission.WRITE_EXTERNAL_STORAGE y[eX i éz;’wwﬁh i VPN FBIZF B NN
com.cordova.ifapp.permission.JPUSH_MESSAGE AN Unknown permission Unknown permission from android reference
android.permission.RECEIVE_USER_PRESENT KA Unknown permission Unknown permission from android reference
. SN RPN R EBIETAR. BB AN IRAYR A o] UAE L BBIER
id. ission.READ_PHONE_STATE 0 15 K& ] . ek i

android permission.READ_PHONE 5 Bl | BREIERSHSN | mzemmmie muR s FEmits PN SES
android.permission.READ_EXTERNAL_STORAGE ek | ZEMNEEERAS FOVFRLFRAZ R M IR T 152EX
android.permission.VIBRATE EE AEER YN AR HIRE 2R




android.permission.SYSTEM_ALERT_WINDOW

el

ETRRFRER

AFNAREFETRRAGERE. SENAEF A LIEEFIINENF

android.permission.CHANGE_WIFI_STATE ER | EWI-FRES SOV FRAZ R AN M FT Wi-Fi B2\ =, FE X BCE B Wi-Fi P48#H1T 88

. - o . IR ER, FIINFH LN RIKE MRS WRPTH. SRNAREFEPIU
android.permission.ACCESS_FINE_LOCATION 1&h BENL (GPS) (B SR A B 7 B TN D e
android.permission.ACCESS_BACKGROUND_LOCATION Bkt | EelpiE TN AREREESIRRMAE

. o | PIRESNY I ER A2 BRI EREREFHS, TENBREFIESERAERTI GPS
android.permission. ACCESS_LOCATION_EXTRA_COMMANDS 1B PO e
android.permission.CHANGE_NETWORK_STATE EE BB IERE VRN AR B A IR TS
android.permission.GET TASKS Bk KERIEEITHIN AT TN AREFOREX AN ST THESHNER. AT EENA

P - " e RFRIVE X R AR F A SR
com.huawei.android.launcher.permission.CHANGE_BADGE AN Unknown permission Unknown permission from android reference
android.permission.NFC EE | #EHhEmEE SN AIER SE7B(E (NFO) RS, RAIL REHITBIE
android.permission.ACCESS_WIFI_STATE EE | &BWI-FRS AN ABIEFEEE X WIi-Fi REHNER
android.permission.BLUETOOTH_ADMIN EE BEE AN AR A MM B E S &.
R PR BHRE, XN B BT E SR E
android.permission.CAMERA e eI gﬁﬁ)ﬂ%ﬂ%)ﬂﬁmmmﬁﬂ%@ XAV AR W SRR BB R B B E
android.permission.RECORD_AUDIO e RE YN AR AR SIS REEE
android.permission.WRITE_SETTINGS Bk | BRERALK AN AR BRATRILTELRIR. BRNARSESTIMINASKNEE.,
android.permission.MODIFY_AUDIO_SETTINGS EE BERENEIRE AN BIEF B R EISE, fIINE S H
s - \\%”' o n_,\it =

android.permission.BROADCAST_STICKY E% | Rk ST AR R A RS E R, SRRAREESHT




ERTZRNE MMEFHIETEEHIRE

AN AR REEFI EFERFEERARA (i) ik, BENAE

android.permission.READ_CONTACTS Bkt IREVER R A HUE o DU 5 AR AR s 248 B i A
android.permission.WAKE_LOCK = [ LE T4 B B SRV FRAZ R I L FFATE N BEBRARES
android.permission.BLUETOOTH EE OIERIEohER: AN AR EERIR NN E S E
. o O N IR R, U0 ch S EUERE, A E AN BIEUE (MR

android.permission.ACCESS_COARSE_LOCATION ekt | HMEl ) . T ERR ] LU B R A B (B
android.permission.MOUNT_UNMOUNT_FILESYSTEMS Bk | EEHMEBEXGRS YN AR ARl ehiF R L A E S R R

\, 2 %/_\\% N SOANERETS
com.oppo.launcher.permission.READ_SETTINGS = EE%%IgtLTL%D TEoppoFHIMN AEF B EN £ B B Mt EEi#HE.

z

\, 2 %/_\\% N SOANRETS
com.oppo.launcher.permission.WRITE_SETTINGS = EE%%IgtLTL%D TEoppoFHIHN AEF B E £ B E Mt EEi#HE.

z
android.permission.READ_APP_BADGE B BN BIER @Al AN BRER SN AR EE

- TR AR BB

COm.htC.|aunCher.peI’mISSIOH.READ_SE'I_I'INGS L—th’%ﬁ i‘l’%ﬂ( E htc %M-LE/\JEZ}EH%%}—%—EED*]]—_\J:Ea—_\ﬁ%ui‘l»%ﬂﬁ%&%o

\), 2 E/_\\% — - — N SOATRECS
com.htc.launcher.permission.UPDATE_SHORTCUT EE ;f_i;ﬁﬁ&r%t IBA 1T htc =B BREE R EG B @ait e,

%

=S O iEskR & AE
android.permission.REQUEST_INSTALL_PACKAGES exioy gﬁﬁ FRFERES | wammese R B e AR ar SR B SR,

. o . | VFNARIRRTZIEIR) AN AR ZIhIREEFERINBEME, B DHEERERAR,

android.permission.MANAGE_EXTERNAL_STORAGE Ao SEE AN YR o T FR AR A
android.permission. ACCESS_NETWORK_STATE EE BEEMWERE RN AR EEMNE MRS




android.permission.INTERNET & E=RENIEEIN TN AIEFRIEMEEET
com.sec.android.provider.badge.permission.READ EE ﬁ_gﬁﬁﬁ%tiﬁﬁﬂ E=EFVHNNARER B E L drli #ai#E,
com.sec.android.provider.badge.permission.WRITE EE ﬁ_gﬁﬁﬁ%tiﬁﬁﬂ E=EFVHNNARER B E B dri #ai#E,
com.sonyericsson.home.permission.BROADCAST_BADGE = ﬁgﬁﬁ*ﬁ%tiﬁﬁﬂ HEZREFHNNAER B E EEdrli #ai#E,
com.sonymobile.home.permission.PROVIDER_INSERT_BADGE | & ﬁgﬁﬁﬁﬁitiﬁﬁﬂ TR FHNAINAERF B ER L BB M E#E,
com.anddoes.launcher.permission.UPDATE_COUNT s ﬁgﬁﬁ&ﬁtiﬁﬁﬂ T AR B EN BB EHE
com.majeur.launcher.permission.UPDATE_BADGE E=® ﬁgﬁﬁﬁ%tiﬁﬁﬂ EN BEREE R LS BRI SR A E R,
com.huawei.android.launcher.permission.CHANGE_BADGE =) ﬁgﬁﬁ*ﬁ%tiﬁﬁﬂ FLEEAFHN BIEF B Eir £ BBt e =,
com.huawei.android.launcher.permission.READ_SETTINGS =) ﬁgﬁﬁ*ﬁ%tiﬁﬁﬂ TLERNFNMN BIEF B oENr £ BB EHE
com.huawei.android.launcher.permission.WRITE_SETTINGS =) ﬁgﬁﬁ*ﬁ%tiﬁﬁﬂ FLERNFNMN BIEF B oENr £ BB E
me.everything.badger.permission.BADGE_COUNT_READ KA Unknown permission Unknown permission from android reference
me.everything.badger.permission.BADGE_COUNT_WRITE A0 Unknown permission Unknown permission from android reference
android.permission.RECEIVE_BOOT_COMPLETED = FHE B BB BT AATAUR SRS, X AREEEEDFNFEEEL

BYBSa] H VPN AR B R T ITREIEE D FAHIBRE




W A RE(E

FETN(ACTIVITY)

IBIE(INTENT)

com.cordova.ifapp.MainActivity

Schemes: ifapp://, https://,
Hosts: www.kshzn.net,
Path Patterns: /ifapp/.*,

RER BMAPKREIFFE B, HIFEAFRERINER, BRIBFRAEER,



https://mogua.co/

