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developer.umeng.com

IP: 59.82.29.162
FRIBESX: China
HBIX: Zhejiang
T Hangzhou
#5E:30.293650
£2[E:120.161583

www.softwareishard.com

IP: 91.239.200.59
FREEZX: Czechia

HiX: Praha, Hlavni mesto
iith: Prague
#5E:50.087936
42FE:14.420798

cocos2d-x.org

IP:54.241.49.5
FREEZR: United States of America
WX: California




tHith: San Jose
45 37.339390
4ZFE:-121.894958

alogsus.umeng.com

IP:223.109.148.176
FREEZ: China
HIX: Jiangsu

T Nanjing
45fE:32.061668
42FE:118.777992

www.68chat.com

IP:47.83.118.180

FREBEZR: United States of America
H[X: California

tfith: San Mateo

YERE: 37.547424

42[E:-122.330589

getfirebug.com

IP:3.33.186.135

FRBEIZ: United States of America
MX: Washington

Ifith: Seattle

YRE: 47.627499

£2[E:-122.346199

zhcsuat.cdnvips.net

IP:104.26.15.69

FRIBEZ: United States of America
H[X: California

: San Francisco

4E: 37.775700

£2[E:-122.395203

plbslog.umeng.com

IP: 36.156.202.75
FREEZR: China
HBEX: Jiangsu
tmh: Yangzhou
45E:32.397221
£2[E: 119.435600

IP:114.117.133.42




new-api.meigia.com

FREEZR: China
HX: Beijing
imiTh: Beijing
#5E:39.907501
£2[E:116.397102

www.khronos.org

IP: 159.65.181.57

FRIBEZ: United States of America
HBEX: New Jersey

i Clifton

4 E: 40.858585

42[E:-74.163605

reportlog.cocos.com

IP: 39.97.6.35
FRIEEZR: China
HX: Zhejiang
tA: Hangzhou
#5E:30.293650
£2[E:120.161583

ulogs.umeng.com

IP: 223.109.148.177
FRIEEZR: China
HBEX: Jiangsu

t: Nanjing
45E:32.061668
£2[E:118.777992

example.com

IP:23.215.0.136
FRBES: Australia
MBIX: New South Wales
i Sydney
4[E:-33.867779
£2[E:151.207047

incompleteness.me

IP:35.185.44.232

FREEZR: United States of America
HX: South Carolina

tfth: North Charleston
45FE:32.888702




4ZFE:-80.007584

alogus.umeng.com

IP:223.109.148.177
FREBEZ: China
HX: Jiangsu

tmH: Nanjing
#E:32.061668
£2F£:118.777992

meigia.com

IP:114.117.133.42
FRIBEZK: China
HiX: Beijing

ipiTh: Beijing
#5E:39.907501
42FE:116.397102

notify.bugsnag.com

IP:35.186.205.6

FREBEZR: United States of America
HuX: Missouri

kTh: Kansas City

4R 39.099731

£3FE: -94.578568

ulogs.umengcloud.com

IP:223.109.148.177
FREEZ: China
HX: Jiangsu

tmH: Nanjing
#E:32.061668
£2F£:118.777992

182.92.20.189

IP:182.92.20.189
FRIBESX: China
HX: Beijing
imTh: Beijing
#5:39.907501
42FE:116.397102

IP: 203.119.145.40
FREER: China




cmnsguider.yunos.com

HX: Beijing
i@ Beijing
#5E:39.907501
£2[E:116.397102

tsis.jpush.cn

IP: 123.60.218.46
FRIEEZR: China
HX: Beijing
tmh: Beijing
#5E:39.907501
£2FE:116.397102

getline.csaabbx.com

IP:104.21.6.78

FREBEZR: United States of America
HiX: California

tHh: San Francisco
45E:37.775700

£2[E:-122.395203

mozilla.org

IP:35.190.14.201

FREESR: United States of America
HuX: Missouri

kTh: Kansas City

4R 39.099731

42[E:-94.578568

dxr.mozilla.org

IP:35.190.14.201

FRBEIZ: United States of America
HX: Missouri

gTh: Kansas City

4R 39.099731

£2FE:-94.578568

long.open.weixin.qg.com

IP:112.65.193.170
FRIBESX: China
HX: Shanghai

i@ : Shanghai
45E:31.224333
42[E: 121.468948




ejohn.org

IP: 44.230.85.241

FREBESR: United States of America
HIEX: Oregon

tfgvh: Portland

45FE: 45.523460

42[E:-122.676468

ouplog.umeng.com

IP:47.246.110.94
FRIEEISR: Singapore
M[X: Singapore
t#h: Singapore
45[F: 1.289987
42[E: 103.850281

hg.mozilla.org

IP: 63.245.208.203

FRIBEZ: United States of America
HX: California

tth: Palo Alto

45 [E: 37.444057

2[E:-122.160225

open.weixin.qg.com

IP:116.128.171.214
FRIEEZR: China
#X: Shanghai
t@h: Shanghai
45E:31.224333
42FE:121.468948

WWW.cocos2d-x.0rg

IP:54.241.49.5

FREBEZR: United States of America
HiX: California

HHiTh: San Jose

4E:37.339390

£2[E:-121.894958
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http://182.92.20.189:9099/

cn/jiguang/a/a/c/ijava

https://tsis.jpush.cn

cn/jiguang/c/a.java

https://new-api.meigia.com/client/send_msg

com/meiqia/core/d.java

https://new-api.meigia.com/client/send_msg

com/meiqia/core/h.java

https://new-api.meigia.com/knowledge/questions/

com/meiqia/core/h.java

https://new-api.meigia.com/client/file_downloaded

com/meiqia/core/h.java

https://new-api.meigia.com/client/tickets_v2/

com/meiqia/core/h.java

https://new-api.meigia.com/client/msg_delivered

com/meiqia/core/h.java

https://new-api.meigia.com/unified-api/conversations/v1/client/sdk/mass_message_receipts

com/meiqia/core/h.java

https://new-api.meigia.com/client/end_conversation

com/meiqia/core/h.java

https://new-api.meigia.com/client/queue/position

com/meiqia/core/h.java

https://new-api.meigia.com/client/tickets_v2/categories

com/meiqia/core/h.java

https://new-api.meigia.com/upload?user_id=

com/meiqia/core/h.java

https://new-api.meigia.com/upload/oss/policies

com/meiqia/core/h.java

https://new-api.meigia.com/client/inputting

com/meiqia/core/h.java

https://new-api.meigia.com/conversation/

com/meiqia/core/h.java

https://new-api.meigia.com/sdk/init_sdk_user

com/meiqia/core/h.java




https://new-api.meigia.com/client/device_token

com/meiqia/core/h.java

https://new-api.meigia.com/client/prechat-survey-msg

com/meiqia/core/h.java

https://new-api.meigia.com/unified-api/conversations/v1/client/unreceived_mass_messages

com/meiqia/core/h.java

https://new-api.meigia.com/sdk/statistics

com/meiqia/core/h.java

https://new-api.meigia.com/client/forms

com/meiqia/core/h.java

https://new-api.meigia.com/client/attrs

com/meiqia/core/h.java

https://new-api.meigia.com/client/

com/meiqia/core/h.java

https://new-api.meigia.com/scheduler

com/meiqia/core/h.java

https://new-api.meigia.com/sdk/init

com/meiqia/core/h.java

https://new-api.meigia.com/client/tickets_v2

com/meiqia/core/h.java

https://new-api.meigia.com/client/tickets

com/meiqia/core/h.java

https://new-api.meigia.com/client/msg_read

com/meiqia/core/h.java

https://new-api.meigia.com/unified-api/conversations/v1/client/sdk/mass_messages/

com/meiqia/core/h.java

https://new-api.meigia.com/sdk/get_dev_client_id

com/meiqia/core/h.java

https://new-api.meigia.com/sdk/refresh_push_info

com/meiqia/core/h.java

https://new-api.meigia.com/client/client_events

com/meiqia/core/h.java

https://new-api.meigia.com/mpush/copy/statistics

com/meiqia/core/h.java




https://notify.bugsnag.com

com/meiqia/core/a/e.java

http://meigia.com/

com/meiqia/core/a/e.java

https://new-api.meigia.com/captchas

com/meiqia/meiqgiasdk/util/HttpUtils.java

https://new-api.meigia.com

com/meiqgia/meigiasdk/util/HttpUtils.java

https://reportlog.cocos.com

com/cocos/analytics/c/c.java

https://getline.csaabbx.com/?m=

com/example/mylibrary/ServiceActivity.java

https://zhcsuat.cdnvips.net/index/index/getKefulnfo?kefuCode=

com/example/mylibrary/ServiceActivity.java

https://long.open.weixin.qg.com/connect/l/qrconnect?f=json&uuid=%s

com/tencent/mm/opensdk/diffdev/a/c.java

https://open.weixin.qg.com/connect/sdk/qrconnect?
appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s

com/tencent/mm/opensdk/diffdev/a/b.java

https://plbslog.umeng.com

com/umeng/commonsdk/stateless/a.java

https://ouplog.umeng.com

com/umeng/commonsdk/stateless/a.java

https://ulogs.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogus.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogsus.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://ulogs.umengcloud.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://cmnsguider.yunos.com:443/genDeviceToken

com/umeng/commonsdk/statistics/idtracking/s.java

https://developer.umeng.com/docs/66632/detail/

com/umeng/commonsdk/debug/UMLogUtils.java




http://developer.umeng.com/docs/66650/cate/66650

com/umeng/analytics/pro/h.java

http://example.com/

cz/msebera/android/httpclient/impl/client/cache/CacheKeyGenerator.java

http://cocos2d-x.org

BIV25 |2

https://hg.mozilla.org/mozilla-central/file/d1c70c20e7b5/addon-sdk/source/lib/sdk/ EINV25| %
http://www.khronos.org/registry/webgl/specs/latest/webgl.idl FENV25 %
http://ejohn.org/ BMV25|%

http://www.cocos2d-x.org/docs/manual/framework/html5/v3/reflection/en

ENV25|%

http://mozilla.org/MPL/2.0/.

BIV25 |8

http://mozilla.org/MPL/2.0/. HNV25|2E
http://mozilla.org/MPL/2.0/. FENV25 %
http://mozilla.org/MPL/2.0/. BMV25|%

http://www.softwareishard.com/blog/firebug/nsitraceablechannel-intercept-http-traffic/

EV25|%

http://mozilla.org/MPL/2.0/.

BIV25 |2

https://dxr.mozilla.org/webtools-central/source/tbpl/php/inc/GeneralErrorFilter.php HNV25|E
http://mozilla.org/MPL/2.0/. FENV25 %
http://getfirebug.com/wiki/index.php/Command_Line_API HINV25 %

http://mozilla.org/MPL/2.0/.

ENV25|%

http://mozilla.org/MPL/2.0/.

BIV25 |8




http://mozilla.org/MPL/2.0/.
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http://mozilla.org/MPL/2.0/.
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http://mozilla.org/MPL/2.0/. FENV25 %
http://mozilla.org/MPL/2.0/. EHNV25 %
http://mozilla.org/MPL/2.0/. BMV25|%

http://mozilla.org/MPL/2.0/.

ENV25|%

http://mozilla.org/MPL/2.0/.
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http://incompleteness.me/blog/2015/02/09/console-dot-mihai/\ FENV25 %
http://mozilla.org/MPL/2.0/. FENV25 %
http://mozilla.org/MPL/2.0/. BMV25|%

http://mozilla.org/MPL/2.0/.

ENV25|%

http://www.cocos2d-x.org/docs/manual/framework/html5/v3/assets-manager/en
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https://www.68chat.com

RNV25| %

N BRFELRER




HpFEtAE FRTEC{F

ze@z.fr
ly@phm.1tw
0@t6ycp.8kqu EIN\V25|%
84nt@i.3r
1d@4p.ulee

S FHINEE
# ZRIUP

APKEE#

vl & &: True
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v3 & False
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F@: C=fed, ST=fevd, L=fde, O=fad, OU=fedc, CN=fdddw

T RAEE: rsassa_pkes1vls

BXEAE: 2021-06-08 10:45:00+00:00

BXHERZE: 2076-03-11 10:45:00+00:00

%43\ C=fed, ST=fevd, L=fde, O=fad, OU=fedc, CN=fdddw

FF5I5: 0x1b47a23d

e E % sha256

md51&: bad17aeabec’a0a9a668c9d7074e3989

shal{&: 1653cc3d16e2f047c074fa7b9aeeea86135c7c3f
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"cancel_auth" : "BUHEZR"

"get_token_from_weixin" : "SREVH{Z 5] Token"

"mg_auth_code" : "30IERS"

"target_scene_session" : "&=1E"

"mg_auth_code" : "CAPTCHA"

"mq_auth_code" : "Kode verifikaso"

"mg_auth_code" : "Kod pengesahan"

"mq_auth_code" : "E2:5HE"
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android.permission.INTERNET EE B EXMEN RGN ARERIRNEERET
android.permission.CHANGE_NETWORK_STATE S EIRMLEIERE VFR FBAER BB IE RS
android.permission.CHANGE_WIFI_STATE = ERWI-FIIRES SVFR AR AT Wi-Fi N =, H W ECE B Wi-Fi IZSHITE
android.permission. ACCESS_NETWORK_STATE = BEMEIRT AN AEFEEEMNEIRE
android.permission.ACCESS_WIFI_STATE 2 BEEWI-FIRES AN ARFEEFE X Wi-Fi IREHER
. - " IR ERIEIRASAN ST IR R IETIRE. BB IR 2R 7] A E t BB IE BiE S 15
android.permission.READ_PHONE_STATE jExivs B4 TR B2 IS5 40 FIE RS, ML SRy 2 o
) o Unknown . )
android.permission.READ_PRIVILEGED_PHONE_STATE FREN o Unknown permission from android reference
permission
A -
android.permission.MOUNT_UNMOUNT_FILESYSTEMS e ;%ffﬂ]ﬁﬂ%zx# AVFN BIER N B ohFE L EFIEH RS
NI
FEV/AE [i=3
android.permission.WRITE_EXTERNAL_STORAGE v 17&%2/“/‘3&/@# VTN RS NIMNEBTEAE
HNEBIFIERN A
android.permission.RESTART_PACKAGES EE S d =R =prar i SN TR RS E M AR Y /5 & #H A, BIMERE T
android.permission.KILL_BACKGROUND_PROCESSES EE RILEEHE SUVFI AR R SLELMI N AR MY e & AR, BMEAFME




android.permission.RECORD_AUDIO ek E4=] AV FRARE AR SN RS

android.permission.WAKE_LOCK EE [ LE T4 e B SVFR AR B LEF AN BERRARAS

android.permission.VIBRATE = AITER AV AR HIIREIEE

android.permission.BLUETOOTH EE BIRIE T ERE VR BEREE R RO I S &
android.permission.BLUETOOTH_ADMIN EE EEE SRR AR R I A BL T I S % o
android.permission.READ_EXTERNAL_STORAGE ek %g%%mﬁﬁg VPR TR MIMNER T f15EY

android.permission.CAMERA e RIRFRE VR BER RAENIERMR G XN AR WA M ERINE S
com.ytfde.ufes.permission.JPUSH_MESSAGE A0 ;J:rkr:?s\;virc])n Unknown permission from android reference
android.permission.RECEIVE_USER_PRESENT Bl ;J:rkr:?s\;virc])n Unknown permission from android reference

android.permission WRITE_SETTINGS e | B R AR AR, BT AR A,
android.permission.SYSTEM_ALERT_WINDOW e ERARRER AN AREFERARERE O, HENARER I UEEFNRE DR
android.permission.ACCESS_COARSE_LOCATION &k HERE L zgg%g%ggz@;ggg%f;i%ﬁiﬁ*ﬂ%mEE%TH% CIRAR) - B
android. permission ACCESS, FINE_LOCATION | Bt SRR S A, SRR
android.permission.ACCESS_LOCATION_EXTRA_COMMANDS S8 ;giiggggg ﬁ?i}?fl\?;ﬁ%%{#%%ﬁ%’ ERNRRTFIREAEARATIL GPs SLAMA
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SEBH(ACTIVITY) SEE(INTENT)

com.game.main.MainActivity Schemes: obofmp://,

REH BIMAPKREFT S BchEm, FIFEEPMERNER, BRIAIFHRAEER,
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