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X{$4: 156935179.apk

AN 71.87MB

MD5{E: 5¢3c79e86b68678cfb4862a6e4abe089

SHAN&: 67c6b207ad5394750254292c07b646d606822506

SHA256{R: 552fb2b3487b43f202137d85e8b279a63499cc049f5119bc2baf68d2fe42c805
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App& #5: 888niu.com

4: com.yh104cajk.vsstyk

FEBDActivity: com.yh104cajk.vsstyk.MainActivity
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RERRA: 1210
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api.uca.cloud.unity3d.com

IP:43.156.88.56
FREEZ: Singapore
#X: Singapore

i@ : Singapore
4 1.289987
£2[%:103.850281

WWW.W3.0rg

IP: 104.18.23.19

FREEZ: United States of America
HX: California

tHh: San Francisco

45 37.775700

£2[E:-122.395203

182.92.20.189

IP: 182.92.20.189
FREEZR: China
HX: Beijing




tHh: Beijing
45 39.907501
421 116.397102

www.taobao.com

IP:123.125.216.186
FREEZ: China
HX: Beijing

1R Beijing
45/E:39.907501
42FE:116.397102

www.baidu.com

IP:110.242.68.4
FREBEX: China
HX: Hebei

Th: Baoding
4R 38.851109
42[E:115.490280

mta.qg.com

IP:0.0.0.1
FREER: -
HX: -

tmih: -
#5E:0.000000
£2[E:0.000000

itsdata.map.baidu.com

IP:111.206.209.180
FRIEEZR: China
H[X: Beijing

i#: Beijing
#5:39.907501
£2[E:116.397102

code.google.com

IP:142.251.43.14

FREEZR: United States of America

HX: California

Ik: Mountain View
4E:37.405991
£2[E:-122.078514




cmnsguider.yunos.com

IP:203.119.169.158
FREEZSR: China
HX: Zhejiang
Th: Hangzhou
45[E:30.293650
42FE:120.161583

go.microsoft.com

IP:69.192.11.78
FREEXR: Hong Kong
HX: Hong Kong
t#H: Hong Kong
45 22.285521

42FE:114.157692

bjuser.jpush.cn

IP:122.9.9.237
FRIEEZR: China
HX: Guangdong
i Guangzhou
455 23.127361
£2[E:113.264572

esotericsoftware.com

IP:139.162.66.173
FRIEEZR: Japan
HX: Tokyo

tAiTh: Tokyo

#5E: 35.689499
42FE:139.692322

pdns-sdk.oss-cn-beijing.aliyuncs.com

IP: 59.110.190.49
FREEZ: China
HX: Beijing
1R Beijing
45/E:39.907501
42FE:116.397102

ulogs.umengcloud.com

IP:223.109.148.179
FREBEZ: China
HX: Jiangsu

HTH: Nanjing
45FE:32.061668




4ZFE:118.777992

img.alicdn.com

IP:123.125.216.212
FREBEZ: China
HBEX: Beijing

imiTh: Beijing
#FE:39.907501
£2[E:116.397102

open.weixin.qg.com

IP: 140.207.58.67
FRIEEZR: China
HX: Shanghai
tHiT: Shanghai
45E:31.224333
£2[E:121.468948

static.youku.com

IP:122.188.187.209
FRIBEZR: China
HIX: Hubei

W Tianmen
#5E:30.650000
£2FE:113.099998

cloudaemon.com

IP: 203.107.45.167
FRIEEZR: China
HX: Zhejiang
T Hangzhou
#E:30.293650
#3FE:120.161583

config.uca.cloud.unity3d.com

IP:34.111.113.40

FREEZR: United States of America
HX: Missouri

tHih: Kansas City

#5FE: 39.099731

£2[E:-94.578568

IP:2.17.62.8
FREEZR: France




www.openssl.org

H[X: lle-de-France
RS Paris

4E: 48.859077
£2[E:2.293486

api.weixin.qg.com

IP:116.128.170.42
FRIBESR: China
HX: Shanghai
tih: Shanghai
45E:31.224333
42FE:121.468948

tsis.jpush.cn

IP:110.41.45.24
FREEZR: China
#X: Guangdong
i Guangzhou
4RE: 23.127361
42[E:113.264572

daup.map.baidu.com

IP:110.242.69.98
FREBER: China
HX: Hebei

Th: Baoding
4R 38.851109
£2[E:115.490280

ulogs.umeng.com

IP:223.109.148.177
FRIEEZR: China
HIX: Jiangsu

tmH: Nanjing
4[E:32.061668
42[E:118.777992

mail.qg.com

IP: 157.148.49.191
FRIEEZR: China
#X: Guangdong
i Guangzhou
455 23.127361
£2[E:113.264572




cdp.cloud.unity3d.com

IP: 43.156.88.56
FREEZR: Singapore
HX: Singapore
tRiTh: Singapore
45[F: 1.289987
£2FE:103.850281

alogsus.umeng.com

IP:223.109.148.176
FRIBEZ: China
HX: Jiangsu

TH: Nanjing

45 32.061668
£2[E:118.777992

dnsrepo-pub.alibaba.com

IP:203.119.174.99
FRIEER: China
HX: Zhejiang
T Hangzhou
#5FE: 30.293650
£2[E:120.161583

alogus.umeng.com

IP: 223.109.148.141
FRIEEZR: China
HX: Jiangsu

t: Nanjing
45E:32.061668
£2[E:118.777992

developer.umeng.com

IP: 59.82.31.92
FRIEEZR: China
HX: Zhejiang
tA: Hangzhou
#5E:30.293650
£2[E:120.161583

pingma.qg.com

IP:116.147.19.64
FREEZ: China
HX: Beijing
1R Beijing




#5FE:39.907501
$ZFE:116.397102

plbslog.umeng.com

IP: 36.156.202.75
FRIEEZR: China
HIEX: Jiangsu
Th: Yangzhou
£hE: 32.397221
£2[E: 119.435600

loc.map.baidu.com

IP:111.206.209.175
FREBEZ: China
HBEX: Beijing

kTH: Beijing
4F:39.907501
42FE:116.397102

api.map.baidu.com

IP:111.206.208.72
FRIBE: China
HX: Beijing

tih: Beijing
#5:39.907501
£2FE:116.397102

sina.cn

[P:123.125.107.21
FRIEEZR: China
HX: Beijing
tih: Beijing
#5:39.907501
42FE:116.397102

ofloc.map.baidu.com

IP:110.242.70.118
FRIBESR: China
HX: Hebei

iHiT: Baoding
#5E:38.851109
£2FE:115.490280

IP:59.57.14.11




1212.ip138.com

FRIBEZ: China
HEX: Fujian
tfith: Quanzhou
4R 24.913891
42FE:118.585831

github.com

IP: 20.205.243.166
FRIEE: Singapore
HX: Singapore

i@ h: Singapore
45[F: 1.289987
42F£: 103.850281

ouplog.umeng.com

IP:47.246.110.93
FRIEER: Singapore
HX: Singapore
tmih: Singapore
45[E: 1.289987
42FE: 103.850281

mta.oa.com

IP:141.144.196.217
FREEZX: Netherlands
HX: Noord-Holland
Ire: Amsterdam
4E:52.378502

£2[E: 4.899980

www.jd.com

IP:119.188.208.2
FRIEESR: China
#X: Shandong
Th: Zaozhuang
45[E:34.864719
$2FE:117.554169

long.open.weixin.qg.com

IP:112.65.193.170
FRIEEZ: China
HX: Shanghai
HTh: Shanghai
45 31.224333
42[E:121.468948
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https://bjuser.jpush.cn/v1/appawake/status

cn/jiguang/aa/b.java

https://tsis.jpush.cn

cn/jiguang/ad/i.java

http://182.92.20.189:9099/

cn/jiguang/o/c.java

https://dnsrepo-pub.alibaba.com/api/internet/putTermData

com/alibaba/pdns/d.java

https://dnsrepo-pub.alibaba.com/api/internet/putTermStatusData

com/alibaba/pdns/d.java

https://pdns-sdk.oss-cn-beijing.aliyuncs.com/pdnsdemo/log/upload/

com/alibaba/pdns/d/e.java

https://api.map.baidu.com/sdkcs/verify

com/baidu/Ibsapi/auth/LBSAuthManager.java

http://itsdata.map.baidu.com/long-conn-gps/sdk.php

com/baidu/location/a/f.java

http://loc.map.baidu.com/cc.php

com/baidu/location/a/d.java

http://loc.map.baidu.com/gpsz

com/baidu/location/b/a.java

https://ofloc.map.baidu.com/offline_loc

com/baidu/location/d/g.java

https://ofloc.map.baidu.com/offline_loc

com/baidu/location/d/k.java

http://ofloc.map.baidu.com/offline_loc

com/baidu/location/d/h.java

http://%s/%s

com/baidu/location/d/d.java




https://ofloc.map.baidu.com/offline_loc

com/baidu/location/d/d.java

http://loc.map.baidu.com/iofd.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/wloc

com/baidu/location/g/j.java

http://loc.map.baidu.com/sdk.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/user_err.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/oqur.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/tcu.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/rtbu.php

com/baidu/location/g/j.java

http://loc.map.baidu.com/sdk_ep.php

com/baidu/location/g/j.java

https://loc.map.baidu.com/sdk.php

com/baidu/location/g/j.java

https://daup.map.baidu.com/cltr/rcvr

com/baidu/location/g/j.java

http://loc.map.baidu.com/indoorlocbuildinginfo.php

com/baidu/location/indoor/a.java

http://loc.map.baidu.com/cfgs/indoorloc/indoorroadnet

com/baidu/location/indoor/mapversion/b/a.java

http://1212.ip138.com/ic.asp

com/cloudaemon/libguandujni/GuanduJNl.java

https://open.weixin.qg.com/connect/sdk/qrconnect?
appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s

com/tencent/mm/opensdk/diffdev/a/d.java

https://long.open.weixin.qg.com/connect/I/qrconnect?f=json&uuid=%s

com/tencent/mm/opensdk/diffdev/a/f.java

http://mta.qq.com/

com/tencent/wxop/stat/StatServicelmpl.java




http://mta.oa.com/

com/tencent/wxop/stat/StatServicelmpl.java

http://pingma.qq.com:80/mstat/report

com/tencent/wxop/stat/common/StatConstants.java

http://developer.umeng.com/docs/66650/cate/66650

com/umeng/analytics/pro/h.java

https://developer.umeng.com/docs/66632/detail/

com/umeng/commonsdk/debug/UMLogUtils.java

https://plbslog.umeng.com

com/umeng/commonsdk/stateless/a.java

https://ouplog.umeng.com

com/umeng/commonsdk/stateless/a.java

https://ulogs.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogus.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://alogsus.umeng.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://ulogs.umengcloud.com/unify_logs

com/umeng/commonsdk/statistics/UMServerURL.java

https://cmnsguider.yunos.com:443/genDeviceToken

com/umeng/commonsdk/statistics/idtracking/s.java

https://api.weixin.qq.com/sns/userinfo?access_token=

com/yh104cajk/vsstyk/MainActivity.java

https://api.weixin.qq.com/sns/oauth2/refresh_token?appid=

com/yh104cajk/vsstyk/MainActivity.java

https://api.weixin.qq.com/sns/auth?access_token=

com/yh104cajk/vsstyk/MainActivity.java

https://api.weixin.qq.com/sns/oauth2/access_token?appid=

com/yh104cajk/vsstyk/MainActivity.java

http://go.microsoft.com/fwlink/?linkid=14202

lib/armeabi-v7a/libil2cpp.so

http://www.w3.0rg/2001/XMLSchema

lib/armeabi-v7a/libil2cpp.so

http://code.google.com/p/protobuf-net/

lib/armeabi-v7a/libil2cpp.so




http://esotericsoftware.com/spine-unity-documentation lib/armeabi-v7a/libil2cpp.so
https://github.com/pharan/spine-unity-docs/blob/master/SkeletonRenderSeparator.md lib/armeabi-v7a/libil2cpp.so
https://api.uca.cloud.unity3d.com/v1/events lib/armeabi-v7a/libunity.so
https://cdp.cloud.unity3d.com/v1/events lib/armeabi-v7a/libunity.so
https://config.uca.cloud.unity3d.com lib/armeabi-v7a/libunity.so
http://mail.qq.com/ lib/armeabi-v7a/libyunceng.so
http://static.youku.com/ddshow/img/static/js/jquery.js lib/armeabi-v7a/libyunceng.so
http://sina.cn lib/armeabi-v7a/libyunceng.so
http://img.alicdn.com/tps1/i1/T1FeW3XXNfXXXXXXXX-36-36.gif lib/armeabi-v7a/libyunceng.so
http://www.baidu.com lib/armeabi-v7a/libguandu.so
https://www.jd.com lib/armeabi-v7a/libguandu.so
https://www.taobao.com lib/armeabi-v7a/libguandu.so
http://cloudaemon.com/howto.html lib/armeabi-v7a/libguandu.so
http://www.openssl.org/support/faq.html lib/armeabi-v7a/libguandu.so

N BRFALEE
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sales@openvpn.net

lib/armeabi-v7a/libguandu.so

S FHNEE
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P ERIDERER

AJRERBIRER
"PASSWORD" : "Password"
"USERNAME" : "Username"
"PASSWORD" : "Adgangskode"
"USERNAME" : "Brugernavn"
"PASSWORD" : "/NX T — R
"USERNAME" : "1 —H —&"
"PASSWORD" : "Passwort"
"USERNAME" : "Nutzername"
"PASSWORD" : "Z#5"




"USERNAME": "R F&"
"PASSWORD" : "Mat khau"
"USERNAME" : "Tén dang nhap"
"PASSWORD" : "Wachtwoord"
"USERNAME" : "Gebruikersnaam"
"PASSWORD" : "&t="

"USERNAME" : "AFEX} O| "
"PASSWORD" : "Mot de passe"
"USERNAME" : "Nom d'utilisateur"
"PASSWORD" : "Contrasefia"
"USERNAME" : "Nombre de usuario"
"PASSWORD" : "Parola d'ordine"
"USERNAME" : "Nome utente"
"PASSWORD" : "Senha"
"USERNAME" : "Nome de usuario"”
"PASSWORD" : "naponb"
"USERNAME" : "nma nonb3osartena”
"PASSWORD" : "Losenord"




"USERNAME" : "Anvandarnamn"

"PASSWORD" : "Z 5"

"USERNAME" : "FAE&"
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com.yh104cajk.vsstyk.permission.JPUSH_MESSAGE AN Unknown Unknown permission from android reference
permission
android.permission.RECEIVE_USER_PRESENT Sl Unkn?)vv.n Unknown permission from android reference
permission
% [=1 7 \ét 1% N M =z 4|
android.permission WRITE_SETTINGS e | B R AR AR, BT AR A,
android.permission.SYSTEM_ALERT_WINDOW y[eX i ETRARRER AFNAREFERARERE . HENARER I UEEFNREDRF
android.permission. ACCESS_BACKGROUND_LOCATION yjex s BEaipiE AN AEFEESHPMIE
[N Hﬁ STavi [REN r*-‘ﬁ 2 = /HF0 AN /IE,Z\?:?\\ {m] NN <y N E\ﬁ N
android.permission ACCESS_LOCATION_EXTRA_COMMANDS | 1 fﬂéé%fﬁfg IR B REREFD S, BRNAREFJRESERTRTI GPS SEML
RIEERHSD EIRIVIRIE
android.permission.GET TASKS . MERIETTIETH AT ARFEREX SRNSLETHNESHER. JEATERNARER LN
P R O mmeE AR EMMARENALS
android.permission.INTERNET EE BECMEN AR BIERCIENEERT
. . N e g IR RERS AL BR, BN S SR E, LUAE AR BIEME (NRA) . R
android.permission.ACCESS_COARSE_LOCATION e HEE L PR B LU B S B By A B B
. . " KEHE (L HIEAMER FIINFH LN SIREMRA MR H, SRNBREFAIUERT
android.permission.ACCESS_FINE_LOCATION e (GPS) SRR (B H A S TN e B
android.permission. ACCESS_WIFI_STATE EE BEEWI-FIRS NFNBEFEERX Wi-Fi RESHER
android.permission. ACCESS_NETWORK_STATE & BEEMERE TR B EEIAMESHIRES
android.permission.CHANGE_WIFI_STATE E= BEAWI-FIRES VPR PR AN Wi-Fi NS, WECE R Wi-Fi (& #H1TERL
android.permission.CHANGE_NETWORK_STATE = BrIEIER: VPR TR BB B IR S
-
android.permission.READ_EXTERNAL_STORAGE e | PRONEERE |y mes T




S

. . " JREYERIEIRASAN AV R ERVERIETNEE. BB WANIRAVR A2 0] UAE L BBIER BIE S5
android.permission.READ_PHONE_STATE ek A HIE 512 IO R A0 T35 sk, I DL FF e 210
IRENAE B/ B . o g
android.permission.WRITE_EXTERNAL_STORAGE B | srmmbens SV FRAEFF S NINERTEE
android.permission.MANAGE_ACCOUNTS et BB TR VR B RAT AR P DA R L 2D S i E
android.permission.GET_ACCOUNTS j[eAis 5l g AFAIBK P ARSE R 53R
1R ZHRIS . =
android.permission.MODIFY_AUDIO_SETTINGS = ?ﬂz’“ B AN REF BB EMNSE, fINE S K H
android.permission.VIBRATE 8 EER MR AR ESIIRENEE
android.permission.CAMERA e R E AV AR AENERMNRG. XATN AR WEEN BN ERINE S
android.permission.BLUETOOTH = IR SRR AV FRAR R B B B I S R &
android.permission.BLUETOOTH_ADMIN EE BB VR R A A ECX 15 S8 &
[ -
android.permission.MOUNT_UNMOUNT_FILESYSTEMS Bka ;%ffﬂ]ﬁﬂ%z?ﬁ VTN BIEF NS ThiEE RS M E X RS
RIL
. . " IFEEBUR A EY TN ARFMNRGI NS EMBEX . XETEBAIE XEERFIMTA
android.permission.READ_LOGS e = BB B AR EA A SIS &
android.permission.MANAGE_DOCUMENTS a% JR TR AR R B IR I S AL A1 1R) 18 B 1 E A S e R 2R 9 — B8
android.hardware.camera.autofocus KA Unknown Unknown permission from android reference

permission




W A RE(E

FETN(ACTIVITY)

JBIS(INTENT)

com.yh104cajk.vsstyk.MainActivity

Schemes: com.yh104cajk.vsstyk://,
Hosts: data,
Path Prefixes: /openwith,

RER BMAPKREIFFE B, HIFEAFRERNER, BRBFRAEER.
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