iDeal 2.5.235.APK 9 #fiR4

AP 7 iDeal



(252F
CEZES
URLEZ=:
HRFE L ER:
7 BER:

ST

& XHER

cn.com.chinamoney.ideal.rmb

202455 8H

=] YA N 4


https://mogua.co/

X{44: iDeal_android_release.apk

AN 98.32MB

MD5{E: 564cba46f21311423ab13d5fc568ca7b

SHAT{E: 881351ad8e4b1c848a2424f43366ad99a226fff7

SHA256E: ddd97f61b1024c5f6b95e6ce7f6458d8e0bb9deb0500a13c4aa2faleb617edcc

1APP 58

App& #5: iDeal

B4: cn.com.chinamoney.ideal.rmb

FEEBDActivity: com.zhonghui.ZHChat.module.splash.SplashActivity
REhRA RN 2.5.235

ReEhRZ: 167
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vl &5: True

v2 %54 False

v3 &4 False

HEN 1 ADME—IED

& C=86, ST=beijing, L=beijing, O=ronglian, OU=ronglian, CN=rx

T RAEE: rsassa_pkes1vls

BXEAR: 2015-11-24 03:18:18+00:00

BRHAE: 2040-11-17 03:18:18+00:00

%17 A\ C=86, ST=beijing, L=beijing, O=ronglian, OU=ronglian, CN=rx

F%51]5: 0x4360789a

M# 8% sha256

md5{8: 756fee890e1e510a0b46a8b86640366€

sha1{&: 802bee30a6c756dcdc892743b3049b68d7da3b72

sha2561&: d17addcd5abb1445e9b641f423155d7d2d9631bd5834f83653ff8dffd86f63b4
sha512{&: 7f656b7dcf4783505bac8a8704d73ba8ce7af869d7f0bb19460576a6a1c766775655bf84b86904831e2521144d9ad0dfc814a4e840b98ecc5a55f863783e1d5b
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"Enter_ideal_password" : & \iDeal 53"

"Enter_password" : "B NEREE"

"Forget_Password" : ""SiC&hg"

"Forget_iDeal_Password" : "'siciDeal 5"

"Forget_pwd_hit" : " Fk[cliDeal® iy, EFREIAT. INCIKSEEBRARZZAZAZTR"

"Low_pwd_hip": "B R EFRRIK, BEMKE"

"Low_pwd_hip_note" : "i#B3: ZREiIXEE, BBRREASFEE"

"Re_enter_password" : " AN iDeal 2 h*"




"Username" : "BAF&Z"

"enter_fx_password" : "ERANINLIK S "

"enter_rmb_password" : "5 B K S 253"

"enter_your_password" : "5 \|HiDeal Z 5"

"ideal_fx_user" : "4NCiDeal FBF"

"ideal_idata_user" : "EfthpEA"

"ideal_rmb_user" : "AxmiDeal B/

"password" : "Zf3"

"please_agreement_user_private" : "i55tEE B AT YA RA TN

"private_agree" : "BEREHERiDeal l2FATMY"

"pwd_conPwd_incons" : "FIRBIANZRS R —E, IBEMBN"

"remove_user" : "MiIkRA A

"search_user": "B &/HHE"

"str_enter_origin_pwd" : "B NRZI"

"str_enter_verify_pwd" : "B NFIAZED"

"str_forget_password" : "&i2Zhg"
getrp

"str_modify_pwd" : "Bz 5"




"str_modify_pwd_fail" : "ERSMENRLK, EHEEER"

"str_origin_pwd" : "ERZZH3"

"str_passport_pwd" : "iDeal%H5: %s"

"str_pwd_rule" : "BRIMIUES-20 B EHF. FTESHHRFSAHE"

"str_reset_pwd_tips" : "i5ExRiDeal FXH 75 EEZE S <font color=#3897F1>4009787878-1

-1</font>"

i

"str_secret" : "{RZ"

"str_username" : "{EZ"

"str_verify_pwd" : "aiAZ D"

"str_verify_pwd_tips" : "B B AR, BEFBWA"

"Enter_ideal_password" : "}&#i \iDeal Z 3"

"Enter_password" : "B NS REE"

"Forget_Password" : "'Si2 223"

"Forget_iDeal_Password" : "SiciDeal Z#3"

"Forget_pwd_hit" : " Fk[cliDeal®tg, EHFRIEIAT. INCIKSHBBERAZZRAZTR"

"Low_pwd_hip" : "EHEIELEELRRE, BEMLE"

"Low_pwd_hip_note": "inBA: ZIRiEE, FERIEAERMEE"

"Re_enter_password" : "IEE/RiEINiDeal ZHS*"

"Username" : "FHR&Z"




"enter_fx_password" : "IEHANINLIK S "

"enter_rmb_password" : "IEHINAR R K S ZE3"

"enter_your_password" : "5\ |HiDeal&/3"

"ideal_fx_user" : "4NLCiDeal /"

"ideal_idata_user" : "EffE A"

"ideal_rmb_user" : "AsmiDeal HF"

"password" : "ZH3"

"please_agreement_user_private" : "IEZcEI R A F A Y AIBRAA MY

"pwd_conPwd_incons" : "FIRBINEZRS A —E, IBEMEAN"

"remove_user" : "MIEREF"

"search_user": "B &/MHEZ"

"str_enter_origin_pwd" : "iEHINRZHS"

"str_enter_verify_pwd" : "IERIAFIAZR"

"str_forget_password" : "ig 2"

"str_modify_pwd" : “EEEREG"

"str_modify_pwd_fail" : "ZRIENKM, EEEEIR"

"str_origin_pwd" : "[RZE 5"




"str_passport_pwd" : "iDealZ53: %s"

"str_pwd_rule" : "BIIMTIES-20( BB F. FRSHHRMFSHE"

"str_reset_pwd_tips" : "i5Ex RiDeal FXF M7 EE® RS <font color=#3897F1>4009787878-1-1</font>"

"str_verify_pwd" : "IfIAZHS"

"str_verify_pwd_tips" : "HIERSE A IR, BEHEMA"

"Enter_ideal_password" : "Enter password"

"Enter_password" : "Enter password"

"Forget_Password" : "Forget Password"

"Forget_iDeal_Password" : "Reset iDeal Password"

"Forget_pwd_hit" : "Please contact the customer service of the transaction system to find your RMB/FX password."

"Low_pwd_hip" : "Low password security level,please reset"

"Low_pwd_hip_note" : "Note: The password is relatively simple, please increase the complexity"

"Re_enter_password" : "Re-enter password"

"Username" : "Username"

"please_agreement_user_private" : "Please agree the user permission and privacy agreements."

"pwd_conPwd_incons" : "Passwords are inconsistent, please re-enter."

"str_reset_pwd_tips" : "Please contact iDeal FX administrator to reset password, contact 4009787878-1-1."




"enter_fx_password" : "Enter FX password"

"enter_rmb_password" : "Enter RMB password"

"enter_your_password" : "Enter your password"

"ideal_fx_user" : "iDeal FX User"

"ideal_idata_user" : "Other User"

"ideal_rmb_user" : "iDeal RMB User"

"remove_user" . "Remove"

"str_enter_origin_pwd" : "Enter current password"

"str_enter_verify_pwd" : "Enter the new password again"

"str_modify_pwd" : "Edit Password"

"str_modify_pwd_fail" : "Password modification failed. Please try again later."

"str_origin_pwd" : "Current Password"

"str_passport_pwd" : "iDeal Password: %s"

"str_pwd_rule" : "Letters, numbers, special characters are required (within 8-10 digits)."

"str_reset_pwd_tips" : "Please contact iDeal FX administrator to reset password, contact<font color=#3897F1>4009787878-1-1</font>"

"str_verify_pwd" : "Enter the new password again"

"str_verify_pwd_tips" : "Invalid new password, please re-enter."
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B Bugly lib/arm64-v8a/libBugly.so
#B1fBugly libBugly.so

HPEB LAl bl libDexHelper-x86.s0

BRER AR libDexHelper.so

i 5 =7SDK
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android.permission.FOREGROUND_SERVICE

H
B

AVFEHILN B2 Service.startForegrounds




cn.com.chinamoney.ideal.rmb.permission.RECEIVE_MSG Eval Unknown Unknown permission from android reference
permission
) . o Unknown o .
cn.com.chinamoney.ideal.rmb.permission.INCOMING_CALL A0 permission Unknown permission from android reference
. - s ERENE o . e
android.permission.MODIFY_AUDIO_SETTINGS EE . AN AEF R EMSE, fINE S K H
X
ETRAGRRE . .
android.permission.SYSTEM_ALERT_WINDOW j[eAis B TN BARERETRARERE . SENARER LIRS FHVNENR
. o Unknown o .
android.permission.SYSTEM_OVERLAY_WINDOW A0 permission Unknown permission from android reference
android.permission.VIBRATE E= AITER AV AEFE R IREIEE
android.permission.RECORD_AUDIO B | ®E AV BIRF D) SIMIC RS R
android.permission.INTERNET EE BECMEN AR AIERCIENEERT
android.permission. ACCESS_NETWORK_STATE EE BEEMERE TR AR EEMMEMESHIRES
android.permission.CHANGE_NETWORK_STATE EE BIAMLEIERE VFR FBAERE BB IE RS
android.permission. ACCESS_WIFI_STATE s EEWI-FURES RN AREFEERX Wi-Fi KEHEE
. - " FEERNENE .
android.permission.MOUNT_UNMOUNT_FILESYSTEMS fek s VN FREF AR BB R BN X RS
RIL
JRENAE /R
android.permission.WRITE_EXTERNAL_STORAGE e PRIMEBEAER AV RIER B NIMERTFE
g
android.permission.READ_EXTERNAL_STORAGE e | PROMEEE | e e ez

FEAE




android.permission.WAKE_LOCK = 75 L= F-AT R B VPR TR B L FALE N BB RS
. . .| IEEERIERES AV RIS ERVERIETNRE. BA IWANIRAYR A o] LUATE L BBIE R B IE S5
android.permission.READ_PHONE_STATE B asp 512 IR T T RN, TR S35
android.permission.GET TASKS P MERIEFEIET ATNARFRREXEANRIOETNESHNER. AIRRAITEENAEFR LI
P R S wmmes BXEMRAREIAAES
android.permission.REAL_GET_TASKS FR4EN Unknf)w.n Unknown permission from android reference
permission
V3R ERS ML . . . \
eIkl aLevi B FO R A A %ﬁ\‘ O L\t’é =t Eﬁ o
android.permission ACCESS_LOCATION_EXTRA_COMMANDS | % | BiRfiers ;ggfﬁ, f;ﬁﬁ@%hf,ﬁir%‘up o BEEERARSREERTIL GPs SLREME
%\ /AN S
android.permission.READ LOGS . EENEURBE AN ARFMNAR NS EHEE X . XETERBAIME XEERAFIEtA
P ' - R €= N—RR(E S, FEEE N AHRMAGER
andro|dperm|ss|onACCESS COARSE LOCAT'ON f@ﬁﬁ *H}'_:E{ﬁ iHrﬂ*H%Tﬁ%;}ﬁ,’fﬁuyD%%ﬁbM%%&?}%rﬁyLXE%I—Ej($E%E)\JEE‘IETH% (QD%E%) o %fj‘ll
- - RREFALUSRAERBEENARUE
. . .| EHEA HIEAMUER FIINFN LN RIREURA MR A, BRNARFAIUFERER
android.permission.ACCESS_FINE_LOCATION ek (GPS) W (R (B B A AT Bt e
android.permission.DISABLE_KEYGUARD = NERFARE, ATFNAEFEAT.
android.permission.CAMERA et | RRNRE& AV AR AATRERNRGR. AT ARFBEETMERN BRI ER
com.huawei.android.launcher.permission.CHANGE_BADGE = Eggiﬁié FERNFVHNBREFRBEHEG EE BTSN HE,
A 7N z
com.sec.android.provider.badge.permission.READ EE Eggzié = EFNHNAEF B EN BBt Eei#E,
A 7N z
com.sec.android.provider.badge.permission.WRITE EE ERAEER - = EFNHNAEF B ENF BB EEi#E,

Erapve:yiihhg e
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com.htc.launcher.permission.READ_SETTINGS EE A £ htc FHBIN AR BEEF L 2Bt M=,
EBAITEL
» W 2 F _ _ —. e s s
com.htc.launcher.permission.UPDATE_SHORTCUT E= Er_jﬁﬁ&ﬁi* 1F htc ENBN BRRREE BN B ro@slit s,
EEAT
android.permission.READ_APP_BADGE EE E;mﬁﬁ&ﬁi AN AR RN AR ERHE
com.sonymobile.home.permission.PROVIDER_INSERT_BADGE | & E?Eiﬁﬁé TR FNNEREFBoEN L B RdHli e E.
MIz/N z
» N 2 F _ _ — . NI,
com.sonyericsson.home.permission.BROADCAST_BADGE EE E?EEEW TEREFNNEREFBoEN L B RBi e E.
M2/ z
. ) Unknown - )
com.sonyericsson.home.action.UPDATE_BADGE Nl . Unknown permission from android reference
permission
. o Unknown o .
android.permission.ACCESS_DOWNLOAD_MANAGER RHN permission Unknown permission from android reference
android.permission. ACTIVITY_RECOGNITION et \ﬁﬁmﬁ&? VR BRRR IR B ATERD
avillE=gr el
VTR FBAE R 1P) 2K B 1L Rk a5 A EHE, XEEHHRESON S fth/ iR R E 8
android.permission.BODY_SENSORS . \fiﬁfiﬁ?%j%ﬁlﬂ%%% 2R BVEUE, B P R X e EE RN St RENE
IERAIETNES
) . o Unknown o .
cn.com.chinamoney.ideal.rmb.permission.MIPUSH_RECEIVE FH permission Unknown permission from android reference
android.permission.FLASHLIGHT EE | &HFBE AV BIZFATHIFEE
android.permission.NFC ER | =EHhEmsE AV BEFSIEHEE (NFC) 7%, FAIRRERHITERE
android.permission.CALL PHONE . BERITBIE AN ARFEZEETINER MRITRIESHE, TENAREFIERaSBHEN
P ' N = =g BEIEREEIZINTI, BER XTI AEFRITESEIESH
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FETN(ACTIVITY)

BIE(INTENT)

com.zhonghui.ZHChat.module.splash.OutsideEntranceActivity

Schemes: chinamoney://,
Hosts: ideal.chinamoney.com,
Ports: 8888,

Paths: /data,

com.zhonghui.ZHChat.module.share.ReceiverOutSideShareAcitivity

Schemes: file://, content://,

Mime Types: text/plain, application/pdf, application/vnd.ms-powerpoint, application/vnd.ms-excel,
application/msword, application/vnd.openxmlformats-officedocument.wordprocessingml.document,
application/vnd.openxmlformats-officedocument.presentationml.template,
application/vnd.openxmlformats-officedocument.presentationml.presentation,
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet,
application/vnd.openxmlformats-officedocument.spreadsheetml.template,
application/vnd.openxmlformats-officedocument.presentationml.slideshow,
application/vnd.openxmlformats-officedocument.wordprocessingml.template,

REH BIMAPKREFT S BchEm, FFEEMERNER, BRAFHRAEER,
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