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X{#4#: com.android.lixiangjinronh.apk

XK 19.1MB

MD5{E: 42e0a3f8b9edb34f768336cd2fe191bd

SHAT{E: 967dd843058f8b07b5b1f2b973b0b2569f9%1b3b

SHA2561E: 01ae37b46a9cee5907f122157eb7a3a2efa34ad42356fa117c095aed030546dc
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#4: com.android.lixiangjinronh

F;EBActivity: com.duoduoyingjidf.ui.activitys JDXFOACT
RERFHT:4.1.2

ReEhRZs: 52

A IRR LR

54 RSERES
IP:10.7.129.112
FRIBES: -

. s HX: -

l.open.t.sina.com.cn MFE _

#5[E: 0.000000
£2FE:0.000000

IP: 124.95.153.221
FREBEZR: China
#X: Liaoning
i Shenyang
$ERE: 41.792221
42[E:123.432877

render.alipay.com

IP:106.11.172.8
FREEZR: China
HIX: Zhejiang




cloudauth-dualstack.aliyuncs.com

#HiTH: Hangzhou
45 30.293650
42FE:120.161583

cn-shanghai-aliyun-cloudauth.oss-cn-shanghai.aliyuncs.com

IP: 140.206.110.66
FRIEEZ: China
#X: Shanghai
iH: Shanghai
45E:31.224333
42[E:121.468948

plus.google.com

IP:108.160.163.117

FREBEZR: United States of America
HX: California

I T: San Francisco
45E:37.775700

£2[E:-122.395203

c.y.qg.com

IP:116.128.171.220
EREBEZR: China
HX: Shanghai
tkth: Shanghai
45FE: 31.224333
£2[E:121.468948

mdc.html5.qg.com

IP:125.39.196.199
FRIEEZ: China
HX: Tianjin

tkh: Tianjin
4[F:39.142181
£2[E:117.176102

debugtbs.qg.com

IP: 60.29.240.122
FREEZR: China
#X: Tianjin
Ii: Tianjin
45E:39.142181
2E:117.176102




IP: 60.29.240.122
FRIEEZR: China
HX: Tianjin
tkT: Tianjin
£5[F:39.142181
£2[E:117.176102

debugx5.qg.com

IP:127.0.0.1
FREESR: -
HOEX: -

IiTh: -

#5E: 0.000000
#2F5:0.000000

jzlwjfanjzxcv.s3.ap-east-1.amazonaws.com

IP: 199.16.158.182

ERIEESR: United States of America
Hu[X: California

I : San Francisco

45[E: 37.773968

2[E:-122.410446

www.youtube.com

IP: 59.83.212.234
FRIEEZSR: China
HIX: Jiangsu
T Wuxi
#5E:31.569349
42[E:120.288788

y.gtimg.cn

IP: 220.197.30.65
FRIEEZSR: China
HIX: Jiangsu
IFiH: Nanjing
45[E:32.061668
42[E:118.777992

music.163.com

api.xiami.com ARG SEMIEER.

IP:60.28.172.238
FRIEEZ: China




cfg.imtt.qg.com

HIX: Tianjin

i Th: Tianjin
Y5E:39.142181
2[E:117.176102

h.xiami.com

RERSHHIERES.

pms.mb.qg.com

IP: 60.29.240.17
FRIEEZ: China
HIX: Tianjin
T Tianjin
45E:39.142181
42[E:117.176102

www.beizhuabao.com
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service.weibo.com

IP:123.125.107.14
FRIEEZ: China
HX: Beijing

tkth: Beijing

4 FE:39.907501
$2FE:116.397102

open.weibo.cn

[P:123.125.107.13
FRIEEZR: China
#X: Beijing

1 H: Beijing
#5:39.907501
£2[E:116.397102

y.qg.com

IP: 58.144.243.128
FREBEZR: China
HEX: Chonggqing
iHH: Chonggqing
$5E: 29.562780
£2[E:106.553101

IP: 59.82.44.22
FREEER: China




pop.yuncloudauth.com

#X: Shanghai
#Hh: Shanghai
45[E:31.224333
£2[EF:121.468948

nice800.com

IP:43.132.110.135
FRIEEZ: Hong Kong
#X: Hong Kong
iHih: Hong Kong
45 22.285521
£2[E:114.157692

tianshu.alicdn.com

IP:122.156.129.119
EREBEZ: China
HIX: Heilongjiang
tHth: Heihe

45E: 50.266670
£2[E: 127.466667

soft.tbs.imtt.qq.com

IP:119.167.147.86
FRIEEZ: China
HX: Shandong
tkth: Qingdao
4E:36.098610
£2F:120.371941

log.tbs.qg.com

IP: 124.95.224.248
FRIEEZ: China
HEX: Liaoning
i Shenyang
YERE: 41.792221
43[EF:123.432877

schemas.android.com

RERSHHIERES.

cloudauth-dualstack.cn-beijing.aliyuncs.com

IP:39.97.154.8
FRIEEZ: China
HIX: Zhejiang
¥ Hangzhou




45F:30.293650
42FE:120.161583

android.bugly.qqg.com

IP: 124.95.225.169
FRIEEZR: China
#X: Liaoning
i Shenyang
YERE: 41.792221
43[EF:123.432877

mxncvjkhkaherwgq.oss-accelerate.aliyuncs.com

IP:39.107.134.21
FREBEZR: China
HIX: Zhejiang
#HiTH: Hangzhou
#5E:30.293650
£2[E:120.161583

android-donwload.oss-cn-hangzhou.aliyuncs.com

IP:101.67.62.58
FRIEEZ: China
HIX: Zhejiang
I: Huzhou
£5E:30.870550
42JE:120.093300

accounts.google.com

IP: 173.194.203.84

FREBEIZR: United States of America
H[X: California

i Mountain View

45FE: 37.405991

£2[E:-122.078514

cloudauth.aliyuncs.com

IP: 59.82.44.22
FRIEEZ: China
HX: Shanghai
tkth: Shanghai
4[F:31.224333
$2FE:121.468948

IP: 203.119.145.40
FRIEER: China




acs.m.xiami.com

HEX: Beijing
kT Beijing
#5E:39.907501
£2[E:116.397102

github.com

IP: 20.205.243.166
FREEZ: Singapore
#X: Singapore
Hith: Singapore
45[E: 1.289987
£2/F:103.850281

u.y.qg.com

IP:220.194.111.241
FRIEEZ: China
HIX: Tianjin

T Tianjin
45E:39.142181
2[E:117.176102

mgw.mpaas.cn-hangzhou.aliyuncs.com

IP:47.118.168.189
FRIEEZSR: China
HIX: Zhejiang
tfkth: Hangzhou
£5[E: 30.293650
£2[E:120.161583

auth.yunverify.com

IP: 59.82.44.22
FRIEEZ: China
HX: Shanghai
tkth: Shanghai
4[F:31.224333
$2FE:121.468948

xml.apache.org

IP:151.101.2.132

FRIBEZR: United States of America
HX: California

I : San Francisco
4[E:37.775700

£2[E:-122.395203




ijljlkjzxcv-1324028813.cos.ap-guangzhou.myqcloud.com

IP: 36.248.13.185
FREEZR: China
HEX: Fujian

kth: Fuzhou
45 26.061390
#2F5:119.306107

feross.org

IP:50.116.11.184

FREBEZR: United States of America
HIX: California

s Fremont

45FE: 37.548271

42[E:-121.988571

cloudauth.cn-beijing.aliyuncs.com

IP:39.97.154.134
FREBEZR: China
HIX: Zhejiang
#Hih: Hangzhou
#5E:30.293650
£2[E:120.161583

WWWw.Xiami.com

IP: 59.82.31.244
FRIEEZ: China
HIX: Zhejiang
T Hangzhou
#5[E:30.293650
£2[E:120.161583
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http://schemas.android.com/apk/res/android

b/h/f/d/g.java

https://mgw.mpaas.cn-hangzhou.aliyuncs.com

com/alipay/alipaysecuritysdk/common/config/Configuration.java




https://render.alipay.com/p/f/fd-j89yjja/index.html

com/dtf/face/config/NavigatePage.java

https://cloudauth-dualstack.aliyuncs.com

com/dtf/face/api/DTFacadeExt.java

https://cloudauth.aliyuncs.com

com/dtf/face/api/DTFacadeExt.java

https://cloudauth-dualstack.cn-beijing.aliyuncs.com

com/dtf/face/api/DTFacadeExt.java

https://cloudauth.cn-beijing.aliyuncs.com

com/dtf/face/api/DTFacadeExt.java

https://auth.yunverify.com

com/dtf/face/api/DTFacadeExt.java

https://pop.yuncloudauth.com

com/dtf/face/api/DTFacadeExt.java

http://xml.apache.org/xslt

com/blankj/utilcode/util/LogUtils.java

https://nice800.com

com/duoduoyingjidf/ui/activitys/MT7ACT .java

https://nice800.com/

com/duoduoyingjidf/ui/activitys/MT10ACT java

http://debugtbs.qg.com

com/tencent/smtt/sdk/WebView.java

http://debugx5.qq.com

com/tencent/smtt/sdk/WebView.java

http://debugtbs.qg.com?10000\

com/tencent/smtt/sdk/WebView.java

https://service.weibo.com/share/mobilesdk.php

com/sina/weibo/sdk/web/WebActivity.java

https://open.weibo.cn/oauth2/authorize?

com/sina/weibo/sdk/web/WebActivity.java

https://cn-shanghai-aliyun-cloudauth.oss-cn-shanghai.aliyuncs.com/model/toyger.face.dat

d/h/a/n/k.java

https://tianshu.alicdn.com/7504f3f0-aca8-4636-b486-e396559d3efb.png

d/h/a/n/k.java




https://android-donwload.oss-cn-hangzhou.aliyuncs.com/domai0dsfnName/5100sdfh0635.text/ d/i/b/d/a/d.java
https://mxncvjkhkaherwq.oss-accelerate.aliyuncs.com d/i/b/d/ale.java
https://ijljlkjzxcv-1324028813.cos.ap-guangzhou.myqcloud.com d/i/b/d/ale java
https://jzlwjfanjzxcv.s3.ap-east-1.amazonaws.com d/i/b/d/ale java
http://www.beizhuabao.com d/i/b/d/a/a.java
http://www.beizhuabao.com d/i/b/d/a/b.java

https://plus.google.com/

d/I/a/c/c/k/s1.java

https://accounts.google.com/o/oauth2/revoke?token= d/l/a/c/alale/c/f java
http://schemas.android.com/apk/res-auto d/I/a/d/v/a.java
http://www.youtube.com/watch?v= d/o/ali/b/a.java
https://www.youtube.com d/o/al/i/a/d/a.java
https://www.youtube.com d/o/ali/alf/a.java
https://service.weibo.com/share/mobilesdk.php d/r/a/ali/c/d java
https://service.weibo.com/share/mobilesdk_uppic.php d/r/a/a/a/d.java
http://i.open.t.sina.com.cn/mobilesdk/sendmessage.php d/r/a/a/a/c.java
https://android.bugly.qq.com/rqd/async d/s/a/d/a/b/a.java
http://pms.mb.qq.com/rsp204 d/s/b/b/w.java
http://mdc.html5.qg.com/mh?channel_id=50079&u= d/s/b/b/p/e.java




http://log.tbs.qg.com/ajax?c=pu&v=28&k= d/s/b/c/w.java
http://log.tbs.qq.com/ajax?c=pu&tk= d/s/b/c/w.java
http://log.tbs.qq.com/ajax?c=d|&k= d/s/b/c/w.java
http://cfg.imtt.qq.com/tbs?v=2&mk= d/s/b/c/w.java
http://log.tbs.qq.com/ajax?c=ul&v=28&k= d/s/b/c/w.java
http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs d/s/b/c/m.java

https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0

io/reactivex/exceptions/UndeliverableException.java

https://github.com/ReactiveX/RxJava/wiki/Error-Handling

io/reactivex/exceptions/OnErrorNotimplementedException.java

https://render.alipay.com/p/yuyan/180020010001208736/aliyunFacewelcome.html
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https://github.com/crypto-browserify/crypto-browserify
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https://music.163.com/

BV25 |2

http://music.163.com/discover

RNV25| %

http://music.163.com

EINV25|%

https://y.gtimg.cn/music/photo_new/T002R300x300M000
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https://y.qq.com/n/yqq/song/
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http://y.gtimg.cn/music/photo_new/T001R300x300M000
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https://c.y.qq.com/v8/fcg-bin/fcg_v8_album_info_cp.fcg
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https://github.com/indutny/elliptic/issues

V23| %

https://github.com/indutny/elliptic

ENV25|%

https://www.xiami.com/song/

BV25 |2

https://c.y.qg.com

RIV25 %

https://y.qq.com/portal/player.html
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https://u.y.qg.com
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http://acs.m.xiami.com/h5

ENV25|%

http://api.xiami.com
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http://h.xiami.com/ HENV25 %
https://music.163.com BENV25 %
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vl % &: False

v2 & True

v3 & False

HEN ADE—IED

F & C=hslvkdkztkapk, ST=uppjmpsmthlsi, L=euaxvjukeaamv, O=ckt1747561005683, OU=dpp1747561005683, CN=TG@apken888
T2 E%: rsassa_pkes1vils

BXEIR: 2025-05-18 09:36:45+00:00

BIHEAZE: 2075-05-06 09:36:45+00:00

%13 A C=hslvkdkztkapk, ST=uppjmpsmthisi, L=euaxvjukeaamv, O=ckt1747561005683, OU=dpp1747561005683, CN=TG@apken888
515 0xalab221

a8 A shat

md5{&: a24a5d7dd6adb1bf9a6c7¢153e6b09b0

shal{g: 17d19c27b96358cdfe8c6bccad877f1f10550494

sha2561&: 71ab5171de9889a058652818d71c8907785b55297474239198daee40a6f5d15d

sha5121&: 2be7f8dd57fca06546321e60ca211a732f6003450937951bc2a00eea2c6022decfc163df2e7cb75f62d82e99c62a0295ce87balba3e99f565fe1d09528f4366b
NEAF L rsa

BRKE: 1024
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"agreee_user" : "IBItRIRFFAIEHF X"

"check_gesture_pwd" : "I0iF FHE 3"

"check_login_pwd" : "IIFE REE"

"dear_user" : "SI A"

"find_pwd" : " [E]Z 5"

"gesture_pwd" : "FHEZFL"

"has_authd" : "BE#&4Y"

"info_auth_fee": " 2IAIEZR ;"

"info_auth_fee2" : " BIAIEE"

"input_orgin_pwd" : "i&ig N\ R 2"

"input_pwd" : "B NI IERS"

"input_pwd_number" : "IERAFTEIE(6- 16 FFFAES)"

"modify_pwd" : &2 "

"ple_agree_auth_agreement" : "B 5B E RS AR

"ple_input_service_pwd" : "IEHIARS EHID"

"real_auth" : "SEZIAIE"

"reset_service_pwd" : "E B RS FH"

"service_pwd" : "fRS ;"




"to_authorize" : "EIZAX"

"user" : "FAF"
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android.permission. ACCESS_WIFI_STATE

BEWI-FURE

RFNBRFEEEX Wi-Fi REHER

android.permission.CHANGE_WIFI_STATE = BIWI-FIRES SOV FRAR SR AR T Wi-Fi B2\ = FEBCE B Wi-Fi PZ8#H1TEEE
. . n BV EBIERAS ] VTR ARG BIETRE. BB AR AR Al LUAE L BIENBIE S
android.permission.READ_PHONE_STATE feba 545 HFE5I2 M0 b SR RS S0 B RS 215
android.permission.WRITE_EXTERNAL_STORAGE e 1*%2/1"?&/@5? VN TR B NI
HNERTFREAR

VN ARFEEFN L FENEBERA (i) #uB. SENAREIUERT
android.permission.WRITE_CONTACTS Bk 5NEBRAHUR S SR R B 2\ 2R

VTR AR EEETF L FEENMERAA (i) 8. BRENAERILUE
android.permission.READ_CONTACTS yetiva IREVEX R AZUR A R B 4 E A

VRN AR IR B M R A ALK = FAS HE. BEMNARFARERR

android permission.READ_SMS . R fnlicriﬁﬁfrf?ﬁ)zml%E BIFANZL SIM £ E89 SMS 75 BN ARRFRRERIR

BEREER
android.permission.CAMERA et REBMRE VTR AR AENRERAREG. XA AR WERNENERNER
andrOIdpermISSIonWRITE_CALL_LOG ﬁjlzﬁ ﬁi@@ﬁﬁfﬁgg)\ (1@7[::1;:%HY) ﬁﬁ)tl%g E'FS?&TEO
android.permission.READ_CALL_LOG Ao AN AR A A EERE
android.permission. ACCESS_NETWORK_STATE EE EEMERS AN RRFEEREMEIRE
android.permission.READ_EXTERNAL_STORAGE e ;g%“wﬁ%ﬁ YFR FARERE MIMNEBTZ % 132EN
android.permission.RECORD_AUDIO ek RE SN BRI D) EIMIE RS 1E
android.permission.CHANGE_NETWORK_STATE & RS IERE VPN AR RS IE RS o
android.permission.REQUEST_INSTALL_PACKAGES pre | VTURRFE | e mrem el R AR AR S R T R,




android.permission.FOREGROUND_SERVICE = I EFL AR Service.startForeground,
) o Unknown o .
android.permission.READ_MEDIA_VISUAL_USER_SELECTED RH permission Unknown permission from android reference
) o Unknown o .
android.permission.READ_MEDIA_IMAGES Eal L Unknown permission from android reference
permission
) o Unknown o .
android.permission.READ_MEDIA_VIDEO Eal L Unknown permission from android reference
permission
) o Unknown o .
android.permission.READ_MEDIA_AUDIO Eal permission Unknown permission from android reference
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