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MD5&: 3dd12abc3f208b16e62d1ed7734ee73d
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SHA2561E: 45346e057e9ec1a49e93b779247f68998eac4853956feaaf7d47e036aa988f53
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App##R: UangKaya

% com.UangKaya.hotpot

FEBDActivity: com.UangKaya.hotpot.activity.StartActivity
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IP:34.120.160.131

FRIZEZ: United States of America
HX: Missouri

i@ Kansas City

#E:39.099731
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uangkaya.firebaseio.com

IP: 147.139.196.140
FRIBEZ: Indonesia
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i Jakarta
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uangkaya.id
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play.google.com
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¥i: Mountain View
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http://testapi.id.jiaozifin.com:88/

com/UangKaya/hotpot/FunApplication.java

https://api.bahagiasejahtera.com

com/UangKaya/hotpot/FunApplication.java

http://192.168.0.222:8000/

com/UangKaya/hotpot/FunApplication.java

https://app.bahagiasejahtera.com

com/UangKaya/hotpot/FunApplication.java

https://play.google.com/store/apps/details?id=

com/UangKaya/hotpot/FunApplication.java

http://uangkaya.id/app/uangkaya/PrivacyPolicy.html

com/UangKaya/hotpot/Constants.java

https://uangkaya.firebaseio.com

Mogua Engine V1
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lib/armeabi-v7a/libaailiveness_v1.2.0.so
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lib/armeabi-v7a/libaailiveness_v1.2.0.so

http://%s-%s/%s

lib/armeabi-v7a/libaailiveness_v1.2.0.s0

http://pre-staging-%s-%s/%s

lib/armeabi-v7a/libaailiveness_v1.2.0.so
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lib/arm64-v8a/libaailiveness_v1.2.0.so
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lib/arm64-v8a/libaailiveness_v1.2.0.s0
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N BRFELRER

HpFEI it

FRTESC{F
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15552000000 com/UangKaya/hotpot/util/HistoryUtil.java

15552000000 com/UangKaya/hotpot/util/SMSUTtil.java




% ZRIET

APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: CN=Android Debug, O=Android, C=US

Signature Algorithm: rsassa_pkcs1v15

Valid From: 2019-05-03 07:45:34+00:00

Valid To: 2049-04-25 07:45:34+00:00

Issuer: CN=Android Debug, O=Android, C=US

Serial Number: 0x1

Hash Algorithm: sha1

md5: fafe9faeb43bf75255c60c888db53e85

shal: 6b0ce0566791c74af4944fae0d81a927c0b3654e

sha256: 669f1401f5fcaac1c4dcc7a016768adfd9c64bf45618d94aff1da93b68ace9f2
sha512: 0b25cb73d6a55346a59e21f934500190b3f2d0f8bc21b50e19911313ecc528080cda149353e68aacdfe61b124b1d14630adadbeab3375fbaOba7d0f4140c03b0
PublicKey Algorithm: rsa

Bit Size: 1024

Fingerprint: f4f3ea875d25f9e0af59cdbadf8d12b8a9577ba7878eea336cd7ecd0b253d4ad
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"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above."

"firebase_database_url" : "https://uangkaya.firebaseio.com"

"google_api_key" : "AlzaSyAccCSBCSMF1BOUGjjYXWeHawio2KzpBeY"

"google_crash_reporting_api_key" : "AlzaSyAccCSBCSMF1BOUGjjYXWeHawio2KzpBeY"

"liveness_auth_check" : "Please Wait"




"liveness_failed_reason_auth_failed" : "Authorization failed, please check network"

"liveness_auth_check" : "J&Ef4E"

"liveness_failed_reason_auth_failed" : "{Ei LN, BREMLR"

"liveness_auth_check" : "Mohon Tunggu"

"liveness_failed_reason_auth_failed" : "Otorisasi gagal, mohon cek jaringan Anda"

"liveness_auth_check" : "Tusasadnag"

"liveness_failed_reason_auth_failed" : "n1sausnfianinaingauinsiadauiasacdng”

"liveness_auth_check" : "guaT Heflam aw"

"liveness_failed_reason_auth_failed" : "STfe&reur fawhet T, U Aead i

"liveness_auth_check" : "Xin vui long doi"

"liveness_failed_reason_auth_failed" : "Uy quyén khéng thanh cng, xin vui long kim tra két ndi mang"

"com_facebook_device_auth_instructions" : "Ga til <b>facebook.com/device</b> og indtast koden, som er vist ovenfor."

"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>(C 77t XL T. EOOA—RZAAL T T L "

"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> '3 fefrre 573 3 GUg &3 I3 § Ty 791"

"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> et Limfeneuudl (), CoGe st il L @dlui e 2 erefleayb."

"com_facebook_device_auth_instructions" : "Ga til <b>facebook.com/device</b> og skriv inn koden som vises over."

"com_facebook_device_auth_instructions" : "Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di atas."




“coOm_raCcepooK_aevice_autn_instructions™ :

“Gene zu <p>TacepookK.com/aevice</p> una gio aen oben angezeigien Loae ein.”

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b>9 $30658)00 IHID B30 80 $330°¢%0 BoHod."

"com_facebook_device_auth_instructions" :

"Besoek <b>facebook.com/device</b> en voer die kode wat hierbo gewys word, in."

"com_facebook_device_auth_instructions" :

Uit <b>facebook.com/device</b> w§rilausiaitsingdiuans"

"com_facebook_device_auth_instructions" :

"Siirry osoitteeseen <b>facebook.com/device</b> ja anna oheinen koodi."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> TR fafSte o 3R HWR fegrr T Bre €6

"com_facebook_device_auth_instructions" :

"Truy cap <b>facebook.com/device</b>va nhap ma dugc hién thj bén trén."

"com_facebook_device_auth_instructions" :

"Navstivte stranku <b>facebook.com/device</b> a zadajte kod zobrazeny vyssie."

"com_facebook_device_auth_instructions" :

"Mnyatvete otn dtevBuvaon <b>facebook.com/device</b> kal eLoaydyete TOV TIAPATIAVW KWSELKO."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> qumdudlal goel@d @oemlal@lesm edoo m@ed:."

"com_facebook_device_auth_instructions" :

"Ga naar <b>facebook.com/device</b> en voer de bovenstaande code in."

"com_facebook_device_auth_instructions" :

"Odwiedz strone <b>facebook.com/device</b> i wprowadz powyzszy kod."

"com_facebook_device_auth_instructions" :

"Puntahan ang <b>facebook.com/device</b> at ilagay ang code na ipinapakita sa itaas."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> (wF €I T (AT (FIGHCE £ FAI

"com_facebook_device_auth_instructions" :

"Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di bawah ini."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> 7§ z3et3 Qe S0P [oeet LD FeE® PO BROPDR."

"com_facebook_device_auth_instructions" :

"<p>facebook.com/device</b>0| 225t ¢ ZEES QSHAR."

"com_facebook_device_auth_instructions" :

"Viziteaza <b>facebook.com/device</b> si introdu codul de mai sus."




"com_facebook_device_auth_instructions"

"8, 3 Juaas <b>facebook.com/device</b> oMel piogall joJl J5)s."

"com_facebook_device_auth_instructions" :

"Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessus."

"com_facebook_device_auth_instructions" :

"Posjetitw <b>facebook.com/device</b> i unesite gore prikazani kéd."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> 9 &1 30 Al Ple UfIE 1"

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b> adresine git ve yukarida gosterilen kodu gir."

"com_facebook_device_auth_instructions" :

"Prejdéte na <b>facebook.com/device</b> a zadejte nahore uvedeny kod."

"com_facebook_device_auth_instructions" :

"Ve a <b>facebook.com/device</b> e ingresa el c6digo que se muestra arriba."

"com_facebook_device_auth_instructions" :

"Lawati <b>facebook.com/device</b> dan masukkan kod yang ditunjukkan di atas."

"com_facebook_device_auth_instructions" :

"Visita <b>facebook.com/device</b> e inserisci il codice mostrato qui sotto."

"com_facebook_device_auth_instructions" :

"Acesse <b>facebook.com/device</b> e insira o c6digo mostrado acima."

"com_facebook_device_auth_instructions" :

"<b>facebook.com/device</b&gt <l yasid d; 2151 Buz 24dl Sls evid sA."

"com_facebook_device_auth_instructions" :

"Keresd fel a <b>facebook.com/device</b> cimet, és ird be a fent megjelenitett kédot."

"com_facebook_device_auth_instructions" :

"OTkporite <b>facebook.com/device</b> 1 BBeagnTe KoZ, NOKasaHHbIA BbILLe."

"com_facebook_device_auth_instructions" :

"Ga till <b>facebook.com/device</b> och skriv in koden som visas ovan."

"com_facebook_device_auth_instructions" :

"NMam>1a 1727 v facebook.com/device</b&gt n'7yn'7 axmn Tz NX 71"

"com_facebook_device_auth_instructions" :

"Accédez a <b>facebook.com/device</b> et entrez le code affiché ci-dessus."

"com_facebook_device_auth_instructions" :

"BifE<b>facebook.com/device</b&gt, N _E75FERAIHE, "

"com_facebook_device_auth_instructions" :

"J&if18)<b>facebook.com/device</b>Fti A\ LL_FISIFR, "




"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e introduce el codigo que se muestra mas arriba."

"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e insere o c6digo apresentado abaixo."

"com_facebook_device_auth_instructions" : "gif¥<b>facebook.com/device</b&gt, N 5B RIS, "
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android.permission.INTERNET IE BERRIEEN SR AR RS R T
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android.permission.READ_CONTACTS o | e FIEF Al SIS OV BUE R XA EA A
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android.permission.READ_PHONE_STATE o | aASH A ST RIS WO R AN T AR, S OFE I S
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. . & NN I IERERE (L B, BN shLS S04, LIRE AR BIEE (IR
android.permission.ACCESS_COARSE_LOCATION o AL SR . R ER R O LU R R A B
android.permission.FOREGROUND_SERVICE ;t, ST B T2 2 Service.startForegrounds
N
android.permission.READ_EXTERNAL_STORAGE f‘E }%géé;;fﬁ TN FBIEE MINEB {215 EN
. EEERY
android.permission.WRITE_EXTERNAL_STORAGE i fERIMERTE YRR AR B NI
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android.permission. CAMERA fzj\ R TR VN AR AN AARMR . XA BREF WEAEY BN EE
i HEE
_ *x Unknown . .
android.hardware.camera.autofocus o Unknown permission from android reference
Al permission
e . *x Unknown . .
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE o Unknown permission from android reference
Al permission
android.permission.READ_CALL_LOG ff AN ARFEIAFNEEEE

v




android.permission.WRITE_CALL_LOG & AFNARFEN (BREE) AFRSEHERE.
&
android.permission.READ SMS & NS EA ==Y SR TR R EVEAETE EBIFANE SIM £ £ SMS THR. EEMN
P ' - v} ¥ AR PIRERREENNEER
- VTR AR
android.permission.REQUEST_INSTALL_PACKAGES Bi FiEREE ERN AR UF AT RSP L MR R,
| s
. . IE BEEMLER . N .
android.permission.ACCESS_NETWORK_STATE ” VPN RIZFEETEMEIVRES
B
android.permission.WAKE_LOCK ;E E{éﬂ:?ﬂ # SR FRAR I L T N BEERARAS
=]
com.google.android.c2dm.permission.RECEIVE x C2DM #R RN E BB EBHIR

B N FAREE

FETN(ACTIVITY)

B{S(INTENT)

com.UangKaya.hotpot.activity.StartActivity

Schemes: app://,

Hosts: supplement.vn,

com.facebook.CustomTabActivity

Schemes: @string/fb_login_protocol_scheme://, fbconnect://,

Hosts: cct.com.UangKaya.hotpot,
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