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{§4: Pikashow.APK

SC{EFCN: 16.38MB

MD5{E: 39513824abe081261fc6f7b29c311aaa

SHA{&: 01c8720dd45154520e7ab922a0ab3b0c191dd529

SHA256{E: 39eeb95059edadedd820a58ee53599d93e21b8f683521df26369dd64fa7285f2
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App& #5: Pikashow

#14: com.offshore.pikachu

FiERActivity: com.offshore.pikachu.view.Splash
REREHTF:10.8.2

R eAhRs: 82
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issuetracker.google.com

IP:172.217.163.46

EREESR: United States of America
X California

T Mountain View

45[E: 37.405991

£2FE:-122.078514

play.google.com

IP: 142.251.42.238

ERBEIZ: United States of America
X California

T Mountain View

4 37.405991

£2FE:-122.078514

firebase.google.com

IP: 142.251.43.14
FREEZR: United States of America
H[X: California




I Mountain View
45 37.405991
42FE:-122.078514

plus.google.com

IP: 69.63.180.173

FRBEIZ: United States of America
HBX: California

iE™: Menlo Park

4% E: 37.436935

£2FE:-122.193604

ns.adobe.com

RAERSHFHIEEE.

offshore1play.firebaseio.com

IP:34.120.206.254

FREER: United States of America
HX: Missouri

IkTh: Kansas City

45 39.099731

£2[E:-94.578568

schemas.android.com

RAEMRSBIIEER.

WWW.W3.0rg

IP: 104.18.22.19

ERBEIZ: United States of America
HX: California

I San Francisco

45 37.775700

£2FE:-122.395203

awsindstream.com

IP:213.183.62.122
FRIEEZ: Bulgaria
H[X: Sofia (stolitsa)
kTh: Sofia

45E: 42.697510
£2F:23.324150

www.google.com

IP: 59.188.250.54
FREEZR: Hong Kong
HIX: Hong Kong




i#h: Hong Kong
45 22.285521
42FE:114.157692

google.com

IP:172.217.163.46

FRBEIZ: United States of America
H[X: California

IET: Mountain View

4FE: 37.405991

£2FE:-122.078514

uptostream.com

IP: 104.26.11.35

FRBEIZ: United States of America
HX: California

T San Francisco
4FE:37.775700

£2F:-122.395203

exoplayer.dev

IP:185.199.108.153

FRIBEEIZR: United States of America
HIX: Pennsylvania

tfth: California

45FE: 40.065647

42[E:-79.891724

firebase-settings.crashlytics.com

IP: 58.254.149.226
FRIEEZ: China
HIX: Guangdong
i Yunfu

45[E: 22.930559
£2FE:112.037300

www.dailymotion.com

IP:157.240.17.41
FRIBEIZ: Switzerland
H[X: Zurich

gTh: Zurich

Y55 47.366825
£2[E:8.549790




app-measurement.com

IP: 58.254.137.161
EREEZ: China
HX: Guangdong
tH: Yunfu

45FE: 22.930559
£2FE:112.037300

goo.gl

IP:172.217.163.46

FREER: United States of America
HIX: California

i Mountain View

45FE: 37.405991

£2FE:-122.078514

www.googleadservices.com

IP: 58.254.137.166
FRIBEZ: China
#X: Guangdong
T Yunfu

#5RE: 22.930559
£2[£:112.037300

onesignal.com

IP: 104.18.214.59

ERBEIZ: United States of America
X California

I San Francisco

45 37.775700

£2FE:-122.395203

dashif.org

IP: 185.199.109.153

FRBEIZ: United States of America
HIX: Pennsylvania

T California

45FE: 40.065647

$2FE:-79.891724

rest.opensubtitles.org

IP:172.64.193.8

FRIBEIZR: United States of America
H[X: California

tfth: San Francisco

455 37.775700




42[E:-122.395203

aomedia.org

IP:185.199.111.153

FREESR: United States of America
MX: Pennsylvania

tfth: California

4 40.065647

£2[E:-79.891724

schemas.microsoft.com

IP:13.107.213.74

FRIBEZR: United States of America
HX: Washington

s Redmond

45[E: 47.682899

£2FE:-122.120903

api.onesignal.com

IP: 104.18.215.59

ERBEIZ: United States of America
X California

I San Francisco

4 37.775700

£2FE:-122.395203

developer.apple.com

IP: 17.253.85.203
FREEZR: Hong Kong
HIX: Hong Kong
i Hong Kong
45[E: 22.285521
£2[E:114.157692

pagead2.googlesyndication.com

IP: 58.254.149.166
FREBEZ: China
HIX: Guangdong
i Yunfu

45FE: 22.930559
42JE:112.037300

IP: 20.205.243.166
FRIEEZSR: Singapore




github.com

HX: Singapore
i#h: Singapore
4EFE: 1.289987
£2[E:103.850281

pro.ip-api.com

IP: 18.162.49.53
FRIEEIZR: Hong Kong
#X: Hong Kong
i Hong Kong
4F: 22.285521
£2E:114.157692

& URLEE R

URLIER UrIFRTEXX ¥

https://aomedia.org/emsg/ID3 defpackage/ab0.java
https://developer.apple.com/streaming/emsg-id3 defpackage/ab0.java
https://firebase.google.com/support/privacy/init-options. defpackage/aj0.java
https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps defpackage/b04.java

http://ns.adobe.com/xap/1.0/

defpackage/d31.java

https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 defpackage/ef3.java
https://uptostream.com/api/streaming/source/get?token=&file_code= defpackage/eg3.java
http://ns.adobe.com/xap/1.0/Au0000 defpackage/ec0.java
http://www.w3.org/ns/ttml defpackage/fc3.java




https://app-measurement.com/a

defpackage/hl4.java

http://.

defpackage/ij2.java

https://exoplayer.dev/issues/cleartext-not-permitted

defpackage/iu0.java

https://google.com/search? defpackage/kz4.java
https://www.dailymotion.com/embed/video/ defpackage/mr.java
https://app-measurement.com/a defpackage/ng5.java
http://schemas.android.com/apk/res/android defpackage/oe3.java
https://play.google.com/store/apps/details?id= defpackage/ow0.java
https://goo.gl/J1sWQy defpackage/pl4.java
http://dashif.org/guidelines/last-segment-number defpackage/qr.java
http://dashif.org/guidelines/trickmode defpackage/qr.java
https://www.google.com defpackage/qz4.java
https://pro.ip-api.com/json?fields=2181826&key=bfZaACAMusW]u]) defpackage/sq3.java
https://goo.gl/NAOOOI. defpackage/ta5.java
https://goo.gl/NAOOOI defpackage/ta5.java
https://www.googleadservices.com/pagead/conversion/app/deeplink? defpackage/tas java

id_type=adid&sdk_version=%s&rdid=%s&bundleid=%s&retry=%s

https://exoplayer.dev/issues/player-accessed-on-wrong-thread

defpackage/td0.java




https://firebase.google.com/support/guides/disable-analytics defpackage/tl4.java
http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense defpackage/tu0.java
https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/%s/settings defpackage/tu2.java
https://github.com/ReactiveX/RxJava/wiki/Plugins defpackage/tw2.java

https://google.com defpackage/vf0.java
https://plus.google.com/ defpackage/wq5.java
https://issuetracker.google.com/issues/new?component=413107&template=1096568 defpackage/y3.java

https://x</LA_URL> defpackage/ym0.java

https://x defpackage/ymo0.java
https://github.com/ReactiveX/RxJava/wiki/Error-Handling defpackage/zw1.java
https://rest.opensubtitles.org/search com/masterwok/opensubtitlesandroid/OpenSubtitlesUrl|Builder.java
https://awsindstream.com com/offshore/pikachu/view/Embed.java
https://onesignal.com/android_frame.html com/onesignal/Kkkkkkkkkkkkk.java
https://api.onesignal.com/ com/onesignal/Kkkkkkkkk.java
http://%s:%d%s com/p2pengine/sdk/AbsProxy.java
https://offshore1play.firebaseio.com Mogua Engine V1
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HpFEI L FRTESC{F

u0013android@android.com0

u0013android@android.com defpackage/cz4.java

S FHINEE

FNS FRTESC{F

17512775099 defpackage/b9.java

15552000000 defpackage/tz4.java
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vl &B&: True

v2 & True

v3 & False

HE 1 AME—IED

E7: C=44, ST=London, L=UK, O=Android, OU=Android, CN=Sam Jeo

T2 E%: rsassa_pkes1vils

BREIR: 2021-05-22 12:52:33+00:00

BIEAZE: 2046-05-16 12:52:33+00:00

&17 A\ C=44, ST=London, L=UK, O=Android, OU=Android, CN=Sam Jeo

515 0x2ac58556

M7 &% sha256

md51&: 0f2607dd87141a1429¢1926d76427aa0

sha1{&: 290636e9063ad03b85d043ffddec37cf714e9121

sha2561&: 1c6462e89bf1f6545535e437948d8ea78c9714ab1fe03f1ac9celef36f334cce
sha5121&: 9261ca88029138e290a24a0d0c8b8af4e435ff5fca538793ea625b9209¢8a218dc19¢957476073b1f081002d454c53274ab9ce167b0cb1f58db1da8ca2b81b99
NEAF L rsa

EIAKE: 2048



E27: 6ac17028eca038cee9be68a965a439d9b9838d4e500784f36e9fc4feebdeab29
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"firebase_database_url" : "https://offshore1play.firebaseio.com"

"google_api_key" : "AlzaSyAprP6BLafKpKrmCu5kOv_TtkyOoYS3-Hs"

"google_crash_reporting_api_key" : "AlzaSyAprP6BLafKpKrmCu5kOv_Ttky0oYS3-Hs"
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& ab 0§ F

B FHERIFRVINR IE HAER
android.permission.QUERY_ALL_PACKAGES ;t, AFEEGE ENE RSB AR, LIRS R AR
android.permission.WAKE_LOCK i%E, E§¢¥$ﬂ9§ VPR BB L FALE NS
android.permission.INTERNET i%E, I=RSEEEIN AN RIRFOIEMNEEET
android.permission.ACCESS_NETWORK_STATE ;t, SRR AN RIRFEEEMNEIRE
- ST FAAE
android.permission.REQUEST_INSTALL_PACKAGES i FiER& % EBRENAERIUMAER=EIERA P X EMERRE 6,
iV
/_‘,O
android.permission.REQUEST_DELETE_PACKAGES i;t, SRVFR AR IE KPR E
N
android.permission.READ_EXTERNAL_STORAGE fi 1\*2%3'5@ SUFR AR MM ERTE A 152EY
i fERAR
. IREV/ B/
android.permission.WRITE_EXTERNAL_STORAGE " FRINERT7 AV ATER B NI E
B AE
. . & KEHE L HIRFERAIETR, FI0FH ENLIREL RS, NRAT A HRENATE
android.permission. ACCESS_FINE_LOCATION o (GPS) BT U R e SR R 011 B ST AT e
BURIE ST . . BN
android.permission.BLUETOOTH E ;L T AV AR ERE BN VR RE
aE]




android.permission.VIBRATE

3

AIEEER

ST R AT HIRED S

1E NN o —
android.permission.ACCESS_NOTIFICATION_POLICY " BB SRS AV R AR VAR ISR,
1E BEEWI-FiR N R NN .
android.permission.ACCESS_WIFI_STATE ” KE R RN AREFREEE X WIi-Fi KESNEER
S ESSER N BRER B AR E IR, TEN BESIRIMRIN R SN
android.permission.WRITE_SETTINGS fi 1;}%%%? N BB RARILTE LR =R AR BES IR SERVED
b é)hll% Ho
N5 FNARFETRAALZIREN, BENAERTLIZEFNNEN
android.permission.SYSTEM_ALERT_WINDOW B ETERR | AFRBERERASERE IR R R AR
f ZiR =
iz BEWi-Fistk YRR FIAZ P IEIS AT FE WicFi B\, 3 BRE H9 Wi-Fi IS T
android.permission. CHANGE_WIFI_STATE . iﬁl i-Fitk ggﬁfiﬁﬁ&@LE% fFF Wi-Fi N 52, H A i-Fi PEHITE
1E i )
android.permission.FOREGROUND_SERVICE ” AVFEHIL 2R Service.startForeground.
. - =x Unknown o )
com.offshore.pikachu.permission.C2D_MESSAGE . Unknown permission from android reference
pl permission
=)
com.google.android.c2dm.permission.RECEIVE * C2DM # R =ENSEEEEEBRINR
IE FFHNBY B zh TN BERTERATRBMEINRM. XAEREEFIEE
id. ission. COMPLETED . - NI =- NN .
androld.permission.RECEIVE_BOOT_. w | B BRAONIE 3 4V R B A TR B FAGEEE
T TN REF
com.sec.android.provider.badge.permission.READ ” FEREA TF=EFNHNEREFBHEN L B REiT e E.
TR
T TN RAEF
com.sec.android.provider.badge.permission.WRITE ” FRREA TE=EFNWNBREF B HEN L BBt e =,

HES




com.htc.launcher.permission.READ_SETTINGS

3 F

ENBERF
L ERIEA
TR

£ htc FHNBIN BIEF BB £ Em@ it aHE.,

com.htc.launcher.permission.UPDATE_SHORTCUT

3

T AITER
ERRE
e

£ htc FHHIN BIERF BB L 2 s it e,

com.sonyericsson.home.permission.BROADCAST_BADGE

3

N 2R
L EBREA
It

HEREFHNNARERFBEES L @i S s#E.,

com.sonymobile.home.permission.PROVIDER_INSERT_BADGE

3

TN RIERF
L ERIEA
K

EREFHHNARERF BHER L @it sE.,

com.anddoes.launcher.permission.UPDATE_COUNT

3 F

TN BIERF
L ERIEA
K

ENAREF R DERN BB e HE

com.majeur.launcher.permission.UPDATE_BADGE

3 F

T FITER
L RREAl
e

N AR B oE L R s A EREARic A E R,

com.huawei.android.launcher.permission.CHANGE_BADGE

3

T AITER
ERRE
e

FEERFHNARERFBEER BB s#E,

com.huawei.android.launcher.permission.READ_SETTINGS

3 F

N AiER
L EBREA
It

FEERNFHBIN e BB - B rEiiH =

com.huawei.android.launcher.permission.WRITE_SETTINGS

3 F

TN BIERF
L ERIEA
K

FEERNFHBIN e BB L B rdiiH =

BN AE




android.permission.READ_APP_BADGE ) Fri@kl AN BREFRE RN AREFEIMEE
T ENBIERF
com.oppo.launcher.permission.READ_SETTINGS ” T EREA TEoppoFHHR BIERF B rElr E B drl i #ai#E,
K
T ENRER
com.oppo.launcher.permission.WRITE_SETTINGS ” R TEoppoFHHIN AR B ENs £ B @At EEiHE,
T
, o * Unknown o )
me.everything.badger.permission.BADGE_COUNT_READ . Unknown permission from android reference
gl permission
, o * Unknown o )
me.everything.badger.permission.BADGE_COUNT_WRITE . Unknown permission from android reference
bl permission
Unk
com.google.android.gms.permission.AD_ID o : ngwh Unknown permission from android reference
bl permission
e . *x Unknown o )
com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE 0 permission Unknown permission from android reference
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