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https://mogua.co/

X {%4: XACBMobileBank.apk

XA 167.56MB

MD5{&: 329089d256799e33c4be6ad9d1c1d5a58

SHAT{E: 65945dca6d1632e32f577211d9987a431590791d

SHA2561E: ec210calcddc0572c141f3cb1bec486caaebba5ee4f5cche3d33aa38c86642d

1APP 58

AppB R FARIRIT

4: com.yitong.xian.mbank

FEBDActivity: com.yitong.mbank.app.android.activity.SplashActivity
RERAHR:8.1.2

ReEhRTs: 812

A IRR LR

H# REEES
IP: 8.43.85.97
FRIBEZR: United States of America
gcc.gnu.org HX: North Carolina

i@ : Raleigh
45 35.773994
42FE:-78.632759

woodpecker.uc.cn

IP:116.132.223.111
FRIEEZR: China
HX: Hebei

IHih: Shijiazhuang
#5E:38.041599
42FE: 114.478081

appgallery.cloud.huawei.com

IP:121.36.118.136
FREEZR: China
HX: Beijing




tih: Beijing
45 39.907501
$2FE:116.397102

wpk-auth.ucweb.com

IP:157.185.188.1
FREEZXR: Canada
HX: Ontario
I North York
Y8 43.771862
42[E:-79.331528

www.ronganchina.com

IP:123.57.148.160
FRIEEZR: China
HX: Zhejiang
ffkth: Hangzhou
4/E:30.293650
42FE:120.161583

c.tenor.com

IP:128.242.240.253

FREBEZ: United States of America
HX: Washington

tfth: Redmond

4FE: 47.682899

£2[E:-122.120903

applog.uc.cn

IP:116.132.216.103
FRIBEZR: China
HX: Hebei

i@ 5: Shijiazhuang
45E:38.041599
42[E:114.478081

newsstand.googleusercontent.com

IP:142.251.215.225

FREEZ: United States of America
H[X: California

T Mountain View

#5F5: 37.405991

£2[E:-122.078514

IP:47.93.77.202




www.bangcle.com

FRIEEZR: China
HIX: Zhejiang
HTH: Hangzhou
4FE: 30.293650
42FE:120.161583

cn.bing.com

IP: 202.89.233.100
FRIEEZR: China
#[X: Beijing

i# 5 Beijing
#5:39.907501
£2[E:116.397102

encrypted-tbn0.gstatic.com

IP:172.217.14.206

FREBEZ: United States of America
H[X: California

T Mountain View

455 37.405991

£2[E:-122.078514

googlehosted.l.googleusercontent.com

IP:142.251.215.225

FREBEZ: United States of America
H#[X: California

T Mountain View

455 37.405991

£2[E:-122.078514

gjapplog.ucweb.com

IP:157.185.189.158
FREEZXR: Canada
HX: Ontario

I North York
48 43.771862
42[E:-79.331528

store.hispace.hicloud.com

IP: 123.249.62.130
FREEZR: China
HX: Guangdong
tfkth: Guangzhou
4E: 23.127361




4ZFE:113.264572

media.tenor.com

IP: 199.59.148.8

FREBEIZR: United States of America
H[X: California

tpith: San Francisco

4FE: 37.773968

£2[E:-122.410446

Ih3-dz.googleusercontent.com

IP:172.217.14.225

BERIZESR: United States of America
H[X: California

ith: Mountain View

4 [E: 37.405991

£2[E:-122.078514

play.google.com

IP:46.82.174.69
FREEZXR: Germany
HX: Niedersachsen
tHiT: Braunschweig
4[E:52.266121
£2:10.526730

www.apache.org

IP:151.101.2.132

FREBEZR: United States of America
H[X: California

tpiTh: San Francisco

45 37.775700

£2[E:-122.395203

www.baidu.com

IP:110.242.68.4
FRIEEZR: China
HX: Hebei

ifkth: Baoding
#5E:38.851109
#2F5:115.490280

IP:20.205.243.166
FRIEESR: Singapore
HBIX: Singapore




github.com

i Singapore
4h[E: 1.289987
42FE:103.850281

www.xacbank.com

IP: 124.115.228.235
FRIBEZR: China
HX: Shanxi

s Taiyuan

45[E: 37.869438
42FE:112.561508
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UrlFRTESCHE

https://www.baidu.com

com/bangcle/everisk/checkers/https/HttpsChecker.java

https://cn.bing.com

com/bangcle/everisk/checkers/https/HttpsChecker.java

https://www.bangcle.com

com/bangcle/everisk/util/http/HttpClient.java

http://www.xacbank.com

BIV15 |2

https://play.google.com/store

EINV15 &

https://appgallery.cloud.huawei.com/app/

RIV15 |2

https://play.google.com/store/apps/details?id=

e NVAE

https://appgallery.cloud.huawei.com

V158

https://store.hispace.hicloud.com/hwmarket/api/

V152




https://applog.uc.cn/collecthttps://gjapplog.ucweb.com/collectauthuhttps://woodpecker.uc.cnhttps://w

=MV3s |

https://applog.uc.cn/collect

HNV35 |

https://wpk-auth.ucweb.com

HINV35[%

http://schemas.android.com/apk/res/android

$EIV35 |

https://gjapplog.ucweb.com/collect

V35 |E&

https://www.bangcle.com

=IV35 |

social-magazines-prod.storage.googleapis.com

HNV35 |

http://www.xacbank.com

HINV35[%

https://www.ronganchina.com/android/ronganui

$EIV35 |2

c.tenor.com

V35 |E&

play.googleapis.com

=IV35 &

newsstand.googleusercontent.com

RNV35 |

encrypted-tbn0.gstatic.com

EINV35[%

googlehosted.l.googleusercontent.com

I35 |2

http://www.apache.org/licenses/LICENSE-2.0

V35 |E&

www.googleapis.com

=IV35 &

https://woodpecker.uc.cn

HNV35 |

https://www.baidu.com

HINV35[%




media.tenor.com

V35 |E&

Ih3-dz.googleusercontent.com

B®NV35|%Z

http://gcc.gnu.org/bugs.html):

BNV35|E

https://github.com/opencv/opencv/pull/15050

lib/arm64-v8a/libhfyuv.so
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HRFa3th it FRTEXCH¥
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S FHNEE

FiS FRIEX %

15555215554 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215556 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215558

com/bangcle/everisk/checkers/emulator/EmulatorDetector.java




15555215560 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215562 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215564 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215566 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215568 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215570 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215572 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215574 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215576 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215578 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215580 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215582 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java
15555215584 com/bangcle/everisk/checkers/emulator/EmulatorDetector.java

% ZRIETH
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vl %&: True

V2 & &: True

v3 & False

HE 1 E—IEPS

T C=FR[E, ST=pFEE, L=Fa% ™, O=ARETRNERLE, OU=ALEITRHERAE, C(N=ARRETRNDERLE]



T EEE: rsassa_pkes1vis

BREHEAR: 2015-01-16 12:06:49+00:00

BERZE: 3014-05-19 12:06:49+00:00

BTN C=FRE, ST=BEFEE, L=FA%h, O=ALRITRNBIRAT], OU=ALETRINBIRAF], CN=FALEITRHDERL
%15 Oxba58e09

M7 &k sha256

md51&: 0f31b3bcd0439fa7ae4a9228eb3bdedf

shal{&: 7c9bbbffodb6da6718fa11d312c718b5e3b40b30

sha2561&: 4d56a44921612f26666ce8654a7f2df3c7ea2e3f29636bf23f1ab15bfd49b662

sha5121&: d14576639fe7e9673a1522e5a34491a4fe072c10d36a326a8f58a8a1f92c3e3e14d24711758e84aec11375937b9787c7ba026d7208c609d727a420b403e18071
NEAR K rsa

HEIAKE: 2048

F840: c83db8aa8e0dcf4290b2a83d6ae97065ab3119d8314efc94733ff955¢51d79cc

P ERIEHEREE

AJHERVERE R

"fh_no_session_info" : "FIRNFISFER, BEHEEE! "

"function_description_connect_bluetoothkey" : "&£ 14 ZFKey"

"gesture_pwd_verify_fatal": "FREEBIIEANY, BEEHER"

"get_location_auth_failed" : "IN EMAEFEETFE"

"getcontact_failed_auth" : "SREIRANA "

"go_to_alipay_auth" : "EXZ TR

"h5_bug_me_err_user" : "JE5ER A"

"h5_sessiontab_notice_failmsg" : "ELIRIEAVAT(E], FATRZHF=! "

"h5_sessiontab_notice_failtitle" : "iRSEATIAH, BEHEEHEIR"




"h5_sessiontab_toast" : "{&7~: NurlR~fEtabbary, {XRCFIMA AT I

"h5_sessionwarningpart1": "WV EZREE"

"h5_sessionwarningpart2" : "N UE, 2 EFH A E, SMAF RNV ERE! IERZFLRES, ST

=R

"iconfont_add_user" : ""

"iconfont_systen_key" : "#&"

"iconfont_user" : ""

"input_init_pwd" : "TEEELIAF, BRNEEZLEEG, "

"locate_failed_auth" : "GPS¥JFF, (BRI RIZR"

"not_authed_exit" : "IBH"

"not_authed_retry" : "&i{"

"password" : "Zf3"

"private_service_tip" : "FEEMI%1$s BRI LILHRE S, HBE—NESEBER, "
p p

uden : ||§§{%E%n

"pwd_input_dialog_titile" : "AREl"

"setting_taobao_auth" : "AEK A E"

"updatapwd_tip" : "N T ENAEL R, BPBXSEIDRKEMSEHRAAERIEMUEE, B7NERER. FHS. SNIESHENRZBE"

"use_fingerprint_to_authenticate_key" : "FRES0AIEkey"




"use_fingerprint_to_authenticate_title" : "{fEAESOAIE"

"username": "FFZ"

"h5_sessiontab_notice_failmsg" : "We apologize for the delay!"

"h5_sessiontab_notice_failtitle" : "Service is temporarily unavailable, please try again later"

"h5_sessionwarningpart1" : "contained in business"

"h5_sessionwarningpart2" : "pages. Please be cautious to open new page, which may cause memory crash and business error. "

"locate_failed_auth" : "GPS is on, but authorization of user is requested"

"pwd_input_dialog_titile" : "Title"

"h5_sessiontab_notice_failmsg" : "ELzRERUBFE, HAIRTHE! "

"h5_sessiontab_notice_failtitle" : "ARFSE A 0], AHEEB"

"h5_sessionwarningpart1" : "¥#3EpER"

"h5_sessionwarningpart2" : "EEmE, EEMFEER SHINTEREEEER"

"locate_failed_auth" : "GPS¥JRS, B ARIZE"

"pwd_input_dialog_titile" : "{Z&"

"h5_sessiontab_notice_failmsg" : "ELzRERBEE, HAIRETME! "

"h5_sessiontab_notice_failtitle" : "ARFSE AP, HHEEHR"

"h5_sessionwarningpart1" : "¥#EpER"

"h5_sessionwarningpart2" : “E S, ZIEHHER SRINFEBREBZBER!"




"locate_failed_auth" : "GPS¥JRS, B ARIZE"

"pwd_input_dialog_titile" : "{Z&"
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android.permission. ACCESS_WIFI_STATE

F

BEWI-FIRES AN AEFEER X Wi-Fi KEBESR




android.permission.INTERNET

N | EEEA P Or e e
android.permission. ACCESS_NETWORK_STATE ;ﬁ BEEMERES R AR EEE MRS
android.permission.CHANGE_NETWORK_STATE ;: BERMLEIER IVFRY FAFERE B AS IE IR TS
&=
android.permission.CHANGE_WIFI_STATE E mmwiriks AVFRL IR IR Wi-Fi 82\ FFRIBREA Wi-Fi 2%
2 TEXR
IE ZEET APl &5l 28 REWFH. NARFNHINIER
- =
android.permission.USE_FINGERPRINT 2 allow use offg% USE_BIOMETRIC
o =x Unknown o )
android.permission.ACCESS_GPS o Unknown permission from android reference
yl permission
android.permission.VIBRATE ;E AEEIR SVFL FRE AT HIREES
TR g E/_\/ ZL % &) o it L
android.permission.SYSTEM_ALERT_WINDOW E\ ETRARRER Qi;g%ﬂ% ” HE AR AR SR
AVA =
W 2 BB AN = o X IR =2 Sl
android.permission.CAMERA ff e AV AR AT RERMR R, XN REFWEAEN KR
[ BINER
android.permission.FLASHLIGHT ;E =HIFERE SRVFRY AR A= 6 FHRE
o [E3 N w AN AERIEIEFN EFENPEERAA (i) iR, &
android.permission.READ_CONTACTS % IRENER R AR 5 7 RIS B I8 5 A0 SR 6 1248 EL At
android.permission.RECORD_AUDIO E\ RE SRR R IR R SIS R R R
W
1 BRI EINL




android.permission.MODIFY_AUDIO_SETTINGS = =) RN BERENEBEMILE, FIE SN KRG
android.permission.RESTART_PACKAGES ;E RIEEHRE SRVFR AR R SLELMIN AR Y E 6 AR, BME R FAME
) o = HostApduService 3 OffHostApduService HAMEK, UFEFRR
android.permission.BIND_NFC_SERVICE 3 5 A SR
android.permission.NFC ;E EHpEIBE R R 515171818 (NFC) %, RAIE-RESFHITEIE
android.permission.BLUETOOTH ;E CIRIE SR SN R E R EO I VIR SHig
- AN A A AR ARSI RIEINRE, BB RN 2R Bl LURAE
android.permission.READ_PHONE_STATE N A = IEERIERY RIS SHANFS S M 2 B FEThRES, PRI P2
N WS
) o * Unknown o .
android.permission.ACCESS_ASSISTED_GPS L Unknown permission from android reference
yll permission
) o * Unknown o .
android.permission.ACCESS_LOCATION o Unknown permission from android reference
yll permission
android.permission.WAKE_LOCK E 3 LEFATLBE AR SUVFR AR B LEFALHE N BEIRAR S
]
REN &R R
android.permission.WRITE_EXTERNAL_STORAGE ﬁz I*Eym/\ﬂy/ﬂﬂﬁf TN RS NINERTEAE
iy SNERTFREAR A
O Pl e i 52
android.permission.READ_EXTERNAL_STORAGE é:f ;zﬁbuﬁﬁﬁﬁ% S0 R FRZ R M SNERTZ A5
1
BRY BB MAEITHE

android.permission.UPDATE_DEVICE_STATS

=]

SN

ARVHERERBHAIHER. MEEBNAEFEA




android.permission.REQUEST_INSTALL_PACKAGES ff ;égﬁf*ﬁz " EEN AR LA BT RSN ARE N REEMEE RS,
AV o
F . ARVFN AR ZEAEET B E RERERE. SENLARERFS
id. ission. » eyl ' o
android.permission.BROADCAST_STICKY ” RIEREE SRR 2 NG M TEEN T EeR TR
. - & KEERE (1L BIAEAMILE R, HIINFH LR RIKE ML RS, RO B BELN
android.permission.ACCESS_FINE_LOCATION o | (Gps) FRAR R A LU PR R B RO B, AT A RO SRt A
. - & W e V3PV BR (L BR, (51 U075 hIM A B 2, LA E ARV FRIE (U B
android.permission.ACCESS_COARSE_LOCATION o HEEAL IR . B R O] U R SR B A E (1 B
) . - * Unknown L )
com.yitong.xian.mbank.permission.MIPUSH_RECEIVE . Unknown permission from android reference
yll permission
. o 1 KWERIETEITH AN AEFREE XN THNESHNER. PJRERIT
android.permission.GET_TASKS o | AR TR & I HA R AR A G S
) e =* Unknown o )
com.android.launcher.permission.READ_SETTINGS i Unknown permission from android reference
pal permission
) - f& - AN RREFREEFN L FENRE AL E Y. BRNARER
android.permission.READ_CALENDAR o BEENH A S T L S ARG T 25 28 A A
- AINEEEH R SR AR RIS E L H P LB, XA RERAE AREE T
android.permission.WRITE_CALENDAR i EHHREAL HRfF, SR FAER B LUE AT RIS B SR B & E E
T TR BAREEB T
. . IE SAFWI-FiZ%E12 RV AR B EER XIS ENEIES, XELIMM
android.permission.CHANGE_WIFI_MULTICAST_STATE ” m SRS EE B, ik 2 R E S H =
. . IE BT EREE TR ARFRESBERIENEE. SREMARRA TR
android.permission.REORDER_TASKS w | rFeommiEs S R TS B SR T
. I * Unknown . )
android.permission.FLAG_ACTIVITY_NEW_TASK L Unknown permission from android reference
yll permission




android.permission.BLUETOOTH_ADMIN ;: el VFR AR RN EOX i S8 & o
iE NN N NN .
HIRIEINNALE WIRESMNIIEIRHEFS, BRNAEFIRRERERT
droid. ission. ACCESS_LOCATION_EXTRA_COMMANDS = R . s -
androi-permission - - | peEmee $£ GPS SUE AL BRI
android.permission.FOREGROUND_SERVICE ;E AT E L FATEFEF Service.startForegrounds
P FAA2RIR . . =
android.permission. ACTIVITY_RECOGNITION ff fmfFrj Fﬁf‘yﬁl AR BRFIR G SIS RD
b B 1ATEDD
R FARFEAE AP REMER MO BT 18E, F ArrsiE
android.permission.BLUETOOTH_PRIVILEGED A T L o AT s s — o o
P - ISR BIAIE. XTERTFE=ANARE
android.hardware.camera.autofocus o Unkngwh Unknown permission from android reference
yll permission
A -
android.permission.MOUNT_UNMOUNT_FILESYSTEMS é:f ziﬁﬁﬁY# YR AR N R ohiF B R E S R
AVA 7INZJL
= 4 3
android.permission.PACKAGE_USAGE_STATS Il I PR MO T T B
) . . * Unknown o )
com.yitong.xian.mbank.permission.PROCESS_PUSH_MSG o Unknown permission from android reference
yll permission
) . . * Unknown o )
com.yitong.xian.mbank.permission.PUSH_PROVIDER o Unknown permission from android reference
yll permission
% LERAE N =2 % RFIGTES ° ,%Z\it\\\ aba RIFR SE2
android.permission.WRITE_SETTINGS f/l?:\ R e TN R B ARIETE IR 2R AR SES UMM IR RS
s 1 HECE.
*x Unknown

android.permission.READ_SETTINGS

Unknown permission from android reference




yll permission
*x Unknown o :
android.permission.ZTE_HEARTYSERVICE_MANAGEMENT &1 | permission Unknown permission from android reference
Unk
android.permission.POST_NOTIFICATIONS & " néwn Unknown permission from android reference
yll permission
_|—_E YA 2 J:% N — — — N ITRECS
com.huawei.android.launcher.permission.CHANGE_BADGE ” E;Eﬁi . FEEAFVNNBERF BB B S #HE,
/INIEE %
YRy A2 FEHZIRIEE AP SRR/ TX B BIBURE &
android.permission.SCHEDULE_EXACT ALARM J.E SIFR AR B EIRIEE AP SRRITH I E8URREES
= Tk
, . I * Unknown L )
com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA A0 permission Unknown permission from android reference

B Y AREE

SETH(ACTIVITY)

IBIS(INTENT)

com.yitong.mbank.app.android.activity.SplashActivity

Schemes: xamobile://,
Hosts: xianmobilebank,

REH BIMAPKREFT S BshEm, FFREEPMERNER, BRIAFHRAEER,



https://mogua.co/

