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B&: com.hanlingyoushang

IDEFSEN IES

URLEEZ: 1685

HpFE LR ER: 4%

AT B HA: 202562138
DITFEA: ENAPKR i &

& XHER

X4 base.apk
AN 33.14MB


https://mogua.co/

MD5{&: 1e36a824636c56a6556311340258a4b5
SHAT{E: 11dd7a728f671d09ffd5d167e05235800b48c416
SHA2561&: 49a2c22203547ce978f4d557a26932793475b2f7070b6697dcabbb0afdb08621

1APPE2

App B #R: BRI

#4: com.hanlingyoushang

FEBDActivity: com.hanlingyoushang.MainActivity
RSB 2.4

R 10

QB LR

1% RS #IE S

IP:119.188.210.197
FRIBEZXR: China
HiX: Shandong
th: Jinan

45 36.668331
£2[E:116.997223

spare-beiaei.fleast.cn

IP: 120.55.191.200
FREEZR: China
HiX: Zhejiang
i#s: Hangzhou
45FE: 30.293650
£2F5:120.161423

api.hzsanjiaomao.com

IP: 103.254.189.69
FREEZR: China
HX: Beijing

imTh: Beijing
#E:39.907501
42[E:116.397232

apps.samsung.com




www.chengzijianzhan.com

IP:42.81.213.230
FRIBEZXR: China
HIX: Tianjin
ipTh: Tianjin
45FE:39.142220
£2[E:117.176666

github.com

IP:20.205.243.166

ERZER: United States of America
HIX: Washington

th: Redmond

4R 47.682899

£2FE:-122.120903

crbug.com

IP:216.239.32.29

EREESR: United States of America
H[X: California

i Mountain View

4R 37.405991

£2FE:-122.078514

ip.taobao.com

IP: 203.119.144.26
FREBEZR: China
HEX: Beijing

iHiTH: Beijing
45E:39.907501
42[E:116.397232

cdn-adn-https.rayjump.com

IP:42.81.147.71
FREBEZR: China
MX: Tianjin
i Tianjin
45FE:39.142220
£2[E:117.176666

wx.tenpay.com

IP:121.51.73.119
FRIBEIZR: China
HIX: Guangdong
tkth: Shenzhen
45FE: 22.545540
42FE:114.068298




www.ipadview.com

IP:47.96.135.117
FRIBEIZ: China
HIX: Zhejiang
tTh: Hangzhou
45 30.293650
42[E:120.161423

10.138.32.176

IP:10.138.32.176
FREER: -

X: -

i -

£ 0.000000
£2F£:0.000000

www.ibookstar.com

IP: 121.40.40.140
FREBEIZ: China
HIX: Zhejiang
tHiTH: Hangzhou
4/E: 30.293650
£2FE:120.161423

ucc.umeng.com

IP: 203.119.169.175
FRIEEZX: China
HiX: Beijing

1HiTH: Beijing
£5Z:39.907501
£2[E:116.397232

soft.tbs.imtt.qg.com

IP:121.51.175.60
FRIEEZR: China
HIX: Guangdong
fith: Shenzhen
45[E: 22.545540
£2F5:114.068298

alogus.umeng.com

IP:223.109.148.130
FREEZR: China
HiX: Beijing

ipTh: Beijing




45E:39.907501
£2[E: 116.397232

union.baidu.com

IP: 111.206.208.169
FRIEEZR: China
HiX: Beijing

ipiTh: Beijing
45E:39.907501
42/E:116.397232

mdc.html5.qq.com

IP:175.27.9.46
FRIEEZR: China
HX: Beijing
IkTH: Beijing
45E:39.907501
42[E:116.397232

tbsrecovery.imtt.qg.com

IP: 109.244.244.237
FRIBEIZ: China
HX: Beijing

IkTH: Beijing

45 39.907501
42FE:116.397232

h5iad.sp-card.com

IP: 124.239.227.225
FRIEEZX: China
HX: Hebei

tHTh: Langfang
4FE:39.509720
2[E:116.694717

47.97.36.81

IP: 47.97.36.81
FREBEIZ: China
HIX: Zhejiang
tHTH: Hangzhou
£FE:30.293650
£2[E:120.161423

IP:111.206.208.71
FRIEEZ: China
HIX: Beijing




upl.baidu.com 1HiTH: Beijing
#5[E:39.907501
42[E:116.397232

IP:52.31.24.56
FRIBEZR: Ireland
#X: Dublin
IE: Dublin
45FE: 53.343990
£2FE:-6.267190

WWW.samsungapps.com

IP:123.57.65.212
FRIEEZR: China
HiX: Zhejiang
tHTH: Hangzhou
#FE:30.293650
£2[E:120.161423

hb.rayjump.com

IP:172.217.160.78

FRIEEIZR: United States of America
H[X: California

s Mountain View

4FE: 37.405991

£2FE:-122.078514

play.google.com

IP:119.188.210.197
FREBEZR: China
HiX: Shandong
ETh: Jinan

45FE: 36.668331
£2FE:116.997223

spare.fleast.cn

IP: 109.244.173.227
FRIEEZR: China
HX: Beijing

iHih: Beijing
45E:39.907501
42[E:116.397232

cfg.imtt.qg.com

IP:120.232.169.172




verify.cmpassport.com

FRIEEIR: China
HIX: Guangdong
T Guangzhou
45[E:23.116671
£2/F:113.250000

lazy.rayjump.com

IP: 150.158.228.37
FRIEEZ: China
HiX: Beijing

1HiTH: Beijing
4E:39.907501
£2[%:116.397232

debugx5.qg.com

IP:175.27.9.46
FRIBEZXR: China
HiX: Beijing
ipTh: Beijing
4E:39.907501
£2[E:116.397232

m.sigmob.com

IP:39.103.12.64
FRIEEZR: China
HiX: Zhejiang
tHih: Hangzhou
455 30.293650
£2F5:120.161423

beibei.fleast.cn

IP:119.188.210.197
FRIEEZR: China
H1X: Shandong
gTh: Jinan

45 36.668331
42[E:116.997223

opencloud.wostore.cn

IP:210.22.123.92
FRIBEIZR: China
HIX: Shanghai
tkTh: Shanghai
45 31.222219
42FE:121.458061




dc.sigmob.cn

IP:112.126.7.24
FRIEEZR: China
HIX: Zhejiang
tA: Hangzhou
45 30.293650
£2[E:120.161423

sdk.e.qg.com

IP:119.147.13.93
FRIEER: China
HIX: Guangdong
tHith: Shenzhen
4[E: 22.545540
42FE:114.068298

app.qubiankeji.com

IP: 47.99.59.103
FREEZR: China
MX: Zhejiang
tHTh: Hangzhou
45E:30.293650
£2[E:120.161423

androidquery.appspot.com

IP: 108.160.170.52

FRBEIZR: United States of America
HIX: California

Ikt San Francisco
4FE:37.775700

42FE:-122.395203

developer.umeng.com

IP: 59.82.29.249
FRBEIZ: China
HIX: Zhejiang
T Hangzhou
#FE: 30.293650
£2[E:120.161423

whatwg.org

IP:165.227.248.76

ERIEESR: United States of America
HIX: New Jersey

fth: Clifton

45FE: 40.858429

25 -74.163757




errlogos.umeng.com

IP:47.246.110.96
FREEIZ: Hong Kong
#X: Hong Kong
tHETH: Hong Kong
45[E:22.285521
£2[F:114.157692

js-ad.a.yximgs.com

IP: 1.180.10.45
FRIEEZ: China
HIX: Nei Mongol
I Baotou
45 40.652222
£2[E:109.822220

spare-bei.fleast.cn

IP:119.188.210.197
FRBEZXR: China
HiX: Shandong
th: Jinan

45 36.668331
£2[E:116.997223

detect.rayjump.com

IP: 18.235.19.204

FRIBEZ: United States of America
HiEX: Virginia

i Ashburn

45[E:39.043720

£2FE:-77.487488

api-sdk.brily.cn

IP: 120.78.207.132
FRIEEZR: China
HiX: Zhejiang
tA: Hangzhou
45E: 30.293650
42[E:120.161423

ulogs.umengcloud.com

IP:223.109.148.177
FRIBEIZ: China
HIX: Beijing

iHiTh: Beijing
45E:39.907501




42FE:116.397232

appspe.qubiankeji.com

IP: 47.99.59.103
FRIEEZ: China
HiX: Zhejiang
tHTH: Hangzhou
#FE:30.293650
£2[E:120.161423

utoken.umeng.com

IP:218.91.197.67
FRIBEZXR: China
HIX: Jiangsu
iT: Nantong
45FE:32.030281
£2[E:120.874718

pms.mb.qg.com

IP: 109.244.173.227
FREBESR: China
HiX: Beijing

iph: Beijing
45E:39.907501
£2F5:116.397232

hybird.rayjump.com

IP:42.81.147.71
FRIEEIZ: China
HIX: Tianjin
IFih: Tianjin
45FE: 39.142220
42[E:117.176666

www.google.com

IP:108.160.169.174

FRBEZR: United States of America
HIX: California

ikt San Francisco

4 37.775700

£2FE:-122.395203

brain.baidu.com

IP: 110.242.69.34
FRIEEZ: China
HX: Hebei




tHiTh: Baoding
45E:38.851109
4Z[E: 115.490280

api.twitter.com

IP:43.226.16.8
FREEIZ: Hong Kong
H1X: Hong Kong
T Hong Kong
45[E: 22.285521
$2[E:114.157692

boardy.huangiu.com

IP: 220.181.158.241
FREEZR: China
HiX: Beijing

ipTh: Beijing
45E:39.907501
42[E:116.397232

adservice.sigmob.cn

IP: 47.94.254.145
FRIEEZR: China
HX: Zhejiang
tH: Hangzhou
45 30.293650
£2[E:120.161423

ai.baidu.com

IP:110.242.69.34
FRIBEIZ: China
H[X: Hebei

ikTh: Baoding
4FE:38.851109
42[E:115.490280

yuyin.baidu.com

IP: 153.3.236.85
FRIEEZ: China
HIEX: Jiangsu
HETH: Nanjing
45 32.061668
2[E:118.777779

IP:175.27.8.138
FRIEEZ: China




WWWw.qq.com

HX: Beijing
iHih: Beijing
#5E:39.907501
42[E:116.397232

api.ads66.com

IP:120.79.169.103
FREEZR: China
HIX: Zhejiang
tHkTh: Hangzhou
45[E:30.293650
42FE:120.161423

alogsus.umeng.com

IP:223.109.148.178
FREEZR: China
HX: Beijing

IkTh: Beijing
4[E:39.907501
42FE:116.397232

pslog.umeng.com

IP: 59.82.31.95
FRIEEZR: China
#h[X: Beijing
1HiTH: Beijing
£E:39.907501
£2[E:116.397232

e.189.cn

IP: 42.123.76.65
FRIEEZ: China
HiX: Beijing
1HiTH: Beijing
#E:39.907501
£2[E:116.397232

ai.login.umeng.com

IP:59.82.31.210
FRIBEZXR: China
HiX: Beijing
i Beijing
#E:39.907501
£2[E:116.397232

IP:223.109.148.130




ulogs.umeng.com

FRIEEZ: China
HiIIX: Beijing
1HiTH: Beijing
4E:39.907501
£2[F:116.397232

px.ucweb.com

IP: 106.8.139.148
FRIEEZ: China
HX: Hebei

tETH: Zhangjiakou
4E: 40.810001
£2[E:114.879440

dapi.zjbdl.cn

IP:116.62.108.133
FRIBEZXR: China
HiX: Beijing
ipTh: Beijing
4E:39.907501
£2[E:116.397232

www.facebook.com

IP:162.125.18.129

FREBEZR: United States of America
H[X: California

i San Francisco

4R 37.775700

42FE:-122.395203

dapi.sjmbdl.cn

RERSHEMIEEE.

log.tbs.qg.com

IP: 109.244.244.32
FREEZR: China
HiX: Beijing

ipih: Beijing
£5E:39.907501
42[E:116.397232

passport.kuaishou.com

IP:103.102.200.8
FRIBEIZ: China
HIX: Beijing
iHiTh: Beijing
4 39.907501




42FE:116.397232

nisportal.10010.com

IP: 123.125.99.214
FREEZR: China
HiX: Beijing

iph: Beijing
#5E:39.907501
42[E:116.397232

spare-aei.fleast.cn

IP:119.188.210.197
FRIEEZR: China
HX: Shandong
gTh: Jinan

45 36.668331
42[E:116.997223

audiotest.baidu.com

IP:180.101.49.122
FRIBEIZ: China
HX: Jiangsu

ETH: Nanjing
4FE:32.061668
$2FE:118.777779

d.alipay.com

IP: 203.209.245.74
FRIBEIZ: China
HIX: Zhejiang
tHTH: Hangzhou
4R 30.293650
£2FE:120.161423

www.w3.0rg

IP:128.30.52.100

FRBEIZR: United States of America
HX: Massachusetts

tFTH: Cambridge

45[E: 42.365078

£2FE:-71.104523

vop.baidu.com

IP:111.206.209.68
FRBEZR: China
HiX: Beijing

1HiTH: Beijing




45E:39.907501
£2[E:116.397232

eco.taobao.com

IP:59.82.29.142
FRBEIZ: China
HIX: Zhejiang
tHTH: Hangzhou
45 30.293650
£21E:120.161423

open.e.kuaishou.com

IP:103.107.219.5
FREBEIZ: China
#[X: Beijing
tHiTH: Beijing
4FZ: 39.907501
42FE:116.397232

ip.adipman.net

IP: 47.96.139.120
FRIEEZ: China
HIX: Zhejiang
tHTH: Hangzhou
#FE:30.293650
£2[E:120.161423

voicelog.xinliangxiang.com

IP:118.31.53.183
FRIBEZXR: China
HiX: Zhejiang
iT: Hangzhou
4 30.293650
£2[E:120.161423

mtg-native.rayjump.com

IP: 103.254.188.50
FREBESR: China
HiX: Beijing

ipTh: Beijing
45E:39.907501
£2F5:116.397232

IP: 150.158.239.85
FRIBEZXR: China




configure.rayjump.com

HX: Beijing
iHih: Beijing
#5E:39.907501
42[E:116.397232

vse.baidu.com

IP:111.206.208.71
FRIBEIZ: China
HX: Beijing

IpkTH: Beijing

4 39.907501
42FE:116.397232

tools.ibookeee.com

IP:120.55.60.77
FRBEIZ: China
HIX: Zhejiang
tHTh: Hangzhou
4FE: 30.293650
£21E:120.161423

d1tru86qrby720.cloudfront.net

IP:18.65.214.101

FRIEEIZR: United States of America
HEX: Washington

I Seattle

YRS 47.627499

£2fE:-122.346199

debugtbs.qq.com

IP:175.27.9.46
FRIEEZ: China
HiX: Beijing
1HiTH: Beijing
#E:39.907501
£2[%:116.397232

fleast.cn

IP:110.42.6.7
FRIBEZXR: China
HiX: Zhejiang
i: Ningbo
45FE: 29.878189
£2[E: 121.549454

IP:119.167.254.35




cpro.baidustatic.com

FREBEIZ: China
HiIX: Shandong
HETH: Qingdao
£%E:36.098610
£2FE:120.371941

check.rayjump.com

IP: 150.158.228.37
FRIEEZ: China
HiX: Beijing

1HiTH: Beijing
4E:39.907501
£2[%:116.397232

saas.qubiankeji.com

IP:121.41.30.96
FRIBEZXR: China
HIX: Zhejiang
tAiTh: Hangzhou
45 30.293650
£2[E:120.161423

rp.ipadview.com

IP: 121.40.56.194
FRIEEZR: China
HiX: Zhejiang
tAi: Hangzhou
455 30.293650
£2F5:120.161423

adput.qubiankeji.com

IP: 47.99.59.103
FRIEER: China
HX: Zhejiang
tH: Hangzhou
45 30.293650
£2[E:120.161423

errlog.umeng.com

IP:223.109.148.180
FRIBEIZ: China
HIEX: Beijing

IpiTh: Beijing

4 39.907501
42[E:116.397232




www.toutiaopage.com

IP:42.81.213.227
FRIEEZR: China
HIX: Tianjin
iFih: Tianjin
45FE:39.142220
£2[E:117.176666

i.snssdk.com

IP:220.181.132.229
FRIBEIZ: China
HIEX: Beijing

IpkTh: Beijing

4 39.907501
42[E:116.397232

apps.oceanengine.com

IP:42.81.213.226
FRIEEZR: China
HIEX: Tianjin
tETH: Tianjin
455 39.142220
£2[E:117.176666

h5.ads66.com

IP:111.225.217.129
FRIEEZX: China
HX: Hebei

tHTh: Langfang
#FE:39.509720
2[E:116.694717

api-e189.21cn.com

IP: 222.93.106.185
FRIEEZ: China
HIX: Jiangsu
I Suzhou
45E:31.311390
£2[E:120.618057

mggad.html5.qg.com

IP:0.0.0.1
FREEZR: -
HX: -

iHh: -

£FE: 0.000000




4Z[E: 0.000000

voicefront.xinliangxiang.com

IP:118.31.53.183
FREBESR: China
HiX: Zhejiang
iAiTh: Hangzhou
45 30.293650
£2[E:120.161423

211.151.146.65

IP:211.151.146.65
FRIBEIZ: China
X Beijing
imTh: Beijing
45E:39.907501
42[E:116.397232

schemas.microsoft.com

IP:13.107.246.49
FRBEZ: Netherlands
HX: Noord-Holland
kth: Amsterdam
4FE: 52.374031

£2FE: 4.889690

spare-beibei.fleast.cn

IP:119.188.210.197
FRIBEIZ: China
#X: Shandong

I Jinan

45 36.668331
42FE:116.997223

analytics.rayjump.com

IP:182.92.120.219
FREBEIZ: China
HIX: Zhejiang
tHTH: Hangzhou
4/Z: 30.293650
£2FE:120.161423

aip.baidubce.com

IP:111.206.210.12
FREEZR: China
HiX: Beijing

1HiTH: Beijing




45E:39.907501
£2[E:116.397232

policy.rayjump.com

IP: 150.158.228.37
FRBEIZ: China
HEX: Beijing

IpkTh: Beijing

£ 39.907501
42FE:116.397232

net.rayjump.com

IP:39.107.66.26
FRBEZR: China
HIX: Zhejiang
tHTH: Hangzhou
4[E: 30.293650
£2[%:120.161423

plbslog.umeng.com

IP: 36.156.202.73
FRIEEZ: China
HiX: Beijing
tHiTH: Beijing
#FE:39.907501
£2[E:116.397232

sdk.hzsanjiaomao.com

IP: 124.239.227.227
FRIBEZXR: China
HX: Hebei

iT: Langfang
4FE:39.509720
£2[E:116.694717

wap.cmpassport.com

IP:120.197.235.27
FREEZR: China
HIX: Guangdong
iHih: Guangzhou
4R 23.116671
£2F£:113.250000

IP:52.218.217.168
FRIZESR: United States of America
H1X: Oregon




s3-us-west-2.amazonaws.com

Ih: Portland
45 45.523449
4Z[E:-122.676208

static.yximgs.com

IP: 125.39.223.225
FRIBEIZ: China
HIEX: Tianjin

$kTH: Tianjin

455 39.142220
£2[E:117.176666

news.fliduo.cn

IP:116.62.108.133
FRIBEIZ: China
HEX: Beijing

IkTh: Beijing

4 39.907501
42FE:116.397232

id6.me

IP:42.123.77.138
FRBEIZ: China
#[X: Beijing
IiTH: Beijing
4FZ:39.907501
42FE:116.397232

sf6-ttcdn-tos.pstatp.com

IP: 42.81.54.250
FRIEEZ: China
HIX: Tianjin
tETH: Tianjin
45E:39.142220
£2[E:117.176666

voiceapi.xinliangxiang.com

IP:118.31.53.183
FRIBEZXR: China
HIX: Zhejiang
im: Hangzhou
4 30.293650
£2[E:120.161423

IP: 108.160.166.42




graph.facebook.com

FRIBEIZR: United States of America
HX: California

IEh: San Francisco
4FE:37.775700

£2FE:-122.395203

px-intl.ucweb.com

IP:157.185.188.1

FRIEEIZR: United States of America
H[X: California

T Monrovia

4 34.142773

£2RE:-117.999565

gist.github.com

IP: 243.185.187.39
FREBE: -

HX: -

IEh: -

£FE: 0.000000
£2[E:0.000000

& URLLE R

URLIEE

UrlFRTESZ 4

https://errlog.umeng.com/api/crashsdk/logcollect

com/efs/sdk/base/core/f/c.java

https://errlogos.umeng.com/api/crashsdk/logcollect

com/efs/sdk/base/core/controller/ControllerCenter.java

https://errlog.umeng.com/api/crashsdk/logcollect

com/efs/sdk/base/core/controller/ControllerCenter.java

https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties

com/kwai/filedownloader/services/a.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-
appStatusArmé64v8aRelease-3.3.14.apk

com/kwad/sdk/collector/d.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-

com/kwad/sdk/collector/d.java




appStatusArmeabiv7aRelease-3.3.14.apk

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-
exceptionArme64v8aRelease-3.3.23.apk

com/kwad/sdk/crash/f.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-
exceptionArmeabiv7aRelease-3.3.23.apk

com/kwad/sdk/crash/f.java

http://apps.samsung.com/appquery/appDetail.as?appld=

com/kwad/sdk/utils/d.java

https://open.e.kuaishou.com/rest/e/v3/open/sdk2

com/kwad/sdk/api/loader/v.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/so/ks_so-
kwaiPlayerArm64v8aRelease-3.3.20.apk

com/kwad/sdk/core/video/kwai/e.java

https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/so/ks_so-
kwaiPlayerArmeabiv7aRelease-3.3.20.apk

com/kwad/sdk/core/video/kwai/e.java

http://%s:%d/%s

com/kwad/sdk/core/videocache/f.java

https://github.com/danikula/AndroidVideoCache/issues/43.

com/kwad/sdk/core/videocache/h.java

https://github.com/danikula/AndroidVideoCache/issues.

com/kwad/sdk/core/videocache/h.java

https://github.com/danikula/AndroidVideoCache/issues/88.

com/kwad/sdk/core/videocache/h.java

https://static.yximgs.com/udata/pkg/KS-Android-
KSAdSDk/offline_components/adLive/ks_so-adLiveNoSoRelease-3.3.26.1-f20890.apk

com/kwad/components/offline/adLive/a.java
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http://boardy.huangiu.com

com/iBookStar/views/InnerWebView.java

www.ibookstar.com

com/iBookStar/activityComm/DownloadService.java

http://rp.ipadview.com/alipay/account/transferpage?bpid=%s&buid=%s

com/iBookStar/activityComm/CoinWebViewFragment.java

http://rp.ipadview.com/alipay/account/transferpage?bpid=%s&buid=9%s

com/iBookStar/activityComm/WebViewFragment.java

www.ibookstar.com

com/iBookStar/activityComm/ApplnstallReceiver.java

http://ip.taobao.com/outGetlplnfo?accessKey=alibaba-inc&ip=myip

com/iBookStar/utils/n.java

https://ip.adipman.net/ip/refresh?ts=

com/iBookStar/utils/n.java

http://tools.ibookeee.com?ymlandpage=1

com/iBookStar/utils/v.java

www.ipadview.com/rpads/score/passAwardFailed?

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score/taskCenterAward?

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score/extraAdsAward

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score/award

com/iBookStar/utils/l.java




www.ipadview.com/rpads/score/beginRead

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score_task/list?userld=

com/iBookStar/utils/l.java

www.ipadview.com/rpads/book_coin/view?userld=

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score_task/videoCanAward?

com/iBookStar/utils/l.java

www.ipadview.com/rpads/score/videoAward?

com/iBookStar/utils/l.java

www.ipadview.com/rpads/book_coin/cur_task_status?

com/iBookStar/utils/l.java

https://api.twitter.com/oauth/access_token

com/androidquery/auth/TwitterHandle.java

https://api.twitter.com/oauth/authorize

com/androidquery/auth/TwitterHandle.java

https://api.twitter.com/oauth/request_token

com/androidquery/auth/TwitterHandle.java

https://graph.facebook.com/oauth/authorize

com/androidquery/auth/FacebookHandle.java

https://www.facebook.com/connect/login_success.html

com/androidquery/auth/FacebookHandle.java

https://graph.facebook.com/oauth/authorize?

com/androidquery/auth/FacebookHandle.java

https://graph.facebook.com/me

com/androidquery/auth/FacebookHandle.java

https://androidquery.appspot.com

com/androidquery/service/MarketService.java

www.chengzijianzhan.com

com/ss/android/downloadlib/addownload/compliance/b.java

www.toutiaopage.com/tetris/page

com/ss/android/downloadlib/addownload/compliance/b.java

https://apps.oceanengine.com/customer/api/app/pkg_info?

com/ss/android/downloadlib/addownload/compliance/b.java

https://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html

com/ss/android/downloadlib/addownload/compliance/AppPrivacyPolicyActivity.java




https://www.samsungapps.com/appquery/appDetail.as?appld=

com/ss/android/downloadlib/g/h.java

https://i.snssdk.com/

com/ss/android/downloadad/api/constant/AdBaseConstants.java

http://www.google.com

com/sjm/sjmdsp/net/security/ParamSec.java

http://www.google.com?

com/sjm/sjmdsp/net/security/ParamSec.java

http://dapi.sjmbdl.cn

com/sjm/sjmdsp/net/task/NetConfig.java

http://dapi.sjmbdl.cn/api/android/v1/events

com/sjm/sjmdsp/net/task/NetConfig.java

http://sdk.hzsanjiaomao.com/sspconfig/%s.txt

com/sjm/sjmdsp/net/task/NetConfig.java

http://dapi.sjmbdl.cn/api/app/statistics

com/sjm/sjmdsp/net/task/NetConfig.java

http://dapi.sjmbdl.cn/api/app/v2/log

com/sjm/sjmdsp/net/task/NetConfig.java

http://dapi.sjmbdl.cn/api/android/v1/init

com/sjm/sjmdsp/net/task/NetConfig.java

https://d.alipay.com

com/sjm/sjmdsp/web/SjmAdPageWebViewSetting.java

https://d.alipay.com

com/sjm/sjmsdk/js/b.java

http://api.hzsanjiaomao.com/api/adEvent

com/sjm/sjmsdk/a/f/d.java

http://sdk.hzsanjiaomao.com/sjmconfig/%s.json

com/sjm/sjmsdk/core/c/c.java

https://crbug.com/581399

aegon/chrome/net/impl/UrlRequestBuilderimpl.java

https://api-sdk.brily.cn

lib/armeabi-v7a/libnative.so
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danikula@gmail.com

com/kwad/sdk/core/videocache/h.java

danikula@gmail.com

com/sigmob/sdk/videocache/j.java

.apk@classes.dex

com/kuaishou/weapon/p0/d0.java

xxx@email.elided

aegon/chrome/base/PiiElider.java

S FNER

FNS FRTEX

17179869184 com/kwai/video/player/KsMediaMeta.java

13000000000 com/baidu/idl/face/platform/ui/utils/SecRequest.java

% ZRIUPH

APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: C=chn, ST=zj, L=hz, O=hlys, OU=hlys, CN=hlys
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2022-09-09 12:30:25+00:00

Valid To: 2122-08-16 12:30:25+00:00

Issuer: C=chn, ST=zj, L=hz, O=hlys, OU=hlys, CN=hlys
Serial Number: 0x10c1c19f

Hash Algorithm: sha256

md5: 93561e33dc94304ec913ff35410254fb



shal: 2a2e818d2fc1b9e9b289bde7b6ab18bf76837e17
sha256: d2f68e603aad6ad0ba093c60b601bcd1441e150fd7848b1cd2b7fa3d59bdb93a

sha512: a8ee754b2e87fdfébb54846e213f8d330ac736262c51ba67bc49b538cf37833e01b25337beb05476630bde2b149792a9dead4855a35ac5d0a354f98a3c9eaebc
PublicKey Algorithm: rsa

Bit Size: 2048
Fingerprint: c7bb3fa3200ae96cb308df2483dc3a1e74ea92261f4e381557ef756b6ec7aca9

P TERIBURIER

AJRERTERER

"dyStrategy.privateAddress" : "privateAddress"

"ksad_ad_default_author" : "@B] ZR SEEHRE"

"ksad_ad_default_username" : "@B] EHEE"
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EFHERIFRYI PR PN %y SR
[cA v
android.permission.WRITE_EXTERNAL_STORAGE yExivi ;’;iﬁggggﬁf RV RIS NIMEBIFE
O bl e
android.permission.READ_EXTERNAL_STORAGE fEke ;Z%E‘Bmﬁ%ﬁ SR 2R M MR AR RER
android.permission.INTERNET EE L=RSSEEEIN AT BIEF R ENEEET
android.permission.REQUEST_INSTALL_PACKAGES ke ;ﬁgf‘;‘g*ﬁ P mEnARE LR RERE I ERA S R TR,
Z= o

android.permission.CAMERA fabs REBMRHZ SR TR AN IRIRM R G XAV AR R WEETIMER BRINE G
android.permission.ACCESS_NETWORK_STATE IEE BEEMERKS AN RS EME NSRS

. . N AN EBIERASA VTR AR SR ERIEDIAE. BB AR B2 o] U E L EBIER BiESHIA]
android.permission.READ_PHONE_STATE el 54 B2 IR AT TR, MO B 2
android.permission.ACCESS_WIFI_STATE E=E BEWI-FUIRE AEFNBEREEE X WIi-Fi REHER
android.permission.GET TASKS . KRIEEEITH AN ARFEOERE X YRIMRIETHNESNES. AEATERNAREFAIE

P T . [ A2 KEMNBRFNIAAER
android.permission.QUERY_ALL_PACKAGES IEE ATEIREE _ ENERENENAER, TI1eE R AR
com.hanlingyoushang.permission.liantian.RECEIVE AN Unkngwh Unknown permission from android reference
permission

android permission REORDER_TASKS T BHFLETE AT RREFBESEDIFENEE. BRENARR I UTEAZEEFIRIER T

TR R

BCRInFa




android.permission.REQUEST_DELETE_PACKAGES

FOVFN TR IR SRR E

com.android.launcher.permission.INSTALL_SHORTCUT RHN Egrkr:?svsvir(])n Unknown permission from android reference
k
com.asus.msa.SupplementaryDID.ACCESS ESl un n,ow,n Unknown permission from android reference
permission
o Unknown - .
freemme.permission.msa AN o Unknown permission from android reference
permission
android.permission.VIBRATE EE AITER SN AR T HRED 23
android.permission.CHANGE_NETWORK_STATE EE BEEIERE TR FAFE R BB B M A8 B R TS
. - " S TIRAERS L E IR, FIANTE eh B BE e, UM EABIR I E (WRTA) . BELA
android.permission. ACCESS_COARSE_LOCATION Bk FEAL Y T A ARIE gL
android.permission.SET_WALLPAPER IEE BB YN FERIS B R EEA
android.permission.BLUETOOTH IEE ORI o s YN AR E R BC N A TR
. . Unknown . .
com.hanlingyoushang.openadsdk.permission. TT_PANGOLIN ESl permission Unknown permission from android reference
android.permission.CHANGE_WIFI_STATE = BERWI-FIRAS SRR RS E AN M Wi-Fi B A=, T BCE B Wi-Fi INZ8 #1788 08
android.permission.WAKE_LOCK I 975 1= S AT Bl SOYFRY AR R B L T LE N BRI TS
o RN ARIEFERATRBMEILREN. XA EBEIFHHEEE KA E,H 2
id. ission. o e TAS] ,
android.permission.RECEIVE_BOOT_COMPLETED IE FFHNBY BEhEEh TR s R 2T SR B B A RS
android.permission.RECORD_AUDIO Bk S =] AV AEFE AR EMIEREEE
android.permission ACCESS_FINE_LOCATION | EEEG IR B HIENFH LR IRE L RS MR TR, TENARFETUERERR
(GPS) EEBILE F P RE EFEI NI BB &




Unk
android.permission.READ_PRIVILEGED_PHONE_STATE Nl pgrn:iosvs\,lirc]m Unknown permission from android reference

W Y FARNERE

FEBE(ACTIVITY) IBIS(INTENT)
com.iBookStar.activityComm.SchemeActivity Schemes: com.hanlingyoushang.novel://, yuemeng://,
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