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FREBEZR: United States of America
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github.com

HIX: Washington
th: Redmond
45E: 47.682899
£2[E:-122.120903

common-proxyintl.rtc.tencent.com

IP:101.32.110.98
FRIEER: Singapore
H#BIX: Singapore
Iith: Singapore
45[E: 1.289670
$2[E: 103.850067

ns.adobe.com

RERSMIEESR.

playvideo.qcloud.com

IP: 103.18.208.254
EREBEZ: China
HX: Guangdong
Yi: Shenzhen
45E: 22.545540
£2[E: 114.068298

xml.apache.org

IP:151.101.2.132

FRBEZR: United States of America
H#BEX: California

i: San Francisco
#5E:37.775700

42[E:-122.395203

v2api.vodpandora.com

IP: 154.86.129.3
FRIEEIZR: Hong Kong
HX: Hong Kong
i Hong Kong
45[E: 22.285521
£2[E:114.157692

h.trace.qq.com

IP: 109.244.244.66
FRIBEZ: China
HX: Beijing

IiTh: Beijing
#5FE:39.907501
£2[F:116.397232

bjconfig-1309110964.cos.accelerate.myqcloud.com

IP:120.53.180.17
FRIBEZX: China
X Beijing
IiTh: Beijing
#5[E:39.907501
£2[F:116.397232

trtc-sdk-log-1258344699.cos.ap-guangzhou.myqcloud.com

IP: 159.75.57.36
FREEZR: China
X Beijing
IiTh: Beijing




#5E:39.907501
£2[E:116.397232

r.avlab.qg.com

IP:183.3.226.217
FRIBEIZR: China
HX: Guangdong
i h: Shenzhen
45[E: 22.545540
42[E:114.068298

tcdnsipve.myqcloud.com

1P:0.0.0.1
FREER: -
HX: -

i -

#5[E: 0.000000
£2[E:0.000000

liteav.sdk.qcloud.com

IP:61.54.7.196
FRIBEZX: China
HX: Henan
iFih: Anyang
45E:36.099442
42F:114.328888

api.bajiao004.com

IP: 154.23.213.172

FRIBEIZ: United States of America
HX: District of Columbia

IHiTh: Washington

#5E:38.901566

42[E:-77.050781

android.bugly.qg.com

IP: 109.244.244.137
FRBEIZR: China
HX: Beijing

i: Beijing
45[E:39.907501
43[E:116.397232

avmonitortest.trtc.tencent-cloud.com

IP:106.53.137.253
FREEZR: China
X Beijing

IiTh: Beijing
45[E:39.907501
£2[E:116.397232

videoapi-sgp.im.qcloud.com

IP:210.51.43.174
FREBEZ: China
HIX: Shanghai
: Shanghai
45[E:31.222219
£2FE:121.458061

IP: 43.156.222.59




intl-sdklog.trtc.tencent-cloud.com

FRIBEIZX: China
X Beijing
IiTh: Beijing
#5:39.907501
£2F5:116.397232

speedtestint.trtc.tencent-cloud.com

IP:43.156.86.158
FRBEZR: China
X Beijing
iiTh: Beijing
45E:39.907501
£2/%:116.397232

astat.bugly.cros.wr.pvp.net

IP:170.106.135.32

FREEZR: United States of America
HbEX: California

Ylis: San Francisco

4[E: 37.774929

$2[E:-122.419418

cloud.tim.qg.com

IP:42.81.193.142
FRIBEZX: China
HX: Tianjin
: Tianjin
45[E:39.142220
£2FE:117.176666

speedtest.trtc.tencent-cloud.com

IP:162.14.6.25
FRIBEIZX: China
X Beijing
IiTh: Beijing
#5:39.907501
£2F5:116.397232

openmsf.3g.qg.com

IP: 120.53.97.28
FRBEIZR: China
X Beijing
iiTh: Beijing
45F:39.907501
£2F8:116.397232

v2api.3xx.live

IP:154.86.129.4
FRIBEIZR: Hong Kong
H#X: Hong Kong
Hih: Hong Kong
45[E: 22.285521
£2[E:114.157692

www.qg.com

IP:175.27.8.138
FRBEZ: China
X Beijing
IHith: Beijing
#5[E:39.907501
432FE:116.397232




ipv6-datacenter.live.qcloud.com

IP: 183.47.97.245
EREBEZ: China
H#X: Guangdong
is: Huizhou
4[E: 23.083330
£2[E: 114.400002

common-proxy-test.rtc.tencent.com

IP: 175.27.204.228
FREBEIZR: China
H#BIX: Beijing

IiTh: Beijing
£5[:39.907501
£2/¥:116.397232

soconfig-1309110964.cos.accelerate.myqcloud.com

IP:120.53.180.17
FRBEZ: China
HX: Beijing
Iith: Beijing
4R 39.907501
43[E:116.397232

en.wikipedia.org

IP: 199.59.148.206

FREBEZR: United States of America
HbEX: California

Th: San Francisco
4[E:37.773968

$2[E:-122.410446

livepull.myqcloud.com

IP:183.47.114.223
FEREBEZ: China
H#X: Guangdong
T: Huizhou
4E: 23.083330
£2[E: 114.400002

tcdns.myqcloud.com

IP:106.55.123.19
FREEZR: China
H#BIX: Beijing
IiTh: Beijing
£ 39.907501
42/E:116.397232

appconfig-1309110964.cos.accelerate.myqcloud.com

IP:42.187.218.203
FREEZR: China
X Beijing

i 5: Beijing
45[E:39.907501
43[E:116.397232

IP:182.254.53.21
FRBEIZR: China
X: Guangdong




dldir1vé.qq.com

i h: Shenzhen
4FE: 22.545540
42[E: 114.068298

vodreport.qcloud.com

IP: 182.254.61.202
FRBEIR: China
HIX: Guangdong
Yis: Shenzhen
45[E: 22.545540
£2[E: 114.068298

www.o147.com

IP:104.143.9.110

FRIBEIZ: United States of America
HEX: lllinois

ITh: Arlington Heights

4H[E: 42.066292

42[E:-87.982574

trtc-sdk-config-1258344699.file.myqcloud.com

IP:182.118.11.105
FREEZR: China
HIX: Henan

IiTh: Zhengzhou
45 34.757778
42[E:113.648613

yun.tim.qg.com

IP: 120.53.96.189
FRIBEIZR: China
X Beijing
i5: Beijing
45[E:39.907501
43[E:116.397232

astat.bugly.qcloud.com

IP: 150.109.27.253
FRIZEIR: Singapore
HX: Singapore
Iith: Singapore
4[E: 1.289670
42[E: 103.850067

sdkdc.live.qcloud.com

IP:170.106.112.231

FRIBEZ: United States of America
HbEX: California

Ifih: San Francisco
Y5[E:37.774929

£2[E:-122.419418

www.webrtc.org

IP: 142.251.42.238

FRIBEIZ: United States of America
HX: California

YT Mountain View
#5[E:37.405991

42[E:-122.078514




www.openssl.org

IP:23.2.129.55
FRIZE: Japan
X Tokyo

i: Tokyo

45[E: 35.689507
43[E: 139.691696

inland-sdklog.trtc.tencent-cloud.com

IP:106.55.91.136
FRBEIR: China
X Beijing
IiTh: Beijing
45[E:39.907501
#2[E: 116397232

www.ietf.org

IP: 104.16.45.99

FRIBEZ: United States of America
HBEX: Texas

iith: Dallas

4E: 32.783058

£2[E:-96.806671

upload.ffmpeg.org

IP:213.36.253.119
FREBEZ: France
HX: lle-de-France
Iith: Paris

45 48.853409
£2FE: 2.348800

1255566655.vod2.myqcloud.com

IP: 182.254.53.33
FRIBEIZR: China
HX: Guangdong
i h: Shenzhen
4[E: 22.545540
42[E:114.068298

bjhostconfig.oss-accelerate.aliyuncs.com

IP:39.107.216.245
FRBEIZR: China
HX: Zhejiang
IiTh: Hangzhou
4[E:30.293650
£2[E:120.161423

livepullipv6.myqcloud.com

IP:119.147.190.45
FRBEIZR: China
HX: Guangdong
Hi: Guangzhou
4E: 23.116671
£2[E:113.250000

reddit-1258344699.cos.na-siliconvalley.myqcloud.com

IP: 170.106.97.205

FRIBEIZ: United States of America
HX: California

fi: San Francisco
45[E:37.774929




£2FE:-122.419418

IP:50.223.129.194

FREEZR: United States of America
HX: Georgia

Ig: Marietta

45E:33.952599

$2[E:-84.549927

tools.ietf.org

IP:183.47.97.245
FRBEIR: China
HX: Guangdong
H: Huizhou

45 [E: 23.083330
42[: 114.400002

datacenter.live.qcloud.com

IP: 106.53.137.225
FRIBEIZX: China
X Beijing

IiTh: Beijing
#5[E:39.907501
£2F5:116.397232

common-proxy.rtc.tencent.com

IP: 106.55.123.101
FREBER: China
H#BIX: Beijing
IiTh: Beijing
£5[:39.907501
£2/%:116.397232

test.tim.qg.com

IP:110.242.68.3
FRIBEIZR: China
HX: Hebei

i: Baoding
4% 38.851109
42[E: 115.490280

www.baidu.com

URLLEZR
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www.baidu.com com/blankj/utilcode/util/NetworkUtils.java
http://xml.apache.org/xslt}indent-amount com/blankj/utilcode/util/LogUtils.java

https://h.trace.qqg.com/kv com/tencent/bugly/proguard/r.java
https://android.bugly.qq.com/rqd/async com/tencent/bugly/crashreport/common/strategy/StrategyBean.java




https://astat.bugly.qcloud.com/rgd/async

com/tencent/bugly/crashreport/common/strategy/a.java

https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async

com/tencent/bugly/crashreport/common/strategy/a.java

http://%s/timeshift/%s/%s/timeshift. n3u8?delay=0

com/tencent/liteav/m.java

http://%s/%s/%s/timeshift. n3u8?delay=08&appid=%s&txKbps=0

com/tencent/liteav/m.java

http://%s/timeshift/%s/%s/timeshift. m3u8?delay=%d

com/tencent/liteav/m.java

http://%s/%s/%s/timeshift.m3u8?starttime=%s&appid=%s&txKbps=0

com/tencent/liteav/m.java

https://vodreport.qcloud.com/describeControlinfos/v1/

com/tencent/liteav/o.java

http://playvideo.qcloud.com/getplayinfo/v2

com/tencent/liteav/network/f.java

https://playvideo.qcloud.com/getplayinfo/v2

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/coverBySnapshot/1513156403_1311093072.100_0.jpg?
t=5c08d9fa&us=someus&sign=95f34beb353fe32cfe7f8b5e79cc28b1

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271_00001.jpg?
t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271.vtt?
t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659¢c3

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/uAnXX00OMLSAA.wmv?
t=5c08d9fa&us=someus&sign=659af5dd3f27eb92dc4ed74eb561daad

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/master_playlist. n3u8?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f220.m3u8?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f230.m3u8?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f240.m3u8?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f210.m3u8?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f10.mp4?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java




http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f20.mp4?
t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d

com/tencent/liteav/network/f.java

https://livepull.myqcloud.com/getpulladdr

com/tencent/liteav/network/l.java

https://livepullipve.myqcloud.com/getpulladdr

com/tencent/liteav/network/l.java

https://tcdns.myqcloud.com/queryip

com/tencent/liteav/network/c.java

https://tcdnsipv6.myqcloud.com/queryip

com/tencent/liteav/network/c.java

https://en.wikipedia.org/wiki/Blend_modes

com/tencent/liteav/beauty/b/d/z.java

https://soconfig-1309110964.cos.accelerate.myqcloud.com/armeabi-v7a.zip

com/pandora/o147/module/splash/SplashScreen.java

https://www.0147.com

com/pandora/o147/app/Applnfo.java

http://v2api.3xx.live

com/pandora/o147/app/MyApplication.java

https://bjhostconfig.oss-accelerate.aliyuncs.com/domain_bajiao.json

com/pandora/o147/utils/NetUtils.java

https://appconfig-1309110964.cos.accelerate.myqcloud.com/domain/domain_test.json

com/pandora/o147/utils/NetUtils.java

https://api.bajiao004.com

com/pandora/o147/utils/NetUtils.java

http://v2api.3xx.live

com/pandora/o147/utils/NetUtils.java

http://v2api.vodpandora.com

com/pandora/o147/utils/NetUtils.java

https://bjconfig-1309110964.cos.accelerate.myqcloud.com/domain/domain_bajiao.json

com/pandora/o147/utils/NetUtils.java

https://github.com/yyued/SVGAPlayer-Android#cache

e/g/alg.java

http://ns.adobe.com/xap/1.0/

d/n/a/a.java

ftp://upload.ffmpeg.org/incoming/

lib/armeabi-v7a/libtxplayer.so

https://yun.tim.qg.com

lib/armeabi-v7a/libliteavsdk.so

https://speedtest.trtc.tencent-cloud.com

lib/armeabi-v7a/libliteavsdk.so

https://test.tim.qg.com

lib/armeabi-v7a/libliteavsdk.so

https://avmonitortest.trtc.tencent-cloud.com:8000

lib/armeabi-v7a/libliteavsdk.so

https://videoapi-sgp.im.qcloud.com

lib/armeabi-v7a/libliteavsdk.so




https://speedtestint.trtc.tencent-cloud.com

lib/armeabi-v7a/libliteavsdk.so

https://reddit-1258344699.cos.na-siliconvalley.myqcloud.com

lib/armeabi-v7a/libliteavsdk.so

https://intl-sdklog.trtc.tencent-cloud.com/log/appsign

lib/armeabi-v7a/libliteavsdk.so
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lib/armeabi-v7a/libliteavsdk.so
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lib/armeabi-v7a/libliteavsdk.so
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lib/armeabi-v7a/libliteavsdk.so

https://inland-sdklog.trtc.tencent-cloud.com/log/report

lib/armeabi-v7a/libliteavsdk.so

https://trtc-sdk-config-1258344699.file.myqcloud.com/liteavsvrcfg/android/serverconfig_en.zip

lib/armeabi-v7a/libliteavsdk.so

https://dldir1vé.qq.com/hudongzhibo/liteavsvrcfg/serverconfig_en.zip

lib/armeabi-v7a/libliteavsdk.so

https://sdkdc.live.qcloud.com/liteav

lib/armeabi-v7a/libliteavsdk.so

https://ipv6-datacenter.live.qcloud.com/liteav

lib/armeabi-v7a/libliteavsdk.so

https://common-proxy-test.rtc.tencent.com

lib/armeabi-v7a/libliteavsdk.so

https://common-proxyintl.rtc.tencent.com

lib/armeabi-v7a/libliteavsdk.so

https://common-proxy.rtc.tencent.com

lib/armeabi-v7a/libliteavsdk.so

http://openmsf.3g.qq.com:15000

lib/armeabi-v7a/libliteavsdk.so

https://datacenter.live.qcloud.com

lib/armeabi-v7a/libliteavsdk.so

WwWw.qg.com

lib/armeabi-v7a/libliteavsdk.so

https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement/Android/XNN_Android_1.0.zip

lib/armeabi-v7a/libliteavsdk.so

https://cloud.tim.qq.com/v3/liveinterface/

lib/armeabi-v7a/libliteavsdk.so

http://r.avlab.qg.com

lib/armeabi-v7a/libliteavsdk.so

http://s

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/playout-delay

lib/armeabi-v7a/libliteavsdk.so

http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01

lib/armeabi-v7a/libliteavsdk.so




http://www.webrtc.org/experiments/rtp-hdrext/meta-data-01

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/meta-data-02

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/meta-data-03

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/decoding-timestamp

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-composition-time

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-frame-type

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/order-in-stream

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/transport-wide-cc-02

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-content-type

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/video-timing

lib/armeabi-v7a/libliteavsdk.so

http://tools.ietf.org/html/draft-ietf-avtext-framemarking-07

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/generic-frame-descriptor-00

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/generic-frame-descriptor-01

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/color-space

lib/armeabi-v7a/libliteavsdk.so

http://www.webrtc.org/experiments/rtp-hdrext/meta-data

lib/armeabi-v7a/libliteavsdk.so

http://www.openssl.org/support/fag.html

lib/armeabi-v7a/libtxffmpeg.so
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14159265358 com/tencent/liteav/beauty/b/d/a.java

17179869184 com/tencent/ijk/media/player/ljkMediaMeta.java

# ZRIUH

APK is signed

v1 signature: True

v2 signature: False

v3 signature: False

Found 1 unique certificates

Subject: C=swb, ST=swb, L=swb, O=swb, OU=swb, CN=swb

Signature Algorithm: rsassa_pkcs1v15

Valid From: 2022-09-23 10:02:42+00:00

Valid To: 2077-06-26 10:02:42+00:00

Issuer: C=swb, ST=swb, L=swb, O=swb, OU=swb, CN=swb

Serial Number: 0x5daa98d6

Hash Algorithm: sha256

md5: a0072cfd26c9e1a9af27b8a83a54336b

shal: af34eac03ebbe854d51cf1ae4d702dabbd25de4d

sha256: 926be7ebd786df0d1c2cc48042f721acc21bbd453606711ba3d28c1b8a01e451
sha512: 2314e73210d3486e1c46f78f479312048b17c4efdc3aaffade03029e1ad5adb70ee21b2d3f6ac6e2b63bead2e29508958e10c82457673d828d77d5e5951ebc84
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"user" : "user"

"vip_user" : "VIP user"

"user" : "FE"

"vip_user": "VIPERA"

"user": "Tai khoan"

"vip_user" : "Tai khoan VIP"
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Bugly https://reports.exodus-privacy.eu.org/trackers/190
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I FHERIERA R =Sl | KB VAR

android.permission.CHANGE_NETWORK_STATE = BELEERE SRR AR E R TS

android.permission.INTERNET EE LERTEIN RV RTER O S EET
android.permission.ACCESS_NETWORK_STATE & EEMERS TR AR EEEMERRES
android.permission.ACCESS_WIFI_STATE na BEEWI-FRE RN ARFEEEX Wi-F REKER
android.permission.WRITE_EXTERNAL_STORAGE fEks EEVAE S/ MBRIMNEBIFE NS AR AR NIMBEFE
android.permission.READ_EXTERNAL_STORAGE fEk RSN fERR NS SYFR 2R IR (&1 EY
android.permission.QUERY_ALL_PACKAGES E& AT WGE ENEAEENBER, TI0E 2 AR
android.permission.READ_PHONE_STATE fEr RERIERSFZ 5 RVFRFRIAIRIE ERIRRIEINRE. BB AR AR o] IAE I BIEM B IE SIIMFSS RS A FIERhIRES, FFIFmEEI S 1%
android.permission.CAMERA ek BRNRE SVFR AR BRI R K. XAV AR FWESEBNEN ERINE K
android.permission.RECORD_AUDIO fabe RE SR AR AT S NICREEE
android.permission.MODIFY_AUDIO_SETTINGS = BERENSIMSE AT AEFERSREMLE FINEEMEH
android.permission.BLUETOOTH EE IR AV AR E R RO A S &

android.permission.VIBRATE i AHTER AV AR HIREDER

android.permission.FLASHLIGHT na EhHIFRE SV AREFIEHFEBE

& N ARREE

SETN(ACTIVITY) EEINTENT)

com.pandora.o147.module.splash.SplashScreen Schemes: bajiao://,




Hosts: authorize,

IREH BIMAPKREIFT S BT, HIFEEMERNER, GRIBHAEER.
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