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IP: 20.205.243.166

FRIBER: United States of America
HIX: Washington

i Redmond

45 47.682899

43[8:-122.120903

github.com

IP:116.62.176.13
FRBE: China
HX: Beijing
I Beijing
£E: 39.907501
$2[:116.397232

route.showapi.com

IP: 182.254.63.17
FRBER: China
HIX: Guangdong
iTh: Shenzhen
$5E: 22.545540
428:114.068298

api.mch.weixin.qqg.com




adiu.amap.com

IP:59.82.31.100
FREBEZ: China
HIX: Beijing
I Beijing
£5E: 39.907501
28 116.397232

image.cnamedomain.com KBRS HRMIEES.
IP:59.82.31.99
FRBER: China
cgicol.amap.com #X: Beijing
I Beijing

£E: 39.907501
28 116.397232

ku.cndesign.com

RAERSHHIEES.

oss-cn-.aliyuncs.comor

RARSSRIMIEES.

cloudauth.cn-beijing.aliyuncs.com

IP:101.201.182.3
FRBER: China
HIK: Zhejiang
$H: Hangzhou
#8:30.293650
$2§:120.161423

dualstack-a.apilocate.amap.com

IP: 106.11.40.50
FRBER: China
HIX: Zhejiang
#%: Hangzhou
£5E:30.293650
£2[E:120.161423

api.weixin.qg.com

IP:109.244.145.152
FRIBEIX: China
HIX: Beijing

$Hih: Beijing

4: 39.907501
$2[:116.397232

mgw.mpaas.cn-hangzhou.aliyuncs.com

IP:47.96.141.131
FRBER: China
HIX: Zhejiang
#%7: Hangzhou
£5E:30.293650
£2[E:120.161423

render.alipay.com

IP:220.181.135.244
FREER: China
HIX: Beijing

$Hih: Beijing

45 39.907501
$2[:116.397232

apilocate.amap.com

IP:59.82.31.183
FRBE: China
HIX: Beijing
I Beijing
£E: 39.907501
28 116.397232

IP:106.11.61.111




cloudauth-dualstack.aliyuncs.com

FRBEIX: China
HIX: Zhejiang
#: Hangzhou
45[E: 30.293650
£2[E:120.161423

abroad.apilocate.amap.com

IP:59.82.44.11
FRBER: China
HIX: Zhejiang
Ih: Hangzhou
45:30.293650
42[8:120.161423

restsdk.amap.com

IP:203.119.175.194
FRBEIX: China
HIX: Beijing

17 Beijing

£[E: 39.907501
42 116.397232

ic.snssdk.com

IP:42.81.213.228
FRBER: China
HIX: Tianjin
I Tianjin
45§ 39.142220
42[8:117.176666

Ibs.amap.com

IP:59.82.29.231
FRBEIX: China
HIX: Zhejiang
#5: Hangzhou
£5[E: 30.293650
£2[E:120.161423

oss.aliyuncs.com

IP:118.178.29.5
FRBER: China
HIX: Zhejiang
Ih: Hangzhou
45:30.293650
42[8:120.161423

hxnf.xingpingshicai.cn

IP:118.190.154.195
FRBEIX: China
HIX: Zhejiang
#5: Hangzhou
£5[E: 30.293650
£2[E:120.161423

cloudauth.aliyuncs.com

IP: 140.205.174.3
FRBER: China
HIX: Zhejiang
Ih: Hangzhou
45:30.293650
42[8:120.161423

uri.amap.com

IP:203.119.214.251
FRBEIX: China
HIX: Beijing

1#7: Beijing

£E: 39.907501
$2[:116.397232

IP:39.98.22.142
FRBER: China




dualstack-arestapi.amap.com

HIX: Zhejiang
#: Hangzhou
45[E: 30.293650
£2[E:120.161423

long.open.weixin.qg.com

IP:109.244.216.15
FRBER: China
HIX: Beijing

It Beijing
45:39.907501
42[8:116.397232

open.weixin.qg.com

IP:109.244.144.48
FRBEIX: China
HIX: Beijing

17 Beijing

£5E: 39.907501
$2[:116.397232

www.acfun.tv

IP:34.102.136.180

FRIBER: United States of America
HIX: Missouri

ITh: Kansas City

45 39.099731

43[8:-94.578568

127.0.0.1

IP:127.0.0.1
FREEXR: -
HX: -

i -
£5:0.000000
£2[:0.000000

cloudauth-dualstack.cn-beijing.aliyuncs.com

IP: 182.92.29.46
FRBER: China
HIX: Zhejiang
Ih: Hangzhou
45:30.293650
42[8:120.161423

oss-cn-hangzhou.aliyuncs.com

IP:118.31.219.251
FRBEIX: China
HIX: Zhejiang
#5: Hangzhou
45[E: 30.293650
£2[E:120.161423

jandan.net

IP: 140.249.61.203
FRBER: China
H#X: Shandong
ih: Qingdao
45:36.098610
428:120.371941

www.baidu.com

IP:110.242.68.3
FRBEIX: China
HIX: Hebei

i#%7: Baoding
4[E: 38.851109
£2[E: 115.490280

schemas.android.com

RAERSHBHIEER.




URLEZ

URLIEE

https://render.alipay.com/p/f/fd-j8|9yjja/index.html

https://cloudauth-dualstack.aliyuncs.com

https://cloudauth-dualstack.cn-beijing.aliyuncs.com

https://cloudauth.aliyuncs.com

https://cloudauth.cn-beijing.aliyuncs.com

http://www.acfun.tv/

http://www.baidu.com/s?wd=

http://jandan.net/?oxwlxojflwblxbsapi=jandan.get_pic_comments&page=

http://ic.snssdk.com/neihan/stream/mix/v1/?
mpic=1&essence=1&content_type=-102&message_cursor=-1&bd_Stringitude=113.369569&bd_latitude=23.149678&bd_city=%E5%B9%BF%HE5%B7%9E%E5%B8%82&am_Stringitude=113.367846&am_latitude=23.149878&am_city=%E5%B9%BF%E5%B7%9E%HES5%B8%82&am_loc_time=14

http://route.showapi.com/255-1?type=318&showapi_appid=20569&showapi_sign=0707a6bfb3e842fb8c8aa450012d9756&page=

http://ku.cndesign.com/pic/

http://jandan.net/?oxwlxojflwblxbsapi=jandan.get_ooxx_comments&page=

https://github.com/tamsiree/RxTool

https://api.mch.weixin.qg.com/pay/unifiedorder

www.baidu.com

http://uri.amap.com/navigation?to=

https://mgw.mpaas.cn-hangzhou.aliyuncs.com

https://hxnf.xingpingshicai.cn/register.html?spreadUid=

https://api.weixin.qq.com/sns/oauth2/access_token?appid=%s&secret=%s&code=%s&grant_type=authorization_code

https://adiu.amap.com/ws/device/adius

https://restsdk.amap.com/sdk/compliance/params

http://restsdk.amap.com/sdk/compliance/params

http://restsdk.amap.com

http://apilocate.amap.com/mobile/binary

http://dualstack-a.apilocate.amap.com/mobile/binary




http://abroad.apilocate.amap.com/mobile/binary

http://dualstack-arestapi.amap.com/v3/geocode/regeo

http://restsdk.amap.com/v3/geocode/regeo

http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74&

https://restsdk.amap.com/v3/iasdkauth

https://dualstack-arestapi.amap.com/v3/iasdkauth

http://abroad.apilocate.amap.com/mobile/binary

http://abroad.apilocate.amap.com/mobile/binary

http://restsdk.amap.com/v3/place/text?

http://restsdk.amap.com/v3/config/district?

http://restsdk.amap.com/v3/place/around?

https://github.com/ReactiveX/Rxjava/wiki/Plugins

https://github.com/ReactiveX/RxJava/wiki/Plugins

https://github.com/ReactiveX/Rxjava/wiki/Plugins

https://github.com/ReactiveX/RxJava/wiki/Plugins

https://github.com/ReactiveX/Rxjava/wiki/Plugins

https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s

https://long.open.weixin.qqg.com/connect/l/qrconnect?f=json&uuid=%s

http://Ibs.amap.com/api/android-location-sdk/guide/utilities/errorcode/& % 112515 B3

http://schemas.android.com/apk/res/android

http://schemas.android.com/apk/res/android

http://schemas.android.com/apk/res/android

http://schemas.android.com/apk/res/android

http://schemas.android.com/apk/res/android

https://hxnf.xingpingshicai.cn

https://ip.

http://0ss-cn-**** aliyuncs.com',or

http://image.cnamedomain.com'!




http://oss.aliyuncs.com

http://127.0.0.1

http://oss-cn-**** aliyuncs.com',or

http://image.cnamedomain.com’!

http://o0ss-cn-hangzhou.aliyuncs.com

http://schemas.android.com/apk/res/android

https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0#error-handling

https://github.com/ReactiveX/RxJava/wiki/Error-Handling

https://github.com/ReactiveX/Rxjava/wiki/Plugins

https://github.com/ReactiveX/RxJava/wiki/Plugins

https://github.com/ReactiveX/Rxjava/wiki/Plugins

https://github.com/ReactiveX/RxJava/wiki/Plugins

https://github.com/ReactiveX/Rxjava/wiki/Plugins
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17215021497 com/tamsiree/rxkit/RxConstants.java

15778800000 org/joda/time/chrono/JulianChronology.java

15778800000 org/joda/time/chrono/BasicFixedMonthChronology.java

15308640144 org/joda/time/chrono/IslamicChronology.java

15778476000 org/joda/time/chrono/GregorianChronology.java

# ERIEH

APK is signed

v1 signature: True

V2 signature: True

v3 signature: False

Found 1 unique certificates

Subject: C=86, ST=shanxi, L=xian, O="AF], OU="AF], CN=HF
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2022-07-25 10:57:56+00:00



Valid To: 2047-07-19 10:57:56+00:00

Issuer: C=86, ST=shanxi, L=xian, O="2&], OU=/A5], CN=HF

Serial Number: 0x20d13bcO
Hash Algorithm: sha256
md5: 9ddbe193f88ebb7aeaf8195aec3a0b92

shal: 1b5d871966e8f92e70d6c9f8eb54d49720ec252e

sha256: 0e32cf75e569427832661b461ddd9ebefe2575ac6a15a7117a192bf0cd914060
sha512: 98664c16cc9b7799959bc55d6295fe6e62987ae55857f501171fee9648961c1fc6191c3c32d6483e579af566e0752f1773570165a967084f2a5f9dc525452613

PublicKey Algorithm: rsa
Bit Size: 2048

Fingerprint: 13fed7b26d95acbef6a3217f3f40ac386127fff38ad503f9ae6ac68259dedebd

P ERIDHRIER
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"cancel_auth" : "BUEE R"

"get_token_from_weixin" : "3REVH {51517 Token”

"target_scene_session" : "=1&"

™ INFE9 R
i 55 =75DK

E=tud 2% URL§EHE
AutoNavi / Amap Location https://reports.exodus-privacy.eu.org/trackers/361
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android.permission.INTERNET EE BN AR ARRFOIRWEEET

android.permission.ACCESS_NETWORK_STATE EH BEEMERS AR ARRFEEMEMNEIRS

android.permission.CAMERA ekt HIRFRE SYFR AR BABTRRARG, XAV AEERF IR M B 2IHE S

com.asus.msa.SupplementaryDID.ACCESS gl Unknown permission Unknown permission from android reference

freemme.permission.msa ESA| Unknown permission Unknown permission from android reference

android.permission. ACCESS_COARSE_LOCATION fak HEENL HIPERE (L ER, HIA0H8 Bh4E BRI 2, LU E AR FBIE (B (MREIA) - BRUAREFAUERERABECHARIE
android.permission.ACCESS_FINE_LOCATION &k TEHENL (GPS) B E R, GIIFN LN LIKEM RS R A, SRNARF D UERERABESNOLE, H AR EEIIN BB S
android.permission.ACCESS_WIFI_STATE na BBEWI-FIRES AV ARFRERE X Wi-Fi REMER




android.permission.CHANGE_WIFI_STATE EH BERWI-FIIRES SO R IR PP AN ET T Wi-Fi B\, H BB B9 Wi-Fi MI£8 #1758 E8

android.permission.READ_PHONE_STATE ek B BIEREH S5 SVFRLIAIEISE &R IETRE. BAIARAI 2R ] LU L FBIE M IS STH1F 5 S MR T FEmhIRES, PP E 8 SE%
android.permission.WRITE_EXTERNAL_STORAGE ek EEVERUMIRRSINEREERNES VPR TR B NI TEE

android.permission.ACCESS_LOCATION_EXTRA_COMMANDS EE IRERIMO L B IR AT e < EEMI L ERERFHS, BENARFRIREREATRTI GPS stEMI EIRAVIRIE
android.permission.FOREGROUND_SERVICE EH AFE AN BI2FEM Service.startForeground.

android.permission.ACCESS_BACKGROUND_LOCATION Bk SAIBMUE AN ARFEERIHRE

android.permission.READ_EXTERNAL_STORAGE ek EEMNED AR A SRR 2R MR TE A IREY

android.permission.CALL_PHONE febe HIFRITBIESH RV ARFERE G TSR THRITBIESE. BENARFIESSRENBIEKBEHMBINGL, HIEXFAHARRFRITEZLIESH
android.permission.REQUEST_INSTALL_PACKAGES ek VPR RRFERRES, ERENARFITUFAERSRIBREF TEEME ARG,

android.permission.GET_TASKS ekt WRIEEIEITHRAER RV ARFRRE X LRSS THESHER. JEATEENARFAMEXEMUARFHIMAER
android.permission.WAKE_LOCK EE Bf LA B AR SRR PR R B LE AN BEBRARS

android.permission.KILL_BACKGROUND_PROCESSES EE Ed=t=priz SVFR R AR SE A IR R fE AR BMERERME

android.permission.VIBRATE EE AEER SR IR hREhEE

android.permission.FLASHLIGHT EE =HIFEBE VR AR FIEH FEBE

android.permission.MOUNT_UNMOUNT_FILESYSTEMS ek HEYMHAXHRS SR TR A B IS B R R X 4 R4

android.permission.INSTALL_PACKAGES HEZEVARER VPR AR E L EEFTHSERTH) Android B, HEM AR B UERERMNEEEERANRIARER

& N ARES

SETN(ACTIVITY)

SEIS(INTENT)

com.sc.hxnf.ui.activity.SplashActivity

Schemes: alpverify://,
Hosts: main,

REH BOAPKREETE BoEM, HIFEEMERIER, BRMNEHAEER,



https://mogua.co/

