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优希贝（ 1.0.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	优希贝

	版本
	1.0.0

	包名
	com.ucbay.app

	域名线索
	106条

	URL线索
	127条

	APP图标
	

	分析日期
	2025年1月11日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	youxibei1070019.apk

	文件大小
	72.45MB

	MD5值
	f1e0d2a2086922951e79522978092efa

	SHA1值
	67b4bbaa7d102bf352508e248b0c38166d5fad03

	SHA256值
	e54d540bcf1e0dc5de60e2709eaa7993271320cf9bcc747dff7718f19c6e0e25



3. APP基本信息
	类别
	内容

	App名称
	优希贝

	包名
	com.ucbay.app

	主活动Activity
	io.dcloud.PandoraEntry

	安卓版本名称
	1.0.0

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	vop.baidu.com
	IP: 111.206.209.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	avc.qcloud.com
	IP: 120.241.139.121 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mobilegw.alipay.com
	IP: 203.209.243.27 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	up-z2.qbox.me
	IP: 183.60.220.4 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	alogsus.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	openapi.baidu.com
	IP: 110.242.69.36 
所属国家: China 
地区: Hebei 
城市: Baoding 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developer.umeng.com
	IP: 59.82.29.249 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	errnewlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vse.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	wappaygw.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	up.qbox.me
	IP: 115.231.29.10 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	plbslog.umeng.com
	IP: 36.156.202.68 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	ns.adobe.com
	没有服务器地理信息. 

	quilljs.com
	IP: 216.24.57.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	schemas.android.com
	没有服务器地理信息. 

	mpsapi.amap.com
	IP: 59.82.112.213 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	up-z1.qbox.me
	IP: 111.225.209.6 
所属国家: China 
地区: Hebei 
城市: Baoding 

	service.weibo.com
	IP: 180.149.153.242 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.qplus.com
	没有服务器地理信息. 

	ulogs.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mst01.is.autonavi.com
	IP: 59.82.31.164 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	shop.ucbay.com
	IP: 81.69.156.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	vuejs.org
	IP: 54.177.145.149 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	up-na0.qbox.me
	IP: 23.236.102.3 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	yuyin.baidu.com
	IP: 153.3.237.166 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	wb.amap.com
	IP: 59.82.60.60 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	utoken.umeng.com
	IP: 218.91.197.67 
所属国家: China 
地区: Jiangsu 
城市: Nantong 

	apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ulogs.umengcloud.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	upl.baidu.com
	IP: 124.237.208.100 
所属国家: China 
地区: Hebei 
城市: Baoding 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	dldir1.qq.com
	IP: 36.248.199.213 
所属国家: China 
地区: Fujian 
城市: Xiamen 

	m5.amap.com
	IP: 106.11.35.98 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.google.com
	IP: 45.114.11.25 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	resolver.msg.xiaomi.net
	IP: 183.84.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lbs.amap.com
	IP: 59.82.29.155 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cfg.imtt.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-hzgt2.getui.com
	IP: 115.227.15.16 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	open.weixin.qq.com
	IP: 175.24.209.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	1255566655.vod2.myqcloud.com
	IP: 123.129.202.92 
所属国家: China 
地区: Shandong 
城市: Jinan 

	aspect-upush.umeng.com
	IP: 59.82.31.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ask.dcloud.net.cn
	IP: 125.64.35.189 
所属国家: China 
地区: Sichuan 
城市: Mianyang 

	mse.baidu.com
	IP: 180.101.49.124 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	imgcache.qq.com
	IP: 101.72.224.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	livepull.myqcloud.com
	IP: 183.47.114.223 
所属国家: China 
地区: Guangdong 
城市: Huizhou 

	sdk-open-phone.getui.com
	IP: 115.227.15.237 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	apis.map.qq.com
	IP: 109.244.244.223 
所属国家: China 
地区: Beijing 
城市: Beijing 

	norma-external-collect.meizu.com
	IP: 113.106.27.98 
所属国家: China 
地区: Guangdong 
城市: Zhongshan 

	long.open.weixin.qq.com
	IP: 109.244.217.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcdns.myqcloud.com
	IP: 109.244.154.164 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apiinit.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tbsrecovery.imtt.qq.com
	IP: 109.244.244.237 
所属国家: China 
地区: Beijing 
城市: Beijing 

	up-as0.qbox.me
	IP: 23.248.173.32 
所属国家: United States of America 
地区: California 
城市: Diamond Bar 

	log.tbs.qq.com
	IP: 109.244.244.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adiu.amap.com
	IP: 59.82.29.156 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pslog.umeng.com
	IP: 59.82.31.210 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgicol.amap.com
	IP: 27.128.221.40 
所属国家: China 
地区: Hebei 
城市: Langfang 

	mcgw.alipay.com
	IP: 124.239.239.237 
所属国家: China 
地区: Hebei 
城市: Langfang 

	s.file.myqcloud.com
	IP: 125.39.165.235 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	er.dcloud.io
	没有服务器地理信息. 

	ucc.umeng.com
	IP: 203.119.169.43 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	h.trace.qq.com
	IP: 109.244.244.241 
所属国家: China 
地区: Beijing 
城市: Beijing 

	next.vuex.vuejs.org
	IP: 13.124.181.114 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Icheon 

	alogus.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mclient.alipay.com
	IP: 27.128.222.217 
所属国家: China 
地区: Hebei 
城市: Langfang 

	tbs.imtt.qq.com
	IP: 43.141.69.239 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-push.meizu.com
	IP: 14.152.79.165 
所属国家: China 
地区: Guangdong 
城市: Dongguan 

	wap.amap.com
	IP: 42.81.22.184 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	errnewlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.weibo.com
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yuntuapi.amap.com
	没有服务器地理信息. 

	cgi.connect.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.openssl.org
	IP: 23.34.36.190 
所属国家: Denmark 
地区: Hovedstaden 
城市: Ballerup 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	pms.mb.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	er.dcloud.net.cn
	IP: 123.207.69.251 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	h5.m.taobao.com
	IP: 150.138.98.144 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	restsdk.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.weixin.qq.com
	IP: 175.27.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m3w.cn
	IP: 124.236.110.184 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	openmobile.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lame.sf.net
	IP: 104.18.34.154 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.mescroll.com
	IP: 124.236.110.163 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	render.alipay.com
	IP: 27.128.222.218 
所属国家: China 
地区: Hebei 
城市: Langfang 

	service.dcloud.net.cn
	IP: 120.26.44.77 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	appsupport.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dualstack-arestapi.amap.com
	IP: 39.98.22.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	crbug.com
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	open.weibo.cn
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	loggw-exsdk.alipay.com
	IP: 110.76.3.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d-gt.getui.com
	没有服务器地理信息. 

	dualstack-a.apilocate.amap.com
	IP: 106.11.40.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	playvideo.qcloud.com
	IP: 49.7.69.197 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 220.181.106.176 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://ask.dcloud.net.cn/article/35058 
	io/dcloud/feature/audio/AudioRecorderMgr.java 

	https://er.dcloud.io/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://er.dcloud.net.cn/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://api.weibo.com/2/account/get_uid.json?access_token=%s 
	io/dcloud/feature/oauth/sina/SinaOAuthService.java 

	https://api.weibo.com/2/users/show.json?access_token=%s&uid=%s 
	io/dcloud/feature/oauth/sina/SinaOAuthService.java 

	https://api.weibo.com/oauth2/revokeoauth2 
	io/dcloud/feature/oauth/sina/SinaOAuthService.java 

	https://api.weixin.qq.com/sns/auth?access_token=%s&openid=%s 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/oauth2/access_token?appid=%s&secret=%s&code=%s&grant_type=authorization_code 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/userinfo?access_token=%s&openid=%s&lang=zh_CN 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/oauth2/refresh_token?appid=%s&grant_type=refresh_token&refresh_token=%s 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://ask.dcloud.net.cn/article/287 
	io/dcloud/share/IFShareApi.java 

	https://api.weibo.com/oauth2/revokeoauth2 
	io/dcloud/share/sina/SinaWeiboApiManager.java 

	https://ask.dcloud.net.cn/article/283 
	io/dcloud/g/b.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	io/dcloud/common/util/ExifInterface.java 

	https://m3w.cn/s/ 
	io/dcloud/common/util/ShortCutUtil.java 

	https://ask.dcloud.net.cn/article/282 
	io/dcloud/common/constant/DOMException.java 

	http://lbs.amap.com/api/android-sdk/guide/error/ 
	io/dcloud/js/map/amap/adapter/AMapLink.java 

	https://er.dcloud.io/rv 
	io/dcloud/e/c/h/b.java 

	https://er.dcloud.net.cn/rv 
	io/dcloud/e/c/h/b.java 

	https://ask.dcloud.net.cn/article/35627 
	io/dcloud/e/b/a.java 

	https://ask.dcloud.net.cn/article/35877 
	io/dcloud/e/b/a.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	https://yuyin.baidu.com/voice?osname=voiceopen&action=usereventflow& 
	com/baidu/speech/utils/analysis/Analysis.java 

	https://vop.baidu.com/v2 
	com/baidu/speech/core/ASREngine.java 

	https://upl.baidu.com//words/add 
	com/baidu/speech/asr/SlotControl.java 

	https://vse.baidu.com/v2 
	com/baidu/speech/asr/SpeechConstant.java 

	https://vse.baidu.com/echo.fcgi 
	com/baidu/speech/asr/SpeechConstant.java 

	http://openapi.baidu.com/oauth/2.0/token?grant_type=client_credentials&client_id= 
	com/baidu/aip/core/mini/AutoCheck.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/p0003l/hk.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003l/v.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/p0003l/fb.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/p0003l/je.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/p0003l/de.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003l/de.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003l/gu.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003l/gu.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003l/s.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003l/fq.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003l/df.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/p0003l/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/p0003l/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/p0003l/a.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003l/fh.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003l/fh.java 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/\ 
	com/amap/api/col/p0003l/l.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003l/cr.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/s/bs.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/s/bs.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/s/cu.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/s/cu.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/s/i.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/s/i.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/s/i.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/s/i.java 

	http://restsdk.amap.com/v5 
	com/amap/api/col/s/i.java 

	https://restsdk.amap.com/v5 
	com/amap/api/col/s/i.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/s/i.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/s/i.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/s/i.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/s/i.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/s/i.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/s/i.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bo.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bo.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	com/amap/api/col/s/bo.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bo.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/s/df.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/s/bt.java 

	http://wap.amap.com/ 
	com/amap/api/maps/AMapUtils.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	https://%1$s/gslb/?ver=5.0 
	com/xiaomi/push/bt.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fs.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/en.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ft.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fa.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/az.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/cp.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errlogos.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errnewlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/f/c.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/l/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/l/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/a/e.java 

	https://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/a/d.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/WebActivity.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/web/WebActivity.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/b/d.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/a.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/client/log/upload 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/server/getPublicKey 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.in.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	http://m5.amap.com/ 
	com/autonavi/base/amap/mapcore/maploader/AMapLoader.java 

	http://restsdk.amap.com/rest/lbs/dem/data?z=%d&x=%d&y=%d&type=2 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mst01.is.autonavi.com/appmaptile?z=%d&x=%d&y=%d&lang=zh_cn&size=1&scale=1&style=6 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mpsapi.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/g.java 

	http://apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://dualstack-a.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/trans/a.java 

	http://dualstack-arestapi.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	http://restsdk.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	https://sdk-open-phone.getui.com/api.php 
	com/igexin/push/a.java 

	https://c-hzgt2.getui.com/api.php 
	com/igexin/push/a.java 

	https://d-gt.getui.com/api.htm 
	com/igexin/push/a.java 

	http://bi. 
	com/igexin/push/config/g.java 

	http://config. 
	com/igexin/push/config/g.java 

	http://bi. 
	com/igexin/push/config/b.java 

	http://config. 
	com/igexin/push/config/b.java 

	https://utoken.umeng.com 
	com/umeng/umzid/ZIDManager.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://aspect-upush.umeng.com/occa/v1/event/report 
	com/umeng/analytics/pro/am.java 

	https://ucc.umeng.com/v2/inn/fetch 
	com/umeng/analytics/pro/an.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://pslog.umeng.com/ablog 
	com/umeng/cconfig/UMRemoteConfig.java 

	https://ucc.umeng.com/v1/fetch 
	com/umeng/cconfig/UMRemoteConfig.java 

	https://ucc.umeng.com/v1/fetch 
	com/umeng/cconfig/c/b.java 

	https://pslog.umeng.com/ablog 
	com/umeng/cconfig/c/b.java 

	https://errnewlogos.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/o.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/o.java 

	https://tbsrecovery.imtt.qq.com/getconfig 
	com/tencent/smtt/utils/o.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	com/tencent/smtt/utils/d.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/l.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	http://%s/%s/%s/timeshift.m3u8?starttime=%s&appid=%s&txKbps=0 
	com/tencent/liteav/i.java 

	http://%s/%s/%s/timeshift.m3u8?delay=0&appid=%s&txKbps=0 
	com/tencent/liteav/i.java 

	https://avc.qcloud.com/log/appsign.php 
	com/tencent/liteav/basic/log/a.java 

	https://avc.qcloud.com/log/report.php 
	com/tencent/liteav/basic/log/a.java 

	http://dldir1.qq.com/hudongzhibo/liteavsvrcfg/serverconfig_en.zip 
	com/tencent/liteav/basic/e/b.java 

	https://livepull.myqcloud.com/getpulladdr 
	com/tencent/liteav/network/k.java 

	http://tcdns.myqcloud.com/queryip 
	com/tencent/liteav/network/c.java 

	http://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	https://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/coverBySnapshot/1513156403_1311093072.100_0.jpg?t=5c08d9fa&us=someus&sign=95f34beb353fe32cfe7f8b5e79cc28b1\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271_00001.jpg?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271.vtt?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/uAnXX0OMLSAA.wmv?t=5c08d9fa&us=someus&sign=659af5dd3f27eb92dc4ed74eb561daa4\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/master_playlist.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f220.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f230.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f240.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f210.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f10.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f20.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://cgi.qplus.com/report/report 
	com/tencent/connect/avatar/ImageActivity.java 

	https://imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/ 
	com/tencent/open/utils/HttpUtils.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/i.java 

	https://appsupport.qq.com/cgi-bin/appstage/mstats_batch_report 
	com/tencent/open/b/h.java 

	https://h.trace.qq.com/kv 
	com/tencent/open/b/b.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://ask.dcloud.net.cn/article/36199 
	Mogua Engine V1 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points=$ 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	Mogua Engine V2 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	Mogua Engine V2 

	https://www.google.com/maps/?daddr= 
	Mogua Engine V2 

	https://www.google.com/maps/ 
	Mogua Engine V2 

	https://github.com/uuidjs/uuid 
	Mogua Engine V2 

	https://next.vuex.vuejs.org/ 
	Mogua Engine V2 

	https://vuejs.org/images/icons/favicon-96x96.png 
	Mogua Engine V2 

	https://up.qbox.me 
	Mogua Engine V2 

	https://up-z1.qbox.me 
	Mogua Engine V2 

	https://up-z2.qbox.me 
	Mogua Engine V2 

	https://up-na0.qbox.me 
	Mogua Engine V2 

	https://up-as0.qbox.me 
	Mogua Engine V2 

	https://shop.ucbay.com/index.php?s=/api/ 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://www.mescroll.com/img/mescroll-totop.png 
	Mogua Engine V2 

	https://quilljs.com/ 
	Mogua Engine V2 

	https://quilljs.com 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://vse.baidu.com/echo.fcgi 
	lib/x86/libBaiduSpeechSDK.so 

	https://mse.baidu.com/echo.fcgi 
	lib/x86/libBaiduSpeechSDK.so 

	https://vop.baidu.com/echo.fcgi 
	lib/x86/libBaiduSpeechSDK.so 

	https://openapi.baidu.com/oauth/2.0/token 
	lib/x86/libBaiduSpeechSDK.so 

	https://upl.baidu.com/auth.php 
	lib/x86/libBaiduSpeechSDK.so 

	https://crbug.com/v8/8520 
	lib/x86/libweexjss.so 

	http://lame.sf.net 
	lib/x86/liblamemp3.so 

	http://www.openssl.org/support/faq.html 
	lib/x86/libijkffmpeg.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	ffmpeg-devel@ffmpeg.org 
	lib/x86/libijkplayer.so 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	com/tencent/ijk/media/player/IjkMediaMeta.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=q, ST=q, L=q, O=q, OU=q, CN=q 签名算法: rsassa_pkcs1v15 有效期自: 2023-08-24 07:01:17+00:00 有效期至: 2048-08-17 07:01:17+00:00 发行人: C=q, ST=q, L=q, O=q, OU=q, CN=q 序列号: 0x6e5952aa 哈希算法: sha256 md5值: 977a956d6a7f458c23b3a05f472d944b sha1值: 1379fbaa03222831983db17f73ba385d174cde35 sha256值: 3724d57a21a3b931a87e45548d6817bb6cd4642dbc74998fd6155315d20a2103 sha512值: 13ef6076d32260602a5bc453eefd7fdaa47069076ed1c9f3efc90c991202f0ffeacaeaf6683b83612893b3da30ffee8428e917fd1129de88400d207e1c684a60 公钥算法: rsa 密钥长度: 2048 指纹: 9a0d7de469a8e0880899a321b5e4ee0bedf2bec06e23b4f8f8966ff14f2e3cbb

6. 硬编码敏感信息
	可能的敏感信息

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_feature_oauth_sina_plugin_description" : "sina weibo" 

	"dcloud_feature_oauth_weixin_plugin_description" : "wechat" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_feature_oauth_sina_plugin_description" : "新浪微博" 

	"dcloud_feature_oauth_weixin_plugin_description" : "微信" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	getui.permission.GetuiService.com.ucbay.app
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.ucbay.app.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.ucbay.app.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	com.ucbay.app.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tencent.tauth.AuthActivity
	Schemes: QQ的appid://, 


	io.dcloud.PandoraEntryActivity
	Schemes: ://, 
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