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APKPure（ 3.19.09版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	APKPure

	版本
	3.19.09

	包名
	com.apkpure.aegon

	域名线索
	52条

	URL线索
	83条

	APP图标
	

	分析日期
	2025年7月12日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	APKPure_v3.19.09_apkpure.com.apk

	文件大小
	10.02MB

	MD5值
	eb8df9c4f114bc2b50b2a03e8ac975b5

	SHA1值
	9b9d6a77d72d3fa84e0aba82274f615ea0d73386

	SHA256值
	c718611a7aeae61ac3c11a83c6ce7b5198c190774c320b871914f8777ac2e4f2



3. APP基本信息
	类别
	内容

	App名称
	APKPure

	包名
	com.apkpure.aegon

	主活动Activity
	com.apkpure.aegon.main.activity.SplashActivity

	安卓版本名称
	3.19.09

	安卓版本
	3190947



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	projecta-common-1258344701.file.myqcloud.com
	IP: 218.29.204.194 
所属国家: China 
地区: Henan 
城市: Kaifeng 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	tapi.upload.app
	IP: 172.67.204.90 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	image.winudf.com
	IP: 172.67.68.182 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	vibeaconstr.onezapp.com
	IP: 43.129.255.160 
所属国家: China 
地区: Beijing 
城市: Beijing 

	htrace.wetvinfo.com
	IP: 109.244.244.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vungle.com
	IP: 141.193.213.11 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	up-hl.3g.qq.com
	IP: 109.244.209.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tbs.imtt.qq.com
	IP: 123.125.46.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fungogaming.com
	IP: 129.226.102.25 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	firebase-settings.crashlytics.com
	IP: 220.181.174.34 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.sve.cc
	IP: 45.33.36.159 
所属国家: United States of America 
地区: California 
城市: Fremont 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	apkpure.com
	IP: 31.13.95.48 
所属国家: United States of America 
地区: Texas 
城市: Fort Worth 

	ip.chinaz.com
	IP: 103.205.5.247 
所属国家: China 
地区: Jiangsu 
城市: Hutang 

	schemas.android.com
	没有服务器地理信息. 

	t.apkpure.net
	IP: 104.26.7.168 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	update.crashlytics.com
	IP: 220.181.174.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vm.gtimg.cn
	IP: 218.29.204.194 
所属国家: China 
地区: Henan 
城市: Kaifeng 

	cfg.imtt.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	reports.crashlytics.com
	没有服务器地理信息. 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	h.trace.qq.com
	IP: 109.244.244.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	otheve.beacon.qq.com
	IP: 109.244.244.53 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yun-hl.3g.qq.com
	IP: 175.27.0.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tapi.pureapk.com
	IP: 128.242.245.93 
所属国家: United States of America 
地区: California 
城市: Milpitas 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vibeacon.onezapp.com
	IP: 129.226.103.247 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	api.vungle.com
	IP: 35.76.165.237 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	config.ads.vungle.com
	IP: 3.114.250.188 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	othstr.beacon.qq.com
	IP: 109.244.218.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tapi.pureapk.woa.com
	IP: 175.27.22.2 
所属国家: China 
地区: Beijing 
城市: Beijing 

	r.apkpure.net
	IP: 104.26.6.168 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	fo.iemiq.com
	IP: 101.33.43.88 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	firebase.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.youtube.com
	IP: 172.217.160.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	pv.sohu.com
	IP: 36.99.200.4 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.pureapk.com
	IP: 157.240.17.36 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	api.upload.app
	IP: 104.21.52.217 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.example.com
	IP: 93.184.216.34 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	apkpure.comcurl
	没有服务器地理信息. 

	log.tbs.qq.com
	IP: 109.244.244.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	static-sg.winudf.com
	IP: 172.67.68.182 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	apkpure-firebase.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	m.apkpure.com
	IP: 157.240.10.32 
所属国家: United States of America 
地区: California 
城市: Menlo Park 


4.2 URL线索
	URL信息
	Url所在文件

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	http://schemas.android.com/apk/res/android 
	i/i/a.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/r4qBCniy.webp 
	com/apkpure/aegon/cms/adapter/Comment9ImageAdapter.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/r4qBCniy.webp 
	com/apkpure/aegon/cms/adapter/SecondCommentHeadViewAdapter.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/ZEwzjnKB.webp 
	com/apkpure/aegon/cms/activity/HashtagDetailActivity.java 

	https://apkpure.com 
	com/apkpure/aegon/cms/activity/HashtagDetailActivity.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/r4qBCniy.webp 
	com/apkpure/aegon/cms/viewholder/CmsYoutubeViewHolder.java 

	https://tapi.pureapk.woa.com/v3/topic_video?topic_id= 
	com/apkpure/aegon/cms/viewholder/CmsTopicVideoViewHolder.java 

	https://m.apkpure.com/ 
	com/apkpure/aegon/main/activity/SplashActivity.java 

	https://api.pureapk.com/m/v3/cf-challenge 
	com/apkpure/aegon/main/activity/CaptchaWebViewActivity.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/G9gZhmRQ.png 
	com/apkpure/aegon/main/activity/MainTabActivity.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2hlYWRlci5wbmdfMTY1Nzg1ODk1MjM3Ng/image.png?fakeurl=1 
	com/apkpure/aegon/main/mainfragment/MiniGamesFragment.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/r4qBCniy.webp 
	com/apkpure/aegon/app/newcard/impl/TubeAndImageCard.java 

	https://play.google.com/store 
	com/apkpure/aegon/pages/WebPageFragment.java 

	https://api.pureapk.com/m/v2/page/terms-service.html 
	com/apkpure/aegon/pages/RegisterFragment.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/zcLV8RdJ.webp 
	com/apkpure/aegon/pages/welfare/WelfareTaskListAdapter.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230216/exploration_bg_2.webp 
	com/apkpure/aegon/exploration/ExplorationActivity.java 

	https://tapi.pureapk.com/v3 
	com/apkpure/aegon/application/RealApplicationLike.java 

	https://config.ads.vungle.com/api/v5/ 
	com/vungle/warren/VungleApiClient.java 

	https://api.vungle.com/ 
	com/vungle/warren/VungleApiClient.java 

	https://fo.iemiq.com/ola 
	com/ola/qsea/f/a.java 

	https://h.trace.qq.com/kv 
	com/tencent/raft/raftframework/sla/SLAReporter.java 

	https://h.trace.qq.com/kv 
	com/tencent/raft/measure/report/ATTAReporter.java 

	https://otheve.beacon.qq.com/analytics/v2_upload 
	com/tencent/beacon/base/net/b/b.java 

	https://othstr.beacon.qq.com/analytics/v2_upload 
	com/tencent/beacon/base/net/b/b.java 

	http://vibeacon.onezapp.com:8080/analytics/upload 
	com/tencent/beacon/base/net/b/b.java 

	http://vibeaconstr.onezapp.com:8080/analytics/upload 
	com/tencent/beacon/base/net/b/b.java 

	https://htrace.wetvinfo.com/kv 
	com/tencent/beacon/a/b/c.java 

	https://h.trace.qq.com/kv 
	com/tencent/beacon/a/b/c.java 

	https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/%s/settings 
	e/l/c/l/d.java 

	https://update.crashlytics.com/spi/v1/platforms/android/apps 
	e/l/c/l/j/p/i.java 

	https://update.crashlytics.com/spi/v1/platforms/android/apps/%s 
	e/l/c/l/j/p/i.java 

	https://reports.crashlytics.com/spi/v1/platforms/android/apps/%s/reports 
	e/l/c/l/j/p/i.java 

	https://reports.crashlytics.com/sdk-api/v1/platforms/android/apps/%s/minidumps 
	e/l/c/l/j/p/i.java 

	https://firebase.google.com/support/privacy/init-options. 
	e/l/c/t/g.java 

	https://vungle.com/privacy/ 
	e/x/a/f2/j/c.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	e/w/h/c/n.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	e/w/h/c/w.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	e/w/h/c/w.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	e/w/h/c/w.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	e/w/h/c/w.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	e/w/h/b/w.java 

	https://debugtbs.qq.com 
	e/w/h/b/w.java 

	https://debugx5.qq.com 
	e/w/h/b/w.java 

	https://debugtbs.qq.com?10000\ 
	e/w/h/b/w.java 

	https://yun-hl.3g.qq.com/halleycloud 
	e/w/c/e/f/c/b/d.java 

	https://up-hl.3g.qq.com/upreport 
	e/w/c/e/e/a.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230519/plugin_topon2-73.0.zip 
	e/w/a/b/b/a.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230403/plugin_shadow_manager-1.2.9.apk 
	e/w/a/b/b/a.java 

	https://www.youtube.com 
	e/s/a/c/a/t/a.java 

	http://www.youtube.com/watch?v= 
	e/s/a/c/b/a.java 

	http://xml.org/sax/features/external-general-entities 
	e/i/a/i.java 

	http://xml.org/sax/features/external-parameter-entities 
	e/i/a/i.java 

	http://xml.org/sax/properties/lexical-handler 
	e/i/a/i.java 

	http://xmlpull.org/v1/doc/features.html 
	e/i/a/i.java 

	http://www.w3.org/2000/svg 
	e/i/a/i.java 

	http://www.w3.org/1999/xlink 
	e/i/a/i.java 

	http://www.w3.org/TR/SVG11/feature 
	e/i/a/i.java 

	https://tapi.pureapk.woa.com/v3/game_video?packageName= 
	e/f/a/e/c.java 

	https://pv.sohu.com/cityjson 
	e/g/c/a/k/e.java 

	https://pv.sohu.com/cityjson?ie=utf-8 
	e/g/c/a/k/e.java 

	https://ip.chinaz.com/getip.aspx 
	e/g/c/a/k/e.java 

	http://schemas.android.com/apk/res/android 
	e/g/c/e/f.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/aRkoljTa.so 
	e/g/a/d/l.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/torJC6Gf.so 
	e/g/a/d/l.java 

	https://projecta-common-1258344701.file.myqcloud.com/android/lib/arm-libjlibtorrent-1.2.0.20.so 
	e/g/a/l/j0/a.java 

	https://projecta-common-1258344701.file.myqcloud.com/android/lib/x86-libjlibtorrent-1.2.0.20.so 
	e/g/a/l/j0/a.java 

	https://play.google.com/ 
	e/g/a/c/l/c.java 

	http://play.google.com 
	e/g/a/c/l/c.java 

	http://xml.apache.org/xslt 
	e/g/a/c/k/i/d.java 

	http://xml.apache.org/xslt 
	e/g/a/c/k/j/b.java 

	https://api.sve.cc/v1/apkpure/ads 
	e/g/a/c/m/q.java 

	https://api.sve.cc/v1/apkpure 
	e/g/a/c/m/x.java 

	https://api.upload.app 
	e/g/a/v/s/h.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/BsNr3S22.dex 
	e/g/a/e0/h.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/zyRDXIzU.so 
	e/g/a/e0/h.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/z1xehgQC.so 
	e/g/a/e0/h.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230519/plugin_hw_push-8.0.zip 
	e/g/a/e0/i.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230403/plugin_shadow_manager-1.2.9.apk 
	e/g/a/e0/i.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230519/plugin_topon2-73.0.zip 
	e/g/a/e0/i.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230519/plugin_login-7.0.zip 
	e/g/a/e0/l.java 

	https://projecta-common-1258344701.file.myqcloud.com/xy/aprojectadmin/pkg_upload/20230216/exploration_bg_2.webp 
	e/g/a/o/c.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/QaQgkjrM.png 
	e/g/a/l0/g.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2d1aWRlX2NvbnRlbnQucG5nXzE2NTc4NTk4MDA0OTk/image.png?fakeurl=1 
	e/g/a/u/g.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2NlbnRlcl9zaG9ydF9kaWFsb2dfYmcucG5nXzE2NjAxMTU5MDU4Mzk/image.png?fakeurl=1 
	e/g/a/u/t/h.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2NlbnRlcl9zaG9ydF9kaWFsb2dfYmdfbmlnaHQucG5nXzE2NjAxMTU5MDU4NDE/image.png?fakeurl=1 
	e/g/a/u/t/h.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2RldGFpbF9zaG9ydF9kaWFsb2dfYmcucG5nXzE2NjAxMTU5MDU4MzQ/image.png?fakeurl=1 
	e/g/a/u/t/h.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2RldGFpbF9zaG9ydF9kaWFsb2dfYmdfbGlnaHQucG5nXzE2NjAxMTU5MDU4MzY/image.png?fakeurl=1 
	e/g/a/u/t/h.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5f5ri45oiP5Lit5b-D6KeS5qCHLnBuZ18xNjYwMjg0ODU0NDMy/image.png?fakeurl=1 
	e/g/a/u/t/g.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2NlbnRlcl9zaG9ydF9kaWFsb2dfYmdfbmlnaHQucG5nXzE2NjAxMTU5MDU4NDE/image.png?fakeurl=1 
	e/g/a/u/t/e.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2NlbnRlcl9zaG9ydF9kaWFsb2dfYmcucG5nXzE2NjAxMTU5MDU4Mzk/image.png?fakeurl=1 
	e/g/a/u/t/e.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2RldGFpbF9zaG9ydF9kaWFsb2dfYmdfbGlnaHQucG5nXzE2NjAxMTU5MDU4MzY/image.png?fakeurl=1 
	e/g/a/u/t/f.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fbWluaV9nYW1lX2RldGFpbF9zaG9ydF9kaWFsb2dfYmcucG5nXzE2NjAxMTU5MDU4MzQ/image.png?fakeurl=1 
	e/g/a/u/t/f.java 

	https://apkpure.com;curl 
	e/g/a/i0/t0.java 

	https://m.apkpure.com; 
	e/g/a/i0/t0.java 

	http://www.example.com 
	e/g/a/i0/n0.java 

	https://api.pureapk.com/m/v2/page/privacy-policy.html 
	e/g/a/i0/n0.java 

	https://play.google.com/store/apps/details?id= 
	e/g/a/i0/n0.java 

	https://t.apkpure.net/api/tracking?type=android 
	e/g/a/h0/c/a.java 

	https://r.apkpure.net/appReport?pro=1 
	e/g/a/h0/a/h.java 

	https://r.apkpure.net/appReport?pro=1 
	e/g/a/h0/a/e.java 

	https://projecta-common-1258344701.file.myqcloud.com/logo.png 
	e/g/a/a0/c/f/x/b/g.java 

	https://image.winudf.com/v2/user/admin/YWRtaW5fYjc1YzdiOTM0NDk1OTJjMDkzZjdkMjdjNDM2ZDVmYzAucG5nXzE2NTc2MDY4Njk2Mjk/image.png?fakeurl=1 
	e/g/a/a0/b/o.java 

	https://apkpure.com 
	e/g/a/s/k/f.java 

	https://static-sg.winudf.com/wupload/xy/aprojectadmin/r4qBCniy.webp 
	e/g/a/i/c0/l.java 

	https://m.apkpure.com 
	e/g/a/z/n/h.java 

	https://api.pureapk.com/m/v2/page/terms-service.html 
	e/g/a/z/k/i.java 

	https://api.pureapk.com/m/v3/page/permission.html 
	e/g/a/z/e/o1.java 

	https://api.pureapk.com/m/v3/page/open-source-library.html 
	e/g/a/z/e/q1.java 

	https://api.pureapk.com/m/v3/page/contributor.html 
	e/g/a/z/e/m1.java 

	https://apkpure.com 
	e/g/a/z/e/g1.java 

	https://tapi.pureapk.com/ 
	e/g/a/e/h/h.java 

	https://tapi.pureapk.com/zh/ 
	e/g/a/e/h/h.java 

	https://tapi.pureapk.woa.com/v3/topic_video?topic_id= 
	e/g/a/e/k/m/k0/l.java 

	https://api.pureapk.com/pure-api/config/auto_update 
	e/g/a/e/f/v1.java 

	https://tapi.pureapk.com 
	e/g/a/b/c.java 

	https://tapi.upload.app 
	e/g/a/b/d.java 

	https://tapi.pureapk.com/v3 
	e/g/a/b/d.java 

	https://fungogaming.com/v3 
	e/g/a/b/d.java 

	https://apkpure-firebase.firebaseio.com 
	Mogua Engine V1 

	https://github.com/vinc3m1 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView.git 
	Mogua Engine V1 

	http://www.apache.org/licenses/LICENSE-2.0 
	Mogua Engine V2 

	https://developer.mozilla.org/en-US/docs/Web/API/Document/execCommand 
	Mogua Engine V2 

	https://r.apkpure.net/tmp 
	Mogua Engine V2 

	https://r.apkpure.net/webReport 
	Mogua Engine V2 

	https://r.apkpure.net/tmp? 
	Mogua Engine V2 

	https://vm.gtimg.cn/comps/script/fetch.min.js 
	Mogua Engine V2 

	https://vm.gtimg.cn/tencentvideo/script/universal-report-plugin-view.min.js 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	support@apkpure.com 
	e/g/a/z/e/g1.java 

	jafari@noavaranjavan.com 
	Mogua Engine V1 


4.4 手机号线索
	手机号
	所在文件

	15222222222 
	g/c/a/a/p.java 

	13222222222 
	g/c/a/a/p.java 

	17179869184 
	e/i/a/h.java 

	17179869184 
	e/i/a/i.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: False v3 签名: False 找到 1 个唯一证书 主题: O=apkpure, OU=apkpure, CN=apkpure 签名算法: rsassa_pkcs1v15 有效期自: 2015-07-23 05:48:59+00:00 有效期至: 2040-07-16 05:48:59+00:00 发行人: O=apkpure, OU=apkpure, CN=apkpure 序列号: 0x55b0804b 哈希算法: sha1 md5值: 51fc52fda88cfcae687dd7b72836e9b2 sha1值: ec330db8c45c5cceb66797163779bf1d186aecaf sha256值: 22311a95d67057b82318e23b3efd7cc878e190b8dcd55ac2e7bb745343957474 sha512值: 51c6c01f23ffd89fa03174fc46bc6bbbab2f5bc8a8dc2117b68ff1abe466271d1f8fc4306176a9f4b6ef94e3391cb3ef0a70828842ad4961d9eb61231b309d50

6. 硬编码敏感信息
	可能的敏感信息

	"ad_wall_cms_url_key" : "AdWallUrl" 

	"firebase_database_url" : "https://apkpure-firebase.firebaseio.com" 

	"google_api_key" : "AIzaSyAqCv41AHdy_xRNJT9JF4S47LWws5PqiPM" 

	"google_crash_reporting_api_key" : "AIzaSyAqCv41AHdy_xRNJT9JF4S47LWws5PqiPM" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.GET_PACKAGE_SIZE
	正常
	测量应用程序存储空间
	允许应用程序找出任何包使用的空间

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.BIND_ACCESSIBILITY_SERVICE
	合法
	
	AccessibilityService 必须要求,以确保只有系统可以绑定到它

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.GET_INTENT_SENDER_INTENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	oppo.permission.OPPO_COMPONENT_SAFE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.apkpure.aegon.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.apkpure.aegon.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.assistant.permission.A_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.INSTALL_PACKAGES
	系统需要
	直接安装应用程序
	允许应用程序安装新的或更新的 Android 包。恶意应用程序可以使用它来添加具有任意强大权限的新应用程序

	android.permission.DELETE_PACKAGES
	系统需要
	删除应用程序
	允许应用程序删除 Android 包。恶意应用程序可以使用它来删除重要的应用程序

	android.permission.REQUEST_DELETE_PACKAGES
	正常
	
	允许应用程序请求删除包

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.apkpure.aegon.main.activity.SplashActivity
	Schemes: apkpure://, file://, content://, market://, https://, 
Hosts: *, details, apkpure.com, m.apkpure.com, m.apkpure.org, 
Mime Types: */*, application/xapk-package-archive, text/plain, image/*, 
Path Patterns: .*\\.xapk, .*\\..*\\.xapk, .*\\..*\\..*\\.xapk, .*\\..*\\..*\\..*\\.xapk, .*\\..*\\..*\\..*\\..*\\.xapk, .*\\..*\\..*\\..*\\..*\\..*\\.xapk, .*\\..*\\..*\\..*\\..*\\..*\\..*\\.xapk, .*\\..*\\..*\\..*\\..*\\..*\\..*\\..*\\.xapk, /..*/..*/download, /..*/..*/..*/download, 


	com.facebook.CustomTabActivity
	Schemes: @string/APKTOOL_DUPLICATE_string_0x7f1101c7://, 


	com.tencent.qqlive.module.videoreport.scheme.SchemeRouterActivity
	Schemes: txdt0and02z8wn41bwca://, 


	com.google.android.gms.tagmanager.TagManagerPreviewActivity
	Schemes: tagmanager.c.com.apkpure.aegon://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
image1.png




