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附近探爱陌聊（ 1.5.8版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	附近探爱陌聊

	版本
	1.5.8

	包名
	com.douwan.tanai

	域名线索
	118条

	URL线索
	104条

	APP图标
	

	分析日期
	2025年8月27日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	tamy.apk

	文件大小
	86.99MB

	MD5值
	e73cd1241308c4d7bc98583831bd906d

	SHA1值
	d7775f0aeb1dd8dade1d3e5287f097105813ca15

	SHA256值
	5cb40329da9e6fe61892f03d6df070f898df4ed1df8af11c8b1235672bf18118



3. APP基本信息
	类别
	内容

	App名称
	附近探爱陌聊

	包名
	com.douwan.tanai

	主活动Activity
	com.moyou.activity.WelcomeActivity

	安卓版本名称
	1.5.8

	安卓版本
	33



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	h5.m.taobao.com
	IP: 123.125.216.187 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	httpdns.qnydns.net
	没有服务器地理信息. 

	pslog.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.smpte-ra.org
	IP: 52.20.185.129 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	wx.tenpay.com
	IP: 220.196.148.65 
所属国家: China 
地区: Jiangsu 
城市: Yancheng 

	register.xmpush.global.xiaomi.com
	IP: 47.88.199.5 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	loggw-exsdk.alipay.com
	IP: 110.76.6.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn-channel-apk.oss-cn-beijing.aliyuncs.com
	IP: 59.110.190.49 
所属国家: China 
地区: Beijing 
城市: Beijing 

	raw.githubusercontent.com
	IP: 0.0.0.0 
所属国家: - 
地区: - 
城市: - 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	errlogos.umeng.com
	IP: 47.246.110.18 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	cn.register.xmpush.xiaomi.com
	IP: 111.202.1.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	ucc.umeng.com
	IP: 203.119.145.45 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mcgw.alipay.com
	IP: 119.167.188.186 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	h.trace.qq.com
	IP: 113.56.189.162 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	goo.gl
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	alogsus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	45.127.128.24
	IP: 45.127.128.24 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hertzen.com
	IP: 172.67.140.170 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	errlog.umeng.com
	IP: 223.109.148.142 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ap-qa-jd.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ccdcapi.alipay.com
	IP: 203.209.245.74 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipay.com
	IP: 203.209.243.98 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilecodec.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	nosup-hz1.127.net
	IP: 45.127.129.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	mclient.alipay.com
	IP: 61.182.130.244 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	statistic.live.126.net
	IP: 101.71.139.161 
所属国家: China 
地区: Zhejiang 
城市: Ningbo 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pipeline.qiniu.com
	没有服务器地理信息. 

	sandcash.mixienet.com.cn
	IP: 203.107.86.172 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yunxin.163.com
	IP: 59.111.243.80 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	45.127.128.25
	IP: 45.127.128.25 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	schemas.xmlsoap.org
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	wecan-lbs.netease.im
	IP: 47.97.192.245 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	fr.register.xmpush.global.xiaomi.com
	IP: 52.28.174.163 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	apiapi.dongdian.link
	IP: 72.14.185.43 
所属国家: United States of America 
地区: Texas 
城市: Richardson 

	idmb.register.xmpush.global.xiaomi.com
	IP: 3.109.120.232 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	cdn.marsblock.top
	IP: 107.151.69.100 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	aspect-upush.umeng.com
	IP: 59.82.60.43 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	roomserver-greytest.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ms.zzx9.cn
	IP: 123.125.99.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lbs.chatnos.com
	IP: 45.254.49.36 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	html2canvas.hertzen.com
	IP: 172.67.140.170 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	crash.163.com
	IP: 45.254.50.146 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	lbs.netease.im
	IP: 45.254.49.32 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	s3.amazonaws.com
	IP: 52.217.225.136 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	utoken.umeng.com
	IP: 112.85.139.75 
所属国家: China 
地区: Jiangsu 
城市: Nantong 

	abt-online.netease.im
	IP: 45.254.49.32 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	roomserver.netease.im
	IP: 45.254.48.99 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	apps.apple.com
	IP: 61.161.1.46 
所属国家: China 
地区: Jilin 
城市: Siping 

	uplog.qbox.me
	IP: 218.98.28.18 
所属国家: China 
地区: Shandong 
城市: Jinan 

	ap-prd-jd.netease.im
	IP: 59.111.248.65 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	webtest.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	pest.w3.org
	没有服务器地理信息. 

	www.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.gettyimages.com
	IP: 13.35.49.19 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	app-channel-mt.oss-cn-shenzhen.aliyuncs.com
	IP: 120.77.167.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	169.254.170.2
	IP: 169.254.170.2 
所属国家: - 
地区: - 
城市: - 

	ulogs.umengcloud.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	tanai1.szdouwan.com
	没有服务器地理信息. 

	open.weixin.qq.com
	IP: 140.207.58.67 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cgi.qplus.com
	没有服务器地理信息. 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	pms.mb.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	login.imgcache.qq.com
	IP: 115.56.90.39 
所属国家: China 
地区: Henan 
城市: Jiaozuo 

	tanai.szdouwan.com
	IP: 47.119.16.89 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	ye.dun.163yun.com
	IP: 59.111.211.178 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	alogus.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	errnewlogos.umeng.com
	IP: 47.246.110.18 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	developer.umeng.com
	IP: 59.82.31.92 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	resolver.msg.xiaomi.net
	IP: 123.125.102.48 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	nos.netease.com
	IP: 45.127.129.36 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	tbs.imtt.qq.com
	IP: 116.136.170.207 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	ns.adobe.com
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	feross.org
	IP: 50.116.11.184 
所属国家: United States of America 
地区: California 
城市: Fremont 

	ulogs.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	cdn.duomiqu.com
	IP: 112.84.130.74 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	ss1.bdstatic.com
	IP: 218.68.136.32 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wannos.127.net
	IP: 223.252.196.43 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	47.100.0.248
	IP: 47.100.0.248 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	www.cs.caltech.edu
	IP: 131.215.140.31 
所属国家: United States of America 
地区: California 
城市: Pasadena 

	iptc.org
	IP: 3.64.29.21 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	check-ipv6.netease.im
	没有服务器地理信息. 

	errnewlog.umeng.com
	IP: 223.109.148.129 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	169.254.169.254
	IP: 169.254.169.254 
所属国家: - 
地区: - 
城市: - 

	plbslog.umeng.com
	IP: 36.156.202.73 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	render.alipay.com
	IP: 218.11.11.150 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	check-ipv4.netease.im
	IP: 45.254.49.32 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	resolver.msg.global.xiaomi.net
	IP: 47.241.174.254 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	clipboardjs.com
	IP: 104.21.26.242 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	nrtc.netease.im
	IP: 45.254.48.109 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wappaygw.alipay.com
	IP: 119.167.188.187 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	wecan-lbs-qa.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 


4.2 URL线索
	URL信息
	Url所在文件

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/e/g.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/api/e/g.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.dl.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/l/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/l/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	http://xml.apache.org/xslt 
	com/blankj/ALog.java 

	http://wap.cmpassport.com/resources/html/contract.html 
	com/cmic/sso/sdk/view/LoginAuthActivity.java 

	https://e.189.cn/sdk/agreement/detail.do?hidetop=true 
	com/cmic/sso/sdk/view/LoginAuthActivity.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/cmic/sso/sdk/view/LoginAuthActivity.java 

	https://errnewlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/f/c.java 

	http://www.smpte-ra.org/schemas/2052-1/2010/smpte-tt 
	com/googlecode/mp4parser/authoring/tracks/SMPTETTTrackImpl.java 

	http://www.w3.org/ns/ttml 
	com/googlecode/mp4parser/authoring/tracks/SMPTETTTrackImpl.java 

	https://tanai.szdouwan.com/ 
	com/moyou/BuildConfig.java 

	https://tanai1.szdouwan.com/ 
	com/moyou/BuildConfig.java 

	https://mclient.alipay.com/h5Continue.htm? 
	com/moyou/commonlib/dialog/AppPayDialog.java 

	https://mobilecodec.alipay.com/client_download.htm? 
	com/moyou/commonlib/dialog/AppPayDialog.java 

	https://wx.tenpay.com/cgi-bin/mmpayweb-bin/checkmweb? 
	com/moyou/commonlib/dialog/AppPayDialog.java 

	https://ccdcapi.alipay.com 
	com/moyou/commonlib/http/HttpReq.java 

	https://app-channel-mt.oss-cn-shenzhen.aliyuncs.com/domain/ 
	com/moyou/commonlib/http/HttpReq.java 

	http://xml.apache.org/xslt 
	com/moyou/commonlib/http/interceptor/logging/util/CharacterHandler.java 

	https://cdn.duomiqu.com/ 
	com/moyou/commonlib/utils/glide/GlideUtils.java 

	http://schemas.android.com/apk/res/android 
	com/moyou/commonlib/view/tablayout/SlidingTabLayout.java 

	http://apiapi.dongdian.link/android/ 
	com/moyou/http/UrlHelper.java 

	http://47.100.0.248:9000/ 
	com/moyou/http/UrlHelper.java 

	https://cdn.duomiqu.com/img_bcdf6109bd478443c1a212067a8d359c, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_3154cd186eb4fe866bdd989a7ccb44fa, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_be492d4e85929d68892232e7e659769c, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_b1402cec4cf33ae048addd72eefc8d40, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_user_head_1690259472743, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_e315c45f1364d4c6c40fd1ca9b452d97, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_09ddecad7bdaf3f7d69cb5209d136963, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_aae287164d374288e83e4054ffb609d1, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_03ec4c1dfd48426a091703b26f5b3434, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_user_head_1690419975252, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_801ac97202e27273eae27a1e870250c2, 
	com/moyou/rxlogin/TestHelp.java 

	https://cdn.duomiqu.com/img_c9d24d27a931cb025effeed64725e4b1, 
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	com/moyou/shortvideo/cache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/moyou/shortvideo/cache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/134. 
	com/moyou/shortvideo/cache/Pinger.java 

	http://%s:%d/%s 
	com/moyou/shortvideo/cache/Pinger.java 

	https://ss1.bdstatic.com/70cFuXSh_Q1YnxGkpoWK1HF6hhy/it/u=3557351520,3025082445&fm=26&gp=0.jpg 
	com/moyou/utils/Utils.java 

	https://crash.163.com/uploadCrashLogInfo.do 
	com/netease/htprotect/necrash/nis/crashreport/O8oO888.java 

	https://crash.163.com/uploadCrashLogInfo.do 
	com/netease/htprotect/necrash/nis/p001O8oO888/p002O8oO888/O8oO888.java 

	https://goo.gl/FE5SeB 
	com/netease/lava/base/util/SystemUtils.java 

	https://wecan-lbs-qa.netease.im/api/v1/domains 
	com/netease/lava/nertc/impl/Config.java 

	https://wecan-lbs.netease.im/api/v1/domains 
	com/netease/lava/nertc/impl/Config.java 

	https://webtest.netease.im/nrtcproxy/nrtc/getChannelInfos.action 
	com/netease/lava/nertc/impl/Config.java 

	https://nrtc.netease.im/nrtc/getChannelInfos.action 
	com/netease/lava/nertc/impl/Config.java 

	https://webtest.netease.im/nrtcproxy/nrtc/createChannel.action 
	com/netease/lava/nertc/impl/Config.java 

	https://nrtc.netease.im/nrtc/createChannel.action 
	com/netease/lava/nertc/impl/Config.java 

	https://statistic.live.126.net/statics/report/common/form 
	com/netease/lava/nertc/impl/Config.java 

	https://webtest.netease.im/lbs/cc/nrtc/v2 
	com/netease/lava/nertc/impl/Config.java 

	https://wecan-lbs.netease.im/cc/nrtc/v2 
	com/netease/lava/nertc/impl/Config.java 

	https://roomserver-greytest.netease.im/v2/sdk/rooms 
	com/netease/lava/nertc/impl/Config.java 

	https://roomserver.netease.im/v2/sdk/rooms 
	com/netease/lava/nertc/impl/Config.java 

	https://ap-qa-jd.netease.im/v1/g2/getCloudProxyInfo 
	com/netease/lava/nertc/impl/Config.java 

	https://ap-prd-jd.netease.im/v1/g2/getCloudProxyInfo 
	com/netease/lava/nertc/impl/Config.java 

	http://webtest.netease.im/nrtcproxy/nrtc/getSdkConfig.action 
	com/netease/lava/nertc/impl/Config.java 

	https://nrtc.netease.im/nrtc/getSdkConfig.action 
	com/netease/lava/nertc/impl/Config.java 

	https://webtest.netease.im/nrtcproxy/nrtc/ntp.action 
	com/netease/lava/nertc/impl/Config.java 

	https://nrtc.netease.im/nrtc/ntp.action 
	com/netease/lava/nertc/impl/Config.java 

	https://abt-online.netease.im/v1/api/abt/client/getExperimentInfo 
	com/netease/nimlib/a/b.java 

	https://statistic.live.126.net/statics/report/abtest/result 
	com/netease/nimlib/a/b.java 

	https://statistic.live.126.net/dispatcher/req 
	com/netease/nimlib/d/b.java 

	https://statistic.live.126.net/ 
	com/netease/nimlib/d/b/d/b.java 

	http://statistic.live.126.net/statics/report/common/form 
	com/netease/nimlib/e/g/a.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/g/e.java 

	http://check-ipv4.netease.im/ 
	com/netease/nimlib/g/e.java 

	http://check-ipv6.netease.im/ 
	com/netease/nimlib/g/e.java 

	https://crash.163.com/uploadCrashLogInfo.do 
	com/netease/nis/basesdk/crash/BaseJavaCrashHandler.java 

	https://crash.163.com/client/api/uploadStartUpInfo.do 
	com/netease/nis/basesdk/crash/BaseJavaCrashHandler.java 

	https://ye.dun.163yun.com/v1/preCheck 
	com/netease/nis/quicklogin/QuickLogin.java 

	https://ye.dun.163yun.com/v1/oneclick/preCheck 
	com/netease/nis/quicklogin/QuickLogin.java 

	https://ms.zzx9.cn/html/oauth/protocol2.html 
	com/netease/nis/quicklogin/utils/a.java 

	https://wap.cmpassport.com/resources/html/contract.html 
	com/netease/nis/quicklogin/utils/a.java 

	https://e.189.cn/sdk/agreement/content.do?type=main&appKey=&hidetop=true 
	com/netease/nis/quicklogin/utils/a.java 

	https://ye.dun.163yun.com/v2/collect 
	com/netease/nis/quicklogin/utils/g.java 

	https://statistic.live.126.net/statics/report/xkit/action 
	com/netease/yunxin/kit/corekit/report/ReportConstantsKt.java 

	https://statistic.live.126.net/statics/report/callkit/action 
	com/netease/yunxin/nertc/nertcvideocall/utils/EventReporter.java 

	https://statistic.live.126.net/statics/report/xkit/action 
	com/netease/yunxin/nertc/nertcvideocall/utils/EventReporter.java 

	https://wannos.127.net/lbs 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://statistic.live.126.net/sdklog/getToken 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://nosup-hz1.127.net 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://statistic.live.126.net/statics/report/common/form 
	com/netease/yunxin/report/sdk/ReportComponent.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/SVGAParser$FileDownloader$resume$1.java 

	https://sandcash.mixienet.com.cn/h5/? 
	com/pay/paytypelibrary/PayUtil.java 

	https://pipeline.qiniu.com 
	com/qiniu/android/bigdata/Configuration.java 

	http://httpdns.qnydns.net:18302/ 
	com/qiniu/android/dns/http/QiniuDns.java 

	https://httpdns.qnydns.net:18443/ 
	com/qiniu/android/dns/http/QiniuDns.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://astat.bugly.qcloud.com/rqd/async 
	com/tencent/bugly/proguard/ac.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	com/tencent/bugly/proguard/ac.java 

	https://h.trace.qq.com/kv 
	com/tencent/bugly/proguard/ad.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	https://login.imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/a/d.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/g.java 

	https://cgi.qplus.com/report/report 
	com/tencent/open/utils/l.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/k.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/o.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	com/tencent/smtt/utils/d.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errlogos.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://aspect-upush.umeng.com/occa/v1/event/report 
	com/umeng/analytics/pro/an.java 

	https://ucc.umeng.com/v2/inn/fetch 
	com/umeng/analytics/pro/ao.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://errnewlogos.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://utoken.umeng.com 
	com/umeng/umzid/ZIDManager.java 

	https://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cu.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gp.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gd.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hh.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/ha.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hi.java 

	https://resolver.msg.global.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bt.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bt.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://www.cs.caltech.edu/ 
	org/json/Test.java 

	http://pest.w3.org/'/><bCard 
	org/json/Test.java 

	http://schemas.xmlsoap.org/soap/envelope/\ 
	org/json/Test.java 

	http://www.w3.org/1999/XMLSchema-instance\ 
	org/json/Test.java 

	http://www.w3.org/1999/XMLSchema\ 
	org/json/Test.java 

	http://schemas.xmlsoap.org/soap/encoding/\ 
	org/json/Test.java 

	https://github.com/vinc3m1 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView.git 
	Mogua Engine V1 

	https://uplog.qbox.me/log/3 
	Mogua Engine V2 

	https://cdn.marsblock.top/ 
	Mogua Engine V2 

	http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 
	Mogua Engine V2 

	http://www.w3.org/2001/XMLSchema-instance 
	Mogua Engine V2 

	http://ns.adobe.com/tiff/1.0/ 
	Mogua Engine V2 

	http://schemas.android.com/apk/lib/com.google.android.gms.plus 
	Mogua Engine V2 

	http://www.gettyimages.com/xsltExtension/1.0 
	Mogua Engine V2 

	http://ns.adobe.com/exif/1.0/ 
	Mogua Engine V2 

	http://ns.adobe.com/xap/1.0/sType/ResourceEvent 
	Mogua Engine V2 

	http://ns.adobe.com/xap/1.0/sType/ResourceRef 
	Mogua Engine V2 

	http://ns.adobe.com/camera-raw-settings/1.0/ 
	Mogua Engine V2 

	http://ns.adobe.com/xap/1.0/g/img/ 
	Mogua Engine V2 

	http://iptc.org/std/Iptc4xmpExt/2008-02-29/ 
	Mogua Engine V2 

	https://feross.org> 
	Mogua Engine V2 

	https://raw.githubusercontent.com/stefanpenner/es6-promise/master/LICENSE 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/1998/Math/MathML 
	Mogua Engine V2 

	https://clipboardjs.com/ 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_f55741fbf66943448a0477f5103f61ee.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_cd2269191f6c4b0fafc1e5dd8a63a67f.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_b32695c685fb4d41a6ba79509bfc5f67.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_b034f771eec14ee8b72b8d6a6c039281.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_435eb92d2e444530bf8c33fabb735975.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_63daa3f4d78043cc96d12d3cf2194ae9.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_cd955f371c874f24aa221ad74d2955dc.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_981d32ea17294732aeb3b5f2ef030b78.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_12b71ac0e5424c90b26c1847d6016fa3.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_1229a4817c854ec48d4026b600f22f00.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_71b9f83bf85e46668a98cad5d7c62f12.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_aff40ae2438c4459878b15f62fda6194.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_0c53af0a1c864450bdd26acd189c57e5.jpg 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_bc46e0ca3b094b95b5ea0859185cfdd4.jpg 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_0a69b265f61341eca53d0e6448293453.jpg 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_d22e8533db8840cd90c30c7988f1d992.jpg 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_bec03daca2584871b46cc2b472882e0d.jpg 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_d01eeb904ca84efda65da84e087c0a35.jpg 
	Mogua Engine V2 

	http://cdn-channel-apk.oss-cn-beijing.aliyuncs.com/download/miliao-miliao-v1.0.0.apk 
	Mogua Engine V2 

	https://apps.apple.com/cn/app/id1525668975 
	Mogua Engine V2 

	https://cdn.marsblock.top/ 
	Mogua Engine V2 

	https://cdn.marsblock.top/ 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_794a93e0739a44dca896f563c3dc0260.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_9cf79f9eeeac457caa472e3fbd312b4f.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_ee545c668f884a6195dd542deb9716e8.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_97828e5ca009471f833c36d740b338cc.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/sys_f985077b97524f2693e89fe985588b92.png 
	Mogua Engine V2 

	https://cdn.marsblock.top/ 
	Mogua Engine V2 

	https://html2canvas.hertzen.com> 
	Mogua Engine V2 

	https://hertzen.com> 
	Mogua Engine V2 

	http://www.apache.org/licenses/LICENSE-2.0 
	Mogua Engine V2 

	http://www.w3.org/2000/svg'></svg> 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/2000/xmlns/ 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	https://statistic.live.126.net 
	lib/arm64-v8a/libhigh_available_android.so 

	https://lbs.netease.im/lbs/conf.jsp 
	lib/arm64-v8a/libhigh_available_android.so 

	https://lbs.chatnos.com/lbs/conf.jsp 
	lib/arm64-v8a/libhigh_available_android.so 

	https://yunxin.163.com/lbs/conf.jsp 
	lib/arm64-v8a/libhigh_available_android.so 

	http://nos.netease.com 
	lib/arm64-v8a/libhigh_available_android.so 

	http://45.127.128.24 
	lib/arm64-v8a/libhigh_available_android.so 

	http://45.127.128.25 
	lib/arm64-v8a/libhigh_available_android.so 

	http://s3.amazonaws.com/doc/2006-03-01/ 
	lib/arm64-v8a/libhigh_available_android.so 

	http://www.w3.org/2001/XMLSchema-instance 
	lib/arm64-v8a/libhigh_available_android.so 

	http://169.254.169.254 
	lib/arm64-v8a/libhigh_available_android.so 

	http://[fd00:ec2::254] 
	lib/arm64-v8a/libhigh_available_android.so 

	http://169.254.170.2 
	lib/arm64-v8a/libhigh_available_android.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	card_chatup@2x.png 
	com/moyou/commonlib/base/UI.java 

	danikula@gmail.com 
	com/moyou/shortvideo/cache/HttpUrlSource.java 

	rubin@rubinmacbook-pro.local 
	com/netease/yunxin/nos/sdk/NosFacade.java 

	yanghui08@huis-macbook.local 
	com/netease/yunxin/report/BuildConfig.java 

	yanghui08@huis-macbook.local 
	com/netease/yunxin/report/sdk/ReportManager.java 

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 

	khare@mci.net 
adam@cs.caltech 
	org/json/Test.java 

	hilongjw@gmail.com 
	Mogua Engine V2 

	ftp@example.com 
	lib/arm64-v8a/libhigh_available_android.so 


4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=us, ST=us, L=us, O=us, OU=us, CN=us 签名算法: rsassa_pkcs1v15 有效期自: 2022-12-06 01:24:27+00:00 有效期至: 2077-09-08 01:24:27+00:00 发行人: C=us, ST=us, L=us, O=us, OU=us, CN=us 序列号: 0x5f9e57ff 哈希算法: sha256 md5值: c4b7afc9503e4c1083d2aa1bffb44306 sha1值: e38688bc4ea77f10c8272dd2775a1de79925f40f sha256值: 81b0cad4fd519e0c3a292ad7e2914f007627dbdd55eff1d0e465ec182cccf24a sha512值: 8a0191223153e197108a0b8c123a4e6133b8b10c84428d165cae437c1254af569dbe77817b0f2193918b2566e5713cc483f412cd5e4514516305cce72eca4f9d 公钥算法: rsa 密钥长度: 2048 指纹: dd1e948b4c3727c6bd20d350e428423f80003b53d4b866f91441161e275ad92a

6. 硬编码敏感信息
	可能的敏感信息

	"alipay_user_name" : "姓名" 

	"be_sure_pwd_again" : "请再次确认密码" 

	"cupid_no_select_user" : "请先选择要回复的用户头像!" 

	"cupid_send_select_user" : "发送给%d人：" 

	"delete_session_tip" : "会话记录删除后将无法恢复和查看历史记录，确定删除%s的会话记录么" 

	"forget_pwd" : "忘记密码？" 

	"im_key" : "e49ad99725e631ad2fc9db050781adf5" 

	"input_login_pwd" : "输入登录密码" 

	"library_roundedimageview_author" : "Vince Mi" 

	"library_roundedimageview_authorWebsite" : "https://github.com/vinc3m1" 

	"private_chat" : "私信" 

	"private_chat2" : "私信" 

	"pwd_is_too_simple" : "您输入的密码过于简单，请重新设置" 

	"set_login_pwd" : "设置登录密码" 

	"set_login_pwd_tips" : "为了提高账号安全性，请先设置登录密码" 

	"set_six_to_twetle_pwd" : "请设置6～12位密码" 

	"team_authentication" : "身份验证" 

	"team_invitee_authentication" : "被邀请人身份验证" 

	"team_invitee_need_authen" : "需要验证" 

	"team_invitee_not_need_authen" : "不需要验证" 

	"team_need_authentication" : "需要身份验证" 

	"two_pwd_not_equals" : "2次输入密码不一致,请重新输入" 

	"umcsdk_oauth_version_name" : "v1.4.1" 

	"user_auth" : "真人认证" 

	"user_video_auth" : "真人认证视频录制" 

	"video_auth_slogan" : "迅速提升吸引力，更容易被喜欢" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.CHANGE_CONFIGURATION
	系统需要
	更改您的 UI 设置
	允许应用程序更改当前配置,例如语言环境或整体字体大小

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.USES_POLICY_FORCE_LOCK
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	com.douwan.tanai.permission.RECEIVE_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.douwan.tanai.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.douwan.tanai.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.douwan.tanai.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	com.asus.permission.READ_SDID_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.moyou.rxlogin.ImprovePersonalDataActivity
	Schemes: y99s8b://, 


	com.moyou.activity.WelcomeActivity
	Schemes: mrl9i6://, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent101918686://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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