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豪门国际（ 2.0.9版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	豪门国际

	版本
	2.0.9

	包名
	com.and.bw.hmgj

	域名线索
	67条

	URL线索
	84条

	APP图标
	

	分析日期
	2025年7月5日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	05-15-19_1008_2.0.9.apk

	文件大小
	53.62MB

	MD5值
	e3e246a533941a47cd17059e66e0eff0

	SHA1值
	492453d97059fac463112c6e16df00acdc4eea43

	SHA256值
	6f4dbca5d970de49015e65d0dba2a8bec808c8a1d62747b4f2cb38e73f84b086



3. APP基本信息
	类别
	内容

	App名称
	豪门国际

	包名
	com.and.bw.hmgj

	主活动Activity
	com.example.dingding.activity.SplashActivity

	安卓版本名称
	2.0.9

	安卓版本
	209



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	s.taobao.com
	IP: 59.82.122.127 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	maps.apple.com
	IP: 121.18.236.1 
所属国家: China 
地区: Hebei 
城市: Baoding 

	ws1008rks3.zzxdnc.com
	IP: 123.117.133.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vuejs.org
	IP: 15.197.167.90 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ext.dcloud.net.cn
	IP: 123.125.244.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img-cdn-qiniu.dcloud.net.cn
	IP: 111.161.120.87 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wshmrks3.hnczccpit.com
	IP: 123.117.133.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	next.vuex.vuejs.org
	IP: 3.33.186.135 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	mdc.html5.qq.com
	IP: 116.130.223.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	check-ipv6.netease.im
	没有服务器地理信息. 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wshmazrk.jnyzzyczs.com
	IP: 123.117.133.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	m3w.cn
	IP: 111.161.120.87 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wannos.127.net
	IP: 45.127.129.15 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	service.dcloud.net.cn
	IP: 110.40.181.119 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	hmdh16.top
	IP: 0.0.0.0 
所属国家: - 
地区: - 
城市: - 

	logerr.ouwosw.com
	IP: 172.67.161.29 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	lbs-test.netease.im
	没有服务器地理信息. 

	shibatch.sourceforge.net
	IP: 104.18.13.149 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	hmdh11.top
	IP: 106.74.25.198 
所属国家: China 
地区: Shandong 
城市: Jinan 

	hmdh13.top
	IP: 20.6.128.54 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	dr.netease.im
	IP: 220.197.34.83 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	ask.dcloud.net.cn
	IP: 123.125.244.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wshmazrk.tawanqing.com
	IP: 123.126.74.108 
所属国家: China 
地区: Beijing 
城市: Beijing 

	example.com
	IP: 96.7.128.198 
所属国家: United States of America 
地区: California 
城市: El Segundo 

	uniapp.dcloud.io
	IP: 123.125.244.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hmdh12.top
	IP: 106.74.25.198 
所属国家: China 
地区: Shandong 
城市: Jinan 

	vkceyugu.cdn.bspapp.com
	IP: 221.194.162.228 
所属国家: China 
地区: Hebei 
城市: Langfang 

	ns.adobe.com
	没有服务器地理信息. 

	restapi.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	uniapp.dcloud.net.cn
	IP: 220.194.123.111 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	er.dcloud.io
	没有服务器地理信息. 

	hmdh15.top
	IP: 20.2.87.4 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	lbs.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	nosup-hz1.127.net
	IP: 175.17.20.207 
所属国家: China 
地区: Jilin 
城市: Changchun 

	unidemo.dcloud.net.cn
	IP: 101.42.178.48 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.google.com
	IP: 31.13.94.37 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	api.bspapp.com
	IP: 39.96.249.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tongji.dcloud.io
	IP: 115.159.211.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.next.bspapp.com
	IP: 203.107.60.33 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	img.cdn.aliyun.dcloud.net.cn
	IP: 101.71.22.221 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	demo.dcloud.net.cn
	IP: 101.42.178.48 
所属国家: China 
地区: Beijing 
城市: Beijing 

	97fca9f2-41f6-449f-a35e-3f135d4c3875.bspapp.com
	IP: 39.96.249.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apis.map.qq.com
	IP: 116.130.223.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ws1008rkaz.riseyun.com
	IP: 118.107.172.194 
所属国家: Korea (Republic of) 
地区: Seoul-teukbyeolsi 
城市: Seoul 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	statistic.live.126.net
	IP: 220.197.34.75 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	check-ipv4.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	sungd.github.io
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	er.dcloud.net.cn
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.baidu.com
	IP: 110.242.69.21 
所属国家: China 
地区: Hebei 
城市: Baoding 

	59.111.241.163
	IP: 59.111.241.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	quilljs.com
	IP: 172.66.40.163 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	da.dun.163.com
	IP: 59.111.248.82 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	tbsrecovery.imtt.qq.com
	IP: 60.28.172.40 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	imtest.netease.im
	IP: 111.124.202.79 
所属国家: China 
地区: Guizhou 
城市: Zunyi 

	wshmrks3.bdlanghui.com
	IP: 123.117.133.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	crash.163.com
	IP: 45.254.50.146 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 


4.2 URL线索
	URL信息
	Url所在文件

	http://xml.apache.org/xslt 
	com/blankj/utilcode/util/LogUtils.java 

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/43. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/134. 
	com/danikula/videocache/Pinger.java 

	http://%s:%d/%s 
	com/danikula/videocache/Pinger.java 

	http://%s:%d/%s 
	com/danikula/videocache/HttpProxyCacheServer.java 

	https://logerr.ouwosw.com/log.php 
	com/example/common/Constants.java 

	https://example.com 
	com/example/common/CommonWebViewActivity.java 

	http://imtest.netease.im/nimserver/god/mockDynamicToken.action 
	com/example/common/util/LotteryAuthProvider.java 

	http://schemas.android.com/apk/res/android 
	com/example/common/view/MyCommonTabLayout.java 

	https://ws1008rkaz.riseyun.com/cgstorage/public/site_1008_oss/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://wshmazrk.tawanqing.com/cgstorage/public/site_1008_oss/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://wshmazrk.jnyzzyczs.com/cgstorage/public/site_1008_oss/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://ws1008rks3.zzxdnc.com/public/site_1008_oss/static/config/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://wshmrks3.hnczccpit.com/public/site_1008_oss/static/config/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://wshmrks3.bdlanghui.com/public/site_1008_oss/static/config/app_config.txt 
	com/example/dingding/BuildConfig.java 

	https://hmdh11.top 
	com/example/dingding/custom/popup/GoOfficialUrlPop.java 

	https://hmdh12.top 
	com/example/dingding/custom/popup/GoOfficialUrlPop.java 

	https://hmdh13.top 
	com/example/dingding/custom/popup/GoOfficialUrlPop.java 

	https://hmdh15.top 
	com/example/dingding/custom/popup/GoOfficialUrlPop.java 

	https://hmdh16.top 
	com/example/dingding/custom/popup/GoOfficialUrlPop.java 

	https://www.baidu.com 
	com/example/dingding/activity/vm/SplashVm$api$2.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/CommonTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SegmentTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SlidingTabLayout.java 

	http://shibatch.sourceforge.net/\n\n 
	com/hw/videoprocessor/jssrc/SSRC.java 

	http://statistic.live.126.net/statics/report/common/form 
	com/netease/nimlib/c/f/a.java 

	https://lbs-test.netease.im/lbs/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://imtest.netease.im/1.gif 
	com/netease/nimlib/e/e.java 

	http://check-ipv4.netease.im/ 
	com/netease/nimlib/e/e.java 

	http://check-ipv6.netease.im/ 
	com/netease/nimlib/e/e.java 

	https://imtest.netease.im/lbsrc/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://dr.netease.im/1.gif 
	com/netease/nimlib/e/e.java 

	http://imtest.netease.im/lbs/conf.jsp 
	com/netease/nimlib/e/g.java 

	http://59.111.241.163/lbs/conf.jsp 
	com/netease/nimlib/e/g.java 

	http://wannos.127.net/lbs;http://wannos-hz.127.net/lbs;http://wannos-bj.127.net/lbs;http://wannos-oversea.127.net/lbs;http://223.252.196.38/lbs 
	com/netease/nimlib/e/g.java 

	https://nosup-hz1.127.net 
	com/netease/nimlib/e/g.java 

	https://da.dun.163.com/sn.gif?d= 
	com/netease/nis/captcha/j.java 

	https://crash.163.com/uploadCrashLogInfo.do 
	com/netease/nis/basesdk/crash/BaseJavaCrashHandler.java 

	https://crash.163.com/client/api/uploadStartUpInfo.do 
	com/netease/nis/basesdk/crash/BaseJavaCrashHandler.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/SVGAParser.java 

	http://xml.apache.org/xslt 
	com/orhanobut/logger/LoggerPrinter.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/m.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/n.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/n.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/n.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/n.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/n.java 

	https://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/n.java 

	https://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/n.java 

	https://tbsrecovery.imtt.qq.com/getconfig 
	com/tencent/smtt/utils/n.java 

	https://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	io/dcloud/common/util/ExifInterface.java 

	https://m3w.cn/s/ 
	io/dcloud/common/util/ShortCutUtil.java 

	https://ask.dcloud.net.cn/article/282 
	io/dcloud/common/constant/DOMException.java 

	https://ask.dcloud.net.cn/article/35627 
	io/dcloud/e/b/a.java 

	https://ask.dcloud.net.cn/article/35877 
	io/dcloud/e/b/a.java 

	https://er.dcloud.io/rv 
	io/dcloud/e/c/h/c.java 

	https://er.dcloud.net.cn/rv 
	io/dcloud/e/c/h/c.java 

	https://ask.dcloud.net.cn/article/35058 
	io/dcloud/feature/audio/AudioRecorderMgr.java 

	https://ask.dcloud.net.cn/article/283 
	io/dcloud/g/b.java 

	https://ask.dcloud.net.cn/article/287 
	io/dcloud/share/IFShareApi.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://ask.dcloud.net.cn/article/36199 
	摸瓜V1引擎 

	https://github.com/vinc3m1 
	摸瓜V1引擎 

	https://github.com/vinc3m1/RoundedImageView 
	摸瓜V1引擎 

	https://github.com/vinc3m1/RoundedImageView.git 
	摸瓜V1引擎 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points= 
	摸瓜V2引擎 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	摸瓜V2引擎 

	https://www.google.com/maps/?daddr= 
	摸瓜V2引擎 

	https://www.google.com/maps/ 
	摸瓜V2引擎 

	https://quilljs.com/ 
	摸瓜V2引擎 

	https://quilljs.com 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	摸瓜V2引擎 

	https://github.com/uuidjs/uuid 
	摸瓜V2引擎 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points=$ 
	摸瓜V2引擎 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	摸瓜V2引擎 

	https://www.google.com/maps/?daddr= 
	摸瓜V2引擎 

	https://www.google.com/maps/ 
	摸瓜V2引擎 

	https://quilljs.com/ 
	摸瓜V2引擎 

	https://quilljs.com 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3e4cbd0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/ceb770c0-5164-11eb-8a36-ebb87efcf8c0.png 
	摸瓜V2引擎 

	https://sungd.github.io/Pacifico.ttf 
	摸瓜V2引擎 

	https://next.vuex.vuejs.org/ 
	摸瓜V2引擎 

	https://vuejs.org/images/icons/favicon-96x96.png 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/static/web-view.html 
	摸瓜V2引擎 

	http://demo.dcloud.net.cn/push/? 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/aff47ed0-517d-11eb-8ff1-d5dcf8779628.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b5897b20-517d-11eb-a16f-5b3e54966275.wav 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/ 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b718cdb0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b6600500-517d-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/app_download.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b09e38e0-5168-11eb-b680-7980c8a877b8.jpg 
	摸瓜V2引擎 

	https://m3w.cn/uniapp 
	摸瓜V2引擎 

	https://github.com/dcloudio/hello-uniapp 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/feedback 
	摸瓜V2引擎 

	https://ask.dcloud.net.cn/article/37965 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/uni-id 
	摸瓜V2引擎 

	https://97fca9f2-41f6-449f-a35e-3f135d4c3875.bspapp.com/http/user-center 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/%E7%AC%AC1%E8%AE%B2%EF%BC%88uni-app%E4%BA%A7%E5%93%81%E4%BB%8B%E7%BB%8D%EF%BC%89-%20DCloud%E5%AE%98%E6%96%B9%E8%A7%86%E9%A2%91%E6%95%99%E7%A8%8B@20181126-lite.m4v 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b1476d40-4e5f-11eb-b997-9918a5dda011.png 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/uniCloud/unipay 
	摸瓜V2引擎 

	https://97fca9f2-41f6-449f-a35e-3f135d4c3875.bspapp.com/http/pay 
	摸瓜V2引擎 

	https://uniapp.dcloud.io 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b6304f00-5168-11eb-bd01-97bc1429a9ff.png 
	摸瓜V2引擎 

	https://unidemo.dcloud.net.cn/ajax/echo/text?name=uni-app 
	摸瓜V2引擎 

	https://unidemo.dcloud.net.cn/upload 
	摸瓜V2引擎 

	https://img-cdn-qiniu.dcloud.net.cn/uniapp/images/uni@2x.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-hello-uniapp/2cc220e0-c27a-11ea-9dfb-6da8e309e0d8.mp3 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/c517b410-5184-11eb-b997-9918a5dda011.jpeg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3f1d0b0-5168-11eb-bd01-97bc1429a9ff.pdf 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3e4cbd0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://api.next.bspapp.com 
	摸瓜V2引擎 

	https://api.bspapp.com 
	摸瓜V2引擎 

	https://$ 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/secure-network.html 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/faq?id=promise 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/c2b17470-50be-11eb-b680-7980c8a877b8.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/d684ae40-50be-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/e7a79520-50be-11eb-b997-9918a5dda011.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/0dacdbe0-50bf-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/460d46d0-4fcc-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/ 
	摸瓜V2引擎 

	https://unidemo.dcloud.net.cn/api/news 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b7c7f970-517d-11eb-97b7-0dc4655d6e68.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b4b60b10-5168-11eb-bd01-97bc1429a9ff.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b1dcfa70-5168-11eb-bd01-97bc1429a9ff.jpg 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/geocode/regeo 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/weather/weatherInfo 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/place/around 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/staticmap? 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/assistant/inputtips 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/direction/driving 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/direction/walking 
	摸瓜V2引擎 

	https://restapi.amap.com/v3/direction/transit/integrated 
	摸瓜V2引擎 

	https://restapi.amap.com/v4/direction/bicycling 
	摸瓜V2引擎 

	https://unidemo.dcloud.net.cn/api/banner/36kr 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/h5 
	摸瓜V2引擎 

	https://unidemo.dcloud.net.cn/api/news/36kr/ 
	摸瓜V2引擎 

	https://s.taobao.com/search?q=uni-app 
	摸瓜V2引擎 

	http://maps.apple.com/?q=%e6%95%b0%e5%ad%97%e5%a4%a9%e5%a0%82&ll=39.96310,116.340698&spn=0.008766,0.019441 
	摸瓜V2引擎 

	https://97fca9f2-41f6-449f-a35e-3f135d4c3875.bspapp.com/http/univerify-login 
	摸瓜V2引擎 

	https://tongji.dcloud.io/uni/stat 
	摸瓜V2引擎 

	https://tongji.dcloud.io/uni/stat.gif? 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/%E7%AC%AC1%E8%AE%B2%EF%BC%88uni-app%E4%BA%A7%E5%93%81%E4%BB%8B%E7%BB%8D%EF%BC%89-%20DCloud%E5%AE%98%E6%96%B9%E8%A7%86%E9%A2%91%E6%95%99%E7%A8%8B@20181126-lite.m4v 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/%E7%AC%AC1%E8%AE%B2%EF%BC%88uni-app%E4%BA%A7%E5%93%81%E4%BB%8B%E7%BB%8D%EF%BC%89-%20DCloud%E5%AE%98%E6%96%B9%E8%A7%86%E9%A2%91%E6%95%99%E7%A8%8B@20181126-lite.m4v 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/094a9dc0-50c0-11eb-b680-7980c8a877b8.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/460d46d0-4fcc-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3e4cbd0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://api.next.bspapp.com 
	摸瓜V2引擎 

	https://api.bspapp.com 
	摸瓜V2引擎 

	https://$ 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/secure-network.html 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/faq?id=promise 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/094a9dc0-50c0-11eb-b680-7980c8a877b8.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/460d46d0-4fcc-11eb-8ff1-d5dcf8779628.png 
	摸瓜V2引擎 

	https://ask.dcloud.net.cn/article/34921 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3e4cbd0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://api.next.bspapp.com 
	摸瓜V2引擎 

	https://api.bspapp.com 
	摸瓜V2引擎 

	https://$ 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/secure-network.html 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/faq?id=promise 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b3e4cbd0-517d-11eb-a16f-5b3e54966275.png 
	摸瓜V2引擎 

	https://api.next.bspapp.com 
	摸瓜V2引擎 

	https://api.bspapp.com 
	摸瓜V2引擎 

	https://$ 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/secure-network.html 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/faq?id=promise 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/094a9dc0-50c0-11eb-b680-7980c8a877b8.jpg 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/api/ 
	摸瓜V2引擎 

	https://uniapp.dcloud.io/component/ 
	摸瓜V2引擎 

	https://ext.dcloud.net.cn/ 
	摸瓜V2引擎 

	https://ext.dcloud.net.cn 
	摸瓜V2引擎 

	https://ext.dcloud.net.cn 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/hellouniapp/hello-nvue-swiper-vertical-01.mp4 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/hellouniapp/hello-nvue-swiper-vertical-02.mp4 
	摸瓜V2引擎 

	https://img.cdn.aliyun.dcloud.net.cn/guide/uniapp/hellouniapp/hello-nvue-swiper-vertical-03.mp4 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b7c7f970-517d-11eb-97b7-0dc4655d6e68.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b4cd3000-517d-11eb-a16f-5b3e54966275.jpg 
	摸瓜V2引擎 

	https://vkceyugu.cdn.bspapp.com/VKCEYUGU-dc-site/b2e201d0-517d-11eb-8a36-ebb87efcf8c0.jpg 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	8b@20181126-lite.m4v 
uni@2x.png 
	摸瓜V2引擎 

	8b@20181126-lite.m4v 
	摸瓜V2引擎 

	8b@20181126-lite.m4v 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=1, ST=1, L=2, O=1, OU=32, CN=2 签名算法: rsassa_pkcs1v15 有效期自: 2022-09-02 09:45:09+00:00 有效期至: 2047-08-27 09:45:09+00:00 发行人: C=1, ST=1, L=2, O=1, OU=32, CN=2 序列号: 0x6d6f0d6e 哈希算法: sha256 md5值: 5cfb52f808320a3b3e340203c98c5c59 sha1值: 403a97d7e8d763d5902ec2971f4a73a6bdf02f35 sha256值: cba45a2850eb2ff7629e1ac26e3307945e6306e738ec1ebfa19ffa6fc487f512 sha512值: 0a8adcc10a1682b3378b1f9841daebc77a16eb4171b342d3a440411212dcc0c2e36bb693f4fd947066532cfd36516184a20b26909f40d101397afff038e5e322 公钥算法: rsa 密钥长度: 2048 指纹: 144e23e9cff7675ca46a97eced8c319917929c3b727372b8f10995e6100f2ec0

6. 硬编码敏感信息
	可能的敏感信息

	"contact_customer_service_fund_pwd" : "联系客服找回密码" 

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"dcloud_tips_certificate" : "certificate" 

	"fund_password" : "请输入资金密码" 

	"google_api_key" : "AIzaSyAuPjAuGfJxJxRyMQFnlAjKHH7Q4ZUyJfk" 

	"google_crash_reporting_api_key" : "AIzaSyAuPjAuGfJxJxRyMQFnlAjKHH7Q4ZUyJfk" 

	"library_roundedimageview_author" : "Vince Mi" 

	"library_roundedimageview_authorWebsite" : "https://github.com/vinc3m1" 

	"member_password" : "记住密码" 

	"open_account_password" : "6~16位字母、数字、符号组合" 

	"retrieve_password" : "找回密码" 

	"setting_fund_password" : "设置资金密码" 

	"str_please_input_user_name" : "请输入手机号/用户名" 

	"str_user_name" : "用户名" 

	"withdraw_password" : "提现密码" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 

	"dcloud_tips_certificate" : "证书" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	com.and.bw.hmgj.permission.RECEIVE_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.and.bw.hmgj.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.and.bw.hmgj.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.and.bw.hmgj.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.and.bw.hmgj.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERACT_ACROSS_USERS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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