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DiDi（ 7.3.56版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	DiDi

	版本
	7.3.56

	包名
	com.didiglobal.passenger

	域名线索
	129条

	URL线索
	229条

	APP图标
	

	分析日期
	2025年2月21日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	com.didiglobal.passenger.apk

	文件大小
	161.56MB

	MD5值
	e1b684c4d993bd9b720f213d5efd6cfa

	SHA1值
	06bb663c9c9c34bc171e687c481ce2fb81070515

	SHA256值
	3efa3212db7d79f21f155d55ed73b170d75951c1537a6d94c6cc305d8cb765e7



3. APP基本信息
	类别
	内容

	App名称
	DiDi

	包名
	com.didiglobal.passenger

	主活动Activity
	com.didi.sdk.app.DidiLoadDexActivity

	安卓版本名称
	7.3.56

	安卓版本
	1107035603



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	sgcdsdk.s
	没有服务器地理信息. 

	ct.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	ccvoip.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	checkoutshopper-live-au.adyen.com
	IP: 85.184.231.70 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	catchdata.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	c.didi-food.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	esapi.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	www.baidu.com
	IP: 110.242.68.3 
所属国家: China 
地区: Hebei 
城市: Baoding 

	food-c-h5.99app.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	trace.browser-intake-datadoghq.com
	IP: 3.233.149.192 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	centinelapi.cardinalcommerce.com
	IP: 198.217.251.251 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	page.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	food.99app.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	page.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	omgup.didiglobal.com
	IP: 117.51.1.38 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	d.99app.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	hd.didiglobal.com
	IP: 117.51.7.250 
所属国家: United States of America 
地区: - 
城市: - 

	traffic.apimap.didiglobal.com
	没有服务器地理信息. 

	dc.tt
	没有服务器地理信息. 

	sconversions.s
	没有服务器地理信息. 

	lion.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	rider.didichuxing.com
	IP: 123.207.209.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	help.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	epassport.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	common.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	checkoutshopper-live.adyen.com
	IP: 147.12.16.68 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	rum.browser-intake-us3-datadoghq.com
	IP: 20.51.76.26 
所属国家: United States of America 
地区: Washington 
城市: Quincy 

	api-sec.didiglobal.comm
	没有服务器地理信息. 

	rum.browser-intake-us5-datadoghq.com
	IP: 34.149.66.134 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	docs.google.com
	IP: 157.240.2.36 
所属国家: United States of America 
地区: California 
城市: Menlo Park 

	ccvoip-pre.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	waze.com
	IP: 130.211.9.172 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	trace.browser-intake-ddog-gov.com
	IP: 3.32.209.183 
所属国家: United States of America 
地区: Oregon 
城市: Boardman 

	act-api.didi-food.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	esapi.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	trafficrenderapi.apimap.didiglobal.com
	没有服务器地理信息. 

	mobile-http-intake.logs.datadoghq.eu
	IP: 34.120.77.189 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	trace.browser-intake-us5-datadoghq.com
	IP: 34.149.66.134 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	poimap.liggyglobal.com
	IP: 185.107.56.59 
所属国家: Netherlands 
地区: Noord-Brabant 
城市: Roosendaal 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	logs.browser-intake-ddog-gov.com
	IP: 3.30.62.17 
所属国家: United States of America 
地区: Oregon 
城市: Boardman 

	sadrevenue.s
	没有服务器地理信息. 

	res.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	baltazar.microblink.com
	IP: 104.22.76.119 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	issuetracker.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	shepherd.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	message.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	cashier.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	privacycenter.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	checkoutshopper-live-us.adyen.com
	IP: 135.84.149.134 
所属国家: United States of America 
地区: Ohio 
城市: Amsterdam 

	intake.profile.s
	没有服务器地理信息. 

	ofo.so
	IP: 59.110.90.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	common-g.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	img-hxy021.didistatic.com
	IP: 42.81.55.129 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	didi-global.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	apimap.liggyglobal.com
	IP: 185.107.56.59 
所属国家: Netherlands 
地区: Noord-Brabant 
城市: Roosendaal 

	c-h5.didi-food.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	apm.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	svalidate.s
	没有服务器地理信息. 

	act.didi-food.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	skydome-broker.didi-food.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	support.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	conf.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	rebrand.ly
	IP: 15.197.137.111 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.bluegogo.com
	没有服务器地理信息. 

	squ.re
	IP: 67.199.248.12 
所属国家: United States of America 
地区: New York 
城市: New York City 

	ssdk-services.s
	没有服务器地理信息. 

	simpression.s
	没有服务器地理信息. 

	slaunches.s
	没有服务器地理信息. 

	img0.didiglobal.com
	IP: 42.81.55.129 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	msggate.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	docx.intra.xiaojukeji.com
	没有服务器地理信息. 

	entrega.didi-food.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	hd.xiaojukeji.com
	IP: 123.207.209.143 
所属国家: China 
地区: Beijing 
城市: Beijing 

	poimap.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	api-sec-ru.didiglobal.com
	IP: 162.62.145.7 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	pay.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	sonelink.s
	没有服务器地理信息. 

	lion.99taxis.mobi
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	prepassport.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	cmsdk.cardinalcommerce.com
	IP: 198.217.251.251 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	android.googlesource.com
	IP: 64.233.188.82 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	api-sec.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	help.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	logs.browser-intake-us3-datadoghq.com
	IP: 20.69.148.152 
所属国家: United States of America 
地区: Washington 
城市: Quincy 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	didi-food.com
	IP: 117.51.1.4 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	invoice.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	www.jsdelivr.com
	IP: 216.24.57.253 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ar-map-g.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	99app.com
	IP: 141.193.213.20 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	sapp.s
	没有服务器地理信息. 

	hd.99taxis.mobi
	IP: 116.85.0.3 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	checkoutshopper-test.adyen.com
	IP: 147.12.17.151 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	apimap.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	message.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	ping.microblink.com
	IP: 104.22.77.119 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.android.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	gist.github.com
	IP: 78.16.49.15 
所属国家: Ireland 
地区: Galway 
城市: Galway 

	poimap.99taxis.mobi
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	sstats.s
	没有服务器地理信息. 

	sinapps.s
	没有服务器地理信息. 

	sregister.s
	没有服务器地理信息. 

	pkg-dimina.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	map-loc.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	schemas.android.com
	没有服务器地理信息. 

	s3-us01.didiglobal.com
	IP: 111.206.187.77 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sim02-gsapi.didiglobal.com
	IP: 117.51.7.4 
所属国家: United States of America 
地区: - 
城市: - 

	wallet.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	websystemjsengine.dimina
	没有服务器地理信息. 

	pay.didiglobal.com
	IP: 117.51.7.239 
所属国家: United States of America 
地区: - 
城市: - 

	rum.browser-intake-ddog-gov.com
	IP: 3.30.62.100 
所属国家: United States of America 
地区: Oregon 
城市: Boardman 

	trace.browser-intake-us3-datadoghq.com
	IP: 20.51.76.12 
所属国家: United States of America 
地区: Washington 
城市: Quincy 

	ifx-license.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	code.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ctv3.didiglobal.com
	IP: 117.51.7.3 
所属国家: United States of America 
地区: - 
城市: - 

	sattr.s
	没有服务器地理信息. 

	www.winimage.com
	IP: 198.50.170.91 
所属国家: Canada 
地区: Quebec 
城市: Montreal 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	centinelapistag.cardinalcommerce.com
	IP: 198.217.251.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	logs.browser-intake-us5-datadoghq.com
	IP: 34.149.66.134 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	rum-http-intake.logs.datadoghq.eu
	IP: 34.95.101.191 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	logs.browser-intake-datadoghq.com
	IP: 3.233.152.254 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	rum.browser-intake-datadoghq.com
	IP: 3.233.149.197 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	epassport-ru.didiglobal.com
	IP: 162.62.145.7 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 


4.2 URL线索
	URL信息
	Url所在文件

	http://127.0.0.1 
	org/mozilla/javascript/tools/debugger/Dim.java 

	http://www.w3.org/2000/xmlns/ 
	org/mozilla/javascript/xmlimpl/XmlNode.java 

	https://(?:(?:(?:(?:nv 
	jumio/core/e.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/PlatformPlugin.java 

	https://github.com/flutter/flutter/issues/2897).It 
	io/flutter/plugin/platform/PlatformViewsController.java 

	https://pay.didiglobal.com/risk-api/out/channelInfo3DS?caller=3ds&interfaceName=payrisk-api_3ds_oneDotOhRequest&demand=3ds 
	global/didi/pay/threeds/method/cybs/CybsWebActivity.java 

	https://pay.didiglobal.com 
	global/didi/pay/threeds/network/ThreedsNetwork$threedsApiRpcService$2.java 

	https://github.com/square/leakcanary/issues\nPlease 
	kshark/HeapAnalysisFailure.java 

	https://github.com/android/platform_frameworks_base/commit/af7dcdf35a37d7a7dbaad7d9869c1c91bce2272b 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/9b5257c9c99c4cb541d8e8e78fb04f008b1a9091 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/893d6fe48d37f71e683f722457bea646994a10 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/b3a9bc038d3a218b1dbdf7b5668e3d6c12be5e 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=171190 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/pyricau/4df64341cc978a7de414 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=171830 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=172542 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=172659 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/andaag/b05ab66ed0f06167d6e0 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173689 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173788 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173789 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/27db46850b708070452c0ce49daf5f79503fbde6 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/7a96f3c917e0001ee739b65da37b2fadec7d7765 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=152173 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/jankovd/891d96f476f7a9ce24e2 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=188551 
	kshark/AndroidReferenceMatchers.java 

	https://android.googlesource.com/platform/frameworks/base/+/5b734f2430e9f26c769d6af8ea5645e390fcf5af%5E%21/ 
	kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=198852 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/e0bef71662d81caaaa0d7214fb0bef5d39996a69 
	kshark/AndroidReferenceMatchers.java 

	https://android.googlesource.com/platform/frameworks/base/+/193520e3dff5248ddcf8435203bf99d2ba667219%5E%21/core/java/android/view/accessibility/AccessibilityNodeInfo.java 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/aosp-mirror/platform_frameworks_base/commit/86b326012813f09d8f1de7d6d26c986a909d 
	kshark/AndroidReferenceMatchers.java 

	https://issuetracker.google.com/issues/112792715 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1210 
	kshark/AndroidReferenceMatchers.java 

	https://issuetracker.google.com/issues/129250419 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d 
	kshark/AndroidReferenceMatchers.java 
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	https://github.com/iProov/android/wiki/Frequently-Asked-Questions). 
	com/iproov/sdk/ui/activity/Cdo.java 

	https://ccvoip-pre.didiglobal.com 
	com/didichuxing/comp/telecom/core/request/VoipCallRequest.java 

	http://%s/gateway/drtc/sys/sessions/logs 
	com/didichuxing/mlcp/drtc/utils/MetricReporter.java 

	http://%s/gateway/drtc/uploadLiveRecord 
	com/didichuxing/mlcp/drtc/utils/MetricReporter.java 

	https://ct.didiglobal.com//agent/v2/feeds 
	com/didichuxing/xpanel/agent/net/XPanelRequest.java 

	https://ctv3.didiglobal.com/agent/v3/feeds 
	com/didichuxing/xpanel/agent/net/XPanelRequest.java 

	https://ctv3.didiglobal.com/ 
	com/didichuxing/xpanel/agent/net/XPanelRequest.java 

	http://agent/v3/feeds 
	com/didichuxing/xpanel/debug/ui/DebugActivity.java 

	https://ctv3.didiglobal.com/resapi/activity 
	com/didichuxing/publicservice/BuildConfig.java 

	https://play.google.com 
	com/didichuxing/publicservice/resourcecontrol/view/AssetPopwindowLayout.java 

	https://ctv3.didiglobal.com/resapi/activity 
	com/didichuxing/publicservice/general/ConstantUtils.java 

	http://omgup.didiglobal.com/feedback/V2/conf 
	com/didichuxing/omega/sdk/feedback/FeedbackConfig.java 

	http://omgup.didiglobal.com/feedback/query/my/stat 
	com/didichuxing/omega/sdk/feedback/FeedbackConfig.java 

	http://omgup.didiglobal.com/feedback/query/my 
	com/didichuxing/omega/sdk/feedback/FeedbackConfig.java 

	http://omgup.didiglobal.com/static/zhuancheimg/upload/20200507/*.png 
	com/didichuxing/omega/sdk/feedback/FloatingView.java 

	https://apm.didiglobal.com/fireeye/tip 
	com/didichuxing/omega/sdk/feedback/judgment/Judge.java 

	https://apm.didiglobal.com/fireeye/tip? 
	com/didichuxing/omega/sdk/feedback/judgment/Judge.java 

	http://omgup.didiglobal.com/feedback/up/android 
	com/didichuxing/omega/sdk/feedback/activity/FeedbackWebviewActivity.java 

	https://help.didiglobal.com/passenger-index.html?source=app_globalck_home 
	com/didichuxing/security/cardverify/activity/CardVerificationActivity.java 

	https://help.99taxis.mobi/static/index.html?source=app_brck_home 
	com/didichuxing/security/cardverify/activity/CardVerificationActivity.java 

	https://api-sec.didiglobal.com 
	com/didichuxing/security/cardverify/constant/Server.java 

	https://access/security 
	com/didichuxing/dfbasesdk/http/SecurityAccessWsgInterceptor.java 

	https://apm.didiglobal.com/sdk/upload_oom 
	com/didichuxing/alpha/crash/UploadDumpService.java 

	https://android.googlesource.com/platform/frameworks/base/+/193520e3dff5248ddcf8435203bf99d2ba667219%5E%21/core/java/android/view/accessibility/AccessibilityNodeInfo.java 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=173689 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=172659 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://gist.github.com/andaag/b05ab66ed0f06167d6e0 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/square/leakcanary/issues/177 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/7a96f3c917e0001ee739b65da37b2fadec7d7765 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=152173 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://gist.github.com/jankovd/891d96f476f7a9ce24e2 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/square/leakcanary/issues/32 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=198852 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/e0bef71662d81caaaa0d7214fb0bef5d39996a69 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=188551 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://android.googlesource.com/platform/frameworks/base/+/5b734f2430e9f26c769d6af8ea5645e390fcf5af%5E%21/ 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/square/leakcanary/issues/696 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/square/leakcanary/issues/1 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://gist.github.com/pyricau/4df64341cc978a7de414 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=171190 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=171830 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=173788 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/9b5257c9c99c4cb541d8e8e78fb04f008b1a9091 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/af7dcdf35a37d7a7dbaad7d9869c1c91bce2272b 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=172542 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/893d6fe48d37f71e683f722457bea646994a10 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/b3a9bc038d3a218b1dbdf7b5668e3d6c12be5e 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://code.google.com/p/android/issues/detail?id=173789 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://github.com/android/platform_frameworks_base/commit/27db46850b708070452c0ce49daf5f79503fbde6 
	com/didichuxing/alpha/crash/dump/AndroidExcludedRefs.java 

	https://api-sec.didiglobal.com/sec/risk-gateway/common/ 
	com/didichuxing/gbankcard/ocr/network/GBankcardApi.java 

	https://api-sec.didiglobal.com/sec/risk-gateway/common/ 
	com/didichuxing/diface/utils/HttpUtils.java 

	https://api-sec-ru.didiglobal.com/sec/risk-gateway/common/ 
	com/didichuxing/diface/utils/HttpUtils.java 

	https://map-loc.didiglobal.com/global/map/loc 
	com/didichuxing/bigdata/dp/locsdk/Const.java 

	https://play.google.com/store/apps/details?id= 
	com/didichuxing/IAU/IauManager.java 

	https://apm.didiglobal.com 
	com/didichuxing/request/UpgradeBaseRequest.java 

	https://apimap.didiglobal.com 
	com/didichuxing/routesearchsdk/RouteSearchUrls.java 

	https://support.google.com/googleplay/answer/7003180 
	com/didichuxing/upgrade/UpgradeActivityKt.java 

	https://rebrand.ly/99pay 
	com/wallet/flutter/wallet_flutter/function/FlutterShareProxyCall.java 

	http://schemas.android.com/apk/res-auto 
	com/microblink/blinkbarcode/view/CameraViewGroup.java 

	https://baltazar.microblink.com/api/v1/status/check 
	com/microblink/blinkbarcode/secured/IllllIIlII.java 

	https://ping.microblink.com/api/v1/ping 
	com/microblink/blinkbarcode/secured/IIllIlIlII.java 

	https://didi-global.firebaseio.com 
	Mogua Engine V1 

	https://c-h5.didi-food.com/$ 
	Mogua Engine V2 

	https://food-c-h5.99app.com/$ 
	Mogua Engine V2 

	https://www.jsdelivr.com/using-sri-with-dynamic-files 
	Mogua Engine V2 

	https://github.com/apvarun/toastify-js 
	Mogua Engine V2 

	http://www.winimage.com/zLibDll 
	lib/arm64-v8a/libTMXProfiling-6.3-81-jni.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	yuqiang@didiglobal.com 
yuqiang@didichuxing.com 
	com/didi/sdk/sidebar/fragment/AboutFragment.java 

	s@convertto.tostring 
	com/didi/component/operationpanel/model/OperationPanelModel$prepareShare$1.java 

	help.rider@au.didiglobal 
	com/didi/component/business/constant/BizConstants.java 

	s@convertto.tostring 
	com/didi/component/common/util/JsonUtilsKt.java 

	permission@gmail.com 
	com/yanzhenjie/permission/checker/c.java 

	pixbepay@bepay.com 
	Mogua Engine V1 

	10@2x.png 
	Mogua Engine V2 

	10@2x.png 
	Mogua Engine V2 

	back@3x.png 
balance@2x.png 
close@3x.png 
cry@3x.png 
failure@3x.png 
happy@3x.png 
moutonbg@2x.png 
processing@3x.png 
smallisland@3x.png 
toast_icon_failure@3x.png 
topup@3x.png 
up_arrow@2x.png 
usage01@3x.png 
usage02@3x.png 
usage03@3x.png 
email@2x.png 
facebook@2x.png 
line@2x.png 
messenger@2x.png 
more@2x.png 
telegram@2x.png 
twitter@2x.png 
whatsapp@2x.png 
d_map_location@2x.png 
d_map_location@3x.png 
waterdrop@2x.png 
waterdrop_99@2x.png 
waterdrop_99@3x.png 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	15222222222 
	com/didi/payment/wallet/global/wallet/view/view/home/v2/holder/TopCardViewHolder.java 

	14222222222 
	com/didi/payment/wallet/global/wallet/view/view/home/v2/holder/TopCardViewHolder.java 

	16222222222 
	com/didi/payment/wallet/global/wallet/view/view/home/v2/holder/TopCardViewHolder.java 

	17222222222 
	com/didi/payment/wallet/global/wallet/view/view/home/v2/holder/TopCardViewHolder.java 

	19900000000 
	com/didi/hawaii/log/LoggerInit.java 

	17179869184 
	com/threatmetrix/TrustDefender/fffffc.java 

	19634136210 
	com/cardinalcommerce/a/setTextColor.java 

	15095675534 
	com/cardinalcommerce/a/DSASigner.java 

	18910733630 
	com/didichuxing/omega/sdk/feedback/FloatingView.java 

	18431372549 
	Mogua Engine V2 

	13204265696 
	lib/arm64-v8a/libsecurity.so 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: L=Brazil, O=99Táxis, OU=99Táxis, CN=99Táxis 签名算法: rsassa_pkcs1v15 有效期自: 2012-08-01 11:17:23+00:00 有效期至: 2050-07-23 11:17:23+00:00 发行人: L=Brazil, O=99Táxis, OU=99Táxis, CN=99Táxis 序列号: 0x50191043 哈希算法: sha1 md5值: a84a2d273ca0d6af25ccb4d6f0853b70 sha1值: 72a531792051b83e8771649aab9fceef6df5859c sha256值: 97a0163cf88e375ebd9ccaddba66742446e5dd5c93bee5268c0f310cc8769fb2 sha512值: 4da50b8fcfe06f84cc8249973a6ea8defb3db306f3d77be838a0c50d0b6817a97e36619682ecfa0535ed4bdf70fad09b69f9b875a79a5d73d7dd19647c617806 公钥算法: rsa 密钥长度: 1024 指纹: dfc6aca51b1211d8dbb34fd326e1520c946782f3f51559d7f051bfe87da84ab1

6. 硬编码敏感信息
	可能的敏感信息

	"FoodC_homepage_No_authorized_cuWA" : "Unable to get location" 

	"FoodC_homepage_To_authorize_CEZR" : "Authorize" 

	"FoodC_search_Authorization_synonymous_azEw" : "Permission is needed to obtain your current location" 

	"GRider_Registration_By_authorizing_JjWM" : "You can use your Contacts to find friends who already have a Pix key" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_IBwf" : "Disabled" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_RYuU" : "Enabled" 

	"Wallet_App_cashback_Bitcoin_cash_tecP" : "Cashback" 

	"Wallet_App_process_Because_Bitcoin_DUxp" : "Bitcoin price is updated in real time. Final sale amount may vary slightly from the amount shown." 

	"Wallet_App_process_Bitcoin_mtIu" : "Crypto" 

	"Wallet_App_process_Bitcoin_only_GvUT" : "Bitcoin can only be purchased with your balance" 

	"Wallet_App_process_Bitcoin_prices_pWqL" : "Bitcoin price is updated in real time. Page will update in {{update_time}}. Final sale amount may vary slightly from amount shown." 

	"Wallet_App_process_Bitcoin_purchased_hjbu" : "Buy {{buy_money_amount_estimated}} of Bitcoin" 

	"Wallet_App_process_Buy_Bitcoin_rYYS" : "Buy Bitcoin" 

	"Wallet_App_process_Internet_causes_awSP" : "Your order was unsuccessful due to a network error. Please try again" 

	"Wallet_App_process_My_Bitcoin_OxoT" : "My BTC Value" 

	"Wallet_App_process_My_Bitcoin_WUdd" : "My BTC Value" 

	"Wallet_App_process_Sell_Bitcoin_GXKI" : "Sell {{Sell_BTC_amount}} BTC" 

	"Wallet_App_process_Sell_Bitcoin_thFc" : "Sell {{sell_money_amount_estimated}} of Bitcoin" 

	"Wallet_App_process_Selling_Bitcoin_ATtW" : "Sell Bitcoin" 

	"Wallet_App_process_Unit_Bitcoin_Ofhs" : "Exchange rate" 

	"accessibility_role_key" : "键盘" 

	"car_no_pwd_pay_fail_title" : "Payment failed, please try again" 

	"car_no_pwd_pay_wait_title" : "Processing your payment application" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"customer_login_pwd_sub_title" : "You can use this new password for all %1$s accounts (including %2$s Rider, %3$s Driver and %4$s Food) to sign in to your account %5$s" 

	"customer_login_pwd_warn_dialog_msg" : "You are changing your current %1$s password (including %2$s Rider, %3$s Driver and %4$s Food). Do you confirm this change?" 

	"customer_profile_password" : "Password" 

	"customer_profile_user" : "My profile" 

	"display_info_alipay_session_alias" : "Alipay friends" 

	"display_info_alipay_session_productname" : "Alipay friends" 

	"display_info_wechat_session_alias" : "WeChat" 

	"display_info_wechat_session_productname" : "WeChat" 

	"facebook_client_token_brazil" : "936f07fe1632c52b7595f68d65135e85" 

	"facebook_client_token_global" : "dfe704f08fcff7786955e6100963058a" 

	"fb_app_token_brazil" : "da7c28efbecd8226f501391ed87146c9" 

	"fb_app_token_mexico" : "f9bcd0ef4eeee35aef2f9aacd7edf4b0" 

	"firebase_database_url" : "https://didi-global.firebaseio.com" 

	"google_api_key" : "AIzaSyDVBp2ARGh5DQEoiHCW18UeH3yZq9f-dLM" 

	"google_crash_reporting_api_key" : "AIzaSyDVBp2ARGh5DQEoiHCW18UeH3yZq9f-dLM" 

	"google_maps_key" : "AIzaSyB73ZZ5AD6VGe-LDB6QFGKFzNlgUIhQ5Yc" 

	"im_delete_session_tips" : "Order has ended, chat record will be deleted, exiting..." 

	"im_passenger_private_order_uri" : "diditravel://com.didi.passengerapp/beatles/passenger_createorder?productid=259&iscrosscity=%4$s&peer_uid=%1$s&peer_name=%2$s&peer_icon=%3$s" 

	"im_private_order_title" : "Private trip" 

	"im_remind_send_private_order" : "You may send a private trip to the other party that only they may view" 

	"iproov__authenticate" : "Authenticate" 

	"learn_more_about_auth" : "Learn more about auth" 

	"login_unify_forget_password" : "Forgot Password" 

	"login_unify_pre_set_pwd_next" : "Set DiDi password" 

	"login_unify_pre_set_unify_pwd_tips" : "You have multiple login passwords for your DiDi Chuxing and DiDi Driver app. Please re-set your login password, this password can access all your DiDi apps (including DiDi Chuxing, DiDi Driver and others), login to your %s account." 

	"login_unify_pre_set_unify_pwd_title" : "Set DiDi password" 

	"login_unify_set_pwd_sub_title" : "For your account: %s" 

	"login_unify_set_pwd_success" : "New Password Saved" 

	"login_unify_set_unify_pwd_sub_title" : "You can sign into all DiDi apps (including 'DiDi Global', 'DiDi Greater China' and 'DiDi Driver') with your account (%s) and password" 

	"login_unify_switch_forget_pwd" : "Forgot Password" 

	"login_unify_verify_dialog_identity_auth_button" : "Authenticate real-name" 

	"login_unify_verify_dialog_identity_auth_title" : "To ensure your account safety, please complete real-name authentication" 

	"rider_google_nav_err_not_authorized" : "The API key you supplied is not authorized to use the Navigation API." 

	"rui_icon_return_key" : "" 

	"accessibility_role_key" : "Keyboard" 

	"FoodC_homepage_No_authorized_cuWA" : "No se pudo obtener la ubicación" 

	"FoodC_homepage_To_authorize_CEZR" : "Aceptar" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_IBwf" : "Desactivado" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_RYuU" : "Activado" 

	"car_no_pwd_pay_fail_title" : "Error al pagar. Por favor, intenta más tarde" 

	"car_no_pwd_pay_wait_title" : "Procesando su solicitud de pago..." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e ingresa el código que aparece más arriba." 

	"customer_login_pwd_sub_title" : "Puedes usar esta nueva contraseña para todas las cuentas de %1$s (incluidos Pasajero de %2$s, Conductor de %3$s y %4$s Food) para iniciar sesión en tu cuenta %5$s." 

	"customer_login_pwd_warn_dialog_msg" : "Estás cambiando tu contraseña actual de %1$s (incluidos Pasajero de %2$s, Conductor de %3$s y %4$s Food). ¿Confirmas este cambio?" 

	"customer_profile_password" : "Contraseña" 

	"customer_profile_user" : "Mi perfil" 

	"display_info_alipay_session_alias" : "Amigos de Alipay" 

	"display_info_alipay_session_productname" : "Amigos de Alipay" 

	"display_info_wechat_session_alias" : "Amigos de Wechat" 

	"display_info_wechat_session_productname" : "Amigos de Wechat" 

	"im_delete_session_tips" : "El pedido se ha completado, el historial de chat se borrará. Saliendo..." 

	"im_private_order_title" : "Ruta privada" 

	"im_remind_send_private_order" : "Sólo la persona a quien se lo enviaste puede visualizar tu ruta" 

	"login_unify_forget_password" : "Olvidé mi contraseña" 

	"login_unify_pre_set_pwd_next" : "Actualizar contraseña" 

	"login_unify_pre_set_unify_pwd_tips" : "Depués puedes conectarte a la cuenta %s en todas las Apps de DiDi（la App principal y la App de conductores incluidas）por la misma contraseña." 

	"login_unify_pre_set_unify_pwd_title" : "Actualiza la contraseña unitaria de DiDi" 

	"login_unify_set_pwd_sub_title" : "Usa tu contraseña para iniciar sesión con el teléfono %s." 

	"login_unify_set_pwd_success" : "Configurado" 

	"login_unify_set_unify_pwd_sub_title" : "Puedes iniciar la sesión de %s en todas las Apps de DiDi" 

	"login_unify_switch_forget_pwd" : "Olvidar contraseña" 

	"login_unify_verify_dialog_identity_auth_button" : "Comprobar identidad" 

	"login_unify_verify_dialog_identity_auth_title" : "Por seguridad de la cuenta, hace falta comprobar tu identidad" 

	"rider_google_nav_err_not_authorized" : "no autorizado para usar la API de navegación" 

	"com_facebook_device_auth_instructions" : "Acesse <b>facebook.com/device</b> e insira o código mostrado acima." 

	"FoodC_homepage_No_authorized_cuWA" : "No se pudo obtener la ubicación" 

	"FoodC_homepage_To_authorize_CEZR" : "Aceptar" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_IBwf" : "Desactivado" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_RYuU" : "Activado" 

	"car_no_pwd_pay_fail_title" : "Error al pagar. Por favor, intenta más tarde" 

	"car_no_pwd_pay_wait_title" : "Procesando su solicitud de pago..." 

	"customer_login_pwd_sub_title" : "Puedes usar esta nueva contraseña para todas las cuentas de %1$s (incluidos Pasajero de %2$s, Conductor de %3$s y %4$s Food) para iniciar sesión en tu cuenta %5$s." 

	"customer_login_pwd_warn_dialog_msg" : "Estás cambiando tu contraseña actual de %1$s (incluidos Pasajero de %2$s, Conductor de %3$s y %4$s Food). ¿Confirmas este cambio?" 

	"customer_profile_password" : "Contraseña" 

	"customer_profile_user" : "Mi perfil" 

	"display_info_alipay_session_alias" : "Amigos de Alipay" 

	"display_info_alipay_session_productname" : "Amigos de Alipay" 

	"display_info_wechat_session_alias" : "Amigos de Wechat" 

	"display_info_wechat_session_productname" : "Amigos de Wechat" 

	"im_delete_session_tips" : "El pedido se ha completado, el historial de chat se borrará. Saliendo..." 

	"im_private_order_title" : "Ruta privada" 

	"im_remind_send_private_order" : "Sólo la persona a quien se lo enviaste puede visualizar tu ruta" 

	"login_unify_forget_password" : "Olvidé mi contraseña" 

	"login_unify_pre_set_pwd_next" : "Actualizar contraseña" 

	"login_unify_pre_set_unify_pwd_tips" : "Depués puedes conectarte a la cuenta %s en todas las Apps de DiDi（la App principal y la App de conductores incluidas）por la misma contraseña." 

	"login_unify_pre_set_unify_pwd_title" : "Actualiza la contraseña unitaria de DiDi" 

	"login_unify_set_pwd_sub_title" : "Usa tu contraseña para iniciar sesión con el teléfono %s." 

	"login_unify_set_pwd_success" : "Configurado" 

	"login_unify_set_unify_pwd_sub_title" : "Puedes iniciar la sesión de %s en todas las apps de DiDi" 
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	"display_info_alipay_session_productname" : "Друзья Alipay" 

	"display_info_wechat_session_alias" : "WeChat" 

	"display_info_wechat_session_productname" : "WeChat" 

	"im_private_order_title" : "Частная поездка" 

	"im_remind_send_private_order" : "Вы можете отправить частную поездку, которую больше никто не сможет видеть, другой стороне" 

	"login_unify_forget_password" : "Не помню пароль" 

	"login_unify_pre_set_pwd_next" : "Установить пароль DiDi" 

	"login_unify_pre_set_unify_pwd_tips" : "У вас несколько паролей для входа в приложения Didi Chuxing и DiDi Водитель. Переустановите пароль для входа. С его помощью вы сможете выполнять вход во все приложения DiDi (включая Didi Chuxing, DiDi Водитель и другие)и в свою учетную запись %s." 

	"login_unify_pre_set_unify_pwd_title" : "Установить пароль DiDi" 

	"login_unify_set_pwd_sub_title" : "Для вашей учетной записи: %s" 

	"login_unify_set_pwd_success" : "Новый пароль сохранен" 

	"login_unify_set_unify_pwd_sub_title" : "Вы можете входить во все приложения DiDi (включая «DiDi» и «DiDi Водитель») с помощью учетной записи (%s) и пароля" 

	"login_unify_switch_forget_pwd" : "Не помню пароль" 

	"login_unify_verify_dialog_identity_auth_button" : "Подтвердить настоящее имя" 

	"login_unify_verify_dialog_identity_auth_title" : "Пройдите авторизацию с подтверждением личности, чтобы обеспечить безопасность учетной записи" 

	"rui_icon_return_key" : "" 

	"FoodC_homepage_No_authorized_cuWA" : "No se pudo obtener la ubicación" 

	"FoodC_homepage_To_authorize_CEZR" : "Aceptar" 

	"FoodC_search_Authorization_synonymous_azEw" : "Activa los servicios para acceder a tu ubicación." 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_IBwf" : "Desactivado" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_RYuU" : "Activado" 

	"car_no_pwd_pay_fail_title" : "Error al pagar. Por favor, intenta más tarde" 

	"car_no_pwd_pay_wait_title" : "Procesando su solicitud de pago..." 

	"customer_login_pwd_sub_title" : "Puedes usar esta nueva contraseña para todas las cuentas de %1$s (incluidos Usuario de %2$s, Conductor de %3$s y %4$s Food) para iniciar sesión en tu cuenta %5$s." 

	"customer_login_pwd_warn_dialog_msg" : "Estás cambiando tu contraseña actual de %1$s (incluidos Usuario de %2$s, Conductor de %3$s y %4$s Food). ¿Confirmas este cambio?" 

	"customer_profile_password" : "Contraseña" 

	"customer_profile_user" : "Mi perfil" 

	"display_info_alipay_session_alias" : "Amigos de Alipay" 

	"display_info_alipay_session_productname" : "Amigos de Alipay" 

	"display_info_wechat_session_alias" : "Amigos de Wechat" 

	"display_info_wechat_session_productname" : "Amigos de Wechat" 

	"im_delete_session_tips" : "La orden ha sido terminado, el historial de chat será borrada. Saliendo..." 

	"im_private_order_title" : "Ruta privada" 

	"im_remind_send_private_order" : "Sólo la persona a quien se lo enviaste puede visualizar tu ruta" 

	"login_unify_forget_password" : "Olvidé mi contraseña" 

	"login_unify_pre_set_pwd_next" : "Actualizar contraseña" 

	"login_unify_pre_set_unify_pwd_tips" : "Depués puedes conectarte a la cuenta %s en todas las Apps de DiDi（la App principal y la App de conductores incluidas）por la misma contraseña." 

	"login_unify_pre_set_unify_pwd_title" : "Actualiza la contraseña unitaria de DiDi" 

	"login_unify_set_pwd_sub_title" : "Usa tu contraseña para iniciar sesión con el teléfono %s." 

	"login_unify_set_pwd_success" : "Configurado" 

	"login_unify_set_unify_pwd_sub_title" : "Puedes iniciar la sesión de %s en todas las apps de DiDi" 

	"login_unify_switch_forget_pwd" : "Olvidar contraseña" 

	"login_unify_verify_dialog_identity_auth_button" : "Comprobar identidad" 

	"login_unify_verify_dialog_identity_auth_title" : "Por seguridad de la cuenta, hace falta comprobar tu identidad" 

	"rider_google_nav_err_not_authorized" : "no autorizado para usar la API de navegación" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>にアクセスして、上記のコードを入力してください。" 

	"com_facebook_device_auth_instructions" : "يمكنك زيارة <b>facebook.com/device</b> وإدخال الرمز المعروض أعلاه." 

	"com_facebook_device_auth_instructions" : "Перейдите на <b>facebook.com/device</b> и введите код, указанный выше." 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_IBwf" : "Desactivado" 

	"Global_Driver_Privacy_ComplianceFunctionCenter__Authorization_RYuU" : "Activado" 

	"car_no_pwd_pay_fail_title" : "Payment failed, please try again" 

	"car_no_pwd_pay_wait_title" : "Processing your payment application" 

	"display_info_alipay_session_alias" : "Alipay friends" 

	"display_info_alipay_session_productname" : "Alipay friends" 

	"display_info_wechat_session_alias" : "WeChat" 

	"display_info_wechat_session_productname" : "WeChat" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	com.didi.passenger.sdk.login.permission.broadcast.com.didiglobal.passenger
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.BLUETOOTH_SCAN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_ADVERTISE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	Manifest.permission.MODIFY_AUDIO_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.didi.sdk.app.SchemeDispatcher
	Schemes: global://, 


	com.didi.app.SchemeDispatcherImpl
	Schemes: globaldidipasnger://, globalOneTravel://, cashierNewSDKGlobal://, cashiernewsdkglobal://, globaldiditripcard://, globaldidicommon://, globalonetravel://, 
Hosts: didi_apk_intalled_scheme, common_marketing_host, merchantpay, pay, didi_apk_installed_scheme_extend, nova, alipay_sign_back, alipay_bind_back, didi_o2o_host, didi_common_url, alipay_pay_back, qqpay_sign_back, 
Paths: /pullup, /payagent_settting, /payment_method, 


	com.didi.sdk.splash.SplashActivity
	Schemes: omegad392f76b95://, 


	com.adyen.threeds2.internal.ui.activity.ChallengeActivity
	Schemes: adyen3ds2://, 
Hosts: com.didiglobal.passenger, 


	com.facebook.CustomTabActivity
	Schemes: @string/fb_login_protocol_scheme://, fbconnect://, 
Hosts: cct.com.didiglobal.passenger, 


	com.didi.universal.pay.sdk.method.bankPay.SchemeActivity
	Schemes: diditaxi://, 
Hosts: didipay, 
Paths: /callback, 


	com.didi.unifiedPay.component.activity.SchemeActivity
	Schemes: globaldidicommon://, 
Hosts: unipay, 
Paths: /callback, 


	global.didi.pay.threeds.method.adyen.AdyenActionActivity
	Schemes: adyencheckout://, 
Hosts: com.didiglobal.passenger, 


	com.didi.sdk.push.proxy.DispatcherActivity
	Schemes: didipush://, 
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