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海康互联（ 5.11.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	海康互联

	版本
	5.11.1

	包名
	com.hikvision.sentinels

	域名线索
	45条

	URL线索
	15条

	APP图标
	

	分析日期
	2025年6月27日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	海康互联.apk

	文件大小
	151.1MB

	MD5值
	dfc6b2cb1939336362a2c2c27513796b

	SHA1值
	9ce0ad9c69d7281e9fb454e578415a561761950f

	SHA256值
	fb2e76ed340bbf125b9081f1d7ef5176a1704d9801dac94f898d27bc4dd4942d



3. APP基本信息
	类别
	内容

	App名称
	海康互联

	包名
	com.hikvision.sentinels

	主活动Activity
	com.hikvision.sentinels.start.SplashActivity

	安卓版本名称
	5.11.1

	安卓版本
	5111000



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	phrogz.net
	IP: 209.133.222.46 
所属国家: United States of America 
地区: Florida 
城市: Tampa 

	www.zetetic.net
	IP: 13.225.177.59 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bit.ly
	IP: 67.199.248.10 
所属国家: United States of America 
地区: New York 
城市: New York City 

	servicewechat.hikvision.com
	IP: 220.194.105.89 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	metrics.dt.dbankcloud.ru
	IP: 159.138.204.140 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	www.sitepoint.com
	IP: 13.35.238.35 
所属国家: India 
地区: Telangana 
城市: Hyderabad 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	m-uat.hikmall.com
	IP: 123.126.74.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	webkit.org
	IP: 17.33.192.58 
所属国家: United States of America 
地区: California 
城市: Cupertino 

	ask.dcloud.net.cn
	IP: 124.163.195.89 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	m-uat.hikiot.com
	IP: 220.194.105.89 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	fb.me
	IP: 157.240.199.35 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	reactjs.org
	IP: 76.76.21.21 
所属国家: United States of America 
地区: California 
城市: Walnut 

	cssdot.ru
	IP: 95.216.245.81 
所属国家: Finland 
地区: Uusimaa 
城市: Helsinki 

	share-uat.hikiot.com
	IP: 123.126.74.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	css-infos.net
	IP: 104.21.32.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	metrics1-drcn.dt.dbankcloud.cn
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	clients3.google.com
	IP: 142.251.33.78 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	file.hikmall.com
	IP: 119.167.164.106 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	redux.js.org
	IP: 52.74.232.59 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	grs.dbankcloud.asia
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	msdn.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	bugzilla.mozilla.org
	IP: 34.110.178.183 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	help.dottoro.com
	IP: 66.228.34.81 
所属国家: United States of America 
地区: New Jersey 
城市: Cedar Knolls 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	share-uat.hikmall.com
	IP: 123.125.46.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	reactnavigation.org
	IP: 104.21.80.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	drafts.csswg.org
	IP: 45.79.94.155 
所属国家: United States of America 
地区: California 
城市: Fremont 

	momentjs.com
	IP: 104.17.63.214 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	registrynpm.ys7.com
	IP: 10.86.41.9 
所属国家: - 
地区: - 
城市: - 

	drafts.fxtf.org
	IP: 45.79.94.155 
所属国家: United States of America 
地区: California 
城市: Fremont 


4.2 URL线索
	URL信息
	Url所在文件

	https://ask.dcloud.net.cn/article/36199 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/ 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/license/ 
	摸瓜V1引擎 

	https://github.com/sqlcipher/android-database-sqlcipher 
	摸瓜V1引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics.dt.dbankcloud.ru 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://metrics1-drcn.dt.dbankcloud.cn:443 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/ebcf13565d2349c9bde511631e8c81ae.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/802d12e9035f48edb5d94a2925de11cf.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/0790f57f8f6c46e9a243066c026ccda8.png 
	摸瓜V2引擎 

	https://m-uat.hikiot.com/mobileCloudshop/pages/home/longPreviewGuide/longPreviewGuide/?showNavigation\u003d0 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/438974799f204840ab69bfefe757ae52.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/cde5e567de84417f98f4d2651f6cc92c.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/fd26c9996d4043189881b9c41c487d16.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/da4d0d32a03b448292acbca34b99321d.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a26450d573c247fd8a756a78fe89f139.png 
	摸瓜V2引擎 

	https://servicewechat.hikvision.com/wechat/passwordApp/ 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/61a9006dc9a24cc7a2b329ab16af41ef.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a547c903547c47d887ace654fa634ad3.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/2a2b6aeccb8b4299be03279f0df32b38.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/6ab5f15bd171438494edc984b16b66b6.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/e4d4c7763279420a86824b7fef3f72c9.png 
	摸瓜V2引擎 

	https://m-uat.hikmall.com/mobileServicePlaza/pages/marketing/requirementPortal/index?seat\u003dhl_scene_swiper 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/0c40c406dffb4942bdc9f59fcc336e8b.png 
	摸瓜V2引擎 

	https://share-uat.hikiot.com/mobileVipPackage/mobileVipPackage/pages/index 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/8a1adcb55a3e405399e00042042be582.png 
	摸瓜V2引擎 

	https://m-uat.hikiot.com/mobileCloudshop/packageMymodules/pages/commonProblem/commonProblem?showNavigation\u003d0\u0026needUserInfo\u003d1 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/b4876519ae8d4117bb1c46b15dc8458e.png 
	摸瓜V2引擎 

	https://m-uat.hikiot.com/mobileCloudshop/packageMymodules/pages/suggestion/suggestion?showNavigation\u003d0\u0026needUserInfo\u003d1 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/5b0714fac9d3436cbd268b8ffb96392f.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a6affa9a301a48b28e404fac566cecef.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a90aaa1c124642ed88ffe86b10e1d16c.png 
	摸瓜V2引擎 

	https://share-uat.hikmall.com/skuGeneranization/?terminal=2&appTitleBar=false&showNavigation=0&showBottomSafeArea=false&preview=false&activityNo=YX231024193504&source=4 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/d383cfb0c58749ee99472c27a8320a61.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/344cdb20e0394fc394ac7edcdcedd528.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/video/5d0be6bd78cb4daaa8828de8b3c78c5f.mp4 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a7fca45ea93849aa9d3312e89e35cbff.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/08132b10945f4aa6a2e0b297e60987db.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/ad302f0baa1c447390ea90f7d710ecf1.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a2e601f364ed40dfb1feaaa13c6bb938.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/cfb80065455b4ff1a22ba2a9e19a298b.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/85ae7c5854a74e628b5e59d443f6370b.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/a5acf64bb5744cb9910769e4d2399867.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/d4521cae7b94466eb7fbede1cd05ae7f.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/7b66c78df3f846639a039698237bbf2c.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/93b80e19e0eb4a1f985262d3b409b16d.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/5f08475ae56f4fc1bef7b95105831be2.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/64e8b6a6302e4cd9b444bf2376e514e7.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/fbc779c7d5eb4166abec92738b0e0346.jpg 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/2ce13e6da60c47508d62c6f29478b3b7.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/f1f476f5087049fa994fcbb4f9173162.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/3eec90af4dac45a1938a87ab9e3af3f1.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/940c0759c02b4c6b8266cfc5a81a0e65.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/7e06da97cffe4d3581ac455b3fdb0a1e.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/3c4fb97fdea9454983325ef7b1fe90fb.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/984150bbacde43a5a9e57ad19ba187cc.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/73dce22e954448ddb8c3b031a2ecbaef.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/3e468ca074da4316b14e4a65de2ea874.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/cd2d80f93a214fa581b1cc1d657d68f7.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/536575f6ff7642b98692827e5748775c.png 
	摸瓜V2引擎 

	https://file.hikmall.com/uat/image/eddb52d6534248da827dab4000afa9e0.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/10adbd7963ec43bdab9fe544aa0a65bb.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/f5627ab86e0d48cb82c91058f81e4beb.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/fad0276c40bd40fca263abb5a739ff2b.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/2cf57f89bd4d4ff38c6de7436e4dbd88.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/619628d0ab774cd7952491bd4fa17ce5.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/c37d5186c02b46f588ca5a918f5eb18f.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/ef72ad6f6077428788491482291db763.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/0bd594f47bea4e8fafc5a2a2dd245ebe.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/510f018f1a6f455e992ee8fc74371528.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/732699ae7820460aa04d4c9131d56bd3.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/e87f1272806f4e3188e8fbfab0a83107.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/5654474682234cc28b3424da3d98365b.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/f995901e0e334b059e9defe67bbc5777.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/77a1940b6a5c4ffaab0dbde94d862eaf.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/b537b3ddd3824473b2b76365d743d75a.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/cd3d6311ffd04f8c89b2acd71d2c9897.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/99151f170b3c4427940f616947d10fa0.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/d69eba54b1d14518a13eff21ab9a4d60.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/b45e2f85cd7e4e949722090bdb094a67.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/ad2913fcfe9d4a4c984eddf950233c95.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/b410284491bd4e16aadffb5051a02f63.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/8655e6a006f44ef7a217be4719e0e5e8.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/700abaf1b5e94124bac2f52d64d9ca6e.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/b05b7ace683648cda3b7f3605866f6c3.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/6d21916f212846b2a435530e67823a91.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/284124d04ce3497186edc51a2586d399.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/45135f57fb004c27aa3b843c8bc50a3c.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/d0f8dd90d3c246258de1771ecad52adf.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/d792b14f7ed243458b5164e38e5be642.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/8f8459767d464fc8af40a4b3ebc54a22.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/5702ed03c5c74dc581d9c4ff9df11385.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/5348cda173c342479ea632b19b231e25.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/40ac05af133043508d15edd9746441db.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/b7bbef55ef504f758877206651d3394e.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/3dc537337f8a4d63bcd88f7b650074ff.png 
	摸瓜V2引擎 

	https://file.hikmall.com/prod/image/93999fd63cb7436194d52dae5a94f95c.png 
	摸瓜V2引擎 
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	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/inset-inline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/inset-inline-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/inset-inline-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/isolation 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/justify-content 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/justify-items 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/justify-self 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/justify-tracks 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/left 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/letter-spacing 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/line-break 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/line-height 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/line-height-step 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/list-style 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/list-style-image 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/list-style-position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/list-style-type 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-block 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-block-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-block-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-bottom 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-inline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-inline-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-inline-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-left 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-right 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-top 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/margin-trim 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-mode 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-outset 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-repeat 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-slice 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-source 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-border-width 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-composite 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-mode 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mask-type 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/masonry-auto-flow 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/math-style 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/max-block-size 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/max-height 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/max-inline-size 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/max-width 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/min-block-size 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/min-height 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/min-inline-size 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/min-width 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/mix-blend-mode 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/object-fit 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/object-position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/offset 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/offset-distance 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/offset-path 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/offset-rotate 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/opacity 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/order 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/orphans 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/outline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/outline-color 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/outline-offset 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/outline-style 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/outline-width 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overflow 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Mozilla/CSS/overflow-clip-box 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overflow-wrap 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overflow-x 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overflow-y 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overscroll-behavior 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overscroll-behavior-block 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overscroll-behavior-inline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overscroll-behavior-x 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/overscroll-behavior-y 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-block 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-block-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-block-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-bottom 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-inline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-inline-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-inline-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-left 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-right 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/padding-top 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/page-break-after 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/page-break-before 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/page-break-inside 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/paint-order 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/perspective 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/perspective-origin 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/place-content 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/place-items 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/place-self 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/pointer-events 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/quotes 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/resize 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/right 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/rotate 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/ruby-align 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/ruby-position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scale 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scrollbar-color 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scrollbar-gutter 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scrollbar-width 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-behavior 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-block 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-block-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-block-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-bottom 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-inline 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-inline-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-inline-end 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-left 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-right 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-margin-top 
	摸瓜V2引擎 
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	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-padding-inline-start 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-padding-inline-end 
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	https://developer.mozilla.org/docs/Web/CSS/scroll-padding-left 
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	https://developer.mozilla.org/docs/Web/CSS/scroll-padding-right 
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	https://developer.mozilla.org/docs/Web/CSS/scroll-padding-top 
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	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-align 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-coordinate 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-destination 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-points-x 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-points-y 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-stop 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-type 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-type-x 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/scroll-snap-type-y 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/shape-image-threshold 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/shape-margin 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/shape-outside 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/tab-size 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/table-layout 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-align 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-align-last 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-combine-upright 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-color 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-line 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-skip 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-skip-ink 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-style 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-decoration-thickness 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-emphasis 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-emphasis-color 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-emphasis-position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-emphasis-style 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-indent 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-justify 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-orientation 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-overflow 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-rendering 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-shadow 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-size-adjust 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-transform 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-underline-offset 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/text-underline-position 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/top 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/touch-action 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/transform 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/transform-box 
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	https://developer.mozilla.org/docs/Web/CSS/transition-delay 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/transition-duration 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/transition-property 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/transition-timing-function 
	摸瓜V2引擎 

	https://developer.mozilla.org/docs/Web/CSS/translate 
	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 
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	摸瓜V2引擎 

	16862745098 
	摸瓜V2引擎 
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	摸瓜V2引擎 
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6. 硬编码敏感信息
	可能的敏感信息

	"add_tips_input_admin_pwd" : "2、非首次添加(删除后再添加)，可尝试输入验证码，或之前激活时的设备管理员密码进行添加。忘记管理员密码？" 

	"add_tips_input_admin_pwd_2" : "请尝试输入激活时设置的设备管理员密码添加。忘记管理员密码？" 

	"add_tips_input_video_pwd" : "视频设备 (摄像机/录像机) 可尝试输入视频加密密码添加。忘记加密密码？" 

	"add_video_pwd_set_fail_tip" : "∙ 设备管理员密码设置成功。 ∙ 视频加密密码设置超时，请重试或稍后设置。" 

	"admin_pwd_means" : "什么是管理员密码？" 

	"admin_pwd_sync_video_pwd" : "同步设置视频加密密码" 

	"augustus_avl_admin_pwd_in_nvr" : "请输入摄像机管理员密码" 

	"augustus_avl_admin_pwd_unlock" : "输入管理员密码" 

	"augustus_pro_request_auth_tip" : "申请视频权限" 

	"business_access_control_kEventWorkIdPWDVerifyFail" : "工号加密码认证失败" 

	"business_access_control_kEventWorkIdPWDVerifyPass" : "工号加密码认证通过" 

	"business_access_control_kEventWorkIdPWDVerifyTimeout" : "工号加密码认证超时" 

	"business_access_control_kOpenDoorIncorrectPassword" : "密码不匹配，开门失败" 

	"business_fb_kDeviceHotspotPwd" : "密码" 

	"business_sl_kAddPassword" : "智能锁新增密码" 

	"business_sl_kAddTempPassword" : "添加临时密码" 

	"business_sl_kAddUser" : "添加用户" 

	"business_sl_kBle_connect_authenticate_fail" : "认证失败" 

	"business_sl_kCancelByUser" : "取消" 

	"business_sl_kConfigurePassword" : "配置密码" 

	"business_sl_kDeletePassword" : "智能锁删除密码" 

	"business_sl_kGeneratePassword" : "生成密码" 

	"business_sl_kInputUserName" : "输入用户名" 

	"business_sl_kOpenDoorPasswordPlusPassword" : "密码加密码开门" 

	"business_sl_kOpenDoorWithAntiHijackingPassword" : "防劫持密码开门" 

	"business_sl_kOpenDoorWithKey" : "钥匙开门" 

	"business_sl_kOpenDoorWithPassword" : "密码开门" 

	"business_sl_kOpenDoorWithTmpPwd" : "临时密码开门" 

	"business_sl_kPleaseInputPassword" : "请输入密码" 

	"business_sl_kPresetUserName" : "预置用户名" 

	"business_sl_kUserAddPassword" : "添加密码..." 

	"business_sl_kUserModifyPassword" : "修改密码..." 

	"business_sl_kUserName" : "用户名称" 

	"business_sl_kVerifyModePassword" : "密码认证" 

	"business_vi_kInputPassword" : "输入密码" 

	"business_video_call_kOpenDoorIncorrectPassword" : "密码不匹配，开门失败" 

	"business_visual_intercom_kOpenDoorIncorrectPassword" : "密码不匹配，开门失败" 

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"input_video_pwd" : "请输入视频加密密码" 

	"kNormalPassword" : "密码" 

	"library_android_database_sqlcipher_author" : "Zetetic, LLC" 

	"library_android_database_sqlcipher_authorWebsite" : "https://www.zetetic.net/sqlcipher/" 

	"loading_go_auth" : "Go to Alipay for authorization" 

	"local_avl_admin_pwd_in_nvr" : "请输入摄像机管理员密码" 

	"local_avl_admin_pwd_unlock" : "输入管理员密码" 

	"privateKeyP2" : "#e$r" 

	"sentinels_author_setting" : "系统权限管理" 

	"sentinels_kForgetPassword" : "忘记密码" 

	"sentinels_kModifyUsername" : "修改用户名" 

	"sentinels_k_private_agree" : "《海康通行证隐私政策》" 

	"sentinels_k_uni_private_agree" : "《海康互联隐私政策》" 

	"service_ad_getDevicePwd" : "设备热点密码：%s" 

	"service_ad_kDistribution_key" : "配网按键" 

	"service_ad_pwd_tips1" : "两次密码不一致，请重新输入" 

	"service_ad_pwd_tips2" : "密码不符合规范，请重新设置" 

	"service_em_kAlarmHostUserName" : "用户名%s" 

	"service_em_kSmartLockAddPassword" : "智能锁新增密码" 

	"service_em_kSmartLockDeletePassword" : "智能锁删除密码" 

	"service_em_kSmartLockOpenDoorPasswordPlusPassword" : "密码加密码开门" 

	"service_em_kSmartLockOpenDoorWithAntiHijackingPassword" : "防劫持密码开门" 

	"service_em_kSmartLockOpenDoorWithKey" : "钥匙开门" 

	"service_em_kSmartLockOpenDoorWithPassword" : "密码开门" 

	"service_em_kSmartLockOpenDoorWithTmpPwd" : "临时密码开门" 

	"service_nc_kCopyPassword" : "复制密码" 

	"service_nc_kDangerPassword" : "风险" 

	"service_nc_kInputPassword" : "请输入" 

	"service_nc_kWifiPassword" : "Wi-Fi密码" 

	"service_request_vi_kArmPwdNotConfig" : "未配置布撤防密码" 

	"service_si_kNoAuthBindEndUser" : "工程商用户未扫描用户二维码绑定终端用户" 

	"service_si_kNoAuthDeleteDevice" : "无权限删除该设备" 

	"service_si_kNoAuthQueryDeviceInfo" : "无权限查看设备信息" 

	"set_admin_pwd" : "设置管理员密码" 

	"set_admin_pwd_pls" : "请设置管理员密码" 

	"set_admin_pwd_tips2" : "请输入大写、小写字母、特殊字符与数字两种及以上组合的8-16位字符" 

	"set_video_pwd" : "设置视频加密密码" 

	"set_video_pwd_pls" : "请设置视频加密密码" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 

	"loading_go_auth" : "去支付宝授权" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_OWNER_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	android.permission.POST_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.hikvision.sentinels.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa.SECURITY_ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	oplus.permission.settings.LAUNCH_FOR_EXPORT
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.identifier.permission.OAID_STATE_DIALOG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.INSTALL_SHORTCUT
	正常
	
	允许应用程序在启动器中安装快捷方式

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	com.hikvision.sentinels.permission.ACCESS_CONTROL
	未知
	Unknown permission
	Unknown permission from android reference

	android.hardware.sensor.accelerometer
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.BLUETOOTH_ADVERTISE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_SCAN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	getui.permission.GetuiService.com.hikvision.sentinels
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	com.hikvision.sentinels.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.hikvision.sentinels.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hikvision.sentinels.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hikvision.sentinels.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hikvision.sentinels.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.hikvision.sentinels.start.SplashActivity
	Schemes: sentinelspush://, 
Hosts: com.hik.sentinel, 
Paths: /details, 


	com.hikvision.sentinels.app.MainActivity
	Schemes: hikyunguan://, 
Hosts: hikvision.com, 
Path Prefixes: /open, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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