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TapTap（ 2.21.2-rel.100000版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	TapTap

	版本
	2.21.2-rel.100000

	包名
	com.taptap

	域名线索
	115条

	URL线索
	95条

	APP图标
	

	分析日期
	2025年9月14日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	taptap_2.21.2-rel.100000.apk

	文件大小
	33.79MB

	MD5值
	df4b08429b0f23205164a40a34b66ce0

	SHA1值
	7a0118e44f5986e52d98d16cfb9642bb0db4abcb

	SHA256值
	71b589226a7e8eba0ca262e2c228f02fec07ac84b9e2dad8da99068b1657b4d2



3. APP基本信息
	类别
	内容

	App名称
	TapTap

	包名
	com.taptap

	主活动Activity
	com.play.taptap.ui.SplashAct

	安卓版本名称
	2.21.2-rel.100000

	安卓版本
	221021000



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	eco.taobao.com
	IP: 59.82.121.73 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 125.39.135.38 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	schemas.android.com
	没有服务器地理信息. 

	login.sina.com.cn
	IP: 202.108.0.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store1.hispace.hicloud.com
	IP: 123.249.62.130 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	img.tapimg.com
	IP: 101.72.250.74 
所属国家: China 
地区: Hebei 
城市: Langfang 

	register.xmpush.global.xiaomi.com
	IP: 47.88.199.5 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	loggw-exsdk.alipay.com
	IP: 110.76.6.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sst.taptap.com
	没有服务器地理信息. 

	172.16.30.147
	IP: 172.16.30.147 
所属国家: - 
地区: - 
城市: - 

	d.taptap.com
	IP: 39.96.251.186 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.taptapdada.com
	IP: 47.93.93.53 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	cn.register.xmpush.xiaomi.com
	IP: 123.125.102.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	queuing.xdrnd.com
	IP: 47.100.242.246 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	www.tap.io
	IP: 104.18.34.4 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mcgw.alipay.com
	IP: 221.192.166.203 
所属国家: China 
地区: Hebei 
城市: Baoding 

	weibo.com
	IP: 123.125.107.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	store-drru.hispace.hicloud.com
	IP: 159.138.202.186 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	up.sdk.mob.com
	IP: 45.113.201.237 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	to.taptapdada.com
	IP: 39.107.194.13 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	open.weibo.cn
	IP: 123.126.45.166 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 113.201.107.54 
所属国家: China 
地区: Shaanxi 
城市: Baoji 

	sapi.taptap.com
	IP: 123.57.139.117 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.weibo.com
	IP: 123.126.45.166 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	px.ucweb.com
	IP: 116.132.223.111 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	mobilegw.alipay.com
	IP: 203.209.250.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mpush-api.aliyun.com
	IP: 140.205.135.3 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	store3.hispace.hicloud.com
	IP: 104.109.129.171 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mclient.alipay.com
	IP: 101.28.133.85 
所属国家: China 
地区: Hebei 
城市: Handan 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	e.tapdb.net
	IP: 39.97.30.252 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ce.tapdb.net
	IP: 39.97.30.252 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-gd.dutils.com
	IP: 45.113.201.237 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	pipeline.qiniu.com
	没有服务器地理信息. 

	www.youtube.com
	IP: 108.160.166.253 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	git.gametaptap.com
	IP: 47.103.175.232 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	discordapp.com
	IP: 199.16.158.182 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	metrics1.data.hicloud.com
	IP: 218.12.91.83 
所属国家: China 
地区: Hebei 
城市: Baoding 

	discord.gg
	IP: 199.96.58.177 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.facebook.com
	IP: 202.160.129.36 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	store.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	uc.qbox.me
	IP: 101.251.144.179 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	api.u.mob.com
	没有服务器地理信息. 

	norma-external-collect.meizu.com
	IP: 122.13.76.176 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	fr.register.xmpush.global.xiaomi.com
	IP: 52.28.174.163 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	report.taptapdada.com
	IP: 39.96.250.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adash.m.taobao.com
	IP: 59.82.39.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	www.taptap.com
	IP: 39.107.195.45 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	idmb.register.xmpush.global.xiaomi.com
	IP: 3.109.120.232 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	plugin-config.xmxdev.com
	没有服务器地理信息. 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	uplog.qbox.me
	IP: 218.98.28.17 
所属国家: China 
地区: Shandong 
城市: Jinan 

	www.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	open.weixin.qq.com
	IP: 140.207.58.67 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	pub.xdrnd.com
	IP: 47.100.242.246 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	store2.hispace.hicloud.com
	IP: 13.225.183.7 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	cgi.qplus.com
	没有服务器地理信息. 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	nisportal.10010.com
	IP: 123.125.99.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	login.imgcache.qq.com
	IP: 119.176.27.107 
所属国家: China 
地区: Shandong 
城市: Weifang 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	pub.taptapdada.com
	IP: 39.107.194.30 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	resolver.msg.xiaomi.net
	IP: 111.202.1.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	verify.cmpassport.com
	IP: 112.33.110.6 
所属国家: China 
地区: Anhui 
城市: Hefei 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	queuing.taptapdada.com
	没有服务器地理信息. 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	service.weibo.com
	IP: 123.125.107.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	play.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	t1.tapimg.com
	IP: 175.174.16.224 
所属国家: China 
地区: Liaoning 
城市: Benxi 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	sense-s.tapdb.net
	没有服务器地理信息. 

	c-adash.m.taobao.com
	IP: 59.82.39.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	line.me
	IP: 104.244.46.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	render.alipay.com
	IP: 119.249.48.12 
所属国家: China 
地区: Hebei 
城市: Baoding 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	grs.dbankcloud.cn
	IP: 121.36.116.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hk.sapi.taptap.com
	IP: 47.242.208.184 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	api.utag.mob.com
	没有服务器地理信息. 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	resolver.msg.global.xiaomi.net
	IP: 8.219.74.181 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	access.line.me
	IP: 31.13.67.41 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	grs.dbankcloud.asia
	IP: 119.8.176.236 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wappaygw.alipay.com
	IP: 221.192.166.203 
所属国家: China 
地区: Hebei 
城市: Baoding 

	zhuanlan.zhihu.com
	IP: 123.125.244.107 
所属国家: China 
地区: Beijing 
城市: Beijing 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	m.mpl.dutils.com
	IP: 45.113.201.235 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	sense-cn01.tapdb.net
	没有服务器地理信息. 

	store-at-dre.hispace.dbankcloud.com
	没有服务器地理信息. 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	taptap.magiclizi.com
	没有服务器地理信息. 


4.2 URL线索
	URL信息
	Url所在文件

	http://adash.m.taobao.com/rest/abtest 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://c-adash.m.taobao.com/rest/gc 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://adash.m.taobao.com/rest/sur 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/cons/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/data/a.java 

	http://wap.cmpassport.com/resources/html/contract.html 
	com/cmic/sso/sdk/activity/LoginAuthActivity.java 

	https://e.189.cn/sdk/agreement/detail.do 
	com/cmic/sso/sdk/activity/LoginAuthActivity.java 

	http://172.16.30.147:8808/getIp 
	com/haima/pluginsdk/c.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-general-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/string-interning 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	https://access.line.me/v2 
	com/linecorp/linesdk/a.java 

	https://access.line.me/dialog/oauth/weblogin 
	com/linecorp/linesdk/a.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/liulishuo/filedownloader/services/a.java 

	https://api-push.meizu.com/garcia/api/server/getPublicKey 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.in.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/client/log/upload 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	http://api.u.mob.com 
	com/mob/MobUser.java 

	http://api.utag.mob.com/conf 
	com/mob/commons/utag/TagRequester.java 

	http://api.utag.mob.com/bdata 
	com/mob/commons/utag/UserTager.java 

	http://up.sdk.mob.com 
	com/mob/commons/filesys/FileUploader.java 

	http://api-gd.dutils.com 
	com/mob/guard/impl/d.java 

	http://m.mpl.dutils.com/tcp/config/init 
	com/mob/mcl/c/i.java 

	https://eco.taobao.com/router/rest 
	com/mobile/auth/BuildConfig.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	com/mobile/auth/aa/b.java 

	https://opencloud.wostore.cn/client/sdk/receive 
	com/mobile/auth/ab/d.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	com/mobile/auth/c/d.java 

	https://id6.me/auth/preauth.do 
	com/mobile/auth/d/a.java 

	https://wap.cmpassport.com/resources/html/contract.html 
	com/mobile/auth/gatewayauth/Constant.java 

	https://e.189.cn/sdk/agreement/detail.do?isWap=true&hidetop=true&appKey=8138111118 
	com/mobile/auth/gatewayauth/Constant.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/mobile/auth/gatewayauth/Constant.java 

	https://id6.me/auth/preauth.do 
	com/mobile/auth/p/d.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	com/mobile/auth/z/a.java 

	https://px.ucweb.com/upload 
	com/nirvana/tools/crash/BuildConfig.java 

	https://verify.cmpassport.com/h5/getMobile 
	com/nirvana/tools/logger/UaidTracker.java 

	https://nisportal.10010.com:9001/api 
	com/nirvana/tools/logger/UaidTracker.java 

	https://nisportal.10010.com:9001/api? 
	com/nirvana/tools/logger/UaidTracker.java 

	https://www.tap.io/social-unavailable/facebook 
	com/play/taptap/account/e.java 

	https://t1.tapimg.com/preload 
	com/play/taptap/application/features/a.java 

	https://taptap.magiclizi.com 
	com/play/taptap/n/b/b.java 

	https://git.gametaptap.com/wiki/server-wiki/-/blob/master/Order/Orders.md 
	com/play/taptap/pay/q.java 

	http://zhuanlan.zhihu.com/taptap 
	com/play/taptap/ui/about/a.java 

	http://weibo.com/taptapgames 
	com/play/taptap/ui/about/a.java 

	https://www.facebook.com/gametaptap 
	com/play/taptap/ui/about/a.java 

	https://www.youtube.com/channel/UCjrKoKO5ivPa29dp9I0vi2A?view_as=subscriber 
	com/play/taptap/ui/about/a.java 

	https://discordapp.com/invite/kVcgyty 
	com/play/taptap/ui/about/a.java 

	https://discord.gg/XYAPXYR 
	com/play/taptap/ui/about/a.java 

	https://line.me/R/ti/g/UtmlMr8Bin 
	com/play/taptap/ui/about/a.java 

	http://schemas.android.com/apk/res/android 
	com/play/taptap/ui/video/fullscreen/DirectionalViewPager.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/a.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/b/e.java 

	https://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/b/d.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/b/d.java 

	https://mpush-api.aliyun.com/v2.0/a/audid/req/ 
	com/ta/a/d/h.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/a.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/e.java 

	https://sense-%s.tapdb.net/api/v2/sales/retrieve/taptap 
	com/tapad/sdk/i.java 

	https://sense-cn01.tapdb.net/tapad/v2/adx 
	com/tapad/sdk/h.java 

	https://sense-%s.tapdb.net/api/v2/track 
	com/tapad/sdk/f.java 

	https://sense-%s.tapdb.net/tapad/v2/nature 
	com/tapad/sdk/f.java 

	https://api.taptapdada.com 
	com/taptap/common/net/g.java 

	https://queuing.taptapdada.com 
	com/taptap/common/net/g.java 

	https://queuing.xdrnd.com 
	com/taptap/common/net/g.java 

	https://report.taptapdada.com 
	com/taptap/common/net/g.java 

	https://to.taptapdada.com/link/v1/features 
	com/taptap/common/net/g.java 

	https://sense-cn01.tapdb.net/api/v2/track/refresh-tap-video 
	com/taptap/common/net/g.java 

	https://www.taptap.com/terms/for-client 
	com/taptap/compat/account/base/f/a.java 

	https://www.taptap.com/privacy-policy/for-client 
	com/taptap/compat/account/base/f/a.java 

	https://www.taptap.com/oauth2/v1/authorize 
	com/taptap/compat/account/base/f/a.java 

	https://www.taptap.com/oauth2/v1/token 
	com/taptap/compat/account/base/f/a.java 

	https://pub.xdrnd.com 
	com/taptap/lib/simple_http/platform/c.java 

	https://pub.taptapdada.com 
	com/taptap/lib/simple_http/platform/c.java 

	https://sst.taptap.com 
	com/taptap/log/thinkingdata/d.java 

	http://xmlpull.org/v1/doc/features.html 
	com/taptap/sandbox/helper/m/i.java 

	http://xmlpull.org/v1/doc/features.html 
	com/taptap/sandbox/server/content/e.java 

	http://xmlpull.org/v1/doc/features.html 
	com/taptap/sandbox/server/pm/o.java 

	https://www.taptap.com/terms/for-client 
	com/taptap/teenager/impl/ui/view/TeenagerProtocolView.java 

	https://www.taptap.com/children-privacy/for-client 
	com/taptap/teenager/impl/ui/view/TeenagerProtocolView.java 

	http://127.0.0.1: 
	com/taptap/w/k.java 

	https://plugin-config.xmxdev.com/hfv/%d/config/%s?%s 
	com/taptap/xdegi/c.java 

	https://e.tapdb.net/ 
	com/tds/tapdb/sdk/c.java 

	https://ce.tapdb.net/custom 
	com/tds/tapdb/sdk/c.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://astat.bugly.qcloud.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/a.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/a.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://login.imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/a/d.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/g.java 

	https://cgi.qplus.com/report/report 
	com/tencent/open/utils/l.java 

	https://login.sina.com.cn/visitor/signin 
	com/weibo/ssosdk/WeiboSsoSdk.java 

	https://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cu.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gp.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/ha.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hh.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gd.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hi.java 

	https://resolver.msg.global.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bt.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bt.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/s.java 

	https://pipeline.qiniu.com 
	f/i/a/a/a.java 

	https://uplog.qbox.me/log/4 
	f/i/a/b/a.java 

	http://%s 
	f/i/a/c/d.java 

	https://uc.qbox.me 
	f/i/a/c/a.java 

	http://uc.qbox.me 
	f/i/a/c/a.java 

	https://e.tapdb.net/ 
	f/k/a/a.java 

	https://sapi.taptap.com/v3/profile/android 
	f/k/a/f/a.java 

	https://hk.sapi.taptap.com/v3/profile/android 
	f/k/a/f/a.java 

	https://api.taptapdada.com 
	Mogua Engine V1 

	https://report.taptapdada.com 
	Mogua Engine V1 

	https://pub.taptapdada.com 
	Mogua Engine V1 

	https://www.taptap.com/privacy-policy/for-client 
	Mogua Engine V1 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V1 

	https://www.taptap.com/oauth2/v1/token 
	Mogua Engine V1 

	https://www.taptap.com/cloud-game/help-doc/for-client 
	Mogua Engine V1 

	https://d.taptap.com/beta 
	Mogua Engine V1 

	https://www.taptap.com/password/email 
	Mogua Engine V1 

	https://www.taptap.com/oauth2/v1/authorize 
	Mogua Engine V1 

	https://t1.tapimg.com/preload/app/detail/v1/ 
	Mogua Engine V1 

	https://t1.tapimg.com/preload/story/detail/v1/ 
	Mogua Engine V1 

	https://t1.tapimg.com/preload/topic/detail/v1/ 
	Mogua Engine V1 

	https://www.taptap.com/qrcode 
	Mogua Engine V1 

	https://sapi.taptap.com/v3/profile/android 
	Mogua Engine V1 

	https://www.taptap.com/terms/for-client 
	Mogua Engine V1 

	https://api.weibo.com/oauth2/default.html 
	Mogua Engine V1 

	https://store-at-dre.hispace.dbankcloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://data-drcn.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dra.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dre.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-drru.push.dbankcloud.com 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	https://store1.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store2.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store3.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store-drru.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	http://www.apache.org/licenses/LICENSE-2.0 
	Mogua Engine V2 

	https://img.tapimg.com/market/images/1b815e847157736e90789e229c59f61e.png 
	Mogua Engine V2 

	https://github.com/wbb/wysibb/blob/master/jquery.wysibb.js 
	Mogua Engine V2 

	http://www.apache.org/licenses/LICENSE-2.0 
	Mogua Engine V2 

	https://github.com/wbb/wysibb/blob/master/jquery.wysibb.js 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	taptap@aliyun.com 
	com/play/taptap/pay/a.java 

	this@updatepager.activity 
	com/play/taptap/ui/update/UpdatePager.java 

	cooperation@taptap.com 
	Mogua Engine V1 


4.4 手机号线索
	手机号
	所在文件

	18222222222 
	com/lwj/widget/viewpagerindicator/ViewPagerIndicator.java 

	19222222222 
	com/lwj/widget/viewpagerindicator/ViewPagerIndicator.java 

	13222222222 
	com/mob/commons/a/h.java 

	14222222222 
	com/mob/commons/a/h.java 

	15222222222 
	com/mob/commons/a/h.java 

	16222222222 
	com/mob/commons/a/h.java 

	15555215554 
	f/e/d/h.java 

	15555215556 
	f/e/d/h.java 

	15555215558 
	f/e/d/h.java 

	15555215560 
	f/e/d/h.java 

	15555215562 
	f/e/d/h.java 

	15555215564 
	f/e/d/h.java 

	15555215566 
	f/e/d/h.java 

	15555215568 
	f/e/d/h.java 

	15555215570 
	f/e/d/h.java 

	15555215572 
	f/e/d/h.java 

	15555215574 
	f/e/d/h.java 

	15555215576 
	f/e/d/h.java 

	15555215578 
	f/e/d/h.java 

	15555215580 
	f/e/d/h.java 

	15555215582 
	f/e/d/h.java 

	15555215584 
	f/e/d/h.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"account_merge_account_success_no_token" : "合并成功" 

	"account_merge_account_success_with_token" : "合并成功，登录到合并后的账号" 

	"ali_one_key" : "Qf2ex5dksp1V0tIIWOJ/2oz3GHB17JhXNzprpblGhLJBYKpCXYuzulKKiwvO7kHyo6A7fLCuI1lBP2eJwPNxTjMBRlyQXiXpDYjS1mk6BlOT7yBAecEAszcqCYp5S3AOlxmjpr5yxdbKo05nHUPDsOWQ5JJAXrPAUg/X4EyKN3NSyZl+9gUfRn3S0fofSncB68oIsWCVvuyOJKw783RKlYS/DUn/KAbBIHVBz9APLk4KNU+m9ouYF+Ro5XHSBwi4YDtIf/bDFP4TpA0dowl/0q/byfIIrcn25E+aMc81YdQ=" 

	"client_secret" : "aOqilgPqN4grnMG5VdLlhLptAU3WHorK" 

	"closed_reply_by_author" : "已被作者关闭回复" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"crd_author" : "作者" 

	"crd_closed_reply_by_author" : "已被作者关闭回复" 

	"crd_reply_author" : "回复作者" 

	"cw_third_party_app_authorization_loading_failed" : "数据加载失败，点击重试" 

	"dialog_frozen_auth_send" : "发送验证码" 

	"dialog_frozen_auth_success" : "删除账号后，你将永久失去已发布到Tap的内容或信息。是否确认删除你的账号？" 

	"dialog_frozen_auth_tip_phone" : "在进入删除账号流程之前，我们需要再次确认你的身份，你可以通过已绑定的Email或手机号码完成身份验证" 

	"dialog_frozen_auth_tip_phone_send" : "验证码将发送至" 

	"dialog_frozen_auth_tip_phone_title" : "手机号码" 

	"dialog_frozen_auth_title" : "身份验证" 

	"follow_author" : "关注作者" 

	"follow_user" : "关注的人" 

	"from_taptap_user" : "来自TapTap[ID:%s %s]" 

	"info_authorized" : "转载自" 

	"info_comment_author" : "资讯作者" 

	"installer_to_authorize" : "去授权" 

	"mlw_from_taptap_user" : "来自TapTap[ID:%s %s]" 

	"moment_access_authority_item_authority_fans" : "粉丝" 

	"moment_access_authority_item_authority_friend" : "好友" 

	"moment_access_authority_item_authority_private" : "私密" 

	"moment_access_authority_item_authority_public" : "公开" 

	"moment_access_authority_item_description_fans" : "关注我的人可见" 

	"moment_access_authority_item_description_friend" : "好友可见" 

	"moment_access_authority_item_description_private" : "仅自己可见" 

	"moment_access_authority_item_description_public" : "所有人可见" 

	"moment_access_authority_title" : "谁可以看" 

	"pls_input_login_password" : "请输入登录密码" 

	"reply_author" : "回复作者" 

	"set_login_password" : "登录密码" 

	"share_authorize_failed" : "授权失败" 

	"taper_authorization_setting" : "授权管理" 

	"teenager_findback_password" : "找回密码" 

	"teenager_forget_password" : "忘记密码？" 

	"teenager_input_password" : "输入密码" 

	"teenager_set_password" : "设置密码" 

	"third_party_app_authorization_content" : "授权内容" 

	"third_party_app_authorization_detail" : "授权详情" 

	"third_party_app_authorization_dialog_title" : "确认解除该应用全部授权？" 

	"third_party_app_authorization_loading_failed" : "数据加载失败，点击重试" 

	"third_party_app_authorization_revoke" : "解除授权" 

	"third_party_app_authorization_revoked" : "已解除授权" 

	"third_party_app_authorization_revoking_failed" : "解除失败" 

	"third_party_app_authorization_title" : "你的 TapTap 账号授权了以下应用" 

	"uaw_wechan_authorize_failed" : "授权失败" 

	"un_follow_author" : "取消关注作者" 

	"url_config_ali_log_secret" : "A6i6ZexdiO73ZZcBp03bOkcMYV2UGo" 

	"url_config_auth_token_url" : "https://www.taptap.com/oauth2/v1/token" 

	"url_config_contact_linekey" : "1578475138" 

	"url_config_oauth_url" : "https://www.taptap.com/oauth2/v1/authorize" 

	"user" : "用户" 

	"widget_to_authorize" : "去授权" 

	"wx_key" : "tewawHU7J5IF8rwINDb0MQRikIcbJ8c0" 

	"account_merge_account_success_no_token" : "Merging Succeeded" 

	"account_merge_account_success_with_token" : "Merging Succeeded. Log in with the merged account." 

	"closed_reply_by_author" : "Reply is closed by the author" 

	"crd_author" : "Author" 

	"crd_closed_reply_by_author" : "Reply is closed by the author" 

	"crd_reply_author" : "Reply to author" 

	"cw_third_party_app_authorization_loading_failed" : "Loading failed. Please try again" 

	"dialog_frozen_auth_send" : "Get verification codes" 

	"dialog_frozen_auth_success" : "After deleting the account, you will permanently lose the content or information that has been posted to Tap. Are you sure to delete your account?" 

	"dialog_frozen_auth_tip_phone" : "Before entering the process of deleting accounts, you can complete the authentication via the linked email or mobile number" 

	"dialog_frozen_auth_tip_phone_send" : "The verification code will be sent to" 

	"dialog_frozen_auth_tip_phone_title" : "Phone" 

	"dialog_frozen_auth_title" : "Authentication" 

	"follow_author" : "Follow the author" 

	"follow_user" : "Users" 

	"from_taptap_user" : "From TapTap [ID:%s %s]" 

	"info_authorized" : "Reprint from" 

	"info_comment_author" : "Author" 

	"installer_to_authorize" : "Go to Authorize" 

	"mlw_from_taptap_user" : "From TapTap [ID:%s %s]" 

	"moment_access_authority_item_authority_fans" : "Follower" 

	"moment_access_authority_item_authority_friend" : "Friends" 

	"moment_access_authority_item_authority_private" : "Private" 

	"moment_access_authority_item_authority_public" : "Public" 

	"moment_access_authority_item_description_fans" : "Only visible to my followers" 

	"moment_access_authority_item_description_friend" : "Only visible to my friends" 

	"moment_access_authority_item_description_private" : "Only visible to myself" 

	"moment_access_authority_item_description_public" : "Public" 

	"moment_access_authority_title" : "Visibility" 

	"pls_input_login_password" : "Enter password" 

	"reply_author" : "Reply to author" 

	"set_login_password" : "Password" 

	"share_authorize_failed" : "Failed to authorize" 

	"taper_authorization_setting" : "Authorization" 

	"teenager_findback_password" : "Reset passcode" 

	"teenager_forget_password" : "Forgot passcode？" 

	"teenager_input_password" : "Enter passcode" 

	"teenager_set_password" : "Set Passcode" 

	"third_party_app_authorization_content" : "Authorized Access" 

	"third_party_app_authorization_detail" : "Details" 

	"third_party_app_authorization_dialog_title" : "Are you sure to revoke all authorizations to this app?" 

	"third_party_app_authorization_loading_failed" : "Loading failed. Please try again" 

	"third_party_app_authorization_revoke" : "Revoke" 

	"third_party_app_authorization_revoked" : "Authorization Revoked" 

	"third_party_app_authorization_revoking_failed" : "Revoking Failed" 

	"third_party_app_authorization_title" : "Your TapTap account has authorized the following apps" 

	"uaw_wechan_authorize_failed" : "Authorization failed" 

	"un_follow_author" : "UnFollow the Author" 

	"user" : "Users" 
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