Evaluation Warning: The document was created with Spire.Doc for Python.
None（ 2.0.36版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	None

	版本
	2.0.36

	包名
	com.ganjing.world

	域名线索
	78条

	URL线索
	48条

	APP图标
	

	分析日期
	2024年10月30日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	GanJingWorld.apk

	文件大小
	220.86MB

	MD5值
	ded80dc1d7e0574a78da18f4f44fe1f6

	SHA1值
	ea5c0508e6d428868f29099bcfd196fdc5b7fa59

	SHA256值
	cc7ffb7ad5ca0279ea125482372f42293d965f4043afb375560990c549f19396



3. APP基本信息
	类别
	内容

	App名称
	None

	包名
	com.ganjing.world

	主活动Activity
	com.ganjing.world.presentation.MainActivity

	安卓版本名称
	2.0.36

	安卓版本
	20000036



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	www.ganjing.com
	IP: 74.86.228.110 
所属国家: United States of America 
地区: California 
城市: San Jose 

	pagead2.googlesyndication.com
	IP: 114.250.63.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gjw2.rightdao.com
	IP: 72.52.72.148 
所属国家: United States of America 
地区: California 
城市: Fremont 

	gw.ganjingworld.com
	IP: 103.252.115.53 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	g2.ganjing.world
	IP: 139.162.109.111 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	gw.ganjing.dev
	IP: 65.49.52.69 
所属国家: United States of America 
地区: California 
城市: San Jose 

	www.shenyuncreations.com
	IP: 128.242.240.117 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	www.iab.net
	IP: 104.21.30.69 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.ganjing
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	googlemobileadssdk.page.link
	IP: 142.251.211.225 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	g2-dev.ganjing.world
	IP: 104.18.11.63 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	image1-us-west.cloudokyo.cloud
	IP: 2.19.126.227 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	panel.ganjingworld.dev
	IP: 65.49.24.248 
所属国家: United States of America 
地区: California 
城市: San Jose 

	www.shenyun.com
	IP: 122.10.85.4 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	appleid.apple.com
	IP: 17.32.194.37 
所属国家: United States of America 
地区: California 
城市: Cupertino 

	support.google.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.ntd.com
	IP: 199.16.158.104 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	uat-1.shenyun.social
	IP: 13.35.121.95 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.shenyunzuopin.com
	IP: 13.227.62.64 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	fg2.dev.ganjing.world
	没有服务器地理信息. 

	gg.dev.ganjing.world
	没有服务器地理信息. 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	www.theepochtimes.com
	IP: 199.59.149.237 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	imgcloud-dev.cloudokyo.dev
	IP: 184.105.241.39 
所属国家: United States of America 
地区: California 
城市: Fremont 

	assets.ganjingworld.com
	IP: 31.13.87.33 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 

	media1-uat.cloudokyo.dev
	IP: 104.21.84.197 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	livecount-us-west.ganjingworld.com
	IP: 108.160.163.106 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	livecount-us-west.ganjing.com
	IP: 31.13.95.18 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	video4-us-west.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	gjw.com
	没有服务器地理信息. 

	studio.ganjing.com
	IP: 31.13.87.19 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 

	issuetracker.google.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	dashif.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	api.mixpanel.com
	IP: 107.178.240.159 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.ganjingworld.com
	IP: 202.160.128.14 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	video5-us-west.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	imgapi.cloudokyo.cloud
	IP: 216.202.198.13 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aigw.ganjingworld.com
	IP: 104.244.46.93 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	panel.ganjingworld.com
	IP: 59.188.250.54 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	opencdn.b-cdn.net
	IP: 143.244.50.82 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	image4-us-west.cloudokyo.cloud
	IP: 2.19.126.202 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	ns.adobe.com
	没有服务器地理信息. 

	vodcloud-dev.cloudokyo.dev
	IP: 184.105.241.39 
所属国家: United States of America 
地区: California 
城市: Fremont 

	se2.ganjingworld.com
	IP: 31.13.67.19 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	accounts.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	gw.ganjingworld.dev
	IP: 172.67.203.115 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	schemas.android.com
	没有服务器地理信息. 

	vodcloud-uat.cloudokyo.dev
	IP: 184.105.241.69 
所属国家: United States of America 
地区: California 
城市: Fremont 

	media4-us-east.cloudokyo.cloud
	IP: 2.16.53.24 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	admin-piano.ntdtv.com
	IP: 38.121.72.166 
所属国家: United States of America 
地区: Georgia 
城市: Atlanta 

	.facebook.com
	没有服务器地理信息. 

	se.ganjingworld.com
	IP: 103.252.114.11 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	tr.ganjingworld.com
	IP: 54.89.135.129 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	image3-us-west.cloudokyo.cloud
	IP: 92.122.166.174 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	a.staging.ganjingworld.com
	IP: 168.143.171.189 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	avatars.dicebear.com
	IP: 143.244.49.179 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	vodapi.cloudokyo.cloud
	IP: 139.162.33.62 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	video2-us-east.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	video2-us-west.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	drmlicense.cloudokyo.cloud
	IP: 192.155.81.168 
所属国家: United States of America 
地区: California 
城市: Fremont 

	gjw.ad
	没有服务器地理信息. 

	video1-us-west.cloudokyo.cloud
	IP: 104.18.17.30 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	video5-us-east.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	www.example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	web.ganjing.dev
	IP: 65.49.52.69 
所属国家: United States of America 
地区: California 
城市: San Jose 

	facebook.com
	IP: 199.59.148.6 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	video1-us-east.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	video3-us-west.cloudokyo.cloud
	IP: 216.202.198.141 
所属国家: United States of America 
地区: Indiana 
城市: Fort Wayne 

	web.ganjingworld.dev
	IP: 65.49.24.248 
所属国家: United States of America 
地区: California 
城市: San Jose 

	competitions.ntdtv.com
	IP: 45.77.186.255 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	image5-us-west.cloudokyo.cloud
	IP: 92.122.166.165 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	image2-us-west.cloudokyo.cloud
	IP: 2.19.126.227 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	developers.facebook.com
	IP: 202.160.128.16 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	g-static.ganjingworld.com
	IP: 128.242.240.212 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	imgcloud-uat.cloudokyo.dev
	IP: 184.105.241.69 
所属国家: United States of America 
地区: California 
城市: Fremont 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.iab.net/videosuite/vmap\ 
	b3/s.java 

	http://www.iab.net/VAST/3.0\ 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=impression&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&cnt_type=Video]]></Impression>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=impression&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Impression>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=skip&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=view&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&view_time=15&cnt_type=Video&cat=cat25]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=firstQuartile&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=midpoint&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=thirdQuartile&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=complete&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=skip&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=view&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=firstQuartile&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=midpoint&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=thirdQuartile&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=complete&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	b3/s.java 

	https://media4-us-east.cloudokyo.cloud/video/v4/2c/54/25/2c542597-0e30-43a9-b4c4-866173dae914/master.m3u8]]></MediaFile>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=click&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&click_target_url=aHR0cHM6Ly93d3cubWluZ2FsYXJlc3RhdXJhbnQuY29tLw==]]></ClickThrough>\n 
	b3/s.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=click&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></ClickTracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=impression&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db&cnt_type=Video]]></Impression>\n 
	b3/s.java 

	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=impression&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2]]></Impression>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=skip&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=view&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db&view_time=15]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=firstQuartile&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=midpoint&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=thirdQuartile&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db]]></Tracking>\n 
	b3/s.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=complete&emb_id=c_preVideo_16747&ad_video_id=1ftofato8dg3SAkfNb6792lVv1p31c&cid=yanyan2&cnt_id=1fgn&req_id=3db]]></Tracking>\n 
	b3/s.java 

	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=skip&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2]]></Tracking>\n 
	b3/s.java 

	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=view&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2&view_time=15]]></Tracking>\n 
	b3/s.java 

	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=firstQuartile&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2]]></Tracking>\n 
	b3/s.java 

	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=midpoint&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2]]></Tracking>\n 
	b3/s.java 
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	https://fg2.dev.ganjing.world/v1/cdkapi/request-tracking?en=click&emb_id=c_preVideo_16747&event_id=4acb82a0-3a93-4ef2-aac8-388ea42f2dad&zone_id=VIDEO_ZONE&cid=yanyan2]]></ClickTracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=impression&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&cnt_type=Video]]></Impression>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=impression&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Impression>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=skip&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=view&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&view_time=15&cnt_type=Video&cat=cat25]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=firstQuartile&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=midpoint&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=thirdQuartile&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=complete&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=skip&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=view&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=firstQuartile&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=midpoint&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=thirdQuartile&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=complete&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></Tracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://media4-us-east.cloudokyo.cloud/video/v4/2c/54/25/2c542597-0e30-43a9-b4c4-866173dae914/master.m3u8]]></MediaFile>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gw.ganjingworld.dev/v1.0c/uba/send?en=click&emb_id=7gTM7PK9pN&ad_video_id=1fdr2fbf9jt3LKaxQsNkEQbSK1t01c&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&cnt_id=1fv25agclua24XnZrMYm1sIP41ee1c&req_id=1346f895-96cd-4918-bca2-749a1ac57ced&click_target_url=aHR0cHM6Ly93d3cubWluZ2FsYXJlc3RhdXJhbnQuY29tLw==]]></ClickThrough>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://gg.dev.ganjing.world/v1/cdkapi/request-tracking?en=click&emb_id=7gTM7PK9pN&event_id=242dd147-e7d6-43f9-8418-cfb949d03410&zone_id=VIDEO_ZONE_6&cid=1ggj2v1dknm3SQUp4s9RYgRTJ1j90d&t=20240205015956]]></ClickTracking>\n 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://a.staging.ganjingworld.com/assets/ugc/YdNLZXH9ZinFX2a2ElEsCDfw/ads_icon-NJBtnp.png 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://image4-us-west.cloudokyo.cloud/image/v1/b8/cc/3c/b8cc3c28-cde9-430c-a469-bd17afb5cef4/672.webp 
	com/ganjing/world/domain/usecase/ads/GetDynamicAdsUseCase$invoke$2.java 

	https://play.google.com/store/apps/details?id= 
	com/ganjing/world/domain/usecase/app_update/a.java 

	https://www.theepochtimes.com/ 
	com/ganjing/world/utils/_GeneralHelperKt.java 

	https://github.com/mixpanel/mixpanel-android/issues/567) 
	com/mixpanel/android/mpmetrics/a.java 

	https://github.com/lincollincol/Amplituda 
	linc/com/amplituda/exceptions/AmplitudaException.java 

	http://dashif.org/guidelines/trickmode 
	jo/d.java 

	http://dashif.org/guidelines/last-segment-number 
	jo/d.java 

	https://developers.facebook.com/docs/android/troubleshooting/ 
	na/y.java 

	https://facebook.com 
	na/f0.java 

	https://.facebook.com 
	na/f0.java 

	http://schemas.android.com/apk/res/android 
	p4/l.java 

	https://googlemobileadssdk.page.link/admob-android-update-manifest 
	op/d3.java 

	https://googlemobileadssdk.page.link/ad-manager-android-update-manifest. 
	op/d3.java 

	https://support.google.com/dfp_premium/answer/7160685 
	rp/w.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	q5/a.java 

	https://accounts.google.com/o/oauth2/revoke?token= 
	oq/e.java 

	http://ns.adobe.com/xap/1.0/ 
	qn/a.java 

	https://gw.ganjing.dev/ 
	xb/a.java 

	https://imgcloud-dev.cloudokyo.dev/api/ 
	xb/a.java 

	https://vodcloud-dev.cloudokyo.dev/api/ 
	xb/a.java 

	https://se2.ganjingworld.com/ 
	xb/a.java 

	https://web.ganjing.dev 
	xb/a.java 

	https://uat-1.shenyun.social 
	xb/a.java 

	https://livecount-us-west.ganjing.com/ 
	xb/a.java 

	https://g2-dev.ganjing.world/ 
	xb/a.java 

	https://a.staging.ganjingworld.com/assets/ugc/_5duoYUc1o9oOGa1N7MHyPQw/pub_setting_R_5boCW19X_1689529447653_parsed.json 
	xb/a.java 

	https://panel.ganjingworld.dev 
	xb/a.java 

	https://gw.ganjingworld.com/ 
	xb/a.java 

	https://imgapi.cloudokyo.cloud/api/ 
	xb/a.java 

	https://vodapi.cloudokyo.cloud/api/ 
	xb/a.java 

	https://se.ganjingworld.com/ 
	xb/a.java 

	https://www.ganjingworld.com 
	xb/a.java 

	https://www.ganjing.com 
	xb/a.java 

	https://livecount-us-west.ganjingworld.com/ 
	xb/a.java 

	https://g2.ganjing.world/ 
	xb/a.java 

	https://g-static.ganjingworld.com/assets/ugc/_OF1pmWz0L07ks7areFEXFDA/pub_setting_R_O6HYes4C_1689728735106_parsed.json 
	xb/a.java 

	https://panel.ganjingworld.com 
	xb/a.java 

	https://gw.ganjingworld.dev/ 
	xb/a.java 

	https://web.ganjingworld.dev 
	xb/a.java 

	https://imgcloud-uat.cloudokyo.dev/api/ 
	xb/a.java 

	https://vodcloud-uat.cloudokyo.dev/api/ 
	xb/a.java 

	https://gjw2.rightdao.com/ 
	xb/a.java 

	https://www.shenyunzuopin.com 
	xb/a.java 

	https://www.shenyuncreations.com 
	xb/a.java 

	https://aigw.ganjingworld.com/public/ma/dc 
	xb/a.java 

	https://tr.ganjingworld.com/matomo.php 
	xb/a.java 

	https://drmlicense.cloudokyo.cloud/gjw-1.0/license-server 
	xb/a.java 

	https://developers.facebook.com/docs/android/getting-started 
	y9/l.java 

	https://developers.facebook.com/docs/app-events/getting-started-app-events-android 
	y9/z.java 

	https://api.mixpanel.com/track/ 
	sv/b.java 

	https://api.mixpanel.com/engage/ 
	sv/b.java 

	https://api.mixpanel.com/groups/ 
	sv/b.java 

	https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps 
	lp/b.java 

	https://www.example.com/params? 
	g8/c.java 

	https://assets.ganjingworld.com/ugc/u11RifK2gRsS8e2nMwQswfg/paianjingqiavatar.jpeg 
	nh/b.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	u0013android@android.com0 
u0013android@android.com 
	yq/o.java 

	customer_service@shenyuncreations.com 
	xb/a.java 


4.4 手机号线索
	手机号
	所在文件

	18222222222 
	com/ganjing/world/presentation/shared/post_list/post_item/staggered_grids/StaggeredGridSocialMediaItemViewKt.java 

	19222222222 
	com/ganjing/world/presentation/shared/post_list/post_item/staggered_grids/StaggeredGridSocialMediaItemViewKt.java 

	14222222222 
	com/ganjing/world/presentation/shared/post_list/post_item/staggered_grids/StaggeredGridSocialMediaItemViewKt.java 

	15222222222 
	com/ganjing/world/presentation/shared/post_list/post_item/staggered_grids/StaggeredGridSocialMediaItemViewKt.java 

	16222222222 
	com/ganjing/world/presentation/shared/post_list/post_item/staggered_grids/StaggeredGridSocialMediaItemViewKt.java 

	19222222222 
	com/ganjing/world/presentation/social/social_post_list/item/views/SocialPostScaffoldKt.java 

	17512775099 
	ht/a.java 

	15552000000 
	ha/m.java 



5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=US 签名算法: rsassa_pkcs1v15 有效期自: 2022-05-20 14:47:53+00:00 有效期至: 2121-04-26 14:47:53+00:00 发行人: C=US 序列号: 0x370e5bb0 哈希算法: sha256 md5值: 78e02d4a0df2596e669252b975358a36 sha1值: 33972f2eb4c56713ae04a9f815197a543f34d124 sha256值: cf10b92d9a13595ee0852749ac9e7095daa13bdadb1bfa8fbadf2a725c589769 sha512值: a1149fee45eec140d313773a2e7d80bea719b2c9cfa6531ea53e475d1574f6751116dd3e5a53897747fe8a10b6810a811d4f7ca6ac824bb8f797e6c1aea765a8 公钥算法: rsa 密钥长度: 2048 指纹: 8675c95437193c7cf1bcb25f638e167f20e78f2c3d34f76e80a0c2963d73b25a

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_DOCUMENTS
	合法
	
	允许应用程序管理对文档的访问,通常作为文档选择器的一部分

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.ACCESS_ADSERVICES_AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_ATTRIBUTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_TOPICS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ganjing.world.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.ganjing.world.presentation.MainActivity
	Schemes: @string/fb_login_protocol_scheme://, gjw://, https://, 
Hosts: www.ganjingworld.com, www.ganjing.com, 
Path Patterns: /following, /following/.*, /history, /watch-history, /library, /video/.*, /shorts/.*, /live/.*, /news/.*, /news, /article/.*, /channel/.*, /topic/.*, /hashtag/.*, /s/.*, /election/.*, /tag/.*, /post/.*, /wiki/.*, /pedia/.*, /pedia, /category/.*, /collection/.*, /playlist/.*, /pages/category/.*, /gjwplus, /plus, /.*/gjwplus, /.*/plus, /gjwplus/.*, /plus/.*, /headline/.*, /newsletter, /events, /connect, /ganjingcampus, /gjc, /.*/video/.*, /.*/shorts/.*, /.*/live/.*, /.*/news/.*, /.*/news, /.*/article/.*, /.*/channel/.*, /.*/topic/.*, /.*/hashtag/.*, /.*/s/.*, /.*/election/.*, /.*/tag/.*, /.*/post/.*, /.*/wiki/.*, /.*/pedia/.*, /.*/pedia, /.*/category/.*, /.*/pages/category/.*, /.*/gjwplus/.*, /.*/plus/.*, /.*/newsletter, /.*/events, /.*/ganjingcampus, /.*/gjc, /gotoMobileAppStore.*, 


	com.facebook.CustomTabActivity
	Schemes: fbconnect://, 
Hosts: cct.com.ganjing.world, 


	com.google.firebase.auth.internal.GenericIdpActivity
	Schemes: genericidp://, 
Hosts: firebase.auth, 
Paths: /, 


	com.google.firebase.auth.internal.RecaptchaActivity
	Schemes: recaptcha://, 
Hosts: firebase.auth, 
Paths: /, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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