Evaluation Warning: The document was created with Spire.Doc for Python.
贪吃蛇大作战®（ 4.4.10.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	贪吃蛇大作战®

	版本
	4.4.10.1

	包名
	com.wepie.snake

	域名线索
	187条

	URL线索
	160条

	APP图标
	

	分析日期
	2025年7月4日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	1574512.apk

	文件大小
	147.24MB

	MD5值
	d6c6220b329b15424a897ccc06357c80

	SHA1值
	a24d3594514847a287545b72b273cc0b74f4f81d

	SHA256值
	32bc01622fef2e4751b11ea9a83bb07e14c5181853ae08bc92b5921248f82e9a



3. APP基本信息
	类别
	内容

	App名称
	贪吃蛇大作战®

	包名
	com.wepie.snake

	主活动Activity
	com.wepie.snake.app.activity.StartActivity

	安卓版本名称
	4.4.10.1

	安卓版本
	2281



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	fr.register.xmpush.global.xiaomi.com
	IP: 3.127.120.172 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	www.tcsdzz.com
	IP: 39.100.24.39 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.samsungapps.com
	IP: 52.31.24.56 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	sdk.e.qq.com
	IP: 119.147.13.93 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	snake-d8642.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	cn.register.xmpush.xiaomi.com
	IP: 118.26.252.220 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.twitter.com
	IP: 64.13.192.76 
所属国家: United States of America 
地区: California 
城市: Culver City 

	metrics1.data.hicloud.com
	IP: 114.115.188.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.asia
	没有服务器地理信息. 

	api.weixin.qq.com
	IP: 81.69.216.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store2.hispace.hicloud.com
	IP: 13.227.62.71 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	nim.qiyukf.com
	IP: 59.111.205.2 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	lkme.cc
	IP: 152.136.248.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mcgw.alipay.com
	IP: 124.239.239.237 
所属国家: China 
地区: Hebei 
城市: Langfang 

	dev-www.tcsdzz.com
	IP: 39.100.24.39 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	service.weibo.com
	IP: 49.7.40.132 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf3-ttcdn-tos.pstatp.com
	IP: 42.81.22.244 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	qytest.netease.com
	IP: 59.111.241.137 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ipay.iapppay.com
	IP: 67.21.93.239 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	data.iapppay.com
	IP: 67.21.93.239 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	app.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	iapppay.halodigit.com
	没有服务器地理信息. 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api.xmpush.xiaomi.com
	IP: 183.84.7.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drcn.push.dbankcloud.com
	IP: 49.4.40.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	devapkupgrade.tcsdzz.com
	IP: 139.224.202.75 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	qiyukf.netease.com
	IP: 59.111.222.254 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	store-drru.hispace.hicloud.com
	IP: 159.138.202.186 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	up.sdk.mob.com
	IP: 203.107.55.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ouplog.umeng.com
	IP: 47.246.110.94 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	adash.man.aliyuncs.com
	IP: 59.82.40.77 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mclient.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	pangolin16.snssdk.com
	没有服务器地理信息. 

	bds.snssdk.com
	IP: 27.221.111.101 
所属国家: China 
地区: Shandong 
城市: Jinan 

	graph.facebook.com
	IP: 122.10.85.4 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	applog.uc.cn
	IP: 111.62.115.28 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	idmb.register.xmpush.global.xiaomi.com
	IP: 13.234.150.249 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	www.jivesoftware.com
	IP: 35.238.7.255 
所属国家: United States of America 
地区: Iowa 
城市: Council Bluffs 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	fusion.qq.com
	IP: 175.27.9.125 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tobapplog.tobsnssdk.com
	IP: 23.44.51.168 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	wespypicuser.afunapp.com
	IP: 116.114.96.35 
所属国家: China 
地区: Nei Mongol 
城市: Alxa 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qydev.netease.com
	IP: 59.111.48.68 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	nim.nosdn.127.net
	IP: 220.181.158.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wup.imtt.qq.com
	IP: 42.187.184.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.utag.mob.com
	没有服务器地理信息. 

	mta.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	open-api1.test.gifshow.com
	IP: 103.102.200.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	success.ctobsnssdk.com
	IP: 220.181.157.140 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	api.map.baidu.com
	IP: 111.206.208.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dctest.sigmob.cn
	IP: 39.105.226.242 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wappaygw.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	snakeup.tcsdzz.com
	IP: 220.181.135.224 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uc.qbox.me
	IP: 111.225.212.230 
所属国家: China 
地区: Hebei 
城市: Langfang 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdfp.snssdk.com
	IP: 220.181.157.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ucc.umeng.com
	IP: 203.119.169.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adservice.sigmob.cn
	IP: 101.200.125.221 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sca.tcsdzz.com
	IP: 116.114.96.35 
所属国家: China 
地区: Nei Mongol 
城市: Alxa 

	androidquery.appspot.com
	IP: 128.242.240.91 
所属国家: United States of America 
地区: California 
城市: Milpitas 

	configapi-api.glqa.jpushoa.com
	IP: 172.17.5.42 
所属国家: - 
地区: - 
城市: - 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	da.qytest.netease.com
	IP: 59.111.241.137 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	apps.samsung.com
	IP: 42.81.61.124 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	223.252.220.223
	IP: 223.252.220.223 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wapmap.baidu.com
	IP: 111.206.209.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dc.sigmob.cn
	IP: 112.126.7.24 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apk-upgrade.tcsdzz.com
	IP: 47.104.0.220 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	store3.hispace.hicloud.com
	IP: 104.82.28.111 
所属国家: United States of America 
地区: Virginia 
城市: Manassas 

	norma-external-collect.meizu.com
	IP: 113.106.27.98 
所属国家: China 
地区: Guangdong 
城市: Zhongshan 

	payment.iapppay.com
	IP: 67.21.93.239 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	new.api.ad.xiaomi.com
	没有服务器地理信息. 

	wanproxy.127.net
	IP: 223.252.196.40 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	139.224.2.208
	IP: 139.224.2.208 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pms.mb.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	139.224.202.75
	IP: 139.224.202.75 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	snakeupload-dev.tcsdzz.com
	IP: 139.224.2.208 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	share.imap.baidu.com
	IP: 111.206.209.120 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apmlog.snssdk.com
	IP: 220.181.157.140 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf1-ttcdn-tos.pstatp.com
	IP: 42.81.21.248 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	snakepay.tcsdzz.com
	IP: 115.28.115.231 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	c.isdspeed.qq.com
	没有服务器地理信息. 

	www.chengzijianzhan.com
	IP: 42.81.21.242 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	snakeupload.tcsdzz.com
	IP: 115.28.114.49 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	h5.m.taobao.com
	IP: 220.181.135.233 
所属国家: China 
地区: Beijing 
城市: Beijing 

	n.sigmob.cn
	IP: 222.34.60.100 
所属国家: China 
地区: Jilin 
城市: Siping 

	lbs.netease.im
	IP: 59.111.211.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api-push.meizu.com
	IP: 125.94.213.129 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	devsnakeup.tcsdzz.com
	IP: 139.224.2.208 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ad.toutiao.com
	IP: 58.58.80.217 
所属国家: China 
地区: Shandong 
城市: Yantai 

	ofloc.map.baidu.com
	IP: 110.242.70.118 
所属国家: China 
地区: Hebei 
城市: Baoding 

	reportlog.cocos.com
	IP: 39.97.6.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	snakeapi2.tcsdzz.com
	IP: 121.42.243.230 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	long.open.weixin.qq.com
	IP: 109.244.216.15 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gjapplog.ucweb.com
	IP: 168.235.204.12 
所属国家: United States of America 
地区: California 
城市: Monrovia 

	api.weibo.com
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	success.itobsnssdk.com
	IP: 23.220.70.147 
所属国家: Colombia 
地区: Antioquia 
城市: Medellin 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.weibo.cn
	IP: 49.7.40.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weibo.cn
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	toblog.itobsnssdk.com
	IP: 23.193.96.89 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	loc.map.baidu.com
	IP: 111.206.209.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adstage.sigmob.cn
	IP: 39.107.214.198 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	bbs.lbsyun.baidu.com
	没有服务器地理信息. 

	uplog.qbox.me
	IP: 111.225.212.227 
所属国家: China 
地区: Hebei 
城市: Langfang 

	static.yximgs.com
	IP: 222.143.140.107 
所属国家: China 
地区: Henan 
城市: Hebi 

	qzs.qq.com
	IP: 182.254.52.119 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	alogus.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ulogs.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipay.com
	IP: 203.209.245.77 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sf6-ttcdn-tos.pstatp.com
	IP: 123.246.224.109 
所属国家: China 
地区: Liaoning 
城市: Panjin 

	p3-tt.byteimg.com
	IP: 42.81.21.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	is.snssdk.com
	IP: 106.117.244.230 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	appsupport.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	url.havefun.im
	没有服务器地理信息. 

	toblog.ctobsnssdk.com
	IP: 221.130.19.101 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	iapppay-data.iapppay.com
	IP: 67.21.93.239 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.weixin.qq.com
	IP: 175.24.219.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	plbslog.umeng.com
	IP: 36.156.202.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.mob.com
	IP: 116.62.130.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tobapplog.ctobsnssdk.com
	IP: 36.156.39.101 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	success.tobsnssdk.com
	IP: 103.136.220.205 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	register.xmpush.global.xiaomi.com
	IP: 47.88.199.5 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	en.wikipedia.org
	IP: 199.59.148.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	nos.netease.com
	IP: 45.127.129.36 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	log.tbs.qq.com
	IP: 109.244.244.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	snake.tcsdzz.com
	IP: 220.181.158.196 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 121.36.119.243 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	da.qiyukf.netease.com
	IP: 59.111.222.254 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	tobapplog.itobsnssdk.com
	IP: 23.220.70.133 
所属国家: Colombia 
地区: Antioquia 
城市: Medellin 

	api.u.mob.com
	没有服务器地理信息. 

	da.qiyukf.com
	IP: 59.111.248.114 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cgi.connect.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	itsdata.map.baidu.com
	IP: 111.206.209.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wspeed.qq.com
	没有服务器地理信息. 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	p.share.mob.com
	没有服务器地理信息. 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	soft.tbs.imtt.qq.com
	IP: 220.194.122.241 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	openmobile.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 183.84.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	map.baidu.com
	IP: 111.206.208.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf3-ttcdn-tos.pstatp.com
	IP: 42.81.21.239 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	graph.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.cn
	IP: 121.36.119.243 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	developer.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cfg.imtt.qq.com
	IP: 109.244.173.227 
所属国家: China 
地区: Beijing 
城市: Beijing 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	ulogs.umengcloud.com
	IP: 223.109.148.176 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qy-swallow.qiyukf.com
	IP: 59.111.248.114 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	j.map.baidu.com
	IP: 111.206.209.187 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	pangolin.snssdk.com
	IP: 220.181.157.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cmnsguider.yunos.com
	IP: 203.119.169.44 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mta.oa.com
	IP: 193.123.33.15 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	i.snssdk.com
	IP: 150.139.245.241 
所属国家: China 
地区: Shandong 
城市: Jinan 

	pingma.qq.com
	IP: 119.45.78.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	toblog.tobsnssdk.com
	IP: 23.44.51.168 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	119.29.29.29
	IP: 119.29.29.29 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	imtest.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	store.hispace.hicloud.com
	IP: 118.194.33.169 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	www.facebook.com
	IP: 199.16.158.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	store1.hispace.hicloud.com
	IP: 118.194.33.169 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	47.105.174.248
	IP: 47.105.174.248 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pslog.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.e.kuaishou.com
	IP: 103.107.219.5 
所属国家: China 
地区: Beijing 
城市: Beijing 

	media.weibo.cn
	IP: 180.149.153.242 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/g.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/b.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/b/d.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/b/f.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/e.java 

	https://api.weixin.qq.com/sns/oauth2/access_token 
	cn/sharesdk/wechat/utils/h.java 

	https://api.weixin.qq.com/sns/oauth2/refresh_token 
	cn/sharesdk/wechat/utils/h.java 

	https://api.weixin.qq.com/sns/userinfo 
	cn/sharesdk/wechat/utils/h.java 

	http://p.share.mob.com/tags/getTagList 
	cn/sharesdk/framework/authorize/f.java 

	https://) 
	cn/sharesdk/framework/b/a.java 

	http://qzs.qq.com/open/mobile/login/qzsjump.html?sdkv=3.3.0.lite&display=mobile 
	cn/sharesdk/tencent/qq/a.java 

	http://app.qq.com/detail/com.tencent.mobileqq?autodownload=1&norecommend=1&rootvia=opensdk 
	cn/sharesdk/tencent/qq/a.java 

	https://graph.qq.com/oauth2.0/m_authorize?response_type=token&client_id= 
	cn/sharesdk/tencent/qq/c.java 

	https://graph.qq.com/user/get_simple_userinfo 
	cn/sharesdk/tencent/qq/c.java 

	https://graph.qq.com 
	cn/sharesdk/tencent/qq/c.java 

	https://graph.qq.com/oauth2.0/m_authorize?response_type=token&client_id= 
	cn/sharesdk/tencent/qzone/b.java 

	https://graph.qq.com/user/get_simple_userinfo 
	cn/sharesdk/tencent/qzone/b.java 

	https://graph.qq.com/photo/upload_pic 
	cn/sharesdk/tencent/qzone/b.java 

	https://graph.qq.com 
	cn/sharesdk/tencent/qzone/b.java 

	http://configapi-api.glqa.jpushoa.com/v1/status 
	cn/jiguang/ax/e.java 

	http://sdk.e.qq.com/err 
	com/qq/e/comm/services/a.java 

	http://sdk.e.qq.com/activate 
	com/qq/e/comm/services/a.java 

	http://sdk.e.qq.com/launch 
	com/qq/e/comm/services/a.java 

	http://wspeed.qq.com/w.cgi 
	com/qq/e/comm/services/RetCodeService.java 

	http://c.isdspeed.qq.com/code.cgi 
	com/qq/e/comm/services/RetCodeService.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/phpui2/v1/ 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkws/place/v2/detail 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/indoor/v1/ 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/place/v2/suggestion 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/geocoder/v2 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/phpui/v1/ 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/pathplan/v2/transit 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/direction/v1 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/apimap/v1/ 
	com/baidu/platform/domain/a.java 

	http://j.map.baidu.com/ 
	com/baidu/platform/domain/a.java 

	http://share.imap.baidu.com/ps 
	com/baidu/platform/domain/a.java 

	http://api.map.baidu.com/sdkproxy/lbs_androidsdk/apimap/v1/s 
	com/baidu/platform/domain/a.java 

	http://bbs.lbsyun.baidu.com/forum.php?mod=viewthread&tid=106461\n=============================================\n 
	com/baidu/platform/comapi/util/PermissionCheck.java 

	http://map.baidu.com/?newmap=1&s= 
	com/baidu/platform/core/e/e.java 

	http://wapmap.baidu.com/s?tn=Detail&pid= 
	com/baidu/platform/core/e/c.java 

	http://loc.map.baidu.com/sdk.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/user_err.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/oqur.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/tcu.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/rtbu.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/iofd.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/wloc 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/sdk_ep.php 
	com/baidu/location/h/j.java 

	http://loc.map.baidu.com/apigetindoordata.php 
	com/baidu/location/c/a/a.java 

	http://itsdata.map.baidu.com/long-conn-gps/sdk.php 
	com/baidu/location/a/e.java 

	http://loc.map.baidu.com/cc.php 
	com/baidu/location/a/c.java 

	http://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/h.java 

	http://%s/%s 
	com/baidu/location/e/d.java 

	http://loc.map.baidu.com/gpsz 
	com/baidu/location/b/a.java 

	https://api.map.baidu.com/sdkcs/verify 
	com/baidu/lbsapi/auth/LBSAuthManager.java 

	https://uplog.qbox.me/log/3 
	com/d/a/a/b.java 

	https://uc.qbox.me 
	com/d/a/b/a.java 

	http://uc.qbox.me 
	com/d/a/b/a.java 

	http://%s 
	com/d/a/b/c.java 

	https://lkme.cc/i/ 
	com/microquation/linkedme/android/b/d.java 

	https://lkme.cc/i 
	com/microquation/linkedme/android/b/a/b.java 

	https://lkme.cc/i 
	com/microquation/linkedme/android/b/a/f.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/f.java 

	https://n.sigmob.cn/icon/sig_logo.png 
	com/sigmob/sdk/base/models/BaseAdUnit.java 

	https://dctest.sigmob.cn/log 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adstage.sigmob.cn/ad/v3 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adstage.sigmob.cn/strategy/v3 
	com/sigmob/sdk/common/SDKConfig.java 

	https://dc.sigmob.cn/log 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adservice.sigmob.cn/ad/v3 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adservice.sigmob.cn/strategy/v3 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adstage.sigmob.cn/config 
	com/sigmob/sdk/common/SDKConfig.java 

	https://adservice.sigmob.cn/config 
	com/sigmob/sdk/common/SDKConfig.java 

	http://adstage.sigmob.cn/extconfig 
	com/sigmob/sdk/common/SDKConfig.java 

	http://adservice.sigmob.cn/extconfig 
	com/sigmob/sdk/common/SDKConfig.java 

	https://data.iapppay.com/useractive 
	com/iapppay/utils/v.java 

	https://iapppay-data.iapppay.com/useractive 
	com/iapppay/utils/v.java 

	https://data.iapppay.com/useractive 
	com/iapppay/f/a/c.java 

	https://iapppay-data.iapppay.com/useractive 
	com/iapppay/f/a/c.java 

	http://data.iapppay.com:8048/domain?dn=data.iapppay.com 
	com/iapppay/f/b/f.java 

	http://119.29.29.29/d?dn= 
	com/iapppay/f/b/f.java 

	http://119.29.29.29/d?dn= 
	com/iapppay/b/a.java 

	http://127.0.0.1/ 
	com/iapppay/interfaces/bean/OrderBean.java 

	https://ipay.iapppay.com 
	com/iapppay/interfaces/network/HttpReqTask.java 

	https://payment.iapppay.com 
	com/iapppay/interfaces/network/HttpReqTask.java 

	https://iapppay.halodigit.com 
	com/iapppay/interfaces/network/HttpReqTask.java 

	https://api.twitter.com/oauth/access_token 
	com/androidquery/auth/TwitterHandle.java 

	https://api.twitter.com/oauth/authorize 
	com/androidquery/auth/TwitterHandle.java 

	https://api.twitter.com/oauth/request_token 
	com/androidquery/auth/TwitterHandle.java 

	https://graph.facebook.com/oauth/authorize 
	com/androidquery/auth/FacebookHandle.java 

	https://www.facebook.com/connect/login_success.html 
	com/androidquery/auth/FacebookHandle.java 

	https://graph.facebook.com/oauth/authorize? 
	com/androidquery/auth/FacebookHandle.java 

	https://graph.facebook.com/me 
	com/androidquery/auth/FacebookHandle.java 

	https://androidquery.appspot.com 
	com/androidquery/service/MarketService.java 

	https://api.xmpush.xiaomi.com/upload/xmsf_log?file= 
	com/xiaomi/mipush/sdk/u.java 

	https://api.xmpush.xiaomi.com/upload/app_log?file= 
	com/xiaomi/mipush/sdk/u.java 

	https://api.xmpush.xiaomi.com/upload/crash_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fo.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/gj.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gq.java 

	http://new.api.ad.xiaomi.com/logNotificationAdActions 
	com/xiaomi/push/cq.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gr.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fy.java 

	http://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cz.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	http://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bf.java 

	https://errlog.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://applog.uc.cn/collect 
	com/uc/crashsdk/a/h.java 

	https://gjapplog.ucweb.com/collect 
	com/uc/crashsdk/a/h.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	http://h5.m.taobao.com/trade/paySuccess.html?bizOrderId=$OrderId$& 
	com/alipay/sdk/data/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/packet/impl/c.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/b/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/b/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/b/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/b/b/a.java 

	https://en.wikipedia.org/wiki/Hostname 
	com/sensorsdata/analytics/android/sdk/SensorsDataAPI.java 

	http://snakeapi2.tcsdzz.com/ 
	com/wepie/snake/lib/uncertain_class/config/debugInfo/BaseUrlView.java 

	http://139.224.2.208:8020/ 
	com/wepie/snake/lib/uncertain_class/config/debugInfo/BaseUrlView.java 

	http://139.224.2.208:8099/ 
	com/wepie/snake/lib/uncertain_class/config/debugInfo/BaseUrlView.java 

	http://47.105.174.248:8091/ 
	com/wepie/snake/lib/uncertain_class/config/debugInfo/BaseUrlView.java 

	http://139.224.202.75:8099/ 
	com/wepie/snake/lib/uncertain_class/config/debugInfo/BaseUrlView.java 

	http://devapkupgrade.tcsdzz.com:8010/api/upgrade/snake 
	com/wepie/snake/lib/update/a/a.java 

	http://apk-upgrade.tcsdzz.com/api/upgrade/snake 
	com/wepie/snake/lib/update/a/a.java 

	http://snakepay.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://snakeapi2.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://139.224.2.208:8020/ 
	com/wepie/snake/app/a.java 

	http://snakeup.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://devsnakeup.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://snakeupload.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://snakeupload-dev.tcsdzz.com/ 
	com/wepie/snake/app/a.java 

	http://snake.tcsdzz.com? 
	com/wepie/snake/app/config/ShareConfig.java 

	http://url.havefun.im/u/LuPWvH 
	com/wepie/snake/app/config/ShareConfig.java 

	http://wespypicuser.afunapp.com/wechat_reward_qr_code.jpg 
	com/wepie/snake/app/config/RewardConfig.java 

	http://wespypicuser.afunapp.com/snake/fly_food_1476847774035 
	com/wepie/snake/app/config/game/OffFloaterConfig.java 

	http://wespypicuser.afunapp.com/snake/fly_food_1476847774035 
	com/wepie/snake/app/config/game/OlGameConfig.java 

	https://sca.tcsdzz.com/snake_food_4.png\ 
	com/wepie/snake/game/source/config/GameSkinManager.java 

	https://sca.tcsdzz.com/snake_body_4.png\ 
	com/wepie/snake/game/source/config/GameSkinManager.java 

	https://sca.tcsdzz.com/snake_skin_1473422503122\ 
	com/wepie/snake/game/source/config/GameSkinManager.java 

	http://snakeapi2.tcsdzz.com/ 
	com/wepie/snake/module/d/c/b/c.java 

	https://api.weixin.qq.com/sns/oauth2/access_token 
	com/wepie/snake/module/d/a/z.java 

	http://dev-www.tcsdzz.com/policies_detail_official_cp_ad.html 
	com/wepie/snake/module/setting/basic/UserAgreementView.java 

	https://www.tcsdzz.com/policies_detail_official_cp_ad.html 
	com/wepie/snake/module/setting/basic/UserAgreementView.java 

	https://snake.tcsdzz.com/children_privacy_policy.html 
	com/wepie/snake/module/setting/basic/UserAgreementView.java 

	https://snake.tcsdzz.com/user_agreement/official.html 
	com/wepie/snake/module/setting/basic/UserAgreementView.java 

	https://www.tcsdzz.com/logout.html 
	com/wepie/snake/module/setting/accountcancellation/NoticeWebView.java 

	http://snakepay.tcsdzz.com/ 
	com/wepie/snake/module/pay/wxh5/WXH5payActivity.java 

	https://api.weibo.com/2/proxy/sdk/statistic.json 
	com/sina/weibo/sdk/statistic/LogReport.java 

	https://api.weibo.com/oauth2/getaid.json 
	com/sina/weibo/sdk/utils/AidTask.java 

	https://api.weibo.com/oauth2/getaid.json 
	com/sina/weibo/sdk/utils/AidTask4Plug.java 

	http://m.weibo.cn/u/ 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://media.weibo.cn/article? 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://m.weibo.cn/comment? 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://m.weibo.cn/ 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://m.weibo.cn/index/router? 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	https://m.weibo.cn/p/100103type=1& 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://m.weibo.cn/mblog? 
	com/sina/weibo/sdk/web/WeiboPageUtils.java 

	http://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	http://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/auth/AccessTokenKeeper.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/BaseSsoHandler.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/e.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/a.java 

	https://open.e.kuaishou.com 
	com/kwad/sdk/c.java 

	http://e-api- 
	com/kwad/sdk/c.java 

	https://open-api1.test.gifshow.com 
	com/kwad/sdk/c.java 

	http://ad-open-api- 
	com/kwad/sdk/c.java 

	http://apps.samsung.com/appquery/appDetail.as?appId= 
	com/kwad/sdk/c/c.java 

	https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-kwaiPlayer-release-320.apk 
	com/kwad/sdk/core/video/a/e.java 

	https://open.e.kuaishou.com/rest/e/v3/open/sdk 
	com/kwad/sdk/api/loader/Updater.java 

	https://)nos.netease.com/nim/ 
	com/qiyukf/basesdk/b/a/a/c.java 

	https://nim.nosdn.127.net/ 
	com/qiyukf/basesdk/b/a/a/c.java 

	http://da.qytest.netease.com 
	com/qiyukf/unicorn/f/c.java 

	http://da.qiyukf.netease.com 
	com/qiyukf/unicorn/f/c.java 

	https://da.qiyukf.com 
	com/qiyukf/unicorn/f/c.java 

	http://qytest.netease.com 
	com/qiyukf/unicorn/f/b/a.java 

	http://qiyukf.netease.com 
	com/qiyukf/unicorn/f/b/a.java 

	https://qy-swallow.qiyukf.com 
	com/qiyukf/unicorn/f/b/a.java 

	http://qydev.netease.com 
	com/qiyukf/unicorn/f/b/a.java 

	https://nim.qiyukf.com 
	com/qiyukf/unicorn/f/b/a.java 

	https://wanproxy.127.net/lbs 
	com/qiyukf/nimlib/b.java 

	http://imtest.netease.im/lbs/conf 
	com/qiyukf/nimlib/b/d.java 

	http://223.252.220.223/lbsrc/conf.jsp 
	com/qiyukf/nimlib/b/d.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/qiyukf/nimlib/b/d.java 

	https://adash.man.aliyuncs.com/man/api?ak=23356390&s= 
	com/alibaba/sdk/android/b/b.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-general-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/string-interning 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	https://reportlog.cocos.com 
	com/a/a/c/c.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/kwai/filedownloader/services/a.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/client/log/upload 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/server/getPublicKey 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.in.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	http://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	http://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api.weibo.com/oauth2/default.html 
	com/welib/share/b/b.java 

	https://toblog.ctobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://tobapplog.ctobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.tobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://tobapplog.tobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.itobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://tobapplog.itobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.ctobsnssdk.com/service/2/device_register_only/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.ctobsnssdk.com/service/2/app_alert_check/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.ctobsnssdk.com/service/2/log_settings/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.ctobsnssdk.com/service/2/abtest_config/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://success.ctobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.tobsnssdk.com/service/2/device_register_only/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.tobsnssdk.com/service/2/app_alert_check/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.tobsnssdk.com/service/2/log_settings/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.tobsnssdk.com/service/2/abtest_config/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://success.tobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.itobsnssdk.com/service/2/device_register_only/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.itobsnssdk.com/service/2/app_alert_check/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.itobsnssdk.com/service/2/log_settings/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://toblog.itobsnssdk.com/service/2/abtest_config/ 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://success.itobsnssdk.com 
	com/bytedance/embedapplog/util/UriConfig.java 

	https://pangolin.snssdk.com 
	com/bytedance/sdk/openadsdk/utils/ai.java 

	https://is.snssdk.com 
	com/bytedance/sdk/openadsdk/utils/ai.java 

	https://pangolin16.snssdk.com 
	com/bytedance/sdk/openadsdk/utils/ai.java 

	http://p3-tt.byteimg.com/img/web.business.image/201907245d0d495a0568785742e0b940 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	http://sf3-ttcdn-tos.pstatp.com/obj/mosaic-legacy/2b96e0005c6b6019f8a5b\ 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	https://www.chengzijianzhan.com/tetris/page/1639938884171780/?ad_id=1639940885031987&_toutiao_params=%7B%22cid%22%3A1639941324071955%2C%22device_id%22%3A38167681029%2C%22log_extra%22%3A%22%7B%5C%22ad_price%5C%22%3A%5C%22XThCVgADKYpdOEJWAAMpijdExKKDLYCp1GNXWw%5C%22%2C%5C%22convert_id%5C%22%3A1639938850817027%2C%5C%22orit%5C%22%3A900000000%2C%5C%22req_id%5C%22%3A%5C%220781feb2-bf4b-4ff8-be68-9149e288a420u6714%5C%22%2C%5C%22rit%5C%22%3A901121375%7D%22%2C%22orit%22%3A900000000%2C%22req_id%22%3A%220781feb2-bf4b-4ff8-be68-9149e288a420u6714%22%2C%22rit%22%3A901121375%2C%22sign%22%3A%22D41D8CD98F00B204E9800998ECF8427E%22%2C%22uid%22%3A65999808247%2C%22ut%22%3A12%7D\ 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	http://sf3-ttcdn-tos.pstatp.com/img/mosaic-legacy/2b96e0005c6b6019f8a5b 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	https://sf1-ttcdn-tos.pstatp.com/obj/union-fe/playable/97699c8fb31e7836e828cffdd428bc80/index.html?toutiao_card_params=%7B%22name%22%3A%20%22%5Cu5168%5Cu6c11%5Cu6f02%5Cu79fb-3D%5Cu98d9%5Cu8f66%22%2C%20%22pkg_name%22%3A%20%22com.joyfort.merge.car%22%2C%20%22id%22%3A%201639299979328516%2C%20%22download_url%22%3A%20%22https%3A//itunes.apple.com/cn/app/%25E5%2585%25A8%25E6%25B0%2591%25E6%25BC%2582%25E7%25A7%25BB3d/id1453467684%3Fmt%3D8%22%2C%20%22external_url%22%3A%20%22%22%7D\ 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	http://sf1-ttcdn-tos.pstatp.com/obj/ttfe/adfe/union_endcard/union_test_tool.mp4\ 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	http://sf1-ttcdn-tos.pstatp.com/obj/ttfe/adfe/union_endcard/Lark20190725-175511.png 
	com/bytedance/sdk/openadsdk/component/reward/d.java 

	https://i.snssdk.com/inspect/aegis/client/page/ 
	com/bytedance/sdk/openadsdk/core/r.java 

	https://sf3-ttcdn-tos.pstatp.com/obj/ad-pattern/renderer/package.json 
	com/bytedance/sdk/openadsdk/core/h/l.java 

	http://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html 
	com/bytedance/sdk/openadsdk/core/widget/a.java 

	http://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html 
	com/bytedance/sdk/openadsdk/core/widget/b.java 

	https://i.snssdk.com/api/ad/union/sdk/stats/ 
	com/bytedance/sdk/openadsdk/core/b/c.java 

	https://sf3-ttcdn-tos.pstatp.com/obj/ad-pattern/renderer/latest/index.html 
	com/bytedance/sdk/openadsdk/core/nativeexpress/NativeExpressView.java 

	http://127.0.0.1: 
	com/bytedance/sdk/openadsdk/j/f.java 

	http://apmlog.snssdk.com/apm/collect/crash/ 
	com/bytedance/tea/crash/e/b.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ouplog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com/unify_logs 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com/unify_logs 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com/unify_logs 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com/unify_logs 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://cmnsguider.yunos.com:443/genDeviceToken 
	com/umeng/commonsdk/statistics/idtracking/v.java 

	https://cmnsguider.yunos.com:443/genDeviceToken 
	com/umeng/commonsdk/statistics/idtracking/w.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/h.java 

	https://ucc.umeng.com/v1/fetch 
	com/umeng/analytics/pro/ah.java 

	https://pslog.umeng.com/ablog 
	com/umeng/analytics/pro/ah.java 

	https://bds.snssdk.com 
	com/pgl/a/a/a.java 

	https://sdfp.snssdk.com 
	com/pgl/a/a/a.java 

	http://api.u.mob.com 
	com/mob/MobUser.java 

	http://api.utag.mob.com/bdata 
	com/mob/commons/utag/UserTager.java 

	http://api.utag.mob.com/conf 
	com/mob/commons/utag/TagRequester.java 

	http://up.sdk.mob.com 
	com/mob/commons/filesys/FileUploader.java 

	http://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/n.java 

	http://wup.imtt.qq.com:8080 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/n.java 

	http://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/n.java 

	http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	http://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/i.java 

	http://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	http://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/a/c.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/b/a/a.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/b/a/a.java 

	http://pingma.qq.com:80/mstat/report 
	com/tencent/stat/StatConfig.java 

	http://mta.qq.com/ 
	com/tencent/stat/StatService.java 

	http://mta.oa.com/ 
	com/tencent/stat/StatService.java 

	https://graph.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QQShare.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QzoneShare.java 

	http://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	http://qzs.qq.com/open/mobile/login/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	http://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	http://qzs.qq.com/open/mobile/login/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://github.com/Tencent/tinker/issues 
	com/tencent/tinker/lib/reporter/DefaultLoadReporter.java 

	https://github.com/Tencent/tinker/issues 
	com/tencent/tinker/lib/reporter/DefaultPatchReporter.java 

	http://qzs.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	http://qzs.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	http://qzs.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	http://qzs.qq.com 
	com/tencent/open/SocialApiIml.java 

	http://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/f.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/b/d.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	http://ad.toutiao.com/advertiser_package/ 
	com/ss/android/downloadlib/f/i.java 

	https://ad.toutiao.com/advertiser_package/ 
	com/ss/android/downloadlib/f/i.java 

	http://lf3-ttcdn-tos.pstatp.com/ 
	com/ss/android/downloadlib/f/i.java 

	https://lf3-ttcdn-tos.pstatp.com/ 
	com/ss/android/downloadlib/f/i.java 

	http://www.samsungapps.com/appquery/appDetail.as?appId= 
	com/ss/android/downloadlib/f/f.java 

	https://i.snssdk.com/inspect/aegis/client/app/resend/ 
	com/ss/android/downloadlib/a/d/a.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	b/e.java 

	https://snake-d8642.firebaseio.com 
	Mogua Engine V1 

	https://play.google.com/store 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com/app/ 
	Mogua Engine V1 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	http://www.mob.com/policy/en 
	Mogua Engine V1 

	http://www.mob.com/policy/en</a>. 
	Mogua Engine V1 

	http://www.mob.com 
	Mogua Engine V1 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V1 

	http://www.mob.com/policy/zh 
	Mogua Engine V1 

	http://www.mob.com/policy/zh</a> 
	Mogua Engine V1 

	https://data-drcn.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dra.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dre.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-drru.push.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	https://store1.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store2.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store3.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store-drru.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	http://wespypicuser.afunapp.com/snake_skin_1518161804.png 
	Mogua Engine V2 

	http://wespypicuser.afunapp.com/snake_skin_1518261223.gif 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	weapp2013@163.com 
	com/wepie/snake/module/pay/a/a.java 

	mei号和大体定位时间到loc-bugs@baidu.com 
	com/wepie/location/a.java 

	进阶徽章@3x.png 
bg@3x.png 
椭圆形@3x.png 
copy@3x.png 
	Mogua Engine V2 

	show等级提升@2x.png 
	Mogua Engine V2 

	4@3x.png 
	Mogua Engine V2 

	团战模式@2x.png 
未解鎖狀態@2x.png 
標題@2x.png 
确定-btn@2x.png 
	Mogua Engine V2 

	copy@2x.png 
	Mogua Engine V2 

	114@2x.png 
113@2x.png 
112@2x.png 
星星@2x.png 
彩带@2x.png 
云@2x.png 
蓝@2x.png 
黄@2x.png 
红@2x.png 
星1@2x.png 
星2@2x.png 
	Mogua Engine V2 

	1_objects@2x_8.png 
1_objects@2x_6.png 
	Mogua Engine V2 

	1_objects@2x_8.png 
1_objects@2x_5.png 
1_objects@2x_4.png 
	Mogua Engine V2 

	手@2x.png 
	Mogua Engine V2 

	手@2x.png 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	18345352118 
	com/baidu/platform/comapi/util/b.java 

	15555215554 
	com/ishumei/c/g.java 

	15555215556 
	com/ishumei/c/g.java 

	15555215558 
	com/ishumei/c/g.java 

	15555215560 
	com/ishumei/c/g.java 

	15555215562 
	com/ishumei/c/g.java 

	15555215564 
	com/ishumei/c/g.java 

	15555215566 
	com/ishumei/c/g.java 

	15555215568 
	com/ishumei/c/g.java 

	15555215570 
	com/ishumei/c/g.java 

	15555215572 
	com/ishumei/c/g.java 

	15555215574 
	com/ishumei/c/g.java 

	15555215576 
	com/ishumei/c/g.java 

	15555215578 
	com/ishumei/c/g.java 

	15555215580 
	com/ishumei/c/g.java 

	15555215582 
	com/ishumei/c/g.java 

	15555215584 
	com/ishumei/c/g.java 

	13763928516 
	com/wepie/snake/module/game/b/a.java 

	13517322249 
	com/wepie/snake/module/game/b/a.java 

	18650467792 
	com/wepie/snake/module/game/b/a.java 

	15230338525 
	com/wepie/snake/module/game/b/a.java 

	19700101000 
	com/bytedance/sdk/adnet/c/f.java 

	19199999641 
	Mogua Engine V2 

	16667175293 
	Mogua Engine V2 

	13300000359 
	Mogua Engine V2 

	16667175293 
	Mogua Engine V2 
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6. 硬编码敏感信息
	可能的敏感信息

	"firebase_database_url" : "https://snake-d8642.firebaseio.com" 

	"google_api_key" : "AIzaSyDPR2C-q3vdFrhxkF1MC2VHK6qHFZSxDNs" 

	"google_crash_reporting_api_key" : "AIzaSyDPR2C-q3vdFrhxkF1MC2VHK6qHFZSxDNs" 

	"ipay_password" : "密 码" 

	"ipay_ui_input_original_pwd" : "请输入原登录密码" 

	"ipay_ui_input_wrong_pwd" : "密码输入有误" 

	"ipay_ui_login_find_pwd" : "找回密码" 

	"ipay_ui_login_forget_pwd" : "忘记密码" 

	"ipay_ui_login_input_pwd" : "请输入密码" 

	"ipay_ui_login_input_pwd_again" : "请再次输入登录密码" 

	"ipay_ui_pwd_not_null" : "密码不能为空" 

	"ipay_ui_pwd_set" : "请输入6~24位登录密码" 

	"ipay_ui_reset_pwd" : "重置密码" 

	"ipay_ui_set_pwd" : "设置密码" 

	"ipay_ui_setting_pwd" : "正在设置密码..." 

	"ksad_ad_default_author" : "@可爱的广告君创造的原声" 

	"ksad_ad_default_username" : "@可爱的广告君" 

	"mobcommon_authorize_dialog_accept" : "Accept" 

	"mobcommon_authorize_dialog_content" : "In order to provide you with Mobservice, please check our service policy. For details, please click <a href="http://www.mob.com/policy/en">http://www.mob.com/policy/en</a>. If you agree with our service policy, please click "accept", if you do not agree with our service policy, please click "reject"" 

	"mobcommon_authorize_dialog_reject" : "Reject" 

	"mobcommon_authorize_dialog_title" : "Terms of Use" 

	"private_chat" : "私聊" 

	"ssdk_cmcc_auth" : "手机认证服务由中国移动提供" 

	"ssdk_cmcc_login_one_key" : "本机号码一键登录" 

	"ssdk_instapaper_pwd" : "密码" 

	"ssdk_weibo_oauth_regiseter" : "应用授权" 

	"user_name" : "用户名" 

	"ysf_dialog_close_session" : "确认退出对话？" 

	"ysf_menu_close_session" : "退出" 

	"mobcommon_authorize_dialog_accept" : "Accept" 

	"mobcommon_authorize_dialog_content" : "In order to provide you with Mobservice, please check our service policy. For details, please click <a href="http://www.mob.com/policy/en">http://www.mob.com/policy/en</a>. If you agree with our service policy, please click "accept", if you do not agree with our service policy, please click "reject"" 

	"mobcommon_authorize_dialog_reject" : "Reject" 

	"mobcommon_authorize_dialog_title" : "Terms of Use" 

	"ssdk_cmcc_auth" : "Provided by China Mobile" 

	"ssdk_cmcc_login_one_key" : "PhoneNum Login" 

	"ssdk_instapaper_pwd" : "Password" 

	"ssdk_weibo_oauth_regiseter" : "Authorization" 

	"mobcommon_authorize_dialog_accept" : "同意" 

	"mobcommon_authorize_dialog_content" : "为了给您提供Mobservice相关产品服务，请您详细查看我们的隐私政策，详见<a href="http://www.mob.com/policy/zh">http://www.mob.com/policy/zh</a>。如您同意我们的隐私政策，请点击“接受”，如您不同意我们的隐私政策，请点击“拒绝”。" 

	"mobcommon_authorize_dialog_reject" : "拒绝" 

	"mobcommon_authorize_dialog_title" : "服务授权" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.SET_DEBUG_APP
	危险
	启用应用程序调试
	允许一个应用程序打开另一个应用程序的调试。恶意应用程序可以使用它来杀死其他应用程序

	com.wepie.snake.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	com.wepie.snake.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.wepie.snake.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.wepie.snake.permission.KW_SDK_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.CHANGE_CONFIGURATION
	系统需要
	更改您的 UI 设置
	允许应用程序更改当前配置,例如语言环境或整体字体大小

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.wepie.snake.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.wepie.snake.app.activity.StartActivity
	Schemes: app://, wp.snake://, https://, http://, 
Hosts: snake, linkedme, lkme.cc, 
Paths: /StartActivity/, 
Path Prefixes: /G5D, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1105424927://, 
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