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网格通（ 1.0.88版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	网格通

	版本
	1.0.88

	包名
	com.newland.smartGridTool

	域名线索
	5条

	URL线索
	1条

	APP图标
	

	分析日期
	2025年6月19日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	fxbhd.apk

	文件大小
	140.77MB

	MD5值
	d40842e2ebdd61d6d73fffa9c34467b7

	SHA1值
	598703d656c29829c73546eda8e6e47e94298cbc

	SHA256值
	ffcac51e531c12a8e85d7eb6e98dffcfd5cafc03e808f723768b0e816cfdee6f



3. APP基本信息
	类别
	内容

	App名称
	网格通

	包名
	com.newland.smartGridTool

	主活动Activity
	com.newland.wstdd.activity.SplashActivity

	安卓版本名称
	1.0.88

	安卓版本
	60



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	vpvideo.vpclub.cn
	IP: 139.159.152.208 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	d.firim.pro
	IP: 199.59.243.228 
所属国家: United States of America 
地区: Florida 
城市: Tampa 

	www.mob.com
	IP: 180.188.26.28 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	journeyapps.com
	IP: 13.35.37.103 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 


4.2 URL线索
	URL信息
	Url所在文件

	https://vpvideo.vpclub.cn 
	摸瓜V1引擎 

	https://journeyapps.com/ 
	摸瓜V1引擎 

	https://github.com/journeyapps/zxing-android-embedded 
	摸瓜V1引擎 

	http://www.mob.com 
	摸瓜V1引擎 

	http://d.firim.pro/3gk2 
	摸瓜V1引擎 


4.3 邮箱线索
4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: ST=福建, L=福州, O=中国移动福建公司, OU=中国移动福建公司, CN=中国移动福建公司 签名算法: rsassa_pkcs1v15 有效期自: 2016-09-27 09:17:53+00:00 有效期至: 2116-09-03 09:17:53+00:00 发行人: ST=福建, L=福州, O=中国移动福建公司, OU=中国移动福建公司, CN=中国移动福建公司 序列号: 0x45c54a60 哈希算法: sha256 md5值: e89df37607ba489dc9c0f306c9b62a6c sha1值: a47cfd270d1f3c4b1f836702364bbac2011fbefa sha256值: 154e07abc9b9d68686657103f9e937a8e3795a945f1f7abb10ce0d38340b1e12 sha512值: dd7e087d60feb35c1f4ac32951dc3458589e3f15e0d755e320a6172ef70bd92f45d7038ab3f472c15e2edd03ffa49dac3efd8858cd6903fccad65a58d1ad458e 公钥算法: rsa 密钥长度: 2048 指纹: 613bdfbcdf2716f7df96db220b2a8b833f26617ed5b8f7eb7f73001f2b50af49

6. 硬编码敏感信息
	可能的敏感信息

	"AppKey" : "SCWi10QQOF6Ks9hK5A18r7" 

	"AppSecret" : "yPUOGfrRPb9KGP1VLaDf3A" 

	"SERVICE_PASSWORD" : "异地业务鉴权需采集客户的服务密码，请确认是否同意？" 

	"alter_gesture_pwd" : "修改手势密码" 

	"biometric_dialog_use_password" : "使用密码验证" 

	"cmlib_voip_call_auth_failed" : "第三方鉴权失败，子账号余额不足" 

	"cmlib_voip_call_fail_connection_failed_auth" : "第三方鉴权地址连接失败" 

	"default_openvidu_secret" : "wan123" 

	"default_session_name" : "123123" 

	"find_pwd" : "找回密码" 

	"gc_authmanager_4A_account_not_exit" : "Account not Found" 

	"gc_authmanager_4A_loginfailtoomush" : "Failed login, account locked 10 mins" 

	"gc_authmanager_4A_modifypassowrd_failed" : "Failed to reset the password" 

	"gc_authmanager_4A_modifypassowrd_succeed" : "Password reset successfully" 

	"gc_authmanager_4A_password_notmatchtherule" : "Password does not match the rule" 

	"gc_authmanager_4A_sendMSM_failed" : "Failed to obtain the verification code" 

	"gc_authmanager_4A_sendMSM_succeed" : "Verification code obtained successfully" 

	"gc_authmanager_fill_info_10200004" : "Failed to obtain the login user info." 

	"gc_authmanager_fill_info_10200105" : "The new password must be different from the old one." 

	"gc_authmanager_fill_info_1030005403" : "The old password is incorrect." 

	"gc_authmanager_fill_info_1030007409" : "The email already exists." 

	"gc_authmanager_fill_info_1030008403" : "Failed to update the account." 

	"gc_authmanager_fill_info_1030008409" : "The account already exists." 

	"gc_authmanager_forgetpassword_10200186" : "Incorrect email" 

	"gc_authmanager_joinorganization_10200141" : "Invitation code not match" 

	"gc_authmanager_joinorganization_10200146" : "You have already joined the organization" 

	"gc_authmanager_joinorganization_10200174" : "Sorry,the UC can not be accessed" 

	"gc_authmanager_joinorganization_1030010404" : "Invitation code is wrong or expired" 

	"gc_authmanager_joinorganization_1030011404" : "Can't get your tenant info" 

	"gc_authmanager_joinorganization_1030011409" : "No invitation code for the organization" 

	"gc_authmanager_joinorganization_1030011410" : "Invitation code expires" 

	"gc_authmanager_joinorganization_1030011411" : "Out of invitation codes" 

	"gc_authmanager_joinorganization_1030013403" : "You can't share the invitation code" 

	"gc_authmanager_joinorganization_1030014404" : "Can't get your role info" 

	"gc_authmanager_joinorganization_1030015403" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015404" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015413" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030016413" : "a maximum of 100. If need more, go to your computer." 

	"gc_authmanager_joinorganization_failed" : "Failed to join the organization" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200134" : "No data" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200135" : "Search condition is empty" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200177" : "Invitation code not found" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_failed" : "Failed to obtain the invitation code" 

	"gc_authmanager_joinorganization_invitationcdoehasused" : "You have already used this invitation code" 

	"gc_authmanager_joinorganization_invitationcodenotexpiredoruseup" : "Invitation code has expired or has reached the limits" 

	"gc_authmanager_joinorganization_invitationcodenotmatch" : "Incorrect verification code,try again" 

	"gc_authmanager_joinorganization_succeed" : "Organization joined successfully" 

	"gc_authmanager_login_accountinvalid" : "Invalid account" 

	"gc_authmanager_login_failed" : "Failed to login" 

	"gc_authmanager_login_succeed" : "Login successful" 

	"gc_authmanager_modifyemail_emailrepeat" : "Email address exists" 

	"gc_authmanager_modifyemail_emailthesame" : "Email address can't be the same as the old one" 

	"gc_authmanager_modifyemail_failed" : "Failed to change" 

	"gc_authmanager_modifyemail_succeed" : "Email Address changed successfully" 

	"gc_authmanager_modifypassword_10200005" : "The user does nott exist" 

	"gc_authmanager_modifypassword_10200032" : "The password can't be the same as the account or account number" 

	"gc_authmanager_modifypassword_10200036" : "Incorrect old password" 

	"gc_authmanager_modifypassword_10200037" : "the password can't be like the old one" 

	"gc_authmanager_modifypassword_10200045" : "the password can't be the same as the old one" 

	"gc_authmanager_modifypassword_10200070_notime" : "can't reset password multiple times in a short time" 

	"gc_authmanager_modifypassword_10200157" : "Account locked,you can't change the password" 

	"gc_authmanager_modifypassword_failed" : "Failed to change the password" 

	"gc_authmanager_modifypassword_succeed" : "Password changed successfully" 

	"gc_authmanager_modifyuserinfo_failed" : "Failed to change" 

	"gc_authmanager_modifyuserinfo_failedphonerepeat" : "Phone number exists" 

	"gc_authmanager_modifyuserinfo_succeed" : "Changed successfully" 

	"gc_authmanager_resetpassword_failed" : "Failed to reset the password:" 

	"gc_authmanager_uploadavatar_failed" : "Failed to upload image" 

	"gc_authmanager_uploadavatar_succeed" : "Photos uploaded successfully" 

	"gcauthmanager_refreshtoken_invalid" : "Failed to verify,please login again" 

	"gesture_pwd" : "手势密码" 

	"library_zxingandroidembedded_author" : "JourneyApps" 

	"library_zxingandroidembedded_authorWebsite" : "https://journeyapps.com/" 

	"login_by_combined_certificate" : "组合认证登录" 

	"login_forget_password" : "Forgot password?" 

	"login_pwd" : "请输入BOP/IOP账号密码" 

	"login_pwd2" : "登录密码" 

	"login_weixin_fail_auth" : "" 

	"mine_user_name" : "用户名" 

	"oauth_generate_code_failed" : "Login failed" 

	"openvidu_secret" : "OPENVIDU SECRET" 

	"phone_auth" : "手机认证" 

	"session_name" : "123456" 

	"sim_auth_dialog_content" : "请确认登录" 

	"ssdk_instapaper_pwd" : "密码" 

	"ssdk_weibo_oauth_regiseter" : "应用授权" 

	"userName" : "姓名" 

	"voip_call_auth_failed" : "第三方鉴权失败，子账号余额不足" 

	"voip_call_fail_connection_failed_auth" : "第三方鉴权地址连接失败" 

	"gc_authmanager_4A_account_not_exit" : "Account not Found" 

	"gc_authmanager_4A_loginfailtoomush" : "Failed login, account locked 10 mins" 

	"gc_authmanager_4A_modifypassowrd_failed" : "Failed to reset the password" 

	"gc_authmanager_4A_modifypassowrd_succeed" : "Password reset successfully" 

	"gc_authmanager_4A_password_notmatchtherule" : "Password does not match the rule" 

	"gc_authmanager_4A_sendMSM_failed" : "Failed to obtain the verification code" 

	"gc_authmanager_4A_sendMSM_succeed" : "Verification code obtained successfully" 

	"gc_authmanager_fill_info_10200004" : "Failed to obtain the login user info." 

	"gc_authmanager_fill_info_10200105" : "The new password must be different from the old one." 

	"gc_authmanager_fill_info_1030005403" : "The old password is incorrect." 

	"gc_authmanager_fill_info_1030007409" : "The email already exists." 

	"gc_authmanager_fill_info_1030008403" : "Failed to update the account." 

	"gc_authmanager_fill_info_1030008409" : "The account already exists." 

	"gc_authmanager_forgetpassword_10200186" : "Incorrect email" 

	"gc_authmanager_joinorganization_10200141" : "Invitation code not match" 

	"gc_authmanager_joinorganization_10200146" : "You have already joined the organization" 

	"gc_authmanager_joinorganization_10200174" : "Sorry,the UC can not be accessed" 

	"gc_authmanager_joinorganization_1030010404" : "Invitation code is wrong or expired" 

	"gc_authmanager_joinorganization_1030011404" : "Can't get your tenant info" 

	"gc_authmanager_joinorganization_1030011409" : "No invitation code for the organization" 

	"gc_authmanager_joinorganization_1030011410" : "Invitation code expires" 

	"gc_authmanager_joinorganization_1030011411" : "Out of invitation codes" 

	"gc_authmanager_joinorganization_1030013403" : "You can't share the invitation code" 

	"gc_authmanager_joinorganization_1030014404" : "Can't get your role info" 

	"gc_authmanager_joinorganization_1030015403" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015404" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015413" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030016413" : "a maximum of 100. If need more, go to your computer." 

	"gc_authmanager_joinorganization_failed" : "Failed to join the organization" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200134" : "No data" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200135" : "Search condition is empty" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200177" : "Invitation code not found" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_failed" : "Failed to obtain the invitation code" 

	"gc_authmanager_joinorganization_invitationcdoehasused" : "You have already used this invitation code" 

	"gc_authmanager_joinorganization_invitationcodenotexpiredoruseup" : "Invitation code has expired or has reached the limits" 

	"gc_authmanager_joinorganization_invitationcodenotmatch" : "Incorrect verification code,try again" 

	"gc_authmanager_joinorganization_succeed" : "Organization joined successfully" 

	"gc_authmanager_login_accountinvalid" : "Invalid account" 

	"gc_authmanager_login_failed" : "Failed to login" 

	"gc_authmanager_login_succeed" : "Login successful" 

	"gc_authmanager_modifyemail_emailrepeat" : "Email address exists" 

	"gc_authmanager_modifyemail_emailthesame" : "Email address can't be the same as the old one" 

	"gc_authmanager_modifyemail_failed" : "Failed to change" 

	"gc_authmanager_modifyemail_succeed" : "Email Address changed successfully" 

	"gc_authmanager_modifypassword_10200005" : "The user does nott exist" 

	"gc_authmanager_modifypassword_10200032" : "The password can't be the same as the account or account number" 

	"gc_authmanager_modifypassword_10200036" : "Incorrect old password" 

	"gc_authmanager_modifypassword_10200037" : "the password can't be like the old one" 

	"gc_authmanager_modifypassword_10200045" : "the password can't be the same as the old one" 

	"gc_authmanager_modifypassword_10200070_notime" : "can't reset password multiple times in a short time" 

	"gc_authmanager_modifypassword_10200157" : "Account locked,you can't change the password" 

	"gc_authmanager_modifypassword_failed" : "Failed to change the password" 

	"gc_authmanager_modifypassword_succeed" : "Password changed successfully" 

	"gc_authmanager_modifyuserinfo_failed" : "Failed to change" 

	"gc_authmanager_modifyuserinfo_failedphonerepeat" : "Phone number exists" 

	"gc_authmanager_modifyuserinfo_succeed" : "Changed successfully" 

	"gc_authmanager_resetpassword_failed" : "Failed to reset the password:" 

	"gc_authmanager_uploadavatar_failed" : "Failed to upload image" 

	"gc_authmanager_uploadavatar_succeed" : "Photos uploaded successfully" 

	"gcauthmanager_refreshtoken_invalid" : "Failed to verify,please login again" 

	"login_forget_password" : "ลืมรหัสผ่าน?" 

	"login_weixin_fail_auth" : "" 

	"oauth_generate_code_failed" : "Login failed" 

	"gc_authmanager_4A_account_not_exit" : "Account not Found" 

	"gc_authmanager_4A_loginfailtoomush" : "Failed login, account locked 10 mins" 

	"gc_authmanager_4A_modifypassowrd_failed" : "Failed to reset the password" 

	"gc_authmanager_4A_modifypassowrd_succeed" : "Password reset successfully" 

	"gc_authmanager_4A_password_notmatchtherule" : "Password does not match the rule" 

	"gc_authmanager_4A_sendMSM_failed" : "Failed to obtain the verification code" 

	"gc_authmanager_4A_sendMSM_succeed" : "Verification code obtained successfully" 

	"gc_authmanager_fill_info_10200004" : "Failed to obtain the login user info." 

	"gc_authmanager_fill_info_10200105" : "The new password must be different from the old one." 

	"gc_authmanager_fill_info_1030005403" : "The old password is incorrect." 

	"gc_authmanager_fill_info_1030007409" : "The email already exists." 

	"gc_authmanager_fill_info_1030008403" : "Failed to update the account." 

	"gc_authmanager_fill_info_1030008409" : "The account already exists." 

	"gc_authmanager_forgetpassword_10200186" : "Incorrect email" 

	"gc_authmanager_joinorganization_10200141" : "Invitation code not match" 

	"gc_authmanager_joinorganization_10200146" : "You have already joined the organization" 

	"gc_authmanager_joinorganization_10200174" : "Sorry,the UC can not be accessed" 

	"gc_authmanager_joinorganization_1030010404" : "Invitation code is wrong or expired" 

	"gc_authmanager_joinorganization_1030011404" : "Can't get your tenant info" 

	"gc_authmanager_joinorganization_1030011409" : "No invitation code for the organization" 

	"gc_authmanager_joinorganization_1030011410" : "Invitation code expires" 

	"gc_authmanager_joinorganization_1030011411" : "Out of invitation codes" 

	"gc_authmanager_joinorganization_1030013403" : "You can't share the invitation code" 

	"gc_authmanager_joinorganization_1030014404" : "Can't get your role info" 

	"gc_authmanager_joinorganization_1030015403" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015404" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015413" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030016413" : "a maximum of 100. If need more, go to your computer." 

	"gc_authmanager_joinorganization_failed" : "Failed to join the organization" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200134" : "No data" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200135" : "Search condition is empty" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200177" : "Invitation code not found" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_failed" : "Failed to obtain the invitation code" 

	"gc_authmanager_joinorganization_invitationcdoehasused" : "You have already used this invitation code" 

	"gc_authmanager_joinorganization_invitationcodenotexpiredoruseup" : "Invitation code has expired or has reached the limits" 

	"gc_authmanager_joinorganization_invitationcodenotmatch" : "Incorrect verification code,try again" 

	"gc_authmanager_joinorganization_succeed" : "Organization joined successfully" 

	"gc_authmanager_login_accountinvalid" : "Invalid account" 

	"gc_authmanager_login_failed" : "Failed to login" 

	"gc_authmanager_login_succeed" : "Login successful" 

	"gc_authmanager_modifyemail_emailrepeat" : "Email address exists" 

	"gc_authmanager_modifyemail_emailthesame" : "Email address can't be the same as the old one" 

	"gc_authmanager_modifyemail_failed" : "Failed to change" 

	"gc_authmanager_modifyemail_succeed" : "Email Address changed successfully" 

	"gc_authmanager_modifypassword_10200005" : "The user does nott exist" 

	"gc_authmanager_modifypassword_10200032" : "The password can't be the same as the account or account number" 

	"gc_authmanager_modifypassword_10200036" : "Incorrect old password" 

	"gc_authmanager_modifypassword_10200037" : "the password can't be like the old one" 

	"gc_authmanager_modifypassword_10200045" : "the password can't be the same as the old one" 

	"gc_authmanager_modifypassword_10200070_notime" : "can't reset password multiple times in a short time" 

	"gc_authmanager_modifypassword_10200157" : "Account locked,you can't change the password" 

	"gc_authmanager_modifypassword_failed" : "Failed to change the password" 

	"gc_authmanager_modifypassword_succeed" : "Password changed successfully" 

	"gc_authmanager_modifyuserinfo_failed" : "Failed to change" 

	"gc_authmanager_modifyuserinfo_failedphonerepeat" : "Phone number exists" 

	"gc_authmanager_modifyuserinfo_succeed" : "Changed successfully" 

	"gc_authmanager_resetpassword_failed" : "Failed to reset the password:" 

	"gc_authmanager_uploadavatar_failed" : "Failed to upload image" 

	"gc_authmanager_uploadavatar_succeed" : "Photos uploaded successfully" 

	"gcauthmanager_refreshtoken_invalid" : "Failed to verify,please login again" 

	"login_forget_password" : "Şifrenizi mi Unuttunuz?" 

	"login_weixin_fail_auth" : "" 

	"oauth_generate_code_failed" : "Login failed" 

	"gc_authmanager_4A_account_not_exit" : "帐号不存在" 

	"gc_authmanager_4A_loginfailtoomush" : "登录失败次数过多，锁定帐号10分钟" 

	"gc_authmanager_4A_modifypassowrd_failed" : "重置密码失败" 

	"gc_authmanager_4A_modifypassowrd_succeed" : "重置密码成功" 

	"gc_authmanager_4A_password_notmatchtherule" : "密码不符合规则" 

	"gc_authmanager_4A_sendMSM_failed" : "获取验证码失败" 

	"gc_authmanager_4A_sendMSM_succeed" : "获取验证码成功" 

	"gc_authmanager_fill_info_10200004" : "获取登录用户信息失败" 

	"gc_authmanager_fill_info_10200105" : "新密码不能与旧密码一样" 

	"gc_authmanager_fill_info_1030005403" : "原密码错误" 

	"gc_authmanager_fill_info_1030007409" : "邮箱已存在" 

	"gc_authmanager_fill_info_1030008403" : "更新帐号失败" 

	"gc_authmanager_fill_info_1030008409" : "帐号已存在" 

	"gc_authmanager_forgetpassword_10200186" : "邮箱错误" 

	"gc_authmanager_joinorganization_10200141" : "组织信息与邀请码不对应" 

	"gc_authmanager_joinorganization_10200146" : "你已经加入了该组织" 

	"gc_authmanager_joinorganization_10200174" : "抱歉，当前UC暂不支持体验" 

	"gc_authmanager_joinorganization_1030010404" : "邀请码错误或已失效" 

	"gc_authmanager_joinorganization_1030011404" : "获取不到你的租户信息" 

	"gc_authmanager_joinorganization_1030011409" : "本组织没有邀请码" 

	"gc_authmanager_joinorganization_1030011410" : "邀请码已过期" 

	"gc_authmanager_joinorganization_1030011411" : "邀请码可用次数已用完" 

	"gc_authmanager_joinorganization_1030013403" : "你不能分享本组织的邀请码" 

	"gc_authmanager_joinorganization_1030014404" : "获取不到你的角色信息" 

	"gc_authmanager_joinorganization_1030015403" : "获取不到你的区域信息" 

	"gc_authmanager_joinorganization_1030015404" : "获取不到你的区域信息" 

	"gc_authmanager_joinorganization_1030015413" : "获取不到你的区域信息" 

	"gc_authmanager_joinorganization_1030016413" : "最多只能选择100个，若需要更多请前往电脑端操作" 

	"gc_authmanager_joinorganization_failed" : "加入组织失败" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200134" : "查找不到数据" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200135" : "传入查找条件为空" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200177" : "该组织没有邀请码" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_failed" : "获取组织邀请码失败" 

	"gc_authmanager_joinorganization_invitationcdoehasused" : "你已使用过该邀请码" 

	"gc_authmanager_joinorganization_invitationcodenotexpiredoruseup" : "邀请码已过期或已达使用次数限制" 

	"gc_authmanager_joinorganization_invitationcodenotmatch" : "您输入的邀请码不正确，请确认后重新输入" 

	"gc_authmanager_joinorganization_succeed" : "加入组织成功" 

	"gc_authmanager_login_accountinvalid" : "帐号不在有效期内" 

	"gc_authmanager_login_failed" : "登录失败" 

	"gc_authmanager_login_succeed" : "登录成功" 

	"gc_authmanager_modifyemail_emailrepeat" : "邮箱已存在！" 

	"gc_authmanager_modifyemail_emailthesame" : "新邮箱不能与旧邮箱相同！" 

	"gc_authmanager_modifyemail_failed" : "更改失败" 

	"gc_authmanager_modifyemail_succeed" : "更改成功" 

	"gc_authmanager_modifypassword_10200005" : "查询不到该用户信息" 

	"gc_authmanager_modifypassword_10200032" : "密码不能和帐号或者帐号的倒写相同！" 

	"gc_authmanager_modifypassword_10200036" : "原密码错误！" 

	"gc_authmanager_modifypassword_10200037" : "新旧密码不能太相近" 

	"gc_authmanager_modifypassword_10200045" : "新密码不能与最近旧密码相同" 

	"gc_authmanager_modifypassword_10200070_notime" : "短时间内不能多次重置密码" 

	"gc_authmanager_modifypassword_10200157" : "账户被锁定，不能修改密码" 

	"gc_authmanager_modifypassword_failed" : "更改密码失败" 

	"gc_authmanager_modifypassword_succeed" : "更改密码成功" 

	"gc_authmanager_modifyuserinfo_failed" : "修改失败" 

	"gc_authmanager_modifyuserinfo_failedphonerepeat" : "手机号已被使用" 

	"gc_authmanager_modifyuserinfo_succeed" : "修改成功" 

	"gc_authmanager_resetpassword_failed" : "重置密码失败：" 

	"gc_authmanager_uploadavatar_failed" : "图片上传失败" 

	"gc_authmanager_uploadavatar_succeed" : "图片上传成功" 

	"gcauthmanager_refreshtoken_invalid" : "认证凭证失败，请重新登录" 

	"login_forget_password" : "忘记密码?" 

	"login_weixin_fail_auth" : "" 

	"oauth_generate_code_failed" : "登录失败" 

	"voip_call_auth_failed" : "第三方鉴权失败，子账号余额不足" 

	"voip_call_fail_connection_failed_auth" : "第三方鉴权地址连接失败" 

	"gc_authmanager_4A_account_not_exit" : "Account not Found" 

	"gc_authmanager_4A_loginfailtoomush" : "Failed login, account locked 10 mins" 

	"gc_authmanager_4A_modifypassowrd_failed" : "Failed to reset the password" 

	"gc_authmanager_4A_modifypassowrd_succeed" : "Password reset successfully" 

	"gc_authmanager_4A_password_notmatchtherule" : "Password does not match the rule" 

	"gc_authmanager_4A_sendMSM_failed" : "Failed to obtain the verification code" 

	"gc_authmanager_4A_sendMSM_succeed" : "Verification code obtained successfully" 

	"gc_authmanager_fill_info_10200004" : "Failed to obtain the login user info." 

	"gc_authmanager_fill_info_10200105" : "The new password must be different from the old one." 

	"gc_authmanager_fill_info_1030005403" : "The old password is incorrect." 

	"gc_authmanager_fill_info_1030007409" : "The email already exists." 

	"gc_authmanager_fill_info_1030008403" : "Failed to update the account." 

	"gc_authmanager_fill_info_1030008409" : "The account already exists." 

	"gc_authmanager_forgetpassword_10200186" : "Incorrect email" 

	"gc_authmanager_joinorganization_10200141" : "Invitation code not match" 

	"gc_authmanager_joinorganization_10200146" : "You have already joined the organization" 

	"gc_authmanager_joinorganization_10200174" : "Sorry,the UC can not be accessed" 

	"gc_authmanager_joinorganization_1030010404" : "Invitation code is wrong or expired" 

	"gc_authmanager_joinorganization_1030011404" : "Can't get your tenant info" 

	"gc_authmanager_joinorganization_1030011409" : "No invitation code for the organization" 

	"gc_authmanager_joinorganization_1030011410" : "Invitation code expires" 

	"gc_authmanager_joinorganization_1030011411" : "Out of invitation codes" 

	"gc_authmanager_joinorganization_1030013403" : "You can't share the invitation code" 

	"gc_authmanager_joinorganization_1030014404" : "Can't get your role info" 

	"gc_authmanager_joinorganization_1030015403" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015404" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030015413" : "Can't get your region info" 

	"gc_authmanager_joinorganization_1030016413" : "a maximum of 100. If need more, go to your computer." 

	"gc_authmanager_joinorganization_failed" : "Failed to join the organization" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200134" : "No data" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200135" : "Search condition is empty" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_10200177" : "Invitation code not found" 

	"gc_authmanager_joinorganization_gettenantinvitationcode_failed" : "Failed to obtain the invitation code" 

	"gc_authmanager_joinorganization_invitationcdoehasused" : "You have already used this invitation code" 

	"gc_authmanager_joinorganization_invitationcodenotexpiredoruseup" : "Invitation code has expired or has reached the limits" 

	"gc_authmanager_joinorganization_invitationcodenotmatch" : "Incorrect verification code,try again" 

	"gc_authmanager_joinorganization_succeed" : "Organization joined successfully" 

	"gc_authmanager_login_accountinvalid" : "Invalid account" 

	"gc_authmanager_login_failed" : "Failed to login" 

	"gc_authmanager_login_succeed" : "Login successful" 

	"gc_authmanager_modifyemail_emailrepeat" : "Email address exists" 

	"gc_authmanager_modifyemail_emailthesame" : "Email address can't be the same as the old one" 

	"gc_authmanager_modifyemail_failed" : "Failed to change" 

	"gc_authmanager_modifyemail_succeed" : "Email Address changed successfully" 

	"gc_authmanager_modifypassword_10200005" : "The user does nott exist" 

	"gc_authmanager_modifypassword_10200032" : "The password can't be the same as the account or account number" 

	"gc_authmanager_modifypassword_10200036" : "Incorrect old password" 

	"gc_authmanager_modifypassword_10200037" : "the password can't be like the old one" 

	"gc_authmanager_modifypassword_10200045" : "the password can't be the same as the old one" 

	"gc_authmanager_modifypassword_10200070_notime" : "can't reset password multiple times in a short time" 

	"gc_authmanager_modifypassword_10200157" : "Account locked,you can't change the password" 

	"gc_authmanager_modifypassword_failed" : "Failed to change the password" 

	"gc_authmanager_modifypassword_succeed" : "Password changed successfully" 

	"gc_authmanager_modifyuserinfo_failed" : "Failed to change" 

	"gc_authmanager_modifyuserinfo_failedphonerepeat" : "Phone number exists" 

	"gc_authmanager_modifyuserinfo_succeed" : "Changed successfully" 

	"gc_authmanager_resetpassword_failed" : "Failed to reset the password:" 

	"gc_authmanager_uploadavatar_failed" : "Failed to upload image" 

	"gc_authmanager_uploadavatar_succeed" : "Photos uploaded successfully" 

	"gcauthmanager_refreshtoken_invalid" : "Failed to verify,please login again" 

	"login_forget_password" : "Forgot password?" 

	"login_weixin_fail_auth" : "" 

	"oauth_generate_code_failed" : "Login failed" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.INTERACT_ACROSS_USERS_FULL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.READ_CALL_LOG
	危险
	
	允许应用程序读取用户的通话日志

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.READ_PHONE_NUMBERS
	危险
	
	允许到设备的读访问的电话号码。这是 READ_PHONE_STATE 授予的功能的一个子集,但对即时应用程序公开

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.SEND_SMS
	危险
	发送短信
	允许应用程序发送 SMS 消息。恶意应用程序可能会在未经您确认的情况下发送消息,从而使您付出代价

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.WRITE_CONTACTS
	危险
	写入联系人数据
	允许应用程序修改您手机上存储的联系人（地址）数据。恶意应用程序可以使用它来删除或修改您的联系人数据

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	getui.permission.GetuiService.com.getui.demo
	未知
	Unknown permission
	Unknown permission from android reference

	com.asiainfo.cm10085.IDENTITY_AUTHENTICATION
	未知
	Unknown permission
	Unknown permission from android reference

	com.cmos.smrzdevice.authentication
	未知
	Unknown permission
	Unknown permission from android reference

	ztesoft.fujianyd.permission.FUNCTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.Manifest.permission.CONNECTIVITY_INTERNAL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INSTALL_PACKAGES
	系统需要
	直接安装应用程序
	允许应用程序安装新的或更新的 Android 包。恶意应用程序可以使用它来添加具有任意强大权限的新应用程序

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.MEDIA_PROJECTION_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	com.newland.smartGridTool.permission.INCOMING_CALL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.newland.smartGridTool.com.cmos.sdk.permissions.CUSTOMBROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。

	com.newland.smartGridTool.adom.permission.process.sync
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.newland.wstdd.activity.SplashActivity
	Schemes: zhwg://, 
Hosts: com.newland, 


	com.mob.tools.MobUIShell
	Schemes: tencent100371282://, 
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