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爱浪（ 3.11.29.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	爱浪

	版本
	3.11.29.1

	包名
	com.plmhdd.alnmgsgshg50

	域名线索
	61条

	URL线索
	38条

	APP图标
	

	分析日期
	2025年3月16日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	爱浪 3.11.29.1.apk

	文件大小
	30.22MB

	MD5值
	d3863145167308ccd8bf394a4787311f

	SHA1值
	509d6222d0370f06f2bf6380aa06d0a29d318b83

	SHA256值
	4a4a3383885d77bc95e4978d3a02f278c8b65c743e9d15360ea0d4d1bbb95ff2



3. APP基本信息
	类别
	内容

	App名称
	爱浪

	包名
	com.plmhdd.alnmgsgshg50

	主活动Activity
	com.ch.myframe.ui.activity.start.CheckActivity

	安卓版本名称
	3.11.29.1

	安卓版本
	513



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	aaid.umeng.com
	IP: 218.91.197.68 
所属国家: China 
地区: Jiangsu 
城市: Nantong 

	developer.umeng.com
	IP: 59.82.112.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	nstool.netease.com
	IP: 42.186.111.84 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ulogs.umengcloud.com
	IP: 223.109.148.141 
所属国家: China 
地区: Beijing 
城市: Beijing 

	r.avlab.qq.com
	IP: 183.3.226.217 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	livepull.myqcloud.com
	IP: 183.47.114.223 
所属国家: China 
地区: Guangdong 
城市: Huizhou 

	vm.torapolax.com
	IP: 104.26.10.44 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	common-proxy-test.rtc.tencent.com
	IP: 175.27.204.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcdns.myqcloud.com
	IP: 109.244.154.164 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	livepullipv6.myqcloud.com
	IP: 119.147.190.45 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	plbslog.umeng.com
	IP: 36.156.202.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	domains.mkecy.com
	IP: 154.23.176.77 
所属国家: United States of America 
地区: District of Columbia 
城市: Washington 

	intl-sdklog.trtc.tencent-cloud.com
	IP: 43.156.222.59 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ac.dun.163yun.com
	IP: 59.111.19.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	da.dun.163.com
	IP: 59.111.211.178 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	acstatic-dun.126.net
	IP: 220.181.158.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss.ossyumingal.com
	IP: 156.240.106.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	alogus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ditu.google.cn
	IP: 203.208.50.162 
所属国家: China 
地区: Beijing 
城市: Beijing 

	77.7271t.tv
	没有服务器地理信息. 

	playvideo.qcloud.com
	IP: 182.254.61.202 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	trtc-sdk-log-1258344699.cos.ap-guangzhou.myqcloud.com
	IP: 159.75.57.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gitee.com
	IP: 212.64.63.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.openssl.org
	IP: 104.124.230.204 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 

	sdkdc.live.qcloud.com
	IP: 170.106.62.160 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	ping.huatuo.qq.com
	IP: 121.51.191.216 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	speedtestint.trtc.tencent-cloud.com
	IP: 43.156.86.158 
所属国家: China 
地区: Beijing 
城市: Beijing 

	liteav.sdk.qcloud.com
	IP: 115.56.90.113 
所属国家: China 
地区: Henan 
城市: Jiaozuo 

	162.14.6.247
	IP: 162.14.6.247 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yun.tim.qq.com
	IP: 49.233.104.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	182.254.116.116
	IP: 182.254.116.116 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	cstaticdun.126.net
	IP: 220.181.158.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	77.wiki
	没有服务器地理信息. 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	ulogs.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alapi.77dbj8anka.com
	IP: 170.33.0.116 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	common-proxy.rtc.tencent.com
	IP: 106.55.209.148 
所属国家: China 
地区: Beijing 
城市: Beijing 

	1255566655.vod2.myqcloud.com
	IP: 182.254.53.33 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	common-proxyintl.rtc.tencent.com
	IP: 43.156.223.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ouplog.umeng.com
	IP: 47.246.110.93 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	pslog.umeng.com
	IP: 59.82.60.43 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	httpbin.org
	IP: 54.161.34.85 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	trtc-sdk-config-1258344699.file.myqcloud.com
	IP: 119.167.144.68 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	reddit-1258344699.cos.na-siliconvalley.myqcloud.com
	IP: 170.106.97.205 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	test.tim.qq.com
	IP: 106.55.123.101 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcdnsipv6.myqcloud.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	avmonitortest.trtc.tencent-cloud.com
	IP: 106.53.137.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	inland-sdklog.trtc.tencent-cloud.com
	IP: 109.244.129.219 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mlvbdc.live.qcloud.com
	IP: 183.47.109.190 
所属国家: China 
地区: Guangdong 
城市: Huizhou 

	schemas.android.com
	没有服务器地理信息. 

	hwapi.im.qcloud.com
	没有服务器地理信息. 

	oss.abcqqlin.com
	没有服务器地理信息. 

	greenrobot.org
	IP: 85.13.129.145 
所属国家: Germany 
地区: Thuringen 
城市: Friedersdorf 

	dldir1.qq.com
	IP: 121.51.49.87 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	speedtest.trtc.tencent-cloud.com
	IP: 162.14.19.55 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.177 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	vodreport.qcloud.com
	IP: 220.181.159.214 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/f/c.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	http://ditu.google.cn/maps?hl=zh&mrt=loc&q= 
	com/fanwe/library/utils/SDIntentUtil.java 

	http://schemas.android.com/apk/res/android 
	com/alimuzaffar/lib/pin/PinEntryEditText.java 

	http://xml.apache.org/xslt 
	com/blankj/utilcode/util/LogUtils.java 

	https://77.wiki/ldyuuid/ 
	com/ch/myframe/ui/activity/login/LoginActivity.java 

	http://httpbin.org/ip 
	com/ch/myframe/utils/AppManageUtils.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ouplog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://aaid.umeng.com/api/updateZdata 
	com/umeng/umzid/ZIDManager.java 

	https://aaid.umeng.com/api/postZdata 
	com/umeng/umzid/ZIDManager.java 

	https://vodreport.qcloud.com/describeControlInfos/v1/ 
	com/tencent/liteav/l.java 

	http://%s/timeshift/%s/%s/timeshift.m3u8?delay=%d 
	com/tencent/liteav/j.java 

	http://%s/%s/%s/timeshift.m3u8?starttime=%s&appid=%s&txKbps=0 
	com/tencent/liteav/j.java 

	http://%s/timeshift/%s/%s/timeshift.m3u8?delay=0 
	com/tencent/liteav/j.java 

	http://%s/%s/%s/timeshift.m3u8?delay=0&appid=%s&txKbps=0 
	com/tencent/liteav/j.java 

	http://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	https://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/coverBySnapshot/1513156403_1311093072.100_0.jpg?t=5c08d9fa&us=someus&sign=95f34beb353fe32cfe7f8b5e79cc28b1\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271_00001.jpg?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271.vtt?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/uAnXX0OMLSAA.wmv?t=5c08d9fa&us=someus&sign=659af5dd3f27eb92dc4ed74eb561daa4\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/master_playlist.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f220.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f230.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f240.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f210.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f10.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f20.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	https://livepull.myqcloud.com/getpulladdr 
	com/tencent/liteav/network/l.java 

	https://livepullipv6.myqcloud.com/getpulladdr 
	com/tencent/liteav/network/l.java 

	https://tcdns.myqcloud.com/queryip 
	com/tencent/liteav/network/c.java 

	https://tcdnsipv6.myqcloud.com/queryip 
	com/tencent/liteav/network/c.java 

	http://acstatic-dun.126.net/tool.min.js 
	com/netease/nis/captcha/CaptchaWebView.java 

	http://cstaticdun.126.net/2.14.2/core.v2.14.2.min.js 
	com/netease/nis/captcha/CaptchaWebView.java 

	http://cstaticdun.126.net/2.14.2/light.v2.14.2.min.js 
	com/netease/nis/captcha/CaptchaWebView.java 

	http://cstaticdun.126.net//2.14.2/images/tipBg@2x.c7a9593.png 
	com/netease/nis/captcha/CaptchaWebView.java 

	http://cstaticdun.126.net//2.14.2/images/icon_light@2x.9386248.png 
	com/netease/nis/captcha/CaptchaWebView.java 

	https://da.dun.163.com/sn.gif?d= 
	com/netease/nis/captcha/h.java 

	https://cstaticdun.126.net/api/v2/mobile.v2.10.1.html 
	com/netease/nis/captcha/CaptchaConfiguration.java 

	https://ac.dun.163yun.com/v2/collect? 
	com/netease/mobsec/e/f.java 

	http://nstool.netease.com/info.js 
	com/netease/mobsec/e/f.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/SVGAParser$FileDownloader$resume$1.java 

	https://vm.torapolax.com/049p5ebe5ykud1hvf2meesqj49/ 
	com/keswe/hjhsstwo/BuildConfig.java 

	https://alapi.77dbj8anka.com 
	com/keswe/hjhsstwo/BuildConfig.java 

	http://oss.abcqqlin.com:7379/7702android.txt 
	com/keswe/hjhsstwo/BuildConfig.java 

	https://oss.ossyumingal.com:7390/7702android.txt 
	com/keswe/hjhsstwo/BuildConfig.java 

	https://domains.mkecy.com/7702android.txt 
	com/keswe/hjhsstwo/BuildConfig.java 

	https://gitee.com/newsign/web/raw/main/7702 
	com/keswe/hjhsstwo/BuildConfig.java 

	https://77.7271t.tv/7702android.txt 
	com/keswe/hjhsstwo/BuildConfig.java 

	http://play.google.com/store/search?q=pub: 
	com/pranavpandey/android/dynamic/utils/DynamicLinkUtils.java 

	http://play.google.com/store/apps/details?id= 
	com/pranavpandey/android/dynamic/utils/DynamicLinkUtils.java 

	https://errlogos.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlog.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errlogos.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://greenrobot.org/greendao/documentation/database-encryption/ 
	org/greenrobot/greendao/database/DatabaseOpenHelper.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://play.google.com/store/apps/details?id=%2$s 
	Android String Resource 

	https://ping.huatuo.qq.com/api.im.qcloud.com 
	lib/armeabi-v7a/libImSDK.so 

	http://182.254.116.116/d?dn=login.im.qcloud.com 
	lib/armeabi-v7a/libImSDK.so 

	http://162.14.6.247/v4/ConfigGetSvc/GetOpenSSOIPList?sdkappid=1223 
	lib/armeabi-v7a/libImSDK.so 

	https://yun.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://speedtest.trtc.tencent-cloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://test.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://avmonitortest.trtc.tencent-cloud.com:8000 
	lib/armeabi-v7a/libliteavsdk.so 

	https://hwapi.im.qcloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://speedtestint.trtc.tencent-cloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://reddit-1258344699.cos.na-siliconvalley.myqcloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/armeabi-v7a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/report 
	lib/armeabi-v7a/libliteavsdk.so 

	https://trtc-sdk-log-1258344699.cos.ap-guangzhou.myqcloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/armeabi-v7a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/report 
	lib/armeabi-v7a/libliteavsdk.so 

	https://trtc-sdk-config-1258344699.file.myqcloud.com/liteavsvrcfg/android/serverconfig_en.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://dldir1.qq.com/hudongzhibo/liteavsvrcfg/serverconfig_en.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://sdkdc.live.qcloud.com/liteav 
	lib/armeabi-v7a/libliteavsdk.so 

	https://mlvbdc.live.qcloud.com/liteav 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxy-test.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxyintl.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxy.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement/Android/XNN_Android_1.0.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	http://r.avlab.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 

	http://s 
	lib/armeabi-v7a/libliteavsdk.so 

	http://www.openssl.org/support/faq.html 
	lib/armeabi-v7a/libtxffmpeg.so 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlog.umeng.com 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlogos.umeng.com 
	lib/armeabi-v7a/libcrashsdk.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	tipbg@2x.c7a9593 
icon_light@2x.9386248 
	com/netease/nis/captcha/CaptchaWebView.java 

	ffmpeg-devel@ffmpeg.org 
	lib/armeabi-v7a/libtxplayer.so 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	com/tencent/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK is signed v1 signature: True v2 signature: True v3 signature: False Found 1 unique certificates Subject: C=haikou, ST=haikou, L=haikou, O=haikou, OU=haikou, CN=haikou Signature Algorithm: rsassa_pkcs1v15 Valid From: 2021-11-23 09:51:11+00:00 Valid To: 2046-11-17 09:51:11+00:00 Issuer: C=haikou, ST=haikou, L=haikou, O=haikou, OU=haikou, CN=haikou Serial Number: 0x29eeb181 Hash Algorithm: sha256 md5: 0c1ba12af146a08674d400eadb01136b sha1: 1da61f1a94dbbadbb13632242f147dc36f52edff sha256: 155c9f19a778b88834a35132ddd29967417d1d7e6efc560806d34e2e06ae98ed sha512: cbcf34a27d7c0ee53d42c90ec750c4b305c66c9f378decf7eb0d4346bb29448f9de723f269f0b46c65183da5ca6b9d308ca63355631a3d438ade54c1daaa9cf2 PublicKey Algorithm: rsa Bit Size: 2048 Fingerprint: cf0700b2f8053695d9aeae85749aa2bdf99c112316b09501d18b2fd05c6e2fbe

6. 硬编码敏感信息
	可能的敏感信息

	"cjwt" : "常见问题" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_GPS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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