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办公（ 1.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	办公

	版本
	1.0

	包名
	

	域名线索
	78条

	URL线索
	77条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	办公.apk

	文件大小
	40.34MB

	MD5值
	d09f66abb32663fc9bbc7c5d7d6e6f87

	SHA1值
	2723812523c1a3c08200de49f3a885ec41d8cfa4

	SHA256值
	990455eaf887fb3e062a50abe5e3f6baca041c344139dc74ff551cce04723a1f



3. APP基本信息
	类别
	内容

	App名称
	办公

	包名
	

	主活动Activity
	[]

	安卓版本名称
	1.0

	安卓版本
	[]



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	io.codenow.cn
	IP: 106.75.70.127 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	www.bjtime.cn
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	store.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	resolver.msg.global.xiaomi.net
	IP: 34.36.192.126 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	register.xmpush.global.xiaomi.com
	IP: 47.237.96.1 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	p.bmob.cn
	没有服务器地理信息. 

	mdc.html5.qq.com
	IP: 116.130.223.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imtest6.netease.im
	没有服务器地理信息. 

	open3.bmob.cn
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	ns.adobe.com
	没有服务器地理信息. 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	file.bmob.cn
	没有服务器地理信息. 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	maps.google.cn
	IP: 114.250.65.34 
所属国家: China 
地区: Beijing 
城市: Beijing 

	statistic.live.126.net
	IP: 220.197.34.75 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	m0.api.upyun.com
	IP: 218.28.104.157 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	ip-api.com
	IP: 208.95.112.1 
所属国家: United States of America 
地区: North Carolina 
城市: Skyland 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	www.taobao.com
	IP: 60.6.1.201 
所属国家: China 
地区: Hebei 
城市: Xingtai 

	pms.mb.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nosup-hz1.127.net
	IP: 124.163.197.207 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 110.43.0.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 113.56.189.246 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	opentest.bmob.cn
	没有服务器地理信息. 

	app.bmob.iwyttc.com
	IP: 103.224.182.210 
所属国家: Australia 
地区: Victoria 
城市: Beaumaris 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	open.weixin.qq.com
	IP: 220.196.132.78 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	www.bouncycastle.org
	IP: 43.250.142.130 
所属国家: Australia 
地区: Queensland 
城市: Warren 

	www.ntsc.ac.cn
	IP: 159.226.242.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p0.api.upyun.com
	IP: 101.251.144.15 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.asia
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	goo.gl
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	api.weixin.qq.com
	IP: 112.65.193.153 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	www.qq.com
	IP: 221.198.70.47 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.baidu.com
	IP: 110.242.70.57 
所属国家: China 
地区: Hebei 
城市: Baoding 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	imtest.netease.im
	IP: 111.124.202.79 
所属国家: China 
地区: Guizhou 
城市: Zunyi 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	fr.register.xmpush.global.xiaomi.com
	IP: 98.64.182.160 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	nrtc.netease.im
	IP: 47.96.190.103 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.time.ac.cn
	IP: 210.72.145.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	norma-external-collect.meizu.com
	没有服务器地理信息. 

	v0.api.upyun.com
	IP: 218.28.104.157 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	qyqa.netease.com
	IP: 59.111.96.241 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wannos.127.net
	IP: 45.127.129.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	m.toutiao.com
	IP: 60.222.11.204 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	59.111.110.241
	IP: 59.111.110.241 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	grs.dbankcloud.cn
	IP: 49.4.45.231 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	dr.netease.im
	IP: 220.197.34.83 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	lbs.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	play.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	imtest4.netease.im
	IP: 59.111.241.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.jd.com
	IP: 116.78.120.73 
所属国家: China 
地区: Beijing 
城市: Beijing 

	roomserver.netease.im
	IP: 220.197.34.72 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.openssl.org
	IP: 34.49.79.89 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	schemas.android.com
	没有服务器地理信息. 

	grs.dbankcloud.com
	IP: 60.28.200.159 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wup.imtt.qq.com
	IP: 116.130.230.62 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	http://app.bmob.iwyttc.com/8/ 
	com/ddtx/dingdatacontact/Entity/AppData.java 

	http://qyqa.netease.com 
	com/ddtx/dingdatacontact/main/activity/PrivatizationConfigActivity.java 

	http://59.111.110.241:10081/lbs/demoConfig.jsp 
	com/ddtx/dingdatacontact/main/activity/PrivatizationConfigActivity.java 

	https://api.weixin.qq.com/sns/userinfo?access_token= 
	com/ddtx/dingdatacontact/login/LoginActivity.java 

	http://ip-api.com/json/?lang=zh-CN 
	com/ddtx/dingdatacontact/login/LoginActivity.java 

	http://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/a/a/a.java 

	http://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/a/a/b.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/b/c/e.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://www.baidu.com/index.php?tn=25017023_10_pg&ssl_s=1&ssl_c=ssl1_171a56a2313&prec=1 
	com/netease/nim/uikit/business/session/activity/fragment/BaiFragment.java 

	https://www.jd.com/ 
	com/netease/nim/uikit/business/session/activity/fragment/JingFragment.java 

	https://www.qq.com/ 
	com/netease/nim/uikit/business/session/activity/fragment/TengFragment.java 

	https://api.weixin.qq.com/sns/oauth2/access_token 
	com/netease/nim/uikit/rest/Host.java 

	http://statistic.live.126.net/statics/report/common/form 
	com/netease/nimlib/c/f/a.java 

	http://statistic.live.126.net/statics/report/im/sdk/msgreceived 
	com/netease/nimlib/session/h.java 

	https://imtest.netease.im/lbs/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://imtest.netease.im/1.gif 
	com/netease/nimlib/e/e.java 

	https://imtest4.netease.im/test 
	com/netease/nimlib/e/e.java 

	https://imtest6.netease.im:8012/ 
	com/netease/nimlib/e/e.java 

	https://imtest.netease.im/lbsrc/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/e/e.java 

	https://dr.netease.im/1.gif 
	com/netease/nimlib/e/e.java 

	http://wannos.127.net/lbs;http://wannos-hz.127.net/lbs;http://wannos-bj.127.net/lbs;http://wannos-oversea.127.net/lbs;http://223.252.196.38/lbs 
	com/netease/nimlib/e/g.java 

	https://nrtc.netease.im/nrtc/detect.action 
	com/netease/nrtc/NetDetector.java 

	https://nrtc.netease.im/nrtc/rejoin.action 
	com/netease/nrtc/a.java 

	https://nrtc.netease.im/nrtc/getChannelInfos.action 
	com/netease/nrtc/b.java 

	https://lbs.netease.im/cc/nrtc/v2 
	com/netease/nrtc/engine/rawapi/IRtcEngine.java 

	https://roomserver.netease.im/v1/sdk/command/rooms 
	com/netease/nrtc/engine/impl/h.java 

	https://statistic.live.126.net/statistic/realtime/sdkinfo 
	com/netease/nrtc/engine/impl/e.java 

	https://lbs.netease.im/cc/nrtc/v2 
	com/netease/nrtc/engine/impl/e.java 

	https://statistic.live.126.net/statistic/realtime/sdkFunctioninfo 
	com/netease/nrtc/monitor/d.java 

	https://statistic.live.126.net/statistic/realtime/sdkinfo 
	com/netease/nrtc/monitor/j.java 

	https://goo.gl/FE5SeB 
	com/netease/nrtc/utility/l.java 

	https://nrtc.netease.im/nrtc/uploadSdkLog.action 
	com/netease/nrtc/utility/b/a.java 

	https://wannos.127.net/lbs 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://statistic.live.126.net/sdklog/getToken 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://nosup-hz1.127.net 
	com/netease/yunxin/nos/sdk/NosComponent.java 

	https://statistic.live.126.net/statics/report/common/form 
	com/netease/yunxin/report/sdk/ReportComponent.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	http://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	http://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/j.java 

	http://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/a/c.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/b/a/a.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/b/a/a.java 

	http://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/n.java 

	http://wup.imtt.qq.com:8080 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/n.java 

	http://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/n.java 

	http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fr.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/gc.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gj.java 

	https://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cs.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gk.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ff.java 

	https://resolver.msg.global.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bj.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bj.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/m.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/m.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/m.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/m.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/m.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SegmentTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/CommonTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SlidingTabLayout.java 

	http://m0.api.upyun.com 
	cn/bmob/v3/datatype/up/UpConfig.java 

	http://v0.api.upyun.com 
	cn/bmob/v3/datatype/up/UpConfig.java 

	http://v0.api.upyun.com/ 
	cn/bmob/v3/datatype/up/FormUploader.java 

	http://m0.api.upyun.com/ 
	cn/bmob/v3/datatype/up/BlockUploader.java 

	https://v0.api.upyun.com 
	cn/bmob/v3/datatype/up/ParallelUploader.java 

	http://p0.api.upyun.com/pretreatment/ 
	cn/bmob/v3/datatype/up/ParallelUploader.java 

	http://p.bmob.cn/8/ 
	cn/bmob/v3/http/BmobURL.java 

	https://opentest.bmob.cn/8/ 
	cn/bmob/v3/http/BmobURL.java 

	https://open3.bmob.cn/8/ 
	cn/bmob/v3/http/BmobURL.java 

	http://file.bmob.cn 
	cn/bmob/v3/http/BmobURL.java 

	http://io.codenow.cn:3010 
	cn/bmob/v3/http/BmobURL.java 

	http://io.codenow.cn:3010/socket.io/1/ 
	cn/bmob/v3/realtime/Client.java 

	http://io.codenow.cn:3010/socket.io/1/websocket/ 
	cn/bmob/v3/realtime/Client.java 

	http://io.codenow.cn 
	cn/bmob/v3/realtime/Client.java 

	http://m.toutiao.com 
	ggZ97JiGWqKBXmZeM8jS/FORNbc94unNyceFRRh8r/SpBk9lfVHyzkLCmVC4dy/C2326.java 

	http://maps.google.cn/maps/api/staticmap?size=200x100&zoom=13&markers=color:red 
	ggZ97JiGWqKBXmZeM8jS/FORNbc94unNyceFRRh8r/SpBk9lfVHyzkLCmVC4dy/zzTdtrB95xFA1d6lo3hL/SpBk9lfVHyzkLCmVC4dy/InterfaceC2293.java 

	http://xml.apache.org/xslt 
	ggZ97JiGWqKBXmZeM8jS/FUqeB6AXXbfJB3J4qKWX/SpBk9lfVHyzkLCmVC4dy/C2390.java 

	http://127.0.0.1 
	ggZ97JiGWqKBXmZeM8jS/NIiIyEOlfT9FxF6ewVHX/SpBk9lfVHyzkLCmVC4dy/SpBk9lfVHyzkLCmVC4dy/ggZ97JiGWqKBXmZeM8jS/AbstractC2461.java 

	https://h.trace.qq.com/kv 
	ggZ97JiGWqKBXmZeM8jS/gTpwdDtDRbpGR4N8DTxs/SpBk9lfVHyzkLCmVC4dy/ggZ97JiGWqKBXmZeM8jS/C3156.java 

	https://astat.bugly.qcloud.com/rqd/async 
	ggZ97JiGWqKBXmZeM8jS/gTpwdDtDRbpGR4N8DTxs/SpBk9lfVHyzkLCmVC4dy/ggZ97JiGWqKBXmZeM8jS/C3044.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	ggZ97JiGWqKBXmZeM8jS/gTpwdDtDRbpGR4N8DTxs/SpBk9lfVHyzkLCmVC4dy/ggZ97JiGWqKBXmZeM8jS/C3044.java 

	http://www.bjtime.cn 
	ggZ97JiGWqKBXmZeM8jS/k7zNgHWhm88gWKUi8nQo/SpBk9lfVHyzkLCmVC4dy/kYt2lFYvRsdRJhYA6zpf/C3200.java 

	http://www.baidu.com 
	ggZ97JiGWqKBXmZeM8jS/k7zNgHWhm88gWKUi8nQo/SpBk9lfVHyzkLCmVC4dy/kYt2lFYvRsdRJhYA6zpf/C3200.java 

	http://www.taobao.com 
	ggZ97JiGWqKBXmZeM8jS/k7zNgHWhm88gWKUi8nQo/SpBk9lfVHyzkLCmVC4dy/kYt2lFYvRsdRJhYA6zpf/C3200.java 

	http://www.ntsc.ac.cn 
	ggZ97JiGWqKBXmZeM8jS/k7zNgHWhm88gWKUi8nQo/SpBk9lfVHyzkLCmVC4dy/kYt2lFYvRsdRJhYA6zpf/C3200.java 

	http://www.time.ac.cn/ 
	ggZ97JiGWqKBXmZeM8jS/k7zNgHWhm88gWKUi8nQo/SpBk9lfVHyzkLCmVC4dy/kYt2lFYvRsdRJhYA6zpf/C3200.java 

	https://play.google.com/store/apps/details?id= 
	ggZ97JiGWqKBXmZeM8jS/zzTdtrB95xFA1d6lo3hL/SpBk9lfVHyzkLCmVC4dy/FORNbc94unNyceFRRh8r/C3661.java 

	http://xml.apache.org/xslt 
	ggZ97JiGWqKBXmZeM8jS/zPaUURwnGV2AnEhoHLVv/SpBk9lfVHyzkLCmVC4dy/C3598.java 

	http://schemas.android.com/apk/res/android 
	k7zNgHWhm88gWKUi8nQo/hrbnDBihYDRG4D5nxfvP/ggZ97JiGWqKBXmZeM8jS/ARvfhQp5zgtQAhZ2h28T/C4843.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	k7zNgHWhm88gWKUi8nQo/POpOcz42ro2cztxWNqZC/k7zNgHWhm88gWKUi8nQo/C4164.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/AbstractC8235.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/AbstractC8246.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/AbstractC8262.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/AbstractC8227.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/AbstractC8253.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/CeqtjQfObvoQcKj5dBY2/C6653.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/CeqtjQfObvoQcKj5dBY2/C6656.java 

	http://www.bouncycastle.org) 
	waMcuKRQ9qjwnEcFoyni/B5UtgYEyLYJzODvRouLM/C9616.java 

	http://... 
	waMcuKRQ9qjwnEcFoyni/ogUBdwFSbjsn1DlS1lfa/SpBk9lfVHyzkLCmVC4dy/SpBk9lfVHyzkLCmVC4dy/C9702.java 

	https://play.google.com/store 
	摸瓜V1引擎 

	https://appgallery.cloud.huawei.com/app/ 
	摸瓜V1引擎 

	https://play.google.com/store/apps/details?id= 
	摸瓜V1引擎 

	https://appgallery.cloud.huawei.com 
	摸瓜V1引擎 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V1引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	http://www.openssl.org/support/faq.html 
	lib/arm64-v8a/librts_network.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	rubin@rubindemacbook-pro.local 
	com/netease/yunxin/nos/sdk/NosFacade.java 

	rubin@rubindemacbook-pro.local 
	com/netease/yunxin/report/sdk/ReportManager.java 

	hyy@sohu.com 
hyy-123@163.com 
hyy@189.cn 
hyy@gmail.com 
hyy@hotmail.com 
732662@sina.com 
hyy@139.com 
hyy12@qq.com 
	ggZ97JiGWqKBXmZeM8jS/zzTdtrB95xFA1d6lo3hL/SpBk9lfVHyzkLCmVC4dy/zPaUURwnGV2AnEhoHLVv/C3718.java 


4.4 手机号线索
	手机号
	所在文件

	13000000000 
	com/ddtx/dingdatacontact/main/activity/FeedBackActivity.java 

	13000000000 
	com/netease/nim/uikit/complaint/ReportActivity.java 

	17179869184 
	waMcuKRQ9qjwnEcFoyni/B5UtgYEyLYJzODvRouLM/FORNbc94unNyceFRRh8r/B5UtgYEyLYJzODvRouLM/SpBk9lfVHyzkLCmVC4dy/C8812.java 

	17179869183 
	waMcuKRQ9qjwnEcFoyni/B5UtgYEyLYJzODvRouLM/FORNbc94unNyceFRRh8r/B5UtgYEyLYJzODvRouLM/SpBk9lfVHyzkLCmVC4dy/C8812.java 

	15095675534 
	waMcuKRQ9qjwnEcFoyni/B5UtgYEyLYJzODvRouLM/k7zNgHWhm88gWKUi8nQo/tyXMwiNSp8HrJAMAZeMy/C9338.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=XPuwcwiD, ST=BncihYXo, L=mdYTZUCi, O=uJQryZKN, OU=gDKKyluL, CN=wxPMwkSU 签名算法: rsassa_pkcs1v15 有效期自: 2025-07-13 08:07:07+00:00 有效期至: 2035-07-11 08:07:07+00:00 发行人: C=XPuwcwiD, ST=BncihYXo, L=mdYTZUCi, O=uJQryZKN, OU=gDKKyluL, CN=wxPMwkSU 序列号: 0x46aa3589ad151ee7 哈希算法: sha256 md5值: 7d0042ea2c7eede515ee62b65e0133d8 sha1值: d8f2cdacf38c7d9a6c644dfca9719c0655ad0e21 sha256值: e16d446494f644bf7fb05f796bacc2a22400b6ff20f9d8e2ce4e147d13e182a1 sha512值: 424d61330b805e00e0e087161bdb27c3fa45234654a8458efedce24fb3ca61aeb20f636694ca3f62cd9142dbfbf00d70c3dd01946759aded5a5a54a1632fe3db 公钥算法: rsa 密钥长度: 2048 指纹: f2f526c69e449dd4d5514aafd309ef0e0daa9bc091bd6c5fd386a03aa5325148

6. 硬编码敏感信息
	可能的敏感信息

	"input_password" : "请输入密码，6~20位字母或者数字" 

	"main_tab_session" : "会话" 

	"nrtc_setting_other_device_default_rotation_key" : "nrtc_setting_other_device_default_rotation_key" 

	"nrtc_setting_other_device_rotation_fixed_offset_key" : "nrtc_setting_other_device_rotation_fixed_offset_key" 

	"nrtc_setting_other_server_record_audio_key" : "nrtc_setting_other_server_record_audio_key" 

	"nrtc_setting_other_server_record_video_key" : "nrtc_setting_other_server_record_video_key" 

	"nrtc_setting_vie_crop_ratio_key" : "nrtc_setting_vie_crop_ratio_key" 

	"nrtc_setting_vie_default_front_camera_key" : "nrtc_setting_vie_default_front_camera_key" 

	"nrtc_setting_vie_fps_reported_key" : "nrtc_setting_vie_fps_reported_key" 

	"nrtc_setting_vie_hw_decoder_key" : "nrtc_setting_vie_hw_decoder_key" 

	"nrtc_setting_vie_hw_encoder_key" : "nrtc_setting_vie_hw_encoder_key" 

	"nrtc_setting_vie_max_bitrate_key" : "nrtc_setting_vie_max_bitrate_key" 

	"nrtc_setting_vie_quality_key" : "nrtc_setting_vie_quality_key" 

	"nrtc_setting_vie_rotation_key" : "nrtc_setting_vie_rotation_key" 

	"nrtc_setting_voe_audio_aec_key" : "nrtc_setting_voe_audio_aec_key" 

	"nrtc_setting_voe_audio_ns_key" : "nrtc_setting_voe_audio_ns_key" 

	"nrtc_setting_voe_call_proximity_key" : "nrtc_setting_voe_call_proximity_key" 

	"nrtc_setting_voe_high_quality_key" : "nrtc_setting_voe_high_quality_key" 

	"please_input_confim_pwd" : "请确认密码" 

	"please_input_pwd" : "请设置密码" 

	"private_config_note" : " 1.私有化配置的将在app重启后生效，请注销登陆并杀掉进程。 2.如果要切换到环境，关闭或打开开关退出登陆杀掉进程即可。 " 

	"setting_private_config" : "私有化配置" 

	"team_authentication" : "身份验证" 

	"team_invitee_authentication" : "被邀请人身份验证" 

	"team_invitee_need_authen" : "需要验证" 

	"team_invitee_not_need_authen" : "不需要验证" 

	"team_need_authentication" : "需要身份验证" 

	"tui_user" : "推荐人员" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作

10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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