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ShareChat（ 2024.18.4版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	ShareChat

	版本
	2024.18.4

	包名
	in.mohalla.sharechat

	域名线索
	111条

	URL线索
	199条

	APP图标
	

	分析日期
	2025年9月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	ShareChat-2024.18.4.apk

	文件大小
	101.53MB

	MD5值
	c92d638a8d4a709bca70d69bba61dd44

	SHA1值
	1d50bb1fe5a72e67718081653df8b73f21b0f5cd

	SHA256值
	ab0aad7f78ea3c499102838b43a9fd19af65f1bf9f9c256bc17de5ff1c2110ff



3. APP基本信息
	类别
	内容

	App名称
	ShareChat

	包名
	in.mohalla.sharechat

	主活动Activity
	

	安卓版本名称
	2024.18.4

	安卓版本
	241804



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	log-activity.templates.inmobi.com
	IP: 20.237.24.215 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	sharechat-cdn.firebaseio.com
	IP: 34.120.206.254 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sharechat-firebase-mumbai.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	c.amazon-adsystem.com
	IP: 18.64.126.129 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	ads.inmobi.com
	没有服务器地理信息. 

	ms.applovin.com
	IP: 34.102.162.219 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	spadsync.com
	IP: 34.36.56.125 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	telemetry.sdk.inmobi.com
	IP: 20.39.59.149 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	developer.apple.com
	IP: 17.253.87.202 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	ssdk-services.s
	没有服务器地理信息. 

	www.google.com
	IP: 199.16.158.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	img.freepik.com
	IP: 23.45.207.202 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	crash-metrics.sdk.inmobi.com
	IP: 57.152.65.82 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: London 

	prod-a.applovin.comhttps
	没有服务器地理信息. 

	firebase-settings.crashlytics.com
	IP: 114.250.69.34 
所属国家: China 
地区: Beijing 
城市: Beijing 

	segment-data-us-east.zqtk.net
	IP: 172.104.57.150 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	developer.android.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	exoplayer.dev
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	ms.applvn.com
	IP: 104.17.1.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sregister.s
	没有服务器地理信息. 

	sc-c2s-apis.sharechat.com
	IP: 34.110.241.159 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	goo.gle
	IP: 67.199.248.13 
所属国家: United States of America 
地区: New York 
城市: New York City 

	vid.applovin.com
	IP: 34.160.64.118 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sdk-otp-verification-noneu.truecaller.com
	IP: 35.190.118.8 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	rt.applvn.com
	IP: 104.17.1.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	scdn-ssettings.s
	没有服务器地理信息. 

	commondatastorage.googleapis.com
	IP: 8.7.198.45 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	pubads.g.doubleclick.net
	IP: 114.250.66.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	outline.truecaller.com
	IP: 35.190.118.8 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	cdn.sharechat.com
	IP: 34.104.35.186 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	unif-id.ssp.inmobi.com
	IP: 172.212.5.164 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: London 

	monetization-support.applovin.com
	IP: 34.110.151.135 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	mojapp.in
	IP: 34.160.27.179 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	a.applovin.com
	IP: 34.117.147.68 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	storage.googleapis.com
	IP: 172.217.163.59 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	sars.s
	没有服务器地理信息. 

	svalidate-and-log.s
	没有服务器地理信息. 

	sonelink.s
	没有服务器地理信息. 

	rt.applovin.com
	IP: 34.117.147.68 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	static-pages.sharechat.com
	IP: 34.102.236.11 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	cdn-sc-g.sharechat.com
	IP: 34.126.231.135 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	smonitorsdk.s
	没有服务器地理信息. 

	firebase.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	wa.me
	IP: 157.240.13.54 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ns.adobe.com
	没有服务器地理信息. 

	apis.sharechat.com
	IP: 104.17.236.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	assets.applovin.com
	IP: 34.120.175.182 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	upload.wikimedia.org
	IP: 198.35.26.112 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cdn.razorpay.com
	IP: 18.64.123.28 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	www.sharechat.com
	IP: 34.111.108.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sviap.s
	没有服务器地理信息. 

	sconversions.s
	没有服务器地理信息. 

	sc-realtime-communication.sharechat.com
	IP: 34.111.108.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	netbanking.yesbank.co.in
	没有服务器地理信息. 

	sb.scorecardresearch.com
	IP: 108.156.133.43 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	acs.icicibank.com
	没有服务器地理信息. 

	support.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	dash.applovin.com
	IP: 34.110.214.170 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sharechat.com
	IP: 34.111.108.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	docs.applovin.com
	IP: 34.160.63.2 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	d.applovin.com
	IP: 34.110.179.88 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	svalidate.s
	没有服务器地理信息. 

	aomedia.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	moj-apis.sharechat.com
	IP: 104.17.235.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sadrevenue.s
	没有服务器地理信息. 

	moj.onelink.me
	IP: 23.45.207.208 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	in.api.tru.id
	IP: 13.225.183.82 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sinapps.s
	没有服务器地理信息. 

	www.applovin.com
	IP: 141.193.213.20 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	config.ads.vungle.com
	IP: 13.230.182.16 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	api.whatsapp.com
	IP: 128.242.245.157 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	slaunches.s
	没有服务器地理信息. 

	tc.staging.sharechat.com
	IP: 172.16.0.128 
所属国家: - 
地区: - 
城市: - 

	api.taboola.com
	IP: 146.75.113.44 
所属国家: Sweden 
地区: Vastra Gotalands lan 
城市: Goeteborg 

	issuetracker.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.amazon.com
	IP: 65.9.32.224 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	privacy.sharechat.com
	IP: 34.111.108.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	a.applvn.com
	IP: 104.17.1.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sdlsdk.s
	没有服务器地理信息. 

	schemas.applovin.com
	没有服务器地理信息. 

	dashif.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	api.razorpay.com
	IP: 3.6.166.118 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	api.plotline.so
	IP: 104.22.28.124 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	supply.inmobicdn.net
	IP: 152.199.39.108 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	sattr.s
	没有服务器地理信息. 

	config.inmobi.com
	IP: 20.39.59.188 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	sgcdsdk.s
	没有服务器地理信息. 

	aps-webhandler.appsflyer.com
	IP: 13.33.88.40 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	schemas.android.com
	没有服务器地理信息. 

	sc-events-apis.sharechat.com
	IP: 34.110.241.159 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	prod.cm.publishers.advertising.a2z.com
	IP: 54.69.245.145 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	help.sharechat.com
	IP: 34.111.108.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sapp.s
	没有服务器地理信息. 

	d.applvn.com
	IP: 104.17.2.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	codepush.appcenter.ms
	IP: 52.232.227.249 
所属国家: United States of America 
地区: Virginia 
城市: Boydton 

	square.github.io
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	console.firebase.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	prod.tahoe-analytics.publishers.advertising.a2z.com
	IP: 35.155.233.214 
所属国家: United States of America 
地区: Oregon 
城市: Boardman 

	www.inmobi.com
	IP: 20.81.69.107 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	moj-events-apis.sharechat.com
	IP: 34.117.44.23 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	images.pexels.com
	IP: 104.18.66.220 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	compliance.iabtechnologylab.com
	IP: 104.21.44.203 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cdn4.sharechat.com
	IP: 34.104.35.186 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	scdn-stestsettings.s
	没有服务器地理信息. 

	simpression.s
	没有服务器地理信息. 


4.2 URL线索
	URL信息
	Url所在文件

	https://cdn.sharechat.com/199dde60_1631879136897_sc.png 
	bc2/a.java 

	https://sharechat.com/post/ 
	bf2/m.java 

	https://help.sharechat.com/%s/policies/privacy-policy 
	bi1/b.java 

	https://help.sharechat.com/%s/policies/content-policy 
	bi1/b.java 

	https://help.sharechat.com/%s/policies/terms 
	bi1/b.java 

	https://help.sharechat.com/%s 
	bi1/b.java 

	https://storage.googleapis.com/sharechat-content-asia/omid-compliance-verification-script-v1.js 
	bz/b.java 

	http://omid-android-reference-app/sendMessage?msg= 
	bz/b.java 

	https://cdn4.sharechat.com/331b3a31_1696096037391_sc.png 
	c21/t0.java 

	https://cdn.sharechat.com/16faaea8_1673803611327_sc.png 
	c31/b.java 

	https://cdn.sharechat.com/1390fa82_1678101714928_sc.webp 
	c31/b.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/a.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/b.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/c.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/d.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/e.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/f.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/h.java 

	https://square.github.io/wire/wire_compiler/ 
	c50/g.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	cj0/d.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	cj0/f.java 

	https://c.amazon-adsystem.com/ 
	com/amazon/device/ads/DTBAdInterstitial.java 

	https://www.amazon.com/dp/ 
	com/amazon/device/ads/DTBAdMRAIDController.java 

	https://www.amazon.com/gp/mas/dl/android? 
	com/amazon/device/ads/DTBAdUtil.java 

	https://play.google.com/store/apps/ 
	com/amazon/device/ads/DTBAdUtil.java 

	https://prod.tahoe-analytics.publishers.advertising.a2z.com/logevent/putRecord 
	com/amazon/device/ads/DtbDeviceRegistration.java 

	https://prod.cm.publishers.advertising.a2z.com/logrecord/putlog 
	com/amazon/device/ads/DtbDeviceRegistration.java 

	http://schemas.applovin.com/android/1.0 
	com/applovin/adview/AppLovinAdView.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	com/applovin/exoplayer2/aw.java 

	https://x</LA_URL> 
	com/applovin/exoplayer2/d/o.java 

	https://x 
	com/applovin/exoplayer2/d/o.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	com/applovin/exoplayer2/d/p.java 

	http://ns.adobe.com/xap/1.0/ 
	com/applovin/exoplayer2/e/d/a.java 

	https://aomedia.org/emsg/ID3 
	com/applovin/exoplayer2/g/b/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	com/applovin/exoplayer2/g/b/a.java 

	http://www.w3.org/ns/ttml 
	com/applovin/exoplayer2/i/g/c.java 

	https://exoplayer.dev/issues/cleartext-not-permitted 
	com/applovin/exoplayer2/k/t.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/advanced-settings 
	com/applovin/impl/mediation/MediationServiceImpl.java 

	https://api.taboola.com/ 
	com/applovin/impl/mediation/c/b/a.java 

	https://dash.applovin.com/documentation/mediation/max/get-started-with-max 
	com/applovin/impl/mediation/d/f.java 

	https://dash.applovin.com/documentation/mediation/max/get-started-with-max 
	com/applovin/impl/mediation/d/e.java 

	https://play.google.com/store/apps/details?id= 
	com/applovin/impl/mediation/debugger/c/b.java 

	https://applovin.com. 
	com/applovin/impl/mediation/debugger/ui/b/a.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/terms-and-privacy-policy-flow 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://support.google.com/admob/answer/13554116 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://dash.applovin.com/o/account?r=2 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/c/b.java 

	https://support.google.com/admob/answer/13554116 
	com/applovin/impl/mediation/debugger/ui/e/c.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/terms-and-privacy-policy-flow 
	com/applovin/impl/privacy/cmp/CmpServiceImpl.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/sdk/n.java 

	https://ms.applovin.com/1.0/sdk/error 
	com/applovin/impl/sdk/r.java 

	https://compliance.iabtechnologylab.com/compliance-js/omid-validation-verification-script-v1-APPLOVIN-01102024.js 
	com/applovin/impl/sdk/a/g.java 

	https://assets.applovin.com/sound_off.png 
	com/applovin/impl/sdk/ad/e.java 

	https://assets.applovin.com/sound_on.png 
	com/applovin/impl/sdk/ad/e.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://docs.applovin.com/1.0/sdk/event 
	com/applovin/impl/sdk/c/b.java 

	https://prod-a.applovin.com,https://rt.applovin.com/4.0/pix, 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/4.0/pix,https://ms.applovin.com/,https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://assets.applovin.com/gdpr/flow_v1/gdpr-flow-1.html 
	com/applovin/impl/sdk/c/b.java 

	https://d.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://d.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://vid.applovin.com/,https://stage-vid.applovin.com/,https://pdn.applovin.com/,https://stage-pdn.applovin.com/,https://img.applovin.com/,https://stage-img.applovin.com/,https://d.applovin.com/,https://assets.applovin.com/,https://stage-assets.applovin.com/,https://cdnjs.cloudflare.com/,http://vid.applovin.com/,http://stage-vid.applovin.com/,http://pdn.applovin.com/,http://stage-pdn.applovin.com/,http://img.applovin.com/,http://stage-img.applovin.com/,http://d.applovin.com/,http://assets.applovin.com/,http://stage-assets.applovin.com/,http://cdnjs.cloudflare.com/,http://u.appl.vn/,https://u.appl.vn/,https://res.applovin.com/,https://res1.applovin.com/,https://res2.applovin.com/,https://res3.applovin.com/,http://res.applovin.com/,http://res1.applovin.com/,http://res2.applovin.com/,http://res3.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/unity/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	https://monetization-support.applovin.com/hc/en-us/articles/236114328-How-can-I-expose-verbose-logging-for-the-SDK> 
	com/applovin/impl/sdk/e/p.java 

	https://www.applovin.com/privacy/ 
	com/applovin/impl/sdk/nativeAd/AppLovinNativeAdImpl.java 
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	http://commondatastorage.googleapis.com/gtv-videos-bucket/sample/BigBuckBunny.mp4 
	sharechat/feature/chatroom/ugcHostOnBoarding/ui/f.java 

	https://images.pexels.com/photos/674010/pexels-photo-674010.jpeg?auto=compress&cs=tinysrgb&w=1200 
	sharechat/feature/chatroom/ugcHostOnBoarding/ui/f.java 

	https://cdn4.sharechat.com/36f2b01f_1700794102832_sc.png 
	sharechat/feature/chatroom/ugcHostOnBoarding/ui/f.java 

	https://cdn4.sharechat.com/2ca82305_1700793917206_sc.png 
	sharechat/feature/chatroom/ugcHostOnBoarding/ui/f.java 

	https://cdn4.sharechat.com/aac4e8b_1700793969262_sc.png 
	sharechat/feature/chatroom/ugcHostOnBoarding/ui/f.java 

	https://play.google.com/store/apps/details?id=in.mohalla.sharechat 
	sharechat/feature/discoverContacts/DiscoverContactsViewModel.java 

	https://apis.sharechat.com/feed-component-service/v1/public/action 
	sharechat/feature/generic/f.java 

	https://sharechat.com/music/ 
	sharechat/feature/music/share/MusicShareBottomSheet.java 

	https://play.google.com/store/apps/details?id= 
	sharechat/feature/notification/widget/a.java 

	https://cdn.sharechat.com/2f8a9a38_1649163840695_sc.webp 
	sharechat/feature/payment/paymentlist/PaymentListActivity.java 

	https://cdn.sharechat.com/29a8e75f_1649163871695_sc.webp 
	sharechat/feature/payment/paymentlist/PaymentListActivity.java 

	https://cdn.sharechat.com/11553ea7_1649163890724_sc.webp 
	sharechat/feature/payment/paymentlist/PaymentListActivity.java 

	https://cdn4.sharechat.com/14b6307f_1691056916379_sc.gif 
	sharechat/feature/sharebottomsheet/ui/k.java 

	https://www.sharechat.com 
	sharechat/feature/web/WebViewActivity.java 

	http://www.sharechat.com 
	sharechat/feature/web/WebViewActivity.java 

	https://sharechat.com 
	sharechat/library/cvo/PostEntity.java 

	https://cdn.sharechat.com/b7d3c0d_1647002531406_sc.png 
	sharechat/manager/reactnative/DownloadReactNativeDFMBottomSheet.java 

	https://cdn.sharechat.com/b7d3c0d_1647002531406_sc.png 
	sharechat/manager/reactnative/DownloadReactNativeDFMFragment.java 

	http://ns.adobe.com/xap/1.0/ 
	si/a.java 

	https://developer.android.com/reference/com/google/android/play/core/install/model/InstallErrorCode 
	sl/a.java 

	https://developer.android.com/reference/com/google/android/play/core/review/model/ReviewErrorCode.html 
	sl/a.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	t5/a.java 

	https://cdn4.sharechat.com/14062497_1696135600830_sc.png 
	t61/n0.java 

	https://cdn4.sharechat.com/27a0c624_1685964235396_sc.webp 
	t61/p.java 

	https://cdn4.sharechat.com/14b79cb3_1697633540123_sc.webp 
	t61/l0.java 

	https://cdn.sharechat.com/249ec214_1649680493568_sc.json 
	t61/v0.java 

	https://www.amazon.com/dp/ 
	t9/l.java 

	https://c.amazon-adsystem.com/ 
	t9/h.java 

	https://cdn4.sharechat.com/1bc5184f_1684141106415_sc.webp 
	tq1/k.java 

	https://prod.cm.publishers.advertising.a2z.com/logrecord/putlog 
	u9/a.java 

	https://prod.tahoe-analytics.publishers.advertising.a2z.com/logevent/putRecord 
	u9/b.java 

	http://schemas.android.com/apk/res/android 
	ul/t.java 

	https://cdn-sc-g.sharechat.com/33d5318_1c8/a68d134_1715680377179_sc.png 
	vf0/d.java 

	https://help.sharechat.com/ 
	vf0/d.java 

	https://wa.me/ 
	vf0/d.java 

	https://outline.truecaller.com/v1/ 
	vu/d.java 

	https://sdk-otp-verification-noneu.truecaller.com/v2/otp/installation/ 
	vu/d.java 

	https://cdn.sharechat.com/4164e31_1655716706406_sc.svg 
	vv0/d.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/b.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/d.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/e.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/c.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/f.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/i.java 

	https://square.github.io/wire/wire_compiler/ 
	w30/h.java 

	https://cdn.sharechat.com/285c6ed3_1669015284584_sc.svg 
	w31/k1.java 

	https://cdn.sharechat.com/1c3c968c_1669015419411_sc.svg 
	w31/k1.java 

	https://apis.sharechat.com/ 
	w60/f.java 

	https://sc-events-apis.sharechat.com/ 
	w60/f.java 

	https://sc-c2s-apis.sharechat.com/ 
	w60/f.java 

	https://apis.sharechat.com/feed-component-service/v1/public/action 
	wa0/b.java 

	https://mojapp.in/grievance?app=sharechat 
	wh0/j.java 

	https://mojapp.in/grievance?app=sharechat 
	wh0/k.java 

	https://cdn.sharechat.com/3626984b_1655880405505_sc.webp 
	xc2/p.java 

	https://cdn.sharechat.com/143e6e31_1655875150718_sc.webp 
	xc2/p.java 

	https://in.api.tru.id/coverage/v0.1/device_ip 
	yh1/a.java 

	https://cdn4.sharechat.com/17cfa705_1692002175029_sc.webp 
	yr1/a.java 

	http://www.w3.org/ns/ttml 
	zj/c.java 

	https://developer.android.com/reference/com/google/android/play/core/splitinstall/model/SplitInstallErrorCode.html 
	zl/a.java 

	https://cdn4.sharechat.com/1a357b73_1695114088276_sc.webp 
	zv0/d.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@livepostviewholder.composevie 
	bn1/i.java 

	this@imageview.context 
	sharechat/feature/chatroom/text_chat/ChatRoomTextChatFragment.java 


4.4 手机号线索
	手机号
	所在文件

	14222222222 
	av/b.java 

	13222222222 
	com/applovin/exoplayer2/e/e/d.java 

	17179869184 
	com/applovin/impl/sdk/q.java 

	17179869184 
	com/applovin/impl/sdk/o.java 

	17179869184 
	gb/h.java 

	17179869184 
	gb/j.java 

	14222222222 
	j32/d.java 

	14222222222 
	j9/h.java 

	17512775099 
	jm/a.java 

	13222222222 
	rv0/d3.java 

	14222222222 
	rv0/d3.java 

	15222222222 
	rv0/d3.java 

	13222222222 
	rv0/f1.java 

	14222222222 
	rv0/f1.java 

	13222222222 
	rv0/g5.java 

	14222222222 
	rv0/g5.java 

	15222222222 
	rv0/g5.java 

	16222222222 
	rv0/g5.java 

	17222222222 
	rv0/g5.java 

	13222222222 
	rx0/k.java 

	14222222222 
	rx0/k.java 

	13222222222 
	s31/h.java 

	14222222222 
	s31/h.java 

	13222222222 
	sharechat/feature/generic/f.java 

	13222222222 
	sharechat/manager/intervention/b.java 

	13222222222 
	sv1/k2.java 

	13222222222 
	v40/q.java 

	14222222222 
	v40/q.java 

	13222222222 
	wo/c.java 

	18222222222 
	wo/c.java 

	19222222222 
	wo/c.java 

	13222222222 
	xv0/q.java 

	14222222222 
	xv0/q.java 

	15222222222 
	xv0/q.java 

	16222222222 
	xv0/q.java 

	17222222222 
	xv0/q.java 

	15552000000 
	yb/o.java 
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6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.SET_WALLPAPER
	正常
	设置壁纸
	允许应用程序设置系统壁纸

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_PHONE_NUMBERS
	危险
	
	允许到设备的读访问的电话号码。这是 READ_PHONE_STATE 授予的功能的一个子集,但对即时应用程序公开

	android.permission.ANSWER_PHONE_CALLS
	危险
	
	允许应用接听来电。

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_PACKAGE_SIZE
	正常
	测量应用程序存储空间
	允许应用程序找出任何包使用的空间

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	com.truecaller.permission.sdk.internal.read_account_state
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_ATTRIBUTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_TOPICS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	in.mohalla.sharechat.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.applovin.array.apphub.permission.BIND_APPHUB_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	sharechat.feature.home.main.DeeplinkHandlerActivity
	Schemes: https://, sharechat://, http://, 
Hosts: sharechat.onelink.me, open, b.sharechat.com, sharechat.com, sharechat.co, 
Mime Types: image/*, text/*, video/*, audio/*, 
Path Prefixes: /3i9Y, /action, /profile, /tag, /post, /creator-hub, /classified, /chatroom, /friends, /family, /host-creator-hub, /hall-of-fame, /vg-wallet, /leaderboard, /livestream, /live/, /tournament, /compTournament, /userAchievements, /daily-weekly, /treasure-box, /previous-rewards, /vip-subscription, /games-room, /music, 


	so.plotline.insights.Activities.PlotlineActivity
	Schemes: plotline-a1048://, 
Hosts: connect, 


	com.facebook.CustomTabActivity
	Schemes: fbconnect://, 
Hosts: cct.in.mohalla.sharechat, 
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