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Yulily（ 1.1.2版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Yulily

	版本
	1.1.2

	包名
	com.yll.lg

	域名线索
	85条

	URL线索
	81条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base.apk

	文件大小
	138.04MB

	MD5值
	bad3727e43a15be7fc8b4d79f96c87ed

	SHA1值
	00e0133a191a21c819112b83fd0f237148414b54

	SHA256值
	7b097a5bdea12f57a9da2cbf825667300a38d5dd5329e544890f1172dd134eb4



3. APP基本信息
	类别
	内容

	App名称
	Yulily

	包名
	com.yll.lg

	主活动Activity
	com.yll.lg.ui.activity.SplashActivity

	安卓版本名称
	1.1.2

	安卓版本
	12



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	journeyapps.com
	IP: 143.204.98.89 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	px.ucweb.com
	IP: 116.132.219.25 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	kd.yulily.cn
	IP: 47.79.49.233 
所属国家: United States of America 
地区: California 
城市: San Mateo 

	www.google.com
	IP: 199.59.148.229 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	console.intl.cloud.tencent.com
	IP: 123.125.244.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	ice-pre.cn-hangzhou.aliyuncs.com
	IP: 11.159.145.237 
所属国家: United States of America 
地区: Ohio 
城市: Columbus 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	buy.tencentcloud.com
	IP: 43.174.76.28 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.googleadservices.com
	IP: 114.250.64.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	help.aliyun.com
	IP: 203.119.144.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	vod.cn-shanghai.aliyuncs.com
	IP: 47.116.84.234 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cloudauth.aliyuncs.com
	IP: 59.82.44.22 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	default.url
	没有服务器地理信息. 

	ice-pub-media.myalicdn.com
	IP: 116.196.134.207 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	googlemobileadssdk.page.link
	IP: 142.250.73.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	graph.s
	没有服务器地理信息. 

	ns.adobe.com
	没有服务器地理信息. 

	ice.console.aliyun.com
	IP: 47.92.40.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cloud-config-service.rtc.aliyuncs.com
	IP: 47.93.95.208 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.facebook.com
	IP: 67.15.100.252 
所属国家: United States of America 
地区: California 
城市: San Jose 

	apkpure.com
	IP: 74.86.3.208 
所属国家: United States of America 
地区: California 
城市: San Jose 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.232 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app-measurement.com
	IP: 114.250.67.33 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qcloudimg.tencent-cloud.cn
	IP: 119.188.209.184 
所属国家: China 
地区: Shandong 
城市: Zaozhuang 

	aomedia.org
	IP: 88.191.249.183 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	demos.trtc.tencent-cloud.com
	IP: 123.125.244.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	buy.cloud.tencent.com
	IP: 60.28.220.193 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	vod-license-proxy-pre.aliyun-inc.com
	IP: 100.64.26.218 
所属国家: - 
地区: - 
城市: - 

	pagead2.googlesyndication.com
	IP: 114.250.64.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developers.facebook.com
	IP: 199.96.62.41 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	.facebook.com
	没有服务器地理信息. 

	vod-license.cn-shanghai.aliyuncs.com
	IP: 8.139.73.64 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	twitter.com
	IP: 162.159.140.229 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pop.yuncloudauth.com
	IP: 106.11.232.51 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tianshu.alicdn.com
	IP: 221.210.145.22 
所属国家: China 
地区: Heilongjiang 
城市: Hegang 

	vpp-license-proxy.taobao.net
	没有服务器地理信息. 

	gw.alipayobjects.com
	IP: 116.136.165.43 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	cloudauth.yunverify.com
	IP: 106.11.232.51 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cn-shanghai-aliyun-cloudauth.oss-cn-shanghai.aliyuncs.com
	IP: 140.206.110.66 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	im.sdk.qcloud.com
	IP: 123.6.2.137 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	www.yll.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	auth.yunverify.com
	IP: 106.11.232.51 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dashif.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	msg.cmpassport.com
	IP: 120.232.74.115 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cloudauth.yuncloudauth.com
	IP: 59.82.44.22 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	zhiliao.qq.com
	IP: 116.196.150.248 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	developer.android.com
	IP: 142.250.73.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mgw.mpaas.cn-hangzhou.aliyuncs.com
	IP: 47.118.173.135 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.zetetic.net
	IP: 18.154.206.82 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	issuetracker.google.com
	IP: 142.251.215.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	support.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	slsrole.alicdn.com
	IP: 121.29.103.20 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	image.cnamedomain.com
	没有服务器地理信息. 

	cloud.tencent.com
	IP: 60.28.220.193 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	intl.cloud.tencent.com
	IP: 60.28.220.193 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	alivc-demo.aliyuncs.com
	IP: 8.139.73.64 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	graph-video.s
	没有服务器地理信息. 

	accounts.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	api.twitter.com
	IP: 128.242.245.157 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	www.tencentcloud.com
	IP: 43.174.76.28 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	vpp-license-proxy.aliyuncs.com
	IP: 139.196.135.172 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cloudauth-dualstack.cn-beijing.aliyuncs.com
	IP: 39.97.154.8 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	web.sdk.qcloud.com
	IP: 220.194.122.253 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	firebase.google.com
	IP: 142.250.69.174 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	developer.apple.com
	IP: 17.253.85.205 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	facebook.com
	IP: 31.13.94.41 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	goo.gl
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	console.cloud.tencent.com
	IP: 60.28.220.193 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	render.alipay.com
	IP: 124.165.219.237 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	g.co
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	cloudauth.cn-beijing.aliyuncs.com
	IP: 39.97.154.134 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	id6.me
	IP: 42.123.77.138 
所属国家: China 
地区: Beijing 
城市: Beijing 

	riskct.geetest.com
	IP: 103.143.17.142 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	phone.firebase
	没有服务器地理信息. 

	cloudauth-dualstack.aliyuncs.com
	IP: 106.11.172.8 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 


4.2 URL线索
	URL信息
	Url所在文件

	http://dashif.org/guidelines/last-segment-number 
	a2/d.java 

	http://dashif.org/guidelines/trickmode 
	a2/d.java 

	http://dashif.org/thumbnail_tile 
	a2/d.java 

	http://dashif.org/guidelines/thumbnail_tile 
	a2/d.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	b2/i0.java 

	https://x</LA_URL> 
	b2/h0.java 

	https://default.url 
	b2/h0.java 

	https://gw.alipayobjects.com/render/p/yuyan_npm/@alipay_dtfconfig/1.0.2/lib/toyger.quality.android.wasm 
	b7/k.java 

	https://tianshu.alicdn.com/64ce83c2-97db-4024-9af3-ef6ffee08f52.png 
	b7/k.java 

	https://cn-shanghai-aliyun-cloudauth.oss-cn-shanghai.aliyuncs.com/model/toyger.quality.2.2.7.android.dat 
	b7/k.java 

	https://gw.alipayobjects.com/render/p/yuyan_npm/@alipay_dtfconfig/1.0.1/lib/toyger.face.android.wasm 
	b7/k.java 

	https://tianshu.alicdn.com/7504f3f0-aca8-4636-b486-e396559d3efb.png 
	b7/k.java 

	https://cn-shanghai-aliyun-cloudauth.oss-cn-shanghai.aliyuncs.com/model/toyger.face.dat 
	b7/k.java 

	https://facebook.com/device?user_code=%1$s&qr=1 
	b8/m.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	https://mgw.mpaas.cn-hangzhou.aliyuncs.com 
	com/alipay/alipaysecuritysdk/common/config/Configuration.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/model/v060100/android_pro.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/model/v060100/android_ultimate.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/model/v060100/android_segment.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/model/v060100/android_recognition.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/model/v060100/android_full.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/resource/lookups.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/resource/makeup.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/resource/sticker.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/resource/background.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://ice-pub-media.myalicdn.com/sdk-resource-queen/resource/face_effects.zip 
	com/aliyun/android/libqueen/QueenMaterial.java 

	https://alivc-demo.aliyuncs.com/td.html 
	com/aliyun/svideo/base/CopyrightWebActivity.java 

	https://alivc-demo.aliyuncs.com 
	com/aliyun/svideo/base/http/EffectService.java 

	https://vod.cn-shanghai.aliyuncs.com/ 
	com/aliyun/auth/common/AliyunVodHttpCommon.java 

	https://vod. 
	com/aliyun/auth/common/AliyunVodHttpCommon.java 

	http://xml.apache.org/xslt 
	com/aliyun/vod/common/logger/LoggerPrinter.java 

	https://videocloud. 
	com/aliyun/vod/log/core/AliyunLogCommon.java 

	http://vod. 
	com/aliyun/vod/log/report/AliyunReportParam.java 

	https://render.alipay.com/p/f/fd-j8l9yjja/index.html 
	com/dtf/face/config/NavigatePage.java 

	https://cloudauth-dualstack.aliyuncs.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://cloudauth.aliyuncs.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://cloudauth-dualstack.cn-beijing.aliyuncs.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://cloudauth.cn-beijing.aliyuncs.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://cloudauth.yunverify.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://cloudauth.yuncloudauth.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://auth.yunverify.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://pop.yuncloudauth.com 
	com/dtf/face/api/DTFacadeExt.java 

	https://riskct.geetest.com/g2/api/v1/client_report 
	com/geetest/core/GeeGuard.java 

	https://nisportal.10010.com:9001/api? 
	com/geetest/core/g6.java 

	https://msg.cmpassport.com/h5/getMobile 
	com/geetest/core/g6.java 

	https://id6.me/gw/preuniq.do 
	com/geetest/core/g6.java 

	https://riskct.geetest.com/g2/api/v1/client_report 
	com/geetest/core/e.java 

	https://riskct.geetest.com/g2/api/v1/client_report 
	com/geetest/gtc4/GeeGuard.java 

	https://nisportal.10010.com:9001/api? 
	com/geetest/gtc4/d.java 

	https://msg.cmpassport.com/h5/getMobile 
	com/geetest/gtc4/d.java 

	https://id6.me/gw/preuniq.do 
	com/geetest/gtc4/d.java 

	https://riskct.geetest.com/g2/api/v1/client_report 
	com/geetest/gtc4/w.java 

	http://schemas.android.com/apk/res/android 
	com/hjq/permissions/AndroidManifestParser.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/liulishuo/filedownloader/services/BaseFileServiceUIGuard.java 

	https://web.sdk.qcloud.com/component/tuiroom/index.html 
	com/tencent/cloud/tuikit/roomkit/view/page/widget/Dialog/InviteUserDialog.java 

	https://web.sdk.qcloud.com/trtc/webrtc/test/tuiroom-inner/index.html 
	com/tencent/cloud/tuikit/roomkit/view/page/widget/Dialog/InviteUserDialog.java 

	https://web.sdk.qcloud.com/component/tuiroom/index.html 
	com/tencent/cloud/tuikit/roomkit/viewmodel/RoomInfoViewModel.java 

	https://web.sdk.qcloud.com/trtc/webrtc/test/tuiroom-inner/index.html 
	com/tencent/cloud/tuikit/roomkit/viewmodel/RoomInfoViewModel.java 

	https://zhiliao.qq.com/ 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://cloud.tencent.com/document/product/269/32458 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://intl.cloud.tencent.com/document/product/1047/36021?lang=en&pg= 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://buy.cloud.tencent.com/avc?activeId=plugin&regionId=1 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://cloud.tencent.com/document/product/269/11673?from=17219 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://www.tencentcloud.com/document/product/1047/34349 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/conversation-backgroundImage/backgroundImage_%s.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/conversation-backgroundImage/backgroundImage_%s_full.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://demos.trtc.tencent-cloud.com/prod/base/v1/events/stat 
	com/tencent/qcloud/tuicore/TUIConfig.java 

	https://console.cloud.tencent.com/im/detail 
	com/tencent/qcloud/tuikit/tuicallengine/a.java 

	https://console.intl.cloud.tencent.com/im/detail 
	com/tencent/qcloud/tuikit/tuicallengine/a.java 

	https://buy.cloud.tencent.com/avc?addRavLicense=1 
	com/tencent/qcloud/tuikit/tuicallengine/e/o.java 

	https://buy.tencentcloud.com/avc?addRavLicense=1 
	com/tencent/qcloud/tuikit/tuicallengine/e/o.java 

	https://cloud.tencent.com/document/product/269/32458 
	com/tencent/qcloud/tuikit/tuichat/TUIChatConstants.java 

	https://intl.cloud.tencent.com/document/product/1047/36021?lang=en&pg= 
	com/tencent/qcloud/tuikit/tuichat/TUIChatConstants.java 

	https://cloud.tencent.com/document/product/269/3794 
	com/tencent/qcloud/tuikit/tuichat/bean/CustomHelloMessage.java 

	https://cloud.tencent.com/product/im 
	com/tencent/qcloud/tuikit/tuicontact/TUIContactConstants.java 

	https://www.tencentcloud.com/products/im?lang=en&pg= 
	com/tencent/qcloud/tuikit/tuicontact/TUIContactConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuikit/tuicontact/minimalistui/pages/CreateGroupMinimalistActivity.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuikit/tuigroup/TUIGroupConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuikit/tuigroup/minimalistui/page/GroupInfoMinimalistFragment.java 

	https://zhiliao.qq.com/ 
	com/tencent/qcloud/tuikit/tuichatbotplugin/util/TUIChatBotUtils.java 

	https://zhiliao.qq.com/ 
	com/tencent/qcloud/tuikit/tuicustomerserviceplugin/TUICustomerServiceConstants.java 

	https://qcloudimg.tencent-cloud.cn/raw/a811f634eab5023f973c9b224bc07a51.png 
	com/tencent/qcloud/tuikit/tuicustomerserviceplugin/config/TUICustomerServiceConfig.java 

	https://cloud.tencent.com/document/product/269 
	com/tencent/qcloud/tuikit/tuicustomerserviceplugin/config/TUICustomerServiceConfig.java 

	https://zhiliao.qq.com/ 
	com/tencent/qcloud/tuikit/tuicustomerserviceplugin/util/TUICustomerServiceUtils.java 

	https://ice.console.aliyun.com/sdks/mine/list) 
	com/yll/lg/App.java 

	https://www.yll.com/ 
	com/yll/lg/ui/activity/MineMenuActivity.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	d1/a.java 

	https://github.com/firebase/FirebaseUI-Android/releases/tag/6.2.0 
	e8/b.java 

	https://api.twitter.com 
	eh/j.java 

	https://github.com 
	m8/j.java 

	https://phone.firebase 
	m8/j.java 

	https://accounts.google.com 
	m8/j.java 

	https://twitter.com 
	m8/j.java 

	https://www.facebook.com 
	m8/j.java 

	https://goo.gl/NAOOOI. 
	nc/za.java 

	https://goo.gl/NAOOOI 
	nc/za.java 

	https://www.googleadservices.com/pagead/conversion/app/deeplink?id_type=adid&sdk_version=%s&rdid=%s&bundleid=%s&retry=%s 
	nc/za.java 

	https://app-measurement.com/a 
	nc/l3.java 

	https://firebase.google.com/support/guides/disable-analytics 
	nc/p3.java 

	https://www.google.com 
	nc/r7.java 

	https://google.com/search? 
	nc/q7.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	mk/d.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	mk/f.java 

	https://googlemobileadssdk.page.link/admob-android-update-manifest 
	ta/c3.java 

	https://googlemobileadssdk.page.link/ad-manager-android-update-manifest. 
	ta/c3.java 

	https://developer.android.com/guide/topics/media/issues/cleartext-not-permitted 
	t1/p.java 

	http://g.co/dev/packagevisibility. 
	t1/y.java 

	https://developer.android.com/guide/topics/media/issues/player-accessed-on-wrong-thread 
	w1/r0.java 

	https://accounts.google.com/o/oauth2/revoke?token= 
	tb/f.java 

	https://support.google.com/dfp_premium/answer/7160685 
	wa/x.java 

	https://kd.yulily.cn/0x616e6e6f756e63656d656e74/64617461.json 
	zi/m.java 

	https://kd.yulily.cn/0x24ffe/333351414763255356506072117222688.json 
	zi/m.java 

	http://schemas.android.com/apk/res/android 
	z/l.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	kk/d.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	kk/a.java 

	https://issuetracker.google.com/issues/new?component=907884&template=1466542 
	u0/m.java 

	https://developers.facebook.com/docs/android/getting-started 
	c7/i0.java 

	https://developers.facebook.com/docs/android/getting-started 
	c7/e0.java 

	https://developers.facebook.com/docs/app-events/getting-started-app-events-android 
	c7/b1.java 

	https://pagead2.googlesyndication.com/pagead/gen_204?id=gmob-apps 
	qa/b.java 

	https://developers.facebook.com/docs/android/getting-started/ 
	r7/m0.java 

	https://developers.facebook.com/docs/android/getting-started 
	r7/m0.java 

	https://developers.facebook.com/docs/android/troubleshooting/ 
	r7/e0.java 

	https://facebook.com 
	r7/l0.java 

	https://.facebook.com 
	r7/l0.java 

	https://graph.%s 
	r7/h0.java 

	https://graph-video.%s 
	r7/h0.java 

	http://ns.adobe.com/xap/1.0/ 
	v2/b.java 

	https://aomedia.org/emsg/ID3 
	y2/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	y2/a.java 

	https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2 
	vi/n.java 

	https://apkpure.com/ 
	vi/n.java 

	https://help.aliyun.com/document_detail/378085.html 
	摸瓜V1引擎 

	https://render.alipay.com/p/yuyan/180020010001208736/aliyunFacewelcome.html 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/ 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/license/ 
	摸瓜V1引擎 

	https://github.com/sqlcipher/android-database-sqlcipher 
	摸瓜V1引擎 

	https://journeyapps.com/ 
	摸瓜V1引擎 

	https://github.com/journeyapps/zxing-android-embedded 
	摸瓜V1引擎 

	https://console_cloud_tencent_com/vcube/project/manage) 
	摸瓜V1引擎 

	http://', 
	摸瓜V2引擎 

	https://'; 
	摸瓜V2引擎 

	http://vpp-license-proxy.taobao.net/getAppCert 
	lib/arm64-v8a/libugsv.so 

	https://vod-license-proxy-pre.aliyun-inc.com/getAppCert 
	lib/arm64-v8a/libugsv.so 

	https://vpp-license-proxy.aliyuncs.com/getAppCert 
	lib/arm64-v8a/libugsv.so 

	https://cloud-config-service.rtc.aliyuncs.com/configservice/v1/getAioLoggerConfig 
	lib/arm64-v8a/libugsv.so 

	https://px.ucweb.com/upload 
	lib/arm64-v8a/libugsv.so 

	https://slsrole.alicdn.com 
	lib/arm64-v8a/libugsv.so 

	https://vpp-license-proxy.aliyuncs.com/auth 
	lib/arm64-v8a/libqueen.so 

	http://vod-license.cn-shanghai.aliyuncs.com/auth 
	lib/arm64-v8a/libqueen.so 

	https://slsrole.alicdn.com 
	lib/arm64-v8a/libqueen.so 

	https://px.ucweb.com/upload 
	lib/arm64-v8a/libqueen.so 

	https://ice-pre.cn-hangzhou.aliyuncs.com 
	lib/arm64-v8a/libqueen.so 

	http://vpp-license-proxy.taobao.net/ 
	lib/arm64-v8a/libqueen.so 

	https://vod-license-proxy-pre.aliyun-inc.com/ 
	lib/arm64-v8a/libqueen.so 

	https://vpp-license-proxy.aliyuncs.com/ 
	lib/arm64-v8a/libqueen.so 

	https://cloud-config-service.rtc.aliyuncs.com/configservice/v1/getAioLoggerConfig 
	lib/arm64-v8a/libqueen.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxx@email.elided 
	com/tencent/liteav/base/PiiElider.java 

	u0013android@android.com0 
u0013android@android.com 
	vb/v.java 

	appro@openssl.org 
	lib/arm64-v8a/libliteavsdk.so 


4.4 手机号线索
	手机号
	所在文件

	19634136210 
	com/eidlink/idocr/e/zd.java 

	17179869184 
	com/tencent/qcloud/tuikit/tuigroupnoteplugin/a.java 

	17512775099 
	be/a.java 

	15552000000 
	nc/s7.java 

	15552000000 
	l7/n.java 

	18222222222 
	f3/e.java 

	19222222222 
	f3/e.java 

	18431372549 
	摸瓜V2引擎 

	18431372549 
	摸瓜V2引擎 
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6. 硬编码敏感信息
	可能的敏感信息

	"com.google.firebase.crashlytics.mapping_file_id" : "39c6ca43b33e48a2bab25fd2f55b0072" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"contact_no_such_user" : "The user does not exist" 

	"facebook_client_token" : "81b7f44868eb395057ca7a748bb22848" 

	"firebase_web_host" : "CHANGE-ME" 

	"google_api_key" : "AIzaSyBx-gP6dkaIwJ_xrryPMkUV6OsJRBGn9To" 

	"google_crash_reporting_api_key" : "AIzaSyBx-gP6dkaIwJ_xrryPMkUV6OsJRBGn9To" 

	"library_android_database_sqlcipher_author" : "Zetetic, LLC" 

	"library_android_database_sqlcipher_authorWebsite" : "https://www.zetetic.net/sqlcipher/" 

	"library_zxingandroidembedded_author" : "JourneyApps" 

	"library_zxingandroidembedded_authorWebsite" : "https://journeyapps.com/" 

	"private_group" : "Discussion Group" 

	"session_end" : "Session ended" 

	"session_timeout" : "Session timeout" 

	"tuiroomkit_mute_user" : "Mute" 

	"tuiroomkit_un_mute_user" : "Unmute" 

	"yu_token" : "Yudigital" 

	"contact_no_such_user" : "该用户不存在" 

	"private_group" : "讨论组" 

	"session_end" : "会话结束" 

	"session_timeout" : "会话超时" 

	"tuiroomkit_mute_user" : "禁言" 

	"tuiroomkit_un_mute_user" : "取消禁言" 

	"com_facebook_device_auth_instructions" : "Besøg <b>facebook.com/device</b>, og indtast koden ovenfor." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>にアクセスして、上記のコードを入力してください。" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> 'ਤੇ ਜਾਓ ਅਤੇ ਉੱਤੇ ਦਿੱਤਾ ਕੋਡ ਪਾਓ।" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>என்ற இணைப்பிற்குச் சென்று, மேலே காட்டப்படும் குறியீட்டை உள்ளிடவும்." 

	"com_facebook_device_auth_instructions" : "Gå til <b>facebook.com/device</b>, og skriv inn koden som vises ovenfor." 

	"com_facebook_device_auth_instructions" : "Gehe zu <b>facebook.com/device</b> und gib den oben angezeigten Code ein." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ని సందర్శించి పైన చూపిన కోడ్‌ను నమోదు చేయండి." 

	"com_facebook_device_auth_instructions" : "Besoek <b>facebook.com/device</b> en voer die kode in wat hierbo gewys word." 

	"com_facebook_device_auth_instructions" : "ไปที่ <b>facebook.com/device</b> แล้วป้อนรหัสที่แสดงด้านบน" 

	"com_facebook_device_auth_instructions" : "Siirry osoitteeseen <b>facebook.com/device</b> ja anna yllä oleva koodi." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> पर जाएँ और ऊपर दिया गया कोड डालें." 

	"com_facebook_device_auth_instructions" : "Truy cập <b>facebook.com/device</b> và nhập mã hiển thị bên dưới." 

	"contact_no_such_user" : "Người dùng không tồn tại" 

	"private_group" : "Nhóm thảo luận" 

	"session_end" : "Cuộc trò chuyện đã kết thúc" 

	"session_timeout" : "Cuộc trò chuyện đã hết thời gian" 

	"tuiroomkit_mute_user" : "Cấm phát ngôn" 

	"tuiroomkit_un_mute_user" : "Bỏ lệnh cấm phát ngôn" 

	"com_facebook_device_auth_instructions" : "Prejdite na stránku <b>facebook.com/device</b> a zadajte kód, ktorý je zobrazený vyššie." 

	"com_facebook_device_auth_instructions" : "Πηγαίνετε στο <b>facebook.com/device</b> και πληκτρολογήστε τον κωδικό που φαίνεται παραπάνω." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> സന്ദർശിച്ച് മുകളിൽ കാണിച്ചിരിക്കുന്ന കോഡ് നൽകുക." 

	"com_facebook_device_auth_instructions" : "Ga naar <b>facebook.com/device</b> en voer de bovenstaande code in." 

	"com_facebook_device_auth_instructions" : "Odwiedź stronę <b>facebook.com/device</b> i wprowadź kod wyświetlony powyżej." 

	"com_facebook_device_auth_instructions" : "Bisitahin ang <b>facebook.com/device</b> at ilagay ang code na ipinapakita sa itaas." 

	"contact_no_such_user" : "The user does not exist" 

	"private_group" : "Pangkatang Pagtalakay" 

	"session_end" : "Pagtatapos ng session" 

	"session_timeout" : "Nag-time out ang session" 

	"tuiroomkit_mute_user" : "I-mute" 

	"tuiroomkit_un_mute_user" : "I-unmute" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> -এ যান এবং উপরে দেখানো কোডটি লিখুন৷" 

	"com_facebook_device_auth_instructions" : "Buka <b>facebook.com/device</b> dan masukkan kode yang ditunjukkan di atas." 

	"contact_no_such_user" : "Pengguna tidak ada" 

	"private_group" : "Grup Diskusi" 

	"session_end" : "Akhir sesi" 

	"session_timeout" : "Waktu sesi telah habis" 

	"tuiroomkit_mute_user" : "Bisu" 

	"tuiroomkit_un_mute_user" : "Buka bisu" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> ಮತ್ತು ಮೇಲೆ ತೋರಿಸಿರುವ ಕೋಡ್ ಅನ್ನು ನಮೂದಿಸಿ." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>를 방문하여 위 코드를 입력하세요." 

	"com_facebook_device_auth_instructions" : "Vizitează <b>facebook.com/device</b> şi introdu codul afişat mai sus." 

	"com_facebook_device_auth_instructions" : "يمكنك زيارة <b>facebook.com/device</b> وإدخال الرمز المعروض أعلاه." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessous." 

	"com_facebook_device_auth_instructions" : "Posjetite stranicu <b>facebook.com/device</b> i unesite gore prikazani kôd." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> येथे जा आणि वर दाखवलेला कोड प्रविष्ट करा." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> adresini ziyaret et ve yukarıda gösterilen kodu gir." 

	"com_facebook_device_auth_instructions" : "Tento kód zadejte na webu <b>facebook.com/device</b>." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e ingresa el código que aparece más arriba." 

	"com_facebook_device_auth_instructions" : "Lawati <b>facebook.com/device</b> dan masukkan kod yang ditunjukkan di atas." 

	"com_facebook_device_auth_instructions" : "Consulta <b>facebook.com/device</b> e inserisci il codice mostrato sopra." 

	"com_facebook_device_auth_instructions" : "Acesse <b>facebook.com/device</b> e insira o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ની મુલાકાત લો અને ઉપર બતાવેલો કોડ લખો." 

	"com_facebook_device_auth_instructions" : "Nyisd meg a <b>facebook.com/device</b> oldalt, és add meg a fent látható kódot." 

	"com_facebook_device_auth_instructions" : "Перейдите на <b>facebook.com/device</b> и введите код, указанный выше." 

	"com_facebook_device_auth_instructions" : "Besök <b>facebook.com/device</b> och ange koden som visas ovan." 

	"com_facebook_device_auth_instructions" : "יש לבקר ב-<b>facebook.com/device</b> ולהזין את הקוד המוצג למעלה." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessus." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"com_facebook_device_auth_instructions" : "访问<b>facebook.com/device</b>并输入上方显示的验证码。" 

	"com_facebook_device_auth_instructions" : "Acede a <b>facebook.com/device</b> e insere o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"contact_no_such_user" : "該用戶不存在" 

	"private_group" : "討論組" 

	"session_end" : "會話結束" 

	"session_timeout" : "會話逾時" 

	"tuiroomkit_mute_user" : "禁言" 

	"tuiroomkit_un_mute_user" : "取消禁言" 

	"com_facebook_device_auth_instructions" : "Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di atas." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e introduce el código que aparece más arriba." 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	Intent.FLAG_GRANT_READ_URI_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.NFC
	正常
	控制近场通信
	允许应用程序与近场通信 (NFC) 标签,卡和读卡器进行通信

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.FOREGROUND_SERVICE_CAMERA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_MICROPHONE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_CONNECTED_DEVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NOTIFICATION_POLICY
	正常
	
	希望访问通知策略的应用程序的标记权限。

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_OWN_CALLS
	正常
	
	允许调用应用程序通过自我管理的 ConnectionService API 管理自己的调用

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_ATTRIBUTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_TOPICS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.yll.lg.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_MEDIA_PROJECTION
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.yll.lg.ui.activity.SplashActivity
	Schemes: app://, 
Hosts: yll.video.com, yll.userinfo.com, yll.register.com, 


	com.tencent.qcloud.tim.push.TIMPushOpenActivity
	Schemes: pushscheme://, 
Hosts: com.tencent.qcloud.uniapp, 
Paths: /detail, 


	com.facebook.CustomTabActivity
	Schemes: fb_your_app_id://, fbconnect://, 
Hosts: cct.com.yll.lg, 


	com.google.firebase.auth.internal.GenericIdpActivity
	Schemes: genericidp://, 
Hosts: firebase.auth, 
Paths: /, 


	com.google.firebase.auth.internal.RecaptchaActivity
	Schemes: recaptcha://, 
Hosts: firebase.auth, 
Paths: /, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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