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蜜桔（ 1.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	蜜桔

	版本
	1.0

	包名
	

	域名线索
	42条

	URL线索
	20条

	APP图标
	

	分析日期
	2025年10月14日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	22198994.apk

	文件大小
	74.03MB

	MD5值
	b4d095043908feaa288cc5cab0cec292

	SHA1值
	d940906f346d3e960e7b6fd0c05e7afaa7730de9

	SHA256值
	8419ce4f8f4a0e970d23fd465c6bf74bdb25110b7542371206f24b9cedbb8627



3. APP基本信息
	类别
	内容

	App名称
	蜜桔

	包名
	

	主活动Activity
	[]

	安卓版本名称
	1.0

	安卓版本
	[]



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	cloud.tencent.com
	IP: 61.243.14.101 
所属国家: China 
地区: Sichuan 
城市: Chengdu 

	events.my-imcloud.com
	IP: 43.137.221.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mlvbdc.live.tlivesource.com
	IP: 183.47.103.246 
所属国家: China 
地区: Guangdong 
城市: Huizhou 

	game.foxlive.app
	没有服务器地理信息. 

	api.talkingdata.com
	IP: 116.196.64.99 
所属国家: China 
地区: Beijing 
城市: Beijing 

	avmonitortest.trtc.tencent-cloud.com
	IP: 106.53.137.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	tcdns.tlivesource.com
	IP: 109.244.168.185 
所属国家: China 
地区: Beijing 
城市: Beijing 

	livepull.tlivesource.com
	IP: 101.226.153.18 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	flvmock.tencent.com
	没有服务器地理信息. 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	tcdnsipv6.tlivesource.com
	没有服务器地理信息. 

	ac.dun.163yun.com
	IP: 59.111.248.82 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	common-proxy.rtc.tencent.com
	IP: 106.53.137.225 
所属国家: China 
地区: Beijing 
城市: Beijing 

	livepullipv6.tlivesource.com
	IP: 119.147.190.45 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	liteav.sdk.qcloud.com
	IP: 60.220.213.156 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	speedtestint.trtc.tencent-cloud.com
	IP: 43.156.222.141 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	trtc-sdk-config-xjp-1258344699.cos.ap-singapore.intltencentcos.com
	IP: 150.109.0.195 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	tdsdk.cpatrk.net
	IP: 116.198.16.218 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vm.atotoncumb.com
	IP: 172.67.70.190 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ac.dun.163.com
	IP: 59.111.248.82 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	pv.sohu.com
	IP: 49.7.69.197 
所属国家: China 
地区: Beijing 
城市: Beijing 

	common-proxy-test.rtc.tencent.com
	IP: 175.27.204.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	trtc-client-log-overseas-1258344699.cos.ap-singapore.intltencentcos.com
	IP: 150.109.0.195 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	dns.qq.com
	IP: 119.29.29.229 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	sdkconfig.tlivesource.com
	IP: 43.137.222.160 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdkdc.live.tlivesource.com
	IP: 170.106.61.205 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	106.55.123.30
	IP: 106.55.123.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	common-proxyintl.rtc.tencent.com
	IP: 43.156.223.209 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	test.tim.qq.com
	IP: 106.55.123.101 
所属国家: China 
地区: Beijing 
城市: Beijing 

	trtc-sdk-log-1258344699.cos.ap-guangzhou.tencentcos.cn
	IP: 159.75.57.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cloud.cpatrk.net
	IP: 116.198.14.10 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.ccil.org
	IP: 172.217.160.115 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	cloud.tim.qq.com
	IP: 120.53.77.94 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	apisgp.my-imcloud.com
	IP: 82.157.86.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	speedtest.trtc.tencent-cloud.com
	IP: 162.14.20.26 
所属国家: China 
地区: Beijing 
城市: Beijing 

	intl-sdklog.trtc.tencent-cloud.com
	IP: 43.156.222.59 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	inland-sdklog.trtc.tencent-cloud.com
	IP: 106.55.91.136 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.slf4j.org/codes.html 
	org/slf4j/e.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/d.java 

	http://xml.org/sax/features/namespaces 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/namespace-prefixes 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/external-general-entities 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/external-parameter-entities 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/is-standalone 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/lexical-handler/parameter-entities 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/resolve-dtd-uris 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/string-interning 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/use-attributes2 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/use-locator2 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/use-entity-resolver2 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/validation 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/unicode-normalization-checking 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/xmlns-uris 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/features/xml-1.1 
	org/ccil/cowan/tagsoup/l.java 

	http://www.ccil.org/ 
	org/ccil/cowan/tagsoup/l.java 

	http://xml.org/sax/properties/lexical-handler 
	org/ccil/cowan/tagsoup/l.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/k.java 

	http://127.0.0.1: 
	com/yunbao/phonelive/activity/LauncherActivity.java 

	https://vm.atotoncumb.com/0dmc4d4sqx2to1vyb0aerue1yy 
	com/yunbao/common/i.java 

	https://game.foxlive.app/quit/ 
	com/yunbao/common/c.java 

	http://pv.sohu.com/cityjson 
	com/yunbao/common/utils/ExtensKt.java 

	http://pv.sohu.com/cityjson?ie=utf-8 
	com/yunbao/common/utils/g0.java 

	http://xxx? 
	com/yunbao/common/reactivehttp/http/RequestParamInterceptor.java 

	https://dns.qq.com 
	com/tendcloud/tenddata/aj.java 

	https://api.talkingdata.com/adt/openapi/rest/socialSharing/getShortUrl 
	com/tendcloud/tenddata/bd.java 

	https://cloud.cpatrk.net/configcloud/rest/sdk/gdprCheck 
	com/tendcloud/tenddata/aa.java 

	https://tdsdk.cpatrk.net/n/a/v1 
	com/tendcloud/tenddata/aa.java 

	https://cloud.cpatrk.net/configcloud/rest/sdk/match 
	com/tendcloud/tenddata/aa.java 

	http://schemas.android.com/apk/res/android 
	com/hjq/permissions/b.java 

	http://schemas.android.com/apk/res/android 
	com/hbb20/CountryCodePicker.java 

	https://ac.dun.163yun.com 
	com/netease/mobsec/c/a.java 

	https://ac.dun.163.com 
	com/netease/mobsec/c/a.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://github.com/vinc3m1 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView 
	Mogua Engine V1 

	https://github.com/vinc3m1/RoundedImageView.git 
	Mogua Engine V1 

	https://sdkdc.live.tlivesource.com/liteav 
	lib/arm64-v8a/libliteavsdk.so 

	https://mlvbdc.live.tlivesource.com/liteav 
	lib/arm64-v8a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/report 
	lib/arm64-v8a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/report 
	lib/arm64-v8a/libliteavsdk.so 

	https://106.55.123.30/rainbowapi.configs/getdatas 
	lib/arm64-v8a/libliteavsdk.so 

	https://trtc-sdk-config-xjp-1258344699.cos.ap-singapore.intltencentcos.com/liteavsvrcfg/v3/serverconfig_enc.zip 
	lib/arm64-v8a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/config/v2/serverconfig_enc.zip 
	lib/arm64-v8a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/arm64-v8a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/arm64-v8a/libliteavsdk.so 

	https://trtc-sdk-log-1258344699.cos.ap-guangzhou.tencentcos.cn 
	lib/arm64-v8a/libliteavsdk.so 

	https://common-proxy.rtc.tencent.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://common-proxy-test.rtc.tencent.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://common-proxyintl.rtc.tencent.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://trtc-client-log-overseas-1258344699.cos.ap-singapore.intltencentcos.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://test.tim.qq.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://events.my-imcloud.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://apisgp.my-imcloud.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://speedtest.trtc.tencent-cloud.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://speedtestint.trtc.tencent-cloud.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://avmonitortest.trtc.tencent-cloud.com:8000 
	lib/arm64-v8a/libliteavsdk.so 

	http://flvmock.tencent.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://cloud.tencent.com/act/event/License 
	lib/arm64-v8a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement 
	lib/arm64-v8a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement/TNNE_HOWLING_SUPPRESSION_1.37_11.0.zip 
	lib/arm64-v8a/libliteavsdk.so 

	https://sdkconfig.tlivesource.com/rainbowapi.configs/getdatas 
	lib/arm64-v8a/libliteavsdk.so 

	https://tcdns.tlivesource.com/queryip 
	lib/arm64-v8a/libliteavsdk.so 

	https://tcdnsipv6.tlivesource.com/queryip 
	lib/arm64-v8a/libliteavsdk.so 

	https://livepull.tlivesource.com/getpulladdr 
	lib/arm64-v8a/libliteavsdk.so 

	https://livepullipv6.tlivesource.com/getpulladdr 
	lib/arm64-v8a/libliteavsdk.so 

	https://cloud.tim.qq.com 
	lib/arm64-v8a/libliteavsdk.so 

	https://sdkdc.live.tlivesource.com/liteav 
	lib/armeabi-v7a/libliteavsdk.so 

	https://mlvbdc.live.tlivesource.com/liteav 
	lib/armeabi-v7a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/report 
	lib/armeabi-v7a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/report 
	lib/armeabi-v7a/libliteavsdk.so 

	https://106.55.123.30/rainbowapi.configs/getdatas 
	lib/armeabi-v7a/libliteavsdk.so 

	https://trtc-sdk-config-xjp-1258344699.cos.ap-singapore.intltencentcos.com/liteavsvrcfg/v3/serverconfig_enc.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/config/v2/serverconfig_enc.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://intl-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/armeabi-v7a/libliteavsdk.so 

	https://inland-sdklog.trtc.tencent-cloud.com/log/appsign 
	lib/armeabi-v7a/libliteavsdk.so 

	https://trtc-sdk-log-1258344699.cos.ap-guangzhou.tencentcos.cn 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxy.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxy-test.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://common-proxyintl.rtc.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://trtc-client-log-overseas-1258344699.cos.ap-singapore.intltencentcos.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://test.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://events.my-imcloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://apisgp.my-imcloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://speedtest.trtc.tencent-cloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://speedtestint.trtc.tencent-cloud.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://avmonitortest.trtc.tencent-cloud.com:8000 
	lib/armeabi-v7a/libliteavsdk.so 

	http://flvmock.tencent.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://cloud.tencent.com/act/event/License 
	lib/armeabi-v7a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement 
	lib/armeabi-v7a/libliteavsdk.so 

	https://liteav.sdk.qcloud.com/sdkres/trtc/AiVoiceEnhancement/TNNE_HOWLING_SUPPRESSION_1.37_11.0.zip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://sdkconfig.tlivesource.com/rainbowapi.configs/getdatas 
	lib/armeabi-v7a/libliteavsdk.so 

	https://tcdns.tlivesource.com/queryip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://tcdnsipv6.tlivesource.com/queryip 
	lib/armeabi-v7a/libliteavsdk.so 

	https://livepull.tlivesource.com/getpulladdr 
	lib/armeabi-v7a/libliteavsdk.so 

	https://livepullipv6.tlivesource.com/getpulladdr 
	lib/armeabi-v7a/libliteavsdk.so 

	https://cloud.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxx@email.elided 
	com/tencent/liteav/base/PiiElider.java 

	appro@openssl.org 
	lib/arm64-v8a/libliteavsdk.so 


4.4 手机号线索
	手机号
	所在文件

	19405445575 
	github/leavesczy/reactivehttp/base/ReactiveActivity.java 

	19405445575 
	github/leavesczy/reactivehttp/base/ReactiveFragment.java 

	19405445575 
	github/leavesczy/reactivehttp/viewmodel/IUIActionEventObserver.java 

	19405445575 
	github/leavesczy/reactivehttp/datasource/RemoteExtendDataSource.java 

	19405445575 
	github/leavesczy/reactivehttp/datasource/BaseRemoteDataSource.java 

	19405445575 
	github/leavesczy/reactivehttp/datasource/RemoteDataSource.java 

	19565017454 
	org/java_websocket/i.java 

	17595615585 
	org/java_websocket/i.java 

	17445154511 
	org/java_websocket/a.java 

	17791851585 
	org/java_websocket/c.java 

	18504542574 
	org/java_websocket/server/e.java 

	19444758405 
	org/java_websocket/util/a.java 

	14515644591 
	org/java_websocket/util/a.java 

	15545156575 
	org/java_websocket/util/a.java 

	19475046455 
	org/java_websocket/drafts/b.java 

	14585244505 
	org/greenrobot/eventbus/o.java 

	14585244505 
	org/greenrobot/eventbus/c.java 

	14425643185 
	org/greenrobot/eventbus/c.java 

	18504155564 
	org/greenrobot/eventbus/c.java 

	19414652106 
	org/greenrobot/eventbus/util/ErrorDialogManager.java 

	18514041470 
	org/slf4j/e.java 

	15545156575 
	org/slf4j/helpers/BasicMarker.java 

	17164342401 
	org/ccil/cowan/tagsoup/h.java 

	17164342401 
	org/ccil/cowan/tagsoup/e.java 

	17164342401 
	org/ccil/cowan/tagsoup/p.java 

	19454252545 
	org/ccil/cowan/tagsoup/p.java 

	14415810555 
	org/ccil/cowan/tagsoup/a.java 

	17164342401 
	org/ccil/cowan/tagsoup/l.java 

	16564652184 
	org/ccil/cowan/tagsoup/l.java 

	15595248515 
	org/ccil/cowan/tagsoup/c.java 

	15505953575 
	org/ccil/cowan/tagsoup/c.java 

	19454252545 
	org/ccil/cowan/tagsoup/c.java 

	17164342401 
	org/ccil/cowan/tagsoup/c.java 

	16564652184 
	org/ccil/cowan/tagsoup/c.java 

	19535043105 
	org/aspectj/internal/lang/reflect/b.java 

	19646672657 
	org/xbill/DNS/OPTRecord.java 

	14535842185 
	org/xbill/DNS/SVCBBase.java 

	17405947565 
	org/xbill/DNS/SVCBBase.java 

	14717963185 
	org/xbill/DNS/l2.java 

	14475257515 
	org/xbill/DNS/i.java 

	19475054454 
	org/xbill/DNS/s2.java 

	14155248485 
	org/xbill/DNS/s2.java 

	16404455675 
	org/xbill/DNS/m1.java 

	14505954185 
	org/xbill/DNS/j.java 

	18405943515 
	org/xbill/DNS/Record.java 

	18584041525 
	org/xbill/DNS/j0.java 

	14535842184 
	org/xbill/DNS/e.java 

	18564141175 
	org/xbill/DNS/Name.java 

	18565845545 
	org/xbill/DNS/a.java 

	16041754594 
	org/xbill/DNS/DNSSEC.java 

	14464240485 
	org/xbill/DNS/DNSSEC.java 

	14585244505 
	org/xbill/DNS/y2.java 

	18524848585 
	org/xbill/DNS/WKSRecord.java 

	18475253574 
	org/xbill/DNS/NULLRecord.java 

	18565845564 
	org/xbill/DNS/q0.java 

	14464342515 
	org/xbill/DNS/z2.java 

	19575958435 
	org/xbill/DNS/b1.java 

	18535659545 
	org/xbill/DNS/b1.java 

	18565653505 
	org/xbill/DNS/lookup/q.java 

	18465255186 
	org/xbill/DNS/lookup/q.java 

	19505045594 
	org/xbill/DNS/lookup/q.java 

	19555153425 
	org/xbill/DNS/hosts/d.java 

	14505953545 
	org/xbill/DNS/dnssec/e.java 

	19435444104 
	org/xbill/DNS/dnssec/e.java 

	14535842185 
	org/xbill/DNS/dnssec/e.java 

	14155955404 
	org/xbill/DNS/dnssec/e0.java 

	15555518505 
	org/xbill/DNS/config/a.java 

	18424915565 
	org/xbill/DNS/config/l.java 

	14464240485 
	org/xbill/DNS/tools/j.java 

	19141517104 
	org/xbill/DNS/tools/j.java 

	14151743505 
	org/xbill/DNS/tools/j.java 

	18054540091 
	org/xbill/DNS/tools/j.java 

	18545354514 
	org/xbill/DNS/tools/j.java 

	19574045425 
	org/xbill/DNS/tools/j.java 

	19551546455 
	org/xbill/DNS/tools/j.java 

	14535842185 
	org/xbill/DNS/tools/j.java 

	17184059425 
	org/xbill/DNS/tools/j.java 

	14475243485 
	org/xbill/DNS/tools/j.java 

	16475054425 
	org/xbill/DNS/tools/k.java 

	15435955500 
	org/xbill/DNS/tools/b.java 

	17595643565 
	org/xbill/DNS/spi/a.java 

	17595646175 
	l/f.java 

	18584457051 
	k5/a.java 

	18565842565 
	jp/wasabeef/glide/transformations/RoundedCornersTransformation.java 

	14475257515 
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