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万能钥匙（ 9.9.9版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	万能钥匙

	版本
	9.9.9

	包名
	com.wifi.link.wfys

	域名线索
	80条

	URL线索
	73条

	APP图标
	

	分析日期
	2025年7月6日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	万能钥匙_9.9.9.apk

	文件大小
	8.46MB

	MD5值
	b4589de44ccbbd20315ade9a38c472d5

	SHA1值
	31578227833d1133fcc4454c5ca4a6f5935de669

	SHA256值
	48a379dcda6feb25d59a26d4e36d141dbe3322ca07e1c77f4f953252c83d87d3



3. APP基本信息
	类别
	内容

	App名称
	万能钥匙

	包名
	com.wifi.link.wfys

	主活动Activity
	com.linksure.browser.activity.SplashActivity

	安卓版本名称
	9.9.9

	安卓版本
	2021123104



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	cn.register.xmpush.xiaomi.com
	IP: 118.26.252.220 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.wifi.com
	IP: 58.215.105.245 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	wifi30.51y5.net
	IP: 58.215.105.25 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	mobile.slate.com
	IP: 210.56.51.193 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	ccc.sys.miui.com
	IP: 183.84.7.4 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dc.51y5.net
	IP: 183.146.20.81 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	news-log.lsttnews.com
	IP: 58.215.105.73 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	v.lsttnews.com
	IP: 180.97.252.38 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	bbs.lsgenius.com
	IP: 58.215.105.23 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	static.51y5.net
	IP: 144.123.124.25 
所属国家: China 
地区: Shandong 
城市: Jinan 

	code.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	s.weibo.com
	IP: 49.7.37.76 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 8.7.198.46 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	suggestion.baidu.com
	IP: 157.255.77.80 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	w-.w-.hicloud.com
	没有服务器地理信息. 

	filecdstt.lsttnews.com
	没有服务器地理信息. 

	m.weibo.com
	IP: 180.149.139.248 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dcmdaa.51y5.net
	IP: 183.146.20.86 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	xw.qq.com
	IP: 109.244.173.225 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tophub.today
	IP: 143.198.140.84 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	dxr.mozilla.org
	IP: 44.235.246.155 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	a.vmall.com
	IP: 49.4.39.46 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wifi3a.51y5.net
	IP: 58.215.105.25 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	metok.sys.miui.com
	IP: 124.251.100.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.baidu.com
	IP: 220.181.38.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	kuaibao.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	push.statics
	没有服务器地理信息. 

	c-w.applk.cn
	IP: 115.227.15.13 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	www.google.com
	IP: 199.59.149.205 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	m.detik.com
	IP: 203.190.242.206 
所属国家: Indonesia 
地区: Jakarta Raya 
城市: Jakarta 

	m.hao123.com
	IP: 110.242.69.104 
所属国家: China 
地区: Hebei 
城市: Baoding 

	register.xmpush.global.xiaomi.com
	IP: 47.88.199.5 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	alps.51y5.net
	IP: 58.215.105.21 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	config.51y5.net
	IP: 58.215.105.21 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	dcmdac.51y5.net
	IP: 183.146.20.87 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	taichi.51y5.net
	IP: 58.215.105.22 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	check02.51y5.net
	IP: 1.71.150.167 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	cn.wifi.com
	IP: 116.114.96.41 
所属国家: China 
地区: Nei Mongol 
城市: Baotou 

	idmb.register.xmpush.global.xiaomi.com
	IP: 15.207.134.208 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	baike.baidu.com
	IP: 111.206.208.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	init2.y5en.com
	IP: 107.155.23.18 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	cr.51y5.net
	IP: 58.215.105.21 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	dcmdag.51y5.net
	IP: 183.146.20.87 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	pingma.qq.com
	IP: 119.45.78.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dcmdae.51y5.net
	IP: 183.146.20.87 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	mta.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	cdstt.lsttnews.com
	IP: 58.215.105.25 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	cmt.lsttnews.com
	IP: 58.215.105.25 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	appinvoke.51y5.net
	IP: 58.215.105.40 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	api-push.meizu.com
	IP: 125.94.213.129 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wifiapi02.51y5.net
	IP: 183.146.20.81 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	mta.oa.com
	IP: 193.123.33.15 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	a.lianwifi.com
	IP: 220.181.53.243 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ap.51y5.net
	IP: 58.215.105.20 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	openap-alps.51y5.net
	IP: 58.215.105.20 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	www.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	resolver.msg.xiaomi.net
	IP: 183.84.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	news-app.lsttnews.com
	IP: 58.215.105.25 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	get.geakmobi.com
	IP: 3.130.253.23 
所属国家: United States of America 
地区: Ohio 
城市: Columbus 

	c.51y5.net
	IP: 58.215.105.26 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	fr.register.xmpush.global.xiaomi.com
	IP: 52.28.40.92 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	kepler.51y5.net
	IP: 58.215.105.24 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	schemas.android.com
	没有服务器地理信息. 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	tmonk.51y5.net
	IP: 58.215.105.23 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	metrics.data.hicloud.com
	IP: 49.4.35.99 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	dl.lianwifi.com
	IP: 42.81.156.163 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.xmpush.xiaomi.com
	IP: 118.26.252.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a.lsgenius.com
	IP: 58.215.105.235 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	h5.m.taobao.com
	IP: 220.181.135.167 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.51y5.net
	IP: 58.215.105.23 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	npgateway.lsttnews.com
	IP: 58.215.105.67 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	store.hispace.hicloud.com
	IP: 49.4.47.71 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	metrics1.data.hicloud.com
	IP: 114.115.188.159 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ps-w.applk.cn
	IP: 115.227.15.225 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 


4.2 URL线索
	URL信息
	Url所在文件

	https://wifi3a.51y5.net/config/fa.sec 
	com/wft/caller/wfc/WfcConstant.java 

	https://appinvoke.51y5.net/alps/fa.sec 
	com/wft/caller/wfc/WfcConstant.java 

	http://ps-w.applk.cn/api.php 
	com/sdk/plus/config/BuildConstants.java 

	http://c-w.applk.cn/api.php 
	com/sdk/plus/config/BuildConstants.java 

	http://c-w.applk.cn/api/addr.htm 
	com/sdk/plus/config/BuildConstants.java 

	http://ps-w.applk.cn/api.php?format=json&t=1 
	com/sdk/plus/http/WusUrl.java 

	http://c-w.applk.cn/api.php?format=json&t=1 
	com/sdk/plus/http/WusUrl.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/liulishuo/filedownloader/services/a.java 

	https://api.xmpush.xiaomi.com/upload/xmsf_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/app_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/crash_log?file= 
	com/xiaomi/mipush/sdk/y.java 

	http://ccc.sys.miui.com 
	com/xiaomi/push/bs.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/hh.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gm.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hp.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ho.java 

	https://metok.sys.miui.com 
	com/xiaomi/push/bm.java 

	http://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/dt.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gw.java 

	http://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bb.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	http://(.*?)$ 
	com/linksure/browser/utils/v.java 

	https://www.google.com/search?ie=UTF-8&oe=UTF-8&q=%s 
	com/linksure/browser/utils/r.java 

	http://suggestion.baidu.com/su?action=opensearch&ie=utf8&wd=%s 
	com/linksure/browser/utils/r.java 

	https://www.google.com/complete/search?client=android&q=%s 
	com/linksure/browser/utils/r.java 

	https://taichi.51y5.net/alps/fcompb.pgs 
	com/linksure/browser/webcore/h.java 

	https://play.google.com/store/apps/ 
	com/linksure/browser/webcore/g.java 

	https://kuaibao.qq.com/hotList 
	com/linksure/browser/webcore/j.java 

	https://m.baidu.com/sf/vsearch?pd=%s&atn=index&tn=vsearch&word=%s&key=TGFudGVybkJyb3dzZXI= 
	com/linksure/browser/webcore/d.java 

	https://xw.qq.com/\ 
	com/linksure/browser/view/home/HotNewsView.java 

	https://xw.qq.com/\ 
	com/linksure/browser/view/home/TopSitesView.java 

	https://m.hao123.com/\ 
	com/linksure/browser/view/home/TopSitesView.java 

	https://m.baidu.com/\ 
	com/linksure/browser/view/home/TopSitesView.java 

	https://m.weibo.com/\ 
	com/linksure/browser/view/home/TopSitesView.java 

	https://h5.m.taobao.com/\ 
	com/linksure/browser/view/home/TopSitesView.java 

	https://tophub.today/ 
	com/linksure/browser/view/home/SearchCategoryView.java 

	https://m.baidu.com/sf/vsearch?pd=%s&atn=index&tn=vsearch&word=%s&key=TGFudGVybkJyb3dzZXI= 
	com/linksure/browser/view/home/SearchCategoryView.java 

	http://a.lsgenius.com/index.html 
	com/linksure/browser/view/share/ShareModel.java 

	https://www.wifi.com/ 
	com/linksure/browser/activity/BrowserActivity.java 

	https://alps.51y5.net 
	com/linksure/browser/activity/user/c.java 

	http://a.lsgenius.com/navigation/index.html?wkhideTitle= 
	com/linksure/browser/activity/home/MineHomeFragment.java 

	http://a.lsgenius.com/setting/error.html 
	com/linksure/browser/activity/settings/a.java 

	https://app.51y5.net 
	com/linksure/browser/update/e.java 

	http://get.geakmobi.com/redirect/get_geakos/ 
	com/linksure/browser/update/a/a.java 

	https://play.google.com/store/apps/details?id= 
	com/linksure/browser/update/a/a.java 

	https://bbs.lsgenius.com 
	com/linksure/browser/config/c.java 

	https://tmonk.51y5.net 
	com/linksure/browser/config/c.java 

	https://play.google.com/store/apps/details?id=%s 
	com/linksure/browser/constant/Constants.java 

	https://kuaibao.qq.com/hotList?function=liulanqi_plt&refer=liulanqi_plt_topsite&kd_plan_id=LPH1-1&ch=1016 
	com/linksure/browser/service/WebSpiderService.java 

	https://s.weibo.com/top/summary?cate=topicband 
	com/linksure/browser/service/AssistService.java 

	https://baike.baidu.com/calendar/ 
	com/linksure/browser/service/AssistService.java 

	https://play.google.com/store/apps/details?id= 
	com/huawei/hms/support/api/push/a/a/a.java 

	http://a.vmall.com/ 
	com/huawei/hms/support/api/push/a/a/a.java 

	https://metrics1.data.hicloud.com:6447 
	com/huawei/hms/api/HuaweiApiClient.java 

	http://a.vmall.com/app/ 
	com/huawei/hms/update/e/k.java 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	com/huawei/updatesdk/service/a/e.java 

	https://)[\\w-]+\\.[\\w-]+(\\.hicloud\\.com:)[\\d] 
	com/huawei/hianalytics/v2/a/b/h.java 

	https://metrics.data.hicloud.com:6447 
	com/huawei/hianalytics/v2/a/b/n.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://push.statics 
	com/meizu/cloud/pushsdk/a/d/e.java 

	http://pingma.qq.com:80/mstat/report 
	com/tencent/wxop/stat/u.java 

	http://mta.qq.com/ 
	com/tencent/wxop/stat/v.java 

	http://mta.oa.com/ 
	com/tencent/wxop/stat/v.java 

	https://v.lsttnews.com/htdoc/config/ 
	com/appara/feed/FeedConfig.java 

	https://news-app.lsttnews.com 
	com/appara/feed/FeedConfig.java 

	https://cmt.lsttnews.com 
	com/appara/feed/FeedConfig.java 

	https://news-log.lsttnews.com 
	com/appara/feed/FeedConfig.java 

	https://npgateway.lsttnews.com/api/judge 
	com/appara/feed/FeedConfig.java 

	https://filecdstt.lsttnews.com 
	com/appara/feed/FeedConfig.java 

	https://cdstt.lsttnews.com 
	com/appara/feed/FeedConfig.java 

	https://wifiapi02.51y5.net/wifiapi/rd.do 
	com/appara/feed/report/task/RdReportTask.java 

	https://news-img. 
	com/appara/feed/webview/SystemWebViewClient.java 

	http://[^<>]+> 
	com/appara/core/BLRegex.java 

	http://check02.51y5.net/cp.a?time= 
	com/appara/core/report/task/UploadNetworkInfoTask.java 

	http://xmlpull.org/v1/doc/features.html 
	com/appara/core/ui/preference/XmlUtils.java 

	http://schemas.android.com/apk/res/android 
	com/appara/core/ui/preference/Preference.java 

	http://xmlpull.org/v1/doc/features.html 
	com/appara/core/ui/preference/FastXmlSerializer.java 

	http://check02.51y5.net/cp.a?time= 
	com/appara/video/report/task/UploadNetworkInfo.java 

	http://taichi.51y5.net/alps/fcompb.pgs 
	com/lantern/taichi/TCConstants.java 

	https://cr.51y5.net/dc/sec/rna.do 
	com/lantern/crashlytics/CrashVariable.java 

	https://cr.51y5.net/dc/sec/fa.do 
	com/lantern/crashlytics/CrashVariable.java 

	https://cr.51y5.net/dc/sec/cfa.do 
	com/lantern/crashlytics/CrashVariable.java 

	http://init2.y5en.com 
	com/lantern/core/WkServerPBWrapper.java 

	http://wifi30.51y5.net 
	com/lantern/core/WkServerPBWrapper.java 

	https://alps.51y5.net/alps/fcompb.pgs 
	com/lantern/core/config/ConfigConstant.java 

	https://wifi3a.51y5.net/alps/fcompb.pgs 
	com/lantern/core/config/ConfigConstant.java 

	http://wifi3a.51y5.net/qiyun-api/upload 
	com/lantern/core/log/MyLog.java 

	http://kepler.51y5.net/alps/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://wifi3a.51y5.net/alpsmda/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://dcmdaa.51y5.net/dc/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://dcmdae.51y5.net/dc/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://dcmdag.51y5.net/dc/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://dcmdac.51y5.net/dc/fcompb.pgs 
	com/lantern/core/constant/EventConstant.java 

	http://wifi3a.51y5.net/ 
	com/lantern/core/constant/EventConstant.java 

	http://ap.51y5.net 
	com/lantern/core/constant/WkAPIServer.java 

	http://config.51y5.net 
	com/lantern/core/constant/WkAPIServer.java 

	http://wifi3a.51y5.net/config/fa.sec 
	com/lantern/core/constant/WkAPIServer.java 

	http://check02.51y5.net/cp.a?time= 
	com/lantern/conn/sdk/manager/e.java 

	http://c.51y5.net/generate_204 
	com/lantern/conn/sdk/manager/e.java 

	http://openap-alps.51y5.net 
	com/lantern/conn/sdk/manager/p.java 

	http://dc.51y5.net 
	com/lantern/conn/sdk/manager/p.java 

	http://config.51y5.net 
	com/lantern/conn/sdk/manager/p.java 

	http://dl.lianwifi.com/download/android/WifiKey-181219-liantong-modify-lxdl.apk 
	com/lantern/conn/sdk/manager/l.java 

	http://dl.lianwifi.com/download/android/WifiKey-lxdl.apk 
	com/lantern/conn/sdk/manager/l.java 

	https://cn.wifi.com/app_h5/connect_sdk/share_plan/ 
	com/lantern/conn/sdk/ui/widget/i.java 

	https://a.lianwifi.com/app_h5/connect_sdk/disclaimer/ 
	com/lantern/conn/sdk/ui/fragment/c.java 

	http://a.lsgenius.com/index.html 
	Mogua Engine V1 

	http://static.51y5.net/apk/wifikey-official-release.apk 
	Mogua Engine V1 

	https://baike.baidu.com/calendar/') 
	Mogua Engine V2 

	https://m.detik.com/'; 
	Mogua Engine V2 

	https://s.weibo.com') 
	Mogua Engine V2 

	http://www.apache.org/licenses/LICENSE-2.0 
	Mogua Engine V2 

	http://code.google.com/p/arc90labs-readability 
	Mogua Engine V2 

	https://developer.mozilla.org/en-US/docs/Web/API/Node/nodeType 
	Mogua Engine V2 

	https://github.com/whatwg/html/issues/4275, 
	Mogua Engine V2 

	http://mobile.slate.com 
	Mogua Engine V2 

	https://developer.mozilla.org/en-US/docs/Web/Guide/HTML/Content_categories 
	Mogua Engine V2 

	https://dxr.mozilla.org/mozilla-central/rev/71224049c0b52ab190564d3ea0eab089a159a4cf/accessible/html/HTMLTableAccessible.cpp 
	Mogua Engine V2 

	https://github.com/jsdom/jsdom/issues/2580 
	Mogua Engine V2 

	https://kuaibao.qq.com/s/' 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	weblinktool@163.com 
	com/linksure/browser/activity/settings/DescriptionActivity.java 

	xxxx@xxxx.com 
	com/huawei/hms/support/api/push/a/d/a.java 


4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: False v3 签名: False 找到 1 个唯一证书 主题: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, E=android@android.com 签名算法: rsassa_pkcs1v15 有效期自: 2008-02-29 01:33:46+00:00 有效期至: 2035-07-17 01:33:46+00:00 发行人: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, E=android@android.com 序列号: 0x936eacbe07f201df 哈希算法: sha1 md5值: e89b158e4bcf988ebd09eb83f5378e87 sha1值: 61ed377e85d386a8dfee6b864bd85b0bfaa5af81 sha256值: a40da80a59d170caa950cf15c18c454d47a39b26989d8b640ecd745ba71bf5dc sha512值: 5216ccb62004c4534f35c780ad7c582f4ee528371e27d4151f0553325de9ccbe6b34ec4233f5f640703581053abfea303977272d17958704d89b7711292a4569

6. 硬编码敏感信息
	可能的敏感信息

	"ap_need_web_auth" : "%1$s needs web authentication" 

	"appara_feed_comment_user" : "用户" 

	"clear_password" : "Account password" 

	"goto_web_auth" : "去认证" 

	"privacy_forget_password" : "Forget password" 

	"privacy_setting_v2_init_password" : "Please create an entry password" 

	"privacy_v2_set_secret_title" : "Set security questions" 

	"sync_content_authority" : "com.wifi.link.wfys.sync.provider" 

	"tips_network_status_auth" : "This hotspot requires authentication, unable to access temporarily." 

	"wifi_password" : "Password" 

	"wksdk_tips_autoconnect_dialog_connect_get_net_pwd" : "正在检测热点" 

	"wksdk_tips_autoconnect_dialog_connect_get_net_pwd_success" : "核实成功" 

	"wksdk_tips_autoconnect_dialog_connect_with_local_pwd" : "正在尝试本地连接" 

	"wksdk_tips_autoconnect_failed_no_password" : "未找到相关热点信息" 

	"wksdk_tips_autoconnect_state_get_net_pwd" : "正在核实热点身份" 

	"wksdk_tips_autoconnect_state_get_net_pwd_failed" : "核实热点身份失败" 

	"wksdk_tips_autoconnect_state_get_net_pwd_success" : "核实热点身份成功" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd" : "正在本地连接" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd_failed" : "本地连接失败" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd_success" : "本地连接成功" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd" : "正在连接网络" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd_failed" : "网络连接失败" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd_success" : "网络连接成功" 

	"ap_need_web_auth" : "%1$s需要网页认证" 

	"goto_web_auth" : "去认证" 

	"tips_network_status_auth" : "此热点需要认证，暂无法上网" 

	"wifi_password" : "密码" 

	"wksdk_tips_autoconnect_dialog_connect_get_net_pwd" : "正在检测热点" 

	"wksdk_tips_autoconnect_dialog_connect_get_net_pwd_success" : "核实成功" 

	"wksdk_tips_autoconnect_dialog_connect_with_local_pwd" : "正在尝试本地连接" 

	"wksdk_tips_autoconnect_failed_no_password" : "未找到相关热点信息" 

	"wksdk_tips_autoconnect_state_get_net_pwd" : "正在核实热点身份" 

	"wksdk_tips_autoconnect_state_get_net_pwd_failed" : "核实热点身份失败" 

	"wksdk_tips_autoconnect_state_get_net_pwd_success" : "核实热点身份成功" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd" : "正在本地连接" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd_failed" : "本地连接失败" 

	"wksdk_tips_autoconnect_state_try_connect_with_local_pwd_success" : "本地连接成功" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd" : "正在连接网络" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd_failed" : "网络连接失败" 

	"wksdk_tips_autoconnect_state_try_connect_with_net_pwd_success" : "网络连接成功" 

	"appara_feed_comment_user" : "Pengguna" 

	"clear_password" : "Kata sandi akun" 

	"privacy_forget_password" : "Lupa kata sandi" 

	"privacy_setting_v2_init_password" : "Silahkan setel kata sandi awal" 

	"privacy_v2_set_secret_title" : "Setel Pertanyaan keamanan pribadi" 

	"appara_feed_comment_user" : "用户" 

	"clear_password" : "网站密码" 

	"privacy_forget_password" : "忘记密码" 

	"privacy_setting_v2_init_password" : "请设置一个初始密码" 

	"privacy_v2_set_secret_title" : "设置密保问题" 

	"appara_feed_comment_user" : "用户" 

	"clear_password" : "網站密碼" 

	"privacy_forget_password" : "忘記密碼" 

	"privacy_setting_v2_init_password" : "請設置一個初始密碼" 

	"privacy_v2_set_secret_title" : "設置密保問題" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.wifi.link.wfys.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.PACKAGE_USAGE_STATS
	合法
	更新组件使用统计
	允许修改收集的组件使用统计。不供普通应用程序使用

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INSTALL_SHORTCUT
	正常
	
	允许应用程序在启动器中安装快捷方式

	android.permission.UNINSTALL_SHORTCUT
	正常
	
	不要在您的应用中使用此权限。不再支持此权限

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	telecom.mdesk.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	dianxin.permission.ACCESS_LAUNCHER_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.linksure.browser.activity.BrowserActivity
	Schemes: http://, https://, about://, javascript://, file://, flyflowsharing://, flyflow://, 
Mime Types: multipart/related, text/html, text/xml, text/plain, application/xhtml+xml, application/vnd.wap.xhtml+xml, application/rss+xml, application/atom+xml, application/xml, application/x-bittorrent, 


	com.linksure.browser.push.SchemaActivity
	Schemes: clba://, 
Hosts: com.wifi.link.wfys, 


	com.linksure.browser.thirdpartycall.ThirdPartyFileReaderActivity
	Schemes: file://, content://, 
Mime Types: text/plain, 


	com.linksure.browser.thirdpartycall.ThirdPartyVideoPlayActivity
	Schemes: file://, content://, http://, https://, 
Hosts: *, 
Mime Types: video/*, application/mp4, */rmvb, */avi, */mkv, application/mpeg*, application/vnd.rn-realmedia*, application/3gpp*, application/vnd.3gp*, 
Path Patterns: .*.mp4, .*.MP4, .*.mkv, .*.MKV, .*.avi, .*.AVI, .*.asf, .*.ASF, .*.f4v, .*.F4V, .*.flv, .*.FLV, .*.mpeg, .*.MPEG, .*.mpg, .*.MPG, .*.mov, .*.MOV, .*.m3u8, .*.M3U8, .*.rm, .*.RM, .*.rmvb, .*.RMVB, .*.ts, .*.TS, .*.webm, .*.WEBM, .*.wmv, .*.WMV, .*.3gp, .*.3GP, .*.3gpp, .*.3GPP, .*.ogv, .*.OGV, 
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