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网易云音乐（ 6.4.8版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	网易云音乐

	版本
	6.4.8

	包名
	com.netease.cloudmusic

	域名线索
	130条

	URL线索
	165条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	网易云音乐_v6.4.8_163.apk

	文件大小
	61.5MB

	MD5值
	b2081e1d5c4ebd7e0097efd2f1277347

	SHA1值
	914dec91d94b7f35eb92b9c44bc87a0189ca21e1

	SHA256值
	7b2d30d0d47b6480a6567d869944c67305b2a6e6c70e0dae20fb24f08f2e1bb0



3. APP基本信息
	类别
	内容

	App名称
	网易云音乐

	包名
	com.netease.cloudmusic

	主活动Activity
	com.netease.cloudmusic.activity.LoadingActivity

	安卓版本名称
	6.4.8

	安卓版本
	163



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	ccc.sys.miui.com
	IP: 111.202.0.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adiu.amap.com
	IP: 110.253.189.147 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	172.17.136.157
	IP: 172.17.136.157 
所属国家: - 
地区: - 
城市: - 

	store.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	101.231.114.238
	IP: 101.231.114.238 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	m.alipay.com
	IP: 203.209.245.74 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	seeds2-darwin.xycdn.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	docs.google.com
	IP: 31.13.68.169 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	mp.qa-duty.igame.163.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	register.xmpush.global.xiaomi.com
	IP: 47.237.96.1 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	p2.music.126.net
	IP: 221.195.209.95 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	sp.kaola.com
	IP: 59.82.120.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tc.sinaimg.cn
	IP: 124.165.126.9 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	h5.iplay.163.com
	IP: 125.38.11.50 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	gslb.live.126.net
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	open.weibo.cn
	IP: 123.125.107.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.music.163.com
	IP: 221.195.209.97 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	fusion.qq.com
	IP: 116.130.228.157 
所属国家: China 
地区: Beijing 
城市: Beijing 

	seeds3-darwin.xycdn.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	ns.adobe.com
	没有服务器地理信息. 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	vbox-static.3.163.com
	IP: 59.111.181.38 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	service.weibo.com
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ac.dun.163yun.com
	IP: 1.95.21.111 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	seeds-darwin.xycdn.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	statistic.live.126.net
	IP: 220.197.34.76 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	appcashier256.95516.com
	IP: 106.74.11.232 
所属国家: China 
地区: Shandong 
城市: Jinan 

	st.1s
	没有服务器地理信息. 

	qzs.qq.com
	IP: 60.221.17.184 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mp.iplay.163.com
	IP: 220.197.30.70 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	appcashier.test.95516.com
	IP: 111.161.121.254 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	st.iplay.163.com
	IP: 125.38.11.60 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	open.game.163.com
	IP: 59.111.179.99 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.tsa.cn
	IP: 182.92.66.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mobile.unionpay.com
	没有服务器地理信息. 

	..163.com
	没有服务器地理信息. 

	restapi.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	h5.m.taobao.com
	IP: 119.249.53.160 
所属国家: China 
地区: Hebei 
城市: Baoding 

	woprjr.smartdevicelink.com
	IP: 34.202.226.30 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	nosup-hz1.127.net
	IP: 116.196.140.65 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	purl.org
	IP: 207.241.225.157 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mcgw.alipay.com
	IP: 116.196.141.54 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a.vmall.com
	IP: 121.36.118.247 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nstool.netease.com
	IP: 42.186.111.84 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	c.isdspeed.qq.com
	没有服务器地理信息. 

	mp.music.163.com
	IP: 125.38.11.51 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	101.231.114.224
	IP: 101.231.114.224 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api.iplay.163.com
	IP: 220.197.30.70 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	gslbhz.live.126.net
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	wappaygw.alipay.com
	IP: 116.196.141.51 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	open.weixin.qq.com
	IP: 116.128.169.212 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	sdk1xyajs.data.p2cdn.com
	没有服务器地理信息. 

	dongjian.hz.netease.com
	IP: 59.111.181.42 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	seeds1-darwin.xycdn.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mp.qa.igame.163.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	musicbrainz.org
	IP: 142.132.240.1 
所属国家: Germany 
地区: Sachsen 
城市: Falkenstein 

	s.nos.netease.com
	IP: 220.197.37.18 
所属国家: China 
地区: Sichuan 
城市: Nanchong 

	api.weixin.qq.com
	IP: 112.65.193.153 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	crashlytics.163.com
	IP: 220.197.30.65 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	api.vop.netease.com
	IP: 42.186.118.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	120.204.69.182
	IP: 120.204.69.182 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	hubble.netease.com
	IP: 45.254.50.17 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api.xmpush.xiaomi.com
	IP: 123.125.102.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dongjian.163.com
	IP: 59.111.181.42 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	imtest.netease.im
	IP: 111.124.202.79 
所属国家: China 
地区: Guizhou 
城市: Zunyi 

	nei.netease.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	reg.163.com
	IP: 223.252.215.2 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	platform.music.163.com
	IP: 220.197.30.65 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	140.207.168.45
	IP: 140.207.168.45 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	fr.register.xmpush.global.xiaomi.com
	IP: 98.64.182.160 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	metrics.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 116.142.245.227 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metok.sys.miui.com
	IP: 111.206.101.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	st.music.163.com
	IP: 125.38.11.51 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	argus.agoralab.co
	IP: 175.17.20.213 
所属国家: China 
地区: Jilin 
城市: Changchun 

	apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	163.fm
	IP: 111.124.200.101 
所属国家: China 
地区: Guizhou 
城市: Zunyi 

	10.240.137.18
	IP: 10.240.137.18 
所属国家: - 
地区: - 
城市: - 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.xmlsoap.org
	IP: 13.107.246.73 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	wannos.127.net
	IP: 45.127.129.15 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	ar.hz.netease.com
	IP: 59.111.181.42 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wanproxy.127.net
	IP: 45.127.129.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	igame.163.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	api.weibo.com
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gw-dongjian.netease.com
	IP: 59.111.181.42 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	appr.tc
	没有服务器地理信息. 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	172.17.236.169
	IP: 172.17.236.169 
所属国家: - 
地区: - 
城市: - 

	fcrc.video.p2cdn.com
	没有服务器地理信息. 

	iplay.163.com
	IP: 125.38.11.52 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	p1.music.126.net
	IP: 221.195.209.96 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	mam.netease.com
	IP: 220.197.32.202 
所属国家: China 
地区: Sichuan 
城市: Mianyang 

	api.weibo.cn
	IP: 114.250.44.218 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vodkgeyttp9c.vod.126.net
	IP: 125.38.11.62 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	yixin.im
	IP: 115.239.140.134 
所属国家: China 
地区: Zhejiang 
城市: Shaoxing 

	open.yixin.im
	没有服务器地理信息. 

	dt.netease.im
	IP: 220.197.34.84 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	sdkstats.live.126.net
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	dr.netease.im
	IP: 220.197.34.84 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	crash.163.com
	IP: 45.254.50.146 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.videolan.org
	IP: 213.36.253.2 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	lbs.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	qa.igame.163.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	music.163.com
	IP: 202.108.15.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 123.125.102.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	lbs.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	ug.edm.weibo.cn
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	st.igame.163.com
	IP: 59.111.181.163 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	fankui.163.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	101.231.114.217
	IP: 101.231.114.217 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	schemas.android.com
	没有服务器地理信息. 

	www.openssl.org
	IP: 34.49.79.89 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	mobilegw.alipay.com
	IP: 203.209.247.65 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	http://xml.apache.org/xslt 
	cn/a/a/a/a/c/a/f.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/e/a/d.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/a/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/a/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/a/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/a/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/a/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/b/a.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	https://adiu.amap.com/ws/device/adius 
	com/d/an.java 

	http://apilocate.amap.com/mobile/binary 
	com/d/cm.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/d/cm.java 

	http://restapi.amap.com 
	com/d/dl.java 

	http://restapi.amap.com/v3/place/text? 
	com/d/a.java 

	http://restapi.amap.com/v3/config/district? 
	com/d/a.java 

	http://restapi.amap.com/v3/place/around? 
	com/d/a.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/d/cr.java 

	http://restapi.amap.com/v3/geocode/regeo 
	com/d/ch.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/d/cf.java 

	https://restapi.amap.com/v3/iasdkauth 
	com/d/de.java 

	http://restapi.amap.com/v3/iasdkauth 
	com/d/de.java 

	https://)[a-zA-Z0-9-_]+[\\.a-zA-Z0-9_-]*(\\.hicloud\\.com)(:(\\d) 
	com/huawei/a/l/f/b.java 

	https://metrics.data.hicloud.com:6447 
	com/huawei/a/g/f/l.java 

	https://abn-)[a-zA-Z0-9] 
	com/huawei/a/b/b.java 

	https://)[a-zA-Z0-9-_]+[\\.a-zA-Z0-9_-]*(\\.hicloud\\.com)(:(\\d) 
	com/huawei/a/m/d.java 

	https://)[a-zA-Z0-9-_]+[\\.a-zA-Z0-9_-]*(\\.hicloud\\.com)(:(\\d) 
	com/huawei/a/m/a.java 

	https://metrics1.data.hicloud.com:6447 
	com/huawei/hms/api/HuaweiApiClient.java 

	https://play.google.com/store/apps/details?id= 
	com/huawei/hms/support/api/push/a/a/a.java 

	https://a.vmall.com/ 
	com/huawei/hms/support/api/push/a/a/a.java 

	https://a.vmall.com/app/ 
	com/huawei/hms/update/e/l.java 

	https://play.google.com/store 
	com/huawei/hms/update/c/a.java 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	com/huawei/updatesdk/service/a/e.java 

	http://music.163.com 
	com/netease/cloudmusic/i.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/cloudmusic/NeteaseMusicApplication.java 

	https://wannos.127.net/lbs 
	com/netease/cloudmusic/NeteaseMusicApplication.java 

	https://nosup-hz1.127.net 
	com/netease/cloudmusic/NeteaseMusicApplication.java 

	http://st. 
	com/netease/cloudmusic/adapter/MyMusicAdapter.java 

	http://music.163.com 
	com/netease/cloudmusic/common/f.java 

	http://reg.163.com/getpasswd/RetakePassword.jsp 
	com/netease/cloudmusic/common/f.java 

	http://wanproxy.127.net/lbs;http://wanproxy-hz.127.net/lbs;http://wanproxy-bj.127.net/lbs;http://wanproxy-oversea.127.net/lbs 
	com/netease/cloudmusic/core/upload/Uploader.java 

	http://nosup-hz1.127.net 
	com/netease/cloudmusic/core/upload/Uploader.java 

	https://platform.music.163.com/platform/bind 
	com/netease/cloudmusic/fragment/v.java 

	https://music.163.com/ 
	com/netease/cloudmusic/fragment/hk.java 

	https://music.163.com/ 
	com/netease/cloudmusic/fragment/by.java 

	http://music.163.com/radio/rule 
	com/netease/cloudmusic/fragment/ApplyForRadioFragment.java 

	https://docs.google.com/spreadsheet/formResponse?formkey=%s&ifq 
	com/netease/cloudmusic/log/util/a.java 

	https://docs.google.com/spreadsheet/formResponse?formkey=%s&ifq 
	com/netease/cloudmusic/log/a/a.java 

	https://mp.music.163.com/5c1c8d76bea7983a7b58ce2d/fm.html 
	com/netease/cloudmusic/meta/virtual/MainDrawerConfig.java 

	https://mp. 
	com/netease/cloudmusic/module/artist/viewholder/b.java 

	https://mp.qa.igame.163.com/5c9c45fd94947bb69c5e3819/pages/song/song.html?songId%3D 
	com/netease/cloudmusic/module/artist/viewholder/c.java 

	https://mp.music.163.com/5c9c3a0ec91fac1390052994/pages/song/song.html?songId%3D 
	com/netease/cloudmusic/module/artist/viewholder/c.java 

	https://mp.music.163.com/5d3013f614eb1fee8312bea9/pick.html?nm_style=sbt&name_edit=1 
	com/netease/cloudmusic/module/artist/viewholder/g.java 

	http://mp.qa-duty.igame.163.com/5cecd7988f1e9ea3c328778e/pick.html?nm_style=sbt&name_edit=1 
	com/netease/cloudmusic/module/artist/viewholder/g.java 

	https://music.163.com/html/web2/service.html 
	com/netease/cloudmusic/module/account/b.java 

	https://music.163.com/html/web2/privacy.html 
	com/netease/cloudmusic/module/account/b.java 

	http://st.music.163.com/official-terms/children 
	com/netease/cloudmusic/module/account/b.java 

	http://music.163.com/login 
	com/netease/cloudmusic/module/e/g.java 

	https://music.163.com/login 
	com/netease/cloudmusic/module/e/g.java 

	http://%s.nos.netease.com/%s 
	com/netease/cloudmusic/module/webview/c/j.java 

	http://schemas.android.com/apk/res/android 
	com/netease/cloudmusic/module/satimode/ui/DirectionalViewPager.java 

	http://163.fm/generateOShort?q= 
	com/netease/cloudmusic/module/spread/e.java 

	http://163.fm/ 
	com/netease/cloudmusic/module/spread/e.java 

	https://st. 
	com/netease/cloudmusic/module/spread/a.java 

	https://api.weibo.com/2/ 
	com/netease/cloudmusic/module/spread/c.java 

	https://api.weixin.qq.com/sns/userinfo 
	com/netease/cloudmusic/module/spread/c.java 

	https://api.weibo.com/2/friendships/friends.json 
	com/netease/cloudmusic/module/spread/c.java 

	https://api.weibo.com/2/users/show.json 
	com/netease/cloudmusic/module/spread/c.java 

	http://api.vop.netease.com/asr_api 
	com/netease/cloudmusic/module/ar/d.java 

	http://st. 
	com/netease/cloudmusic/module/portal/f.java 

	https://st. 
	com/netease/cloudmusic/module/f/b.java 

	http://open.e.189.cn/openapi/freeflow/auth.do 
	com/netease/cloudmusic/network/g/a.java 

	http://open.e.189.cn/openapi/freeflow/auth.do 
	com/netease/cloudmusic/network/g/c.java 

	https://(.*):([\\d]+) 
	com/netease/cloudmusic/network/g/a/a.java 

	https://sp.kaola.com/api/cart/recommend 
	com/netease/cloudmusic/network/h/l.java 

	http://music.163.com/back/weibo 
	com/netease/cloudmusic/share/d.java 

	https://api.weixin.qq.com/sns/oauth2/access_token 
	com/netease/cloudmusic/share/d.java 

	https://tc.sinaimg.cn/maxwidth.2048/tc.service.weibo.com/06_imgmini_eastday_com/cb7a728b7260dfda10c002bd827e072a.jpeg 
	com/netease/cloudmusic/share/c.java 

	https://iplay.163.com 
	com/netease/cloudmusic/share/framework/c.java 

	http://music.163.com 
	com/netease/cloudmusic/share/a/a.java 

	https://mp. 
	com/netease/cloudmusic/ui/profile/util/CoverEditLauncher.java 

	https://mp.music.163.com/5c9c3a0ec91fac1390052994/pages/song/song.html?songId= 
	com/netease/cloudmusic/ui/BottomSheetDialog/ActionMenuItem.java 

	http://mp. 
	com/netease/cloudmusic/ui/BottomSheetDialog/ActionMenuItem.java 

	http://%s:%d/%s 
	com/netease/cloudmusic/video/utils/MusicProxyUtils.java 

	http://music.163.com 
	com/netease/cloudmusic/utils/cj.java 

	http://music.163.com/m/download 
	com/netease/cloudmusic/utils/cj.java 

	https://st.iplay.163.com 
	com/netease/cloudmusic/utils/cj.java 

	https://st.igame.163.com 
	com/netease/cloudmusic/utils/cj.java 

	https://platform. 
	com/netease/cloudmusic/utils/dp.java 

	https://st.music.163.com/smart-device/?sourcepage=smartdevice 
	com/netease/cloudmusic/utils/dp.java 

	https://h5.iplay.163.com/st/livestaticdeal/wholehelp.html 
	com/netease/cloudmusic/utils/dp.java 

	https://st.music.163.com/mlog/poster.html?full_screen=true 
	com/netease/cloudmusic/utils/dp.java 

	http://platform.music.163.com/platform/protect 
	com/netease/cloudmusic/utils/dp.java 

	http://%s/ 
	com/netease/cloudmusic/utils/av.java 

	https://api.iplay.163.com/api/livestream/android/download/latest 
	com/netease/cloudmusic/utils/l.java 

	https://h5.iplay.163.com/download?from=musiclive 
	com/netease/cloudmusic/utils/l.java 

	http://10.240.137.18:8099/ 
	com/netease/cloudmusic/utils/aa.java 

	http://purl.org/dc/elements/1.1/ 
	com/netease/cloudmusic/utils/c/a.java 

	http://music.163.com/dlna/ 
	com/netease/cloudmusic/utils/c/a.java 

	http://.*.163.com/song/media/outer/url\\?id=\\d+)&userid=(\\d+\ 
	com/netease/cloudmusic/utils/c/b.java 

	http://qa.igame.163.com/api/livestream/personalpage/info 
	com/netease/cloudmusic/developer/mvvmtest/notlist/a/b.java 

	http://nei.netease.com/api/apimock/fe827e78d8f83c147e6b7cf3696a4e06/api/ 
	com/netease/cloudmusic/ktxmvvmdemo/demo/b/d.java 

	http://music.163.com 
	com/netease/cloudmusic/playlive/c.java 

	http://www.tsa.cn/time.jspx 
	com/netease/cloudmusic/e/ax.java 

	http://www.tsa.cn/time.jspx, 
	com/netease/cloudmusic/e/ax.java 

	http://music.163.com 
	com/netease/cloudmusic/activity/SharePanelActivity.java 

	http://st. 
	com/netease/cloudmusic/activity/SharePanelActivity.java 

	http://music.163.com 
	com/netease/cloudmusic/activity/YxInviteActivity.java 

	http://music.163.com 
	com/netease/cloudmusic/activity/WxInviteActivity.java 

	http://p1.music.126.net/BTuzyaDzson3t5k51eCwXw==/5726256557581659.jpg 
	com/netease/cloudmusic/activity/ScanMusicActivity.java 

	https://music.163.com/st/staticdeal/complaints.html 
	com/netease/cloudmusic/activity/AboutActivity.java 

	https://music.163.com/html/web2/service.html?lang= 
	com/netease/cloudmusic/activity/AboutActivity.java 

	https://music.163.com/st/platform/feedback/questiondetail/15077/0/15001/15031 
	com/netease/cloudmusic/activity/BindSettingActivity.java 

	https://open.game.163.com/ 
	com/netease/cg/center/sdk/NCGConstants.java 

	https://hubble.netease.com/track/s/ 
	com/netease/cg/center/sdk/HubbleEventTracker.java 

	https://open.game.163.com//api/aos/sdk/yun/game/info 
	com/netease/cg/center/sdk/auth/NCGAuthActivity.java 

	http://open.game.163.com 
	com/netease/cg/center/sdk/gamemanager/NCGJSBridgeManager.java 

	https://open.game.163.com 
	com/netease/cg/center/sdk/gamemanager/NCGJSBridgeManager.java 

	http://statistic.live.126.net/sdkstats/report/type=4?version=1 
	com/netease/e/b.java 

	http://gslb.live.126.net/getpushurl 
	com/netease/e/b.java 

	http://gslbhz.live.126.net/getpushurl 
	com/netease/e/b.java 

	http://statistic.live.126.net/sdkstats/report/type=2?version=1 
	com/netease/e/b.java 

	http://sdkstats.live.126.net/sdkstats/report/type=2?version=1 
	com/netease/e/b.java 

	http://sdkstats.live.126.net/sdklog/uploadsdklog 
	com/netease/e/b.java 

	http://gslb.live.126.net/getpushurl 
	com/netease/e/c/a.java 

	http://gslbhz.live.126.net/getpushurl 
	com/netease/e/c/a.java 

	https://appr.tc 
	com/netease/e/b/c.java 

	https://dongjian.163.com/app.html 
	com/netease/insightar/InsightConstants.java 

	https://gw-dongjian.netease.com/services/cloudRecog 
	com/netease/insightar/core/b/f/d.java 

	https://ar.hz.netease.com 
	com/netease/insightar/core/e/f.java 

	https://dongjian.hz.netease.com/ai/da 
	com/netease/datacollector/b.java 

	https://dongjian.hz.netease.com/ai/da 
	com/netease/datacollector/h.java 

	https://dongjian.hz.netease.com/ai/da 
	com/netease/datacollector/i.java 

	http://mam.netease.com/ 
	com/netease/mam/agent/d/a.java 

	http://nstool.netease.com/info.js 
	com/netease/mam/agent/d/a.java 

	https://ac.dun.163yun.com/v2/collect? 
	com/netease/mobsec/rjsb/f.java 

	http://nstool.netease.com/info.js 
	com/netease/mobsec/rjsb/f.java 

	https://dt.netease.im/api/getConfig 
	com/netease/nimlib/analyze/protocol/a.java 

	https://dt.netease.im/api/updateInfo 
	com/netease/nimlib/analyze/protocol/a.java 

	https://nosup-hz1.127.net 
	com/netease/nimlib/m/a/b/a/c.java 

	https://wannos.127.net/lbs 
	com/netease/nimlib/m/a/b/a/c.java 

	https://imtest.netease.im/lbs/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://imtest.netease.im/1.gif 
	com/netease/nimlib/f/e.java 

	https://imtest.netease.im/lbsrc/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://dr.netease.im/1.gif 
	com/netease/nimlib/f/e.java 

	https://mp.iplay.163.com/5d2826dadf9ba28979d19add/popularity.html?liveRoomNo= 
	com/netease/play/livepage/j.java 

	http://p2.music.126.net/kdQM1af1P1TvtICG_ivRQw==/109951163747948279.jpg 
	com/netease/play/livepage/rtc/e/c.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/9vN6uJpp_2563182377_shd.mp4?wsSecret=78a08c78af1e89676c204ac75877d401&wsTime=1876816665&coverId=jwgEBtdH89CN0ka04mJgVw==/109951164173124136&infoId=60001 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/gxM9DnOT_2563177600_shd.mp4?wsSecret=13294e2454738e640651eeea4fe13967&wsTime=1876816663&coverId=jIJsHRRScr9b-i2f99EvEA==/109951164173117411&infoId=59001 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/cUHaf7qk_2563180409_shd.mp4?wsSecret=6c9c38604553f589345173d9c40dd850&wsTime=1876816657&coverId=6fy13eXC40TvZw84q3BJKA==/109951164173124131&infoId=57001 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/7o6ZeBEt_2563181914_shd.mp4?wsSecret=012318e391245d82df39439e43c14142&wsTime=1876816664&coverId=_VS9z3e6Hchjzk119X1atA==/109951164173116956&infoId=58001 
	com/netease/play/livepage/gift/j.java 

	https://vodkgeyttp9c.vod.126.net/vodkgeyttp8/7f2Guwat_2753014934_hd.mp4?wsSecret=fd907a65dcc8a5a1dce59bff177d028f&wsTime=1887170160&coverId=e0GlaEeq1AQlgMR_pb8aAQ==/109951164444027451&infoId=112014 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/Fhhv6Dds_2563177769_shd.mp4?wsSecret=9012acab4c9bf7981de27c1d32208fdd&wsTime=1876816701&coverId=1kf2w3ox22IaTlraPa9waw==/109951164173130548&infoId=58002 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/99Asf9uv_2563177738_shd.mp4?wsSecret=a642ad478b4be6e58a0aa22026b13258&wsTime=1876816694&coverId=XeSRrjCbmPkl0sFQhVDn1w==/109951164173123733&infoId=57002 
	com/netease/play/livepage/gift/j.java 

	http://vodkgeyttp9c.vod.126.net/vodkgeyttp8/etiUB25o_2563177762_shd.mp4?wsSecret=ac016775e0ab53ad744537985f244111&wsTime=1876816697&coverId=_ov37ncNxeNjxxZ7NcafPg==/109951164173128143&infoId=57003 
	com/netease/play/livepage/gift/j.java 

	http://wanproxy.127.net/lbs;http://wanproxy-hz.127.net/lbs;http://wanproxy-bj.127.net/lbs;http://wanproxy-oversea.127.net/lbs 
	com/netease/play/r/n.java 

	http://nosup-hz1.127.net 
	com/netease/play/r/n.java 

	https://st.igame.163.com/c/signup 
	com/netease/play/officialshow/g.java 

	https://st.iplay.163.com/c/signup 
	com/netease/play/officialshow/g.java 

	https://mp.qa.igame.163.com/5d28200b4f7fc0d3590975d0/faq.html?popupopen%3D%7B%22vertical%22%3A%7B%22aspectRatio%22%3A1.087%2C%22color%22%3A%22%23000%22%2C%22alpha%22%3A0%7D%7D 
	com/netease/play/s/d.java 

	https://mp.iplay.163.com/5d2826dadf9ba28979d19add/faq.html?popupopen%3D%7B%22vertical%22%3A%7B%22aspectRatio%22%3A1.087%2C%22color%22%3A%22%23000%22%2C%22alpha%22%3A0%7D%7D 
	com/netease/play/s/d.java 

	https://mp.qa.igame.163.com/5d5bc53a550949d65bf6777d/check.html?popupopen=%7B%22vertical%22%3A%7B%22positionType%22%3A0%2C%22aspectRatio%22%3A1.5%2C%22showCloseBtn%22%3Atrue%2C%22width%22%3A283%2C%22hex%22%3A%22ffffff%22%2C%22alpha%22%3A0%7D%7D 
	com/netease/play/s/d.java 

	https://mp.iplay.163.com/5d5bc56d810f189a5946cb88/check.html?popupopen=%7B%22vertical%22%3A%7B%22positionType%22%3A0%2C%22aspectRatio%22%3A1.5%2C%22showCloseBtn%22%3Atrue%2C%22width%22%3A283%2C%22hex%22%3A%22ffffff%22%2C%22alpha%22%3A0%7D%7D 
	com/netease/play/s/d.java 

	http://iplay.163.com 
	com/netease/play/webview/LookWebViewFragment.java 

	https://crash.163.com 
	com/netease/nis/bugrpt/b/h.java 

	https://crash.163.com/uploadCrashLogInfo.do 
	com/netease/nis/bugrpt/b/h.java 

	https://crash.163.com/client/api/uploadStartUpInfo.do 
	com/netease/nis/bugrpt/b/h.java 

	https://vbox-static.3.163.com/h5/help/cloudbox/detail/ 
	com/netease/vbox/stream/ui/VBoxModeActivity.java 

	https://igame.163.com/api/sdk/config/get 
	com/netease/wakeup/d.java 

	https://crashlytics.163.com/api/sdk/config/get 
	com/netease/wakeup/d.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/i.java 

	https://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	http://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	https://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/CommonParamInterception.java 

	https://ug.edm.weibo.cn/api/gettoken 
	com/sina/weibo/sdk/network/intercept/RequestTokenInterception.java 

	https://ug.edm.weibo.cn/api/refreshtoken 
	com/sina/weibo/sdk/network/intercept/RequestTokenInterception.java 

	http://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	http://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://api.weibo.com/2/proxy/sdk/statistic.json 
	com/sina/weibo/sdk/statistic/LogReport.java 

	https://api.weibo.com/oauth2/getaid.json 
	com/sina/weibo/sdk/utils/AidTask.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/BaseSsoHandler.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/auth/AccessTokenKeeper.java 

	https://woprjr.smartdevicelink.com/api/1/applications/queryTrustedRouters 
	com/smartdevicelink/j/h.java 

	https://woprjr.smartdevicelink.com/api/1/applications/queryTrustedRouters 
	com/smartdevicelink/transport/RouterServiceValidator.java 

	http://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/a.java 

	http://qzs.qq.com/open/mobile/login/qzsjump.html? 
	com/tencent/connect/common/a.java 

	http://qzs.qq.com/open/mobile/login/qzsjump.html? 
	com/tencent/connect/b/c.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/b/a.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/b/a.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/b/a.java 

	http://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/b/a.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/c/a.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/c/c.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	http://qzs.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/b.java 

	http://qzs.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/b.java 

	http://qzs.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/b.java 

	http://qzs.qq.com 
	com/tencent/open/b.java 

	http://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/d/f.java 

	http://c.isdspeed.qq.com/code.cgi 
	com/tencent/open/b/d.java 

	http://mobile.unionpay.com/getclient?platform=android&type=securepayplugin 
	com/unionpay/UPPayAssistEx.java 

	https://mobile.unionpay.com/getclient?platform=android&type=securepayplugin\ 
	com/unionpay/UPPayAssistEx.java 

	https://mobile.unionpay.com/getclient?platform=android&type=securepayplugin\ 
	com/unionpay/mobile/android/utils/c.java 

	http://140.207.168.45/g/d 
	com/unionpay/sdk/c.java 

	https://api.xmpush.xiaomi.com/upload/xmsf_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/app_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/crash_log?file= 
	com/xiaomi/mipush/sdk/y.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gu.java 

	http://ccc.sys.miui.com 
	com/xiaomi/push/br.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/hf.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hm.java 

	https://metok.sys.miui.com 
	com/xiaomi/push/bl.java 

	http://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/ds.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hn.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gk.java 

	http://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bb.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/a.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/e.java 

	http://fankui.163.com/ft/upCmtAttach.fb 
	im/yixin/sdk/util/SDKFeedBackUtils.java 

	http://fankui.163.com/ft/file.fb?op=up 
	im/yixin/sdk/util/SDKFeedBackUtils.java 

	http://fankui.163.com/ft/commentInner.fb?cid 
	im/yixin/sdk/util/SDKFeedBackUtils.java 

	http://open.yixin.im/sdk/log?log= 
	im/yixin/sdk/util/SDKHttpUtils.java 

	http://yixin.im/ 
	im/yixin/sdk/api/YXApiImplementation.java 

	http://[ 
	org/cybergarage/upnp/ControlPoint.java 

	http://schemas.xmlsoap.org/soap/encoding/ 
	org/cybergarage/soap/SOAP.java 

	http://schemas.xmlsoap.org/soap/envelope/ 
	org/cybergarage/soap/SOAP.java 

	http://... 
	org/e/a/a/f.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/p.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/n.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/m.java 

	http://%1$s/album/%2$d/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/show/m/artists?id=%2$d 
	摸瓜V1引擎 

	http://%1$s/artist?id=%2$d&userid=%3$d 
	摸瓜V1引擎 

	http://music.163.com/m/at/5b61adbce6d868a901bf7c02?market=%s 
	摸瓜V1引擎 

	http://%1$s/invite/?uid=%2$d 
	摸瓜V1引擎 

	http://st.%1$s/c/livequiz/share.html?invitecode=%2$s 
	摸瓜V1引擎 

	http://%1$s/mv/%2$d/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/playlist/%2$d/%3$d/?userid=%4$d 
	摸瓜V1引擎 

	http://%1$s/playlist/%2$d/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/m/user/home?id=%2$s 
	摸瓜V1引擎 

	http://%1$s/program/%2$d/%3$d/?userid=%4$d 
	摸瓜V1引擎 

	http://%1$s/radio?id=%2$d&userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/m/video?id=%2$s 
	摸瓜V1引擎 

	http://%1$s/m/mv?id=%2$s 
	摸瓜V1引擎 

	http://%1$s/share/sina/direct/%2$d/%3$d?userid=%4$d&haspic=%5$d 
	摸瓜V1引擎 

	http://%1$s/song/%2$d/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/event?id=%2$d&uid=%3$d 
	摸瓜V1引擎 

	http://%1$s/m/topic/%2$d/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/m/activity/%2$s?userid=%3$s 
	摸瓜V1引擎 

	https://m.music.163.com/m/applink/?scheme=%s&go=1&res=1 
	摸瓜V1引擎 

	http://%1$s/video/%2$s/?userid=%3$d 
	摸瓜V1引擎 

	http://%1$s/prime/m/purchase?situation=dailyHistory&luxury=1 
	摸瓜V1引擎 

	http://%1$s/webviewinapp/microprogram?id=%2$s&desc=%3$s 
	摸瓜V1引擎 

	http://%1$s/m/video?id=%2$s, 
	摸瓜V1引擎 

	http://%1$s/m/mv?id=%2$s, 
	摸瓜V1引擎 

	http://argus.agoralab.co/vosdk/public/report?speaker=%u&listener=%u&venderID=%s&channelName=%s 
	lib/armeabi/libagora-rtc-sdk-jni.so 

	http://argus.agoralab.co/vosdk/public/report?listener=%u&venderID=%s&channelName=%s 
	lib/armeabi/libagora-rtc-sdk-jni.so 

	http://www.videolan.org/x264.html 
	lib/armeabi/libagora-rtc-sdk-jni.so 

	http://101.231.114.238:5089/app/mobile/json 
	lib/armeabi/libentryexpro.so 

	https://appcashier.test.95516.com/app/mobile/conf 
	lib/armeabi/libentryexpro.so 

	https://appcashier256.95516.com/app/mobile/conf 
	lib/armeabi/libentryexpro.so 

	http://172.17.236.169:8081/app/mobile/conf 
	lib/armeabi/libentryexpro.so 

	http://101.231.114.217:8080/app/mobile/conf 
	lib/armeabi/libentryexpro.so 

	https://appcashier.test.95516.com/app/mobile/hft 
	lib/armeabi/libentryexpro.so 

	https://appcashier256.95516.com/app/mobile/hft 
	lib/armeabi/libentryexpro.so 

	http://172.17.136.157:8080/gateway/mobile/hft 
	lib/armeabi/libentryexpro.so 

	http://101.231.114.224:11000/app/mobile/hft 
	lib/armeabi/libentryexpro.so 

	https://appcashier.test.95516.com/app/mobile/json 
	lib/armeabi/libentryexpro.so 

	https://appcashier256.95516.com/app/mobile/json 
	lib/armeabi/libentryexpro.so 

	http://101.231.114.217:8080/app/mobile/json 
	lib/armeabi/libentryexpro.so 

	http://172.17.236.169:8081/app/mobile/json 
	lib/armeabi/libentryexpro.so 

	https://appcashier.test.95516.com/gateway/mobile/json 
	lib/armeabi/libentryexpro.so 

	https://appcashier256.95516.com/gateway/mobile/json 
	lib/armeabi/libentryexpro.so 

	http://101.231.114.217:8080/gateway/mobile/json 
	lib/armeabi/libentryexpro.so 

	http://120.204.69.182:8080/gateway/mobile/json 
	lib/armeabi/libentryexpro.so 

	http://musicbrainz.org 
	lib/armeabi/libfpGenerate.so 

	http://www.videolan.org/x264.html 
	lib/armeabi/libijkffmpeg.so 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi/libnative-imagetranscoder.so 

	http://www.videolan.org/x264.html 
	lib/armeabi/libnecmH264Enc.so 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi/libstatic-webp.so 

	http://www.openssl.org/support/faq.html 
	lib/armeabi/libuptsmaddon.so 

	http://www.openssl.org/support/faq.html 
	lib/armeabi/libuptsmaddonmi.so 

	http://fcrc.video.p2cdn.com/flashp2p_chat_demo/flashp2pchatdemo.swf 
	lib/armeabi/libxyvodsdk.so 

	http://seeds-darwin.xycdn.com/psdk/getseeds 
	lib/armeabi/libxyvodsdk.so 

	http://seeds1-darwin.xycdn.com/psdk/getseeds 
	lib/armeabi/libxyvodsdk.so 

	http://seeds2-darwin.xycdn.com/psdk/getseeds 
	lib/armeabi/libxyvodsdk.so 

	http://seeds3-darwin.xycdn.com/psdk/getseeds 
	lib/armeabi/libxyvodsdk.so 

	http://sdk1xyajs.data.p2cdn.com/o_live_p2p_mobilesdk 
	lib/armeabi/libxyvodsdk.so 

	http://www.openssl.org/support/faq.html 
	lib/armeabi/libxyvodsdk.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxxx@xxxx.com 
	com/huawei/hms/support/api/push/a/d/a.java 

	qatest9@163.com 
	com/netease/cloudmusic/utils/o.java 

	liwei31@staff.weibo 
	com/sina/weibo/sdk/network/intercept/RequestTokenInterception.java 


4.4 手机号线索
	手机号
	所在文件

	19222222222 
	com/netease/cloudmusic/module/player/datasource/d.java 

	15060355040 
	com/unionpay/UPPayAssistEx.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=310000, ST=ZheJiang, L=HangZhou, O=CloudMusic, OU=Corp.Netease, CN=LiangJian 签名算法: rsassa_pkcs1v15 有效期自: 2013-01-20 14:43:20+00:00 有效期至: 2063-01-08 14:43:20+00:00 发行人: C=310000, ST=ZheJiang, L=HangZhou, O=CloudMusic, OU=Corp.Netease, CN=LiangJian 序列号: 0x1b2514e1 哈希算法: sha256 md5值: da6b069da1e2982db3e386233f68d76d sha1值: d35cb4a496f96a15afeb44a4c9694fe7435ea579 sha256值: 54254d2be09daef48dedc2b4a4f497d153e14ed9d70814fc9c360ee9240827f7 sha512值: 2fbeba0d49ffa6b4d72cbd379de14ee589c7fc973222a7ed28e87e4f5f2cb7f69405649046241ec0851cdcc93ef8f72efaade2ddb0231c805ccfd852b60ec37f 公钥算法: rsa 密钥长度: 2048 指纹: c0598d51fce1a67636a6123ff562abf7edec36b8fa35cfd7f963e194ca302bb4

6. 硬编码敏感信息
	可能的敏感信息

	"api" : "我的消息" 

	"aws" : "上次登录" 

	"api" : "Inbox" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	com.netease.cloudmusic.permission.OPERATOR_FREE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.netease.cloudmusic.permission.DATA_PACKAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.hicar.HICAR_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.netease.cloudmusic.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.netease.cloudmusic.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.hicar.APP_RECIEVE_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERACT_ACROSS_USERS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.netease.cloudmusic.activity.RedirectActivity
	Schemes: content://, file://, http://, https://, orpheus://, orpheus-cortana://, 
Hosts: *, @string/a7z, 
Mime Types: audio/*, application/flac, application/x-flac, application/ogg, application/x-ogg, application/itunes, 
Path Patterns: .*\\.ncm, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent100495085://, 
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