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莱德传奇（ 1.0.3版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	莱德传奇

	版本
	1.0.3

	包名
	com.appheader.abs.pro.dlcq

	域名线索
	14条

	URL线索
	15条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	莱德传奇.apk

	文件大小
	116.03MB

	MD5值
	b1d0d737653eb1510d4288538f3c92cc

	SHA1值
	ebf1df69c95d9d640e17d2ce8ccaedfe4b1f6b82

	SHA256值
	8f37b390bcd01c92770a786e5fb3518dde3cf2f73cdaa0845cbe9de0bc204747



3. APP基本信息
	类别
	内容

	App名称
	莱德传奇

	包名
	com.appheader.abs.pro.dlcq

	主活动Activity
	com.appheader.abs.pro.dlcq.MainActivity

	安卓版本名称
	1.0.3

	安卓版本
	142



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	www.gnu.org
	IP: 209.51.188.116 
所属国家: United States of America 
地区: Massachusetts 
城市: Somerville 

	stackoverflow.com
	IP: 172.64.155.249 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	dartbug.com
	IP: 216.239.34.21 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	api.flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.jsdelivr.com
	IP: 104.21.23.24 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	dev.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	app.laidechuanqi.com
	IP: 119.188.210.233 
所属国家: China 
地区: Shandong 
城市: Zaozhuang 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	developer.android.com
	IP: 142.250.69.174 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.youtube.com
	IP: 199.59.148.96 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	paulbakaus.com
	IP: 167.172.18.193 
所属国家: United States of America 
地区: New Jersey 
城市: Clifton 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	https://github.com/Baseflow/flutter-permission-handler/issues 
	com/baseflow/permissionhandler/PermissionManager.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/PlatformPlugin.java 

	https://developer.android.com/reference/javax/net/ssl/SSLSocket 
	io/flutter/plugins/videoplayer/VideoPlayerPlugin.java 

	https://github.com/bluefireteam/audioplayers/blob/main/troubleshooting.md 
	xyz/luan/audioplayers/AudioplayersPlugin.java 

	https://github.com/bluefireteam/audioplayers/blob/main/troubleshooting.md 
	xyz/luan/audioplayers/player/WrappedPlayer.java 

	https://github.com/nodeca/pica 
	摸瓜V2引擎 

	http://paulbakaus.com/tutorials/html5/web-audio-on-ios/ 
	摸瓜V2引擎 

	http://stackoverflow.com/questions/24119684 
	摸瓜V2引擎 

	https://www.gnu.org/licenses/>. 
	摸瓜V2引擎 

	https://www.gnu.org/licenses/>. 
	摸瓜V2引擎 

	https://www.gnu.org/licenses/>. 
	摸瓜V2引擎 

	https://www.jsdelivr.com/using-sri-with-dynamic-files 
	摸瓜V2引擎 

	https://github.com/apvarun/toastify-js 
	摸瓜V2引擎 

	https://github.com/flutter/flutter/issues. 
	lib/arm64-v8a/libflutter.so 

	https://dartbug.com/52121. 
	lib/arm64-v8a/libflutter.so 

	http://app.laidechuanqi.com/api/Chat.Main/set_msg_is_read 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/sale_buy_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Miner.Main/join_fr_activity 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/get_level_info 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_add_group_user 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/activity/get_redbag_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_my_friends_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Level.Main/get_star_level_lists 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/project_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/get_goods_set_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Level.Main/get_own_hand_v1 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/true_project_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Lawyer.Main/category_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Game.Main/fun_planet_url 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/get_role_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/get_user_ranking_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/setIsRead 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/cancel_trade_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/delete_friend 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity.Main/join_partner 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Ranking.Main/get_ranking_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/add_price_contacts 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/su_buy_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/set_nickname 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/get_reward_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/reward_time 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/get_trade_user_asset_addr 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Order/user_order_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/shua_project 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Goods/create_goods 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/set_goods_after_get 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Level.Main/get_own_hand 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/get_yang 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/index_top_project_detail 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_trade_number 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/get_my_addr 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/edit_contacts 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/su_trade_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/auto_shua_project 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/create_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_create_buy_order_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/get_top_reward_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/top_project 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Goods/delete_goods 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/set_safe_time 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Advert.Main/top_my_advert 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/get_order_detail 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/invite_friends 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity.Main/user_sign 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/buy_vip 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/get_contacts_redbag 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/set_pwd 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Order/create_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/send_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/swop_asset 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/give_asset 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/report/vm 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/CityPartner.Main/get_city_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Payment.Notify/face_check_return_rb 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/get_bidding_reward_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_edit_group_info 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Address.Main/delete_address 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Miner.Main/get_miner_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Game/quWeiXingQiu 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/set_user_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/get_partner_order_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_convert_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Address.Main/get_address_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Content.Main/get_content_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Order/edit_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/my_contacts_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/get_user_asset_log 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Advert.Main/like_advert 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Miner.Main/join_fr 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/get_goods_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/lottery/grid_lottery_index 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Level.Main/get_star_lists 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/cancel_buy_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Address.Main/add_user_address 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/my_reward_log 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_trade_order_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Content.Main/get_news_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Miner.Main/fr_activity_detail 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/get_chat_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/get_auth_token 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/search_projects 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_convert_log 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Upload.Main/upload_image 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/CityPartner.Main/my_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_create_trade_order_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/user/config 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/user_pay 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/over_su_my_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/reward_submit 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/set_user_address 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/give_asset 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/activity/get_active_redbag_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity.Test/safe_action_check 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_add_friends 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/User.Main/get_role_info 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity.Main/get_activity_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/create_chat_group 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/search_friend 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_friends_please 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/create_contacts 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Withdraw.Main/submit_withdraw 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/over_my_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/TrueName.Main/index 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/reward_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/File.Main/get_file_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/TrueName.Main/get_user_truenamestatus 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/get_my_create_reward_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_delete_group_user 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/su_my_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/swop_yb 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/set_chat_list_update 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity.Main/get_user_look 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/recycle_llg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/su_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/cancel_bm 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Agreement.Main/list 
	lib/armeabi-v7a/libapp.so 

	https://api.flutter.dev/flutter/material/Scaffold/of.html 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Payment.Notify/= 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_order_info 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/top_my_reward 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Projects.Main/my_projects 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_with_all_class 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Agreement.Main/buy 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Advert.Main/addAdvert 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_buy_order_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/chat_get_group_user 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/create_buy_order 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/url 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Agent.Main/apply_agent 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Goods/partner_goods_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_gold_zuan_store_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/set_my_addr 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/join_bidding 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/create_set_goods 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/do_save 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Reward.Main/get_report_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Contacts.Main/add_contact_black 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/lottery/confirm_lottery_result 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/lottery/grid_lottery_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Goods.Main/set_order_get 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/top/get_top 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Chat.Main/no_read_num 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Trade.Main/get_trade_class_list 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Asset.Main/get_user_asset_top_msg 
	lib/armeabi-v7a/libapp.so 

	http://app.laidechuanqi.com/api/Activity/get_redbag 
	lib/armeabi-v7a/libapp.so 

	https://github.com/flutter/flutter/issues/new. 
	lib/armeabi-v7a/libapp.so 
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_growablelist@0150898.generate 
_uri@0150898.notsimple 
_growablelist@0150898._literal7 
_growablelist@0150898._ofefficie 
_future@4048458.immediatee 
	lib/armeabi-v7a/libapp.so 

	appro@openssl.org 
	lib/x86_64/libflutter.so 


4.4 手机号线索
	手机号
	所在文件

	16014784945 
	摸瓜V2引擎 

	16014784945 
	lib/armeabi-v7a/libapp.so 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=123456, ST=123456, L=123456, O=123456, OU=123456, CN=123456 签名算法: rsassa_pkcs1v15 有效期自: 2025-03-19 13:35:21+00:00 有效期至: 2107-05-09 13:35:21+00:00 发行人: C=123456, ST=123456, L=123456, O=123456, OU=123456, CN=123456 序列号: 0x7a2105f3 哈希算法: sha1 md5值: b83558fc3ebdb6c3fceb6d76f7204a59 sha1值: e76c48a44b2e7411a397134dc3e5a08ebe7ebf8b sha256值: ceae124be7ef649e10e1085d2d2ecee297f001e7b6147df179102a1a2c95dee2 sha512值: 8e69140c0801496a1065c579b61d2d6d784818b4e34f9725991c3989a84f7e449b2dc812f5f198029297cfb7433c4997494ac92b479842c1f60c935ed365cd67 公钥算法: rsa 密钥长度: 2048 指纹: 1e415b411c84322e01005b1ebbfc031413aa8eb4e7109c8734f0caf622565129

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_DELETE_PACKAGES
	正常
	
	允许应用程序请求删除包

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	com.appheader.abs.pro.dlcq.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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