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LetsVPN（ 2.21.2版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	LetsVPN

	版本
	2.21.2

	包名
	world.letsgo.booster.android.pro

	域名线索
	87条

	URL线索
	90条

	APP图标
	

	分析日期
	2025年6月15日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	letsvpn-latest.apk

	文件大小
	26.2MB

	MD5值
	aacf6df93e454e34c5a5a16f4d722fd4

	SHA1值
	5dccd94a17cdbd0b0bc6fc8f8e25aae63b3c8413

	SHA256值
	e1e0a5f3c910b442093031c58ad25e984cd30842cdd704b15fe0dad508eb8d93



3. APP基本信息
	类别
	内容

	App名称
	LetsVPN

	包名
	world.letsgo.booster.android.pro

	主活动Activity
	world.letsgo.booster.android.pages.guide.GuideActivity

	安卓版本名称
	2.21.2

	安卓版本
	9340



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	b.stripecdn.com
	IP: 18.155.68.97 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	sregister.s
	没有服务器地理信息. 

	schemas.android.com
	没有服务器地理信息. 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	m.stripe.com
	IP: 44.240.235.135 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	plbslog.umeng.com
	IP: 36.156.202.78 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	www.finicity.com
	IP: 45.223.22.70 
所属国家: United States of America 
地区: California 
城市: Redwood City 

	alogsus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	developer.umeng.com
	IP: 59.82.112.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	slaunches.s
	没有服务器地理信息. 

	www.facebook.com
	IP: 69.63.187.12 
所属国家: United States of America 
地区: California 
城市: Menlo Park 

	pslog.umeng.com
	IP: 59.82.31.92 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	static.afterpay.com
	IP: 104.18.170.118 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sviap.s
	没有服务器地理信息. 

	dashif.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	developer.android.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	sgcdsdk.s
	没有服务器地理信息. 

	firebase.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	api.mixpanel.com
	IP: 107.178.240.159 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	open.weixin.qq.com
	IP: 223.167.82.219 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	svalidate.s
	没有服务器地理信息. 

	msg.umengcloud.com
	IP: 110.253.188.231 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	ulogs.umeng.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ucc.umeng.com
	IP: 203.119.145.45 
所属国家: China 
地区: Beijing 
城市: Beijing 

	twitter.com
	IP: 31.13.94.36 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	simpression.s
	没有服务器地理信息. 

	www.cdn.stripe.com
	没有服务器地理信息. 

	sonelink.s
	没有服务器地理信息. 

	smonitorsdk.s
	没有服务器地理信息. 

	ssdk-services.s
	没有服务器地理信息. 

	r.stripe.com
	IP: 54.186.23.98 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	api.letsvpn.world
	IP: 208.77.47.172 
所属国家: United States of America 
地区: California 
城市: San Jose 

	stripe.com
	IP: 198.137.150.141 
所属国家: United States of America 
地区: New York 
城市: New York City 

	firebase-settings.crashlytics.com
	IP: 58.254.149.226 
所属国家: China 
地区: Guangdong 
城市: Yunfu 

	sars.s
	没有服务器地理信息. 

	q.stripe.com
	IP: 54.187.159.182 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	ppm.stripe.com
	IP: 198.137.150.81 
所属国家: United States of America 
地区: New York 
城市: New York City 

	wappaygw.alipay.com
	IP: 123.125.216.242 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sss.umeng.com
	IP: 59.82.60.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sapp.s
	没有服务器地理信息. 

	audid.umeng.com
	IP: 110.253.189.137 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	offmsg.umeng.com
	IP: 59.82.29.162 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ccs.umeng.com
	IP: 123.183.232.73 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	www.instagram.com
	IP: 128.242.245.157 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	support.link.co
	IP: 18.155.68.50 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mcgw.alipay.com
	IP: 123.125.216.241 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 125.39.135.56 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	support.stripe.com
	IP: 198.137.150.151 
所属国家: United States of America 
地区: New York 
城市: New York City 

	sadrevenue.s
	没有服务器地理信息. 

	sattr.s
	没有服务器地理信息. 

	alogus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	scdn-stestsettings.s
	没有服务器地理信息. 

	aspect-upush.umeng.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sandbox.payssion.com
	IP: 104.17.18.195 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ulogs.umengcloud.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	sdlsdk.s
	没有服务器地理信息. 

	dashboard.stripe.com
	IP: 198.202.176.141 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.letsvpn.world
	IP: 104.244.43.167 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	hooks.stripe.com
	IP: 198.137.150.11 
所属国家: United States of America 
地区: New York 
城市: New York City 

	letsvpn-e3f4b.firebaseio.com
	IP: 35.201.97.85 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	h5.m.taobao.com
	IP: 61.240.142.17 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	link.co
	IP: 108.157.254.101 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	js.stripe.com
	IP: 108.156.133.101 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	console.firebase.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	issuetracker.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	connect.finicity.com
	IP: 45.223.22.70 
所属国家: United States of America 
地区: California 
城市: Redwood City 

	intercom.help
	IP: 199.59.149.206 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.payssion.com
	IP: 104.17.17.195 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	d132o2ux0nuv2m.cloudfront.net
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	ns.adobe.com
	没有服务器地理信息. 

	files.stripe.com
	IP: 198.137.150.211 
所属国家: United States of America 
地区: New York 
城市: New York City 

	api.stripe.com
	IP: 52.196.53.105 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sinapps.s
	没有服务器地理信息. 

	m.me
	IP: 31.13.70.1 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	sconversions.s
	没有服务器地理信息. 

	mobilegw.alipay.com
	IP: 203.209.250.8 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	errors.stripe.com
	IP: 198.137.150.91 
所属国家: United States of America 
地区: New York 
城市: New York City 

	scdn-ssettings.s
	没有服务器地理信息. 

	t.me
	IP: 149.154.167.99 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: Warrington 


4.2 URL线索
	URL信息
	Url所在文件

	https://issuetracker.google.com/issues/new?component=413106 
	a4/g0.java 

	https://issuetracker.google.com/issues/new?component=413106 
	a4/k0.java 

	https://issuetracker.google.com/issues/new?component=413106 
	a4/c0.java 

	https://developer.android.com/reference/com/google/android/play/core/assetpacks/model/AssetPackErrorCode.html 
	ad/a.java 

	http://dashif.org/guidelines/last-segment-number 
	bb/d.java 

	http://dashif.org/guidelines/trickmode 
	bb/d.java 

	http://dashif.org/thumbnail_tile 
	bb/d.java 

	http://dashif.org/guidelines/thumbnail_tile 
	bb/d.java 

	https://firebase-settings.crashlytics.com/spi/v2/platforms/android/gmp/%s/settings 
	bf/f.java 

	http://schemas.android.com/apk/res/android 
	cd/w.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://www.payssion.com/ 
	com/payssion/android/sdk/Payssion.java 

	http://m.me/payssion 
	com/payssion/android/sdk/PaymentWebActivity.java 

	https://www.payssion.com/pay/ 
	com/payssion/android/sdk/PaymentWebActivity.java 

	https://api.mixpanel.com/track 
	com/payssion/android/sdk/a/h.java 

	https://api.mixpanel.com/engage 
	com/payssion/android/sdk/a/h.java 

	https://www.payssion.com/ 
	com/payssion/android/sdk/model/ContinuePayRequest.java 

	http://sandbox.payssion.com/ 
	com/payssion/android/sdk/model/ContinuePayRequest.java 

	https://www.payssion.com/api/v1/ 
	com/payssion/android/sdk/model/e.java 

	http://sandbox.payssion.com/api/v1/ 
	com/payssion/android/sdk/model/e.java 

	https://stripe.com/docs/mobile/android/basic 
	com/stripe/android/EphemeralKeyManager.java 

	https://stripe.com/docs/keys 
	com/stripe/android/core/ApiKeyValidator.java 

	https://twitter.com/stripestatus, 
	com/stripe/android/core/exception/APIConnectionException.java 

	https://r.stripe.com/0 
	com/stripe/android/core/networking/AnalyticsRequestV2.java 

	https://q.stripe.com 
	com/stripe/android/core/networking/AnalyticsRequest.java 

	https://files.stripe.com/v1/files 
	com/stripe/android/core/networking/FileUploadRequest.java 

	https://api.stripe.com 
	com/stripe/android/core/networking/ApiRequest.java 

	https://www.cdn.stripe.com/12321312321.png 
	com/stripe/android/financialconnections/features/consent/ConsentStates.java 

	https://support.stripe.com/contact 
	com/stripe/android/financialconnections/features/consent/FinancialConnectionsUrlResolver.java 

	https://stripe.com/docs/linked-accounts/faqs 
	com/stripe/android/financialconnections/features/consent/FinancialConnectionsUrlResolver.java 

	https://b.stripecdn.com/connections-statics-srv/assets/PrepaneAsset--account_numbers-capitalone-2x.gif 
	com/stripe/android/financialconnections/features/partnerauth/ComposableSingletons$PartnerAuthScreenKt$lambda2$1.java 

	https://stripe.com/privacy 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.stripe.com/user/questions/what-data-does-stripe-access-from-my-linked-financial-account 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://stripe.com/docs/linked-accounts/faqs 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://dashboard.stripe.com/settings/linked-accounts 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.link.co/questions/connecting-your-bank-account 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.stripe.com/user/how-do-i-disconnect-my-linked-financial-account 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.stripe.com/how-to-disconnect-a-linked-financial-account 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.stripe.com/user/topics/linked-financial-accounts 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://connect.finicity.com/assets/html/connect-eula.html 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://www.finicity.com/privacy/ 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://link.co/terms 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://link.co/privacy 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://support.stripe.com/user/questions/what-is-the-relationship-between-stripe-and-stripes-service-providers 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://stripe.com/privacy-center/legal 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://stripe.com/legal/end-users 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://stripe.com/legal/linked-financial-accounts-merchant 
	com/stripe/android/financialconnections/presentation/FinancialConnectionsUrls.java 

	https://link.co/terms\ 
	com/stripe/android/link/ui/LinkTermsKt.java 

	https://link.co/privacy\ 
	com/stripe/android/link/ui/LinkTermsKt.java 

	https://stripe.com/legal/ach-payments/authorization\ 
	com/stripe/android/link/ui/wallet/WalletScreenKt.java 

	https://m.stripe.com/6 
	com/stripe/android/networking/FraudDetectionDataRequest.java 

	https://ppm.stripe.com/content 
	com/stripe/android/networking/StripeApiRepository.java 

	https://stripe.com/docs/api/payment_intents/object 
	com/stripe/android/paymentsheet/model/StripeIntentValidator.java 

	https://stripe.com/docs/api/setup_intents/object 
	com/stripe/android/paymentsheet/model/StripeIntentValidator.java 

	https://stripe.com/ach-payments/authorization\ 
	com/stripe/android/paymentsheet/paymentdatacollection/ach/ACHText.java 

	https://errors.stripe.com 
	com/stripe/android/stripe3ds2/observability/DefaultErrorReporter.java 

	https://errors.stripe.com/api/ 
	com/stripe/android/stripe3ds2/observability/DefaultErrorReporter.java 

	https://emv3ds/challenge 
	com/stripe/android/stripe3ds2/views/ThreeDS2WebViewClient.java 

	https://static.afterpay.com/modal/%s.html 
	com/stripe/android/ui/core/elements/AfterpayClearpayHeaderElement.java 

	https://hooks.stripe.com/three_d_secure/authenticate 
	com/stripe/android/view/PaymentAuthWebViewClient.java 

	https://hooks.stripe.com/redirect/complete/ 
	com/stripe/android/view/PaymentAuthWebViewClient.java 

	https://hooks.stripe.com/3d_secure/complete/ 
	com/stripe/android/view/PaymentAuthWebViewClient.java 

	https://hooks.stripe.com/3d_secure_2/hosted/complete 
	com/stripe/android/view/PaymentAuthWebViewClient.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	https://aspect-upush.umeng.com/occa/v1/event/report 
	com/umeng/analytics/pro/an.java 

	https://ucc.umeng.com/v2/inn/fetch 
	com/umeng/analytics/pro/ao.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://offmsg.umeng.com/log/upload 
	com/umeng/message/common/UPLog.java 

	https://msg.umengcloud.com/admsg/v3/stats 
	com/umeng/message/proguard/ai.java 

	https://msg.umengcloud.com/admsg/v3/launch 
	com/umeng/message/proguard/ai.java 

	https://msg.umengcloud.com/admsg/v3/getmsg 
	com/umeng/message/proguard/ai.java 

	https://offmsg.umeng.com/v2/offmsg/switch 
	com/umeng/message/proguard/ak.java 

	https://msg.umengcloud.com/v3/tag/add 
	com/umeng/message/proguard/ar.java 

	https://msg.umengcloud.com/v3/tag/delete 
	com/umeng/message/proguard/ar.java 

	https://msg.umengcloud.com/v3/tag/get 
	com/umeng/message/proguard/ar.java 

	https://ccs.umeng.com/aa 
	com/umeng/message/proguard/m.java 

	https://sss.umeng.com/api/v2/al 
	com/umeng/message/proguard/m.java 

	https://offmsg.umeng.com/log/switch 
	com/umeng/message/proguard/p.java 

	https://msg.umengcloud.com/v3/alias/set 
	com/umeng/message/proguard/z.java 

	https://msg.umengcloud.com/v3/alias/delete 
	com/umeng/message/proguard/z.java 

	https://msg.umengcloud.com/v3/alias 
	com/umeng/message/proguard/z.java 

	https://utoken.umeng.com 
	com/umeng/umzid/ZIDManager.java 

	https://audid.umeng.com/v3/a/audid/req 
	com/umeng/ut/a/b/g.java 

	https://issuetracker.google.com/issues/new?component=413107&template=1096568 
	d4/c.java 

	https://mobilegw.alipay.com/mgw.htm 
	f7/a.java 

	https://developer.android.com/reference/com/google/android/play/core/review/model/ReviewErrorCode.html 
	fd/a.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	fk/k.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	fk/b.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	fk/d.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	g7/a.java 

	http://ns.adobe.com/xap/1.0/ 
	ga/a.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	https://www.facebook.com/letsvpn/ 
	ir/c.java 

	https://t.me/letsvpn11 
	ir/c.java 

	https://twitter.com/letsvpn 
	ir/c.java 

	https://www.instagram.com/letsvpn/ 
	ir/c.java 

	https://issuetracker.google.com/issues/new?component=907884&template=1466542 
	j3/l.java 

	https://mcgw.alipay.com/sdklog.do 
	k7/c.java 

	https://console.firebase.google.com 
	mg/b.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	o7/n.java 

	http://m.alipay.com/?action=h5quit 
	o7/o.java 

	http://www.w3.org/ns/ttml 
	ob/c.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/g.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	r3/b.java 

	https://github.com/grandcentrix/tray/wiki/Custom-Authority 
	tm/c.java 

	https://github.com/grandcentrix/tray/issues 
	tm/c.java 

	https://firebase.google.com/docs/crashlytics/get-started?platform=android 
	ue/o.java 

	https://api.letsvpn.world/%s 
	Mogua Engine V1 

	https://stripe.com/au-becs-dd-service-agreement/legal 
	Mogua Engine V1 

	https://letsvpn-e3f4b.firebaseio.com 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3756442-fail-to-pay-letsvpn-from-google-play-via-google-pay 
	Mogua Engine V1 

	https://d132o2ux0nuv2m.cloudfront.net/resource/service-alive/huawei/zh/boot_management_tutorial.gif 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3710603-about-logging-in-out-anomalies 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2926044-what-if-i-reached-maximum-connection-limit 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/collections/1628560-help-documents 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3007108-how-to-fix-my-unstable-letsvpn-connection 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2925752-how-to-download-letsvpn 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2987004-keep-letsvpn-running-in-the-background-for-huawei-users 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2932488-the-difference-between-bronze-and-platinum-subscription 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2926062-recover-my-letsvpn-account 
	Mogua Engine V1 

	https://www.letsvpn.world/registerterm.html?hl=en 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/help-documents/faq-for-android/keep-letsvpn-running-in-the-background-for-samsung-users 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2987007-keep-letsvpn-running-in-the-background-for-xiaomi-users 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3754904-googleplay%E7%89%88%E6%9C%AC%E5%BF%AB%E8%BF%9E%E6%97%A0%E6%B3%95%E4%BD%BF%E7%94%A8%E8%B0%B7%E6%AD%8C%E6%94%AF%E4%BB%98%E6%80%8E%E4%B9%88%E5%8A%9E 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3706909-%E8%B4%A6%E6%88%B7%E7%B3%BB%E7%BB%9F%E6%97%A0%E6%B3%95%E7%99%BB%E9%99%86%E6%88%96%E9%80%80%E5%87%BA%E5%A3%B0%E6%98%8E 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2907458-%E6%8F%90%E7%A4%BA%E7%BB%91%E5%AE%9A%E8%AE%BE%E5%A4%87%E8%BE%BE%E5%88%B0%E4%B8%8A%E9%99%90%E6%80%8E%E4%B9%88%E5%8A%9E 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/collections/1611781-%E4%B8%AD%E6%96%87%E5%B8%AE%E5%8A%A9 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2794990-%E6%AF%8F%E9%9A%94%E5%87%A0%E5%88%86%E9%92%9F%E5%B0%B1%E4%B8%8D%E5%A5%BD%E7%94%A8%E4%BA%86-%E5%BF%AB%E8%BF%9E-vpn-%E5%A4%AA%E4%B8%8D%E7%A8%B3%E5%AE%9A%E4%BA%86 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2780068-%E5%A6%82%E4%BD%95%E4%B8%8B%E8%BD%BD%E5%BE%97%E5%88%B0%E5%BF%AB%E8%BF%9E-vpn 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2860670-%E5%8D%8E%E4%B8%BA%E6%89%8B%E6%9C%BA%E5%A6%82%E4%BD%95%E8%AE%BE%E5%AE%9A%E8%AE%A9-letsvpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/8009520-%E5%8D%8E%E4%B8%BA%E6%89%8B%E6%9C%BA%E8%AE%BE%E7%BD%AE%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2969676-%E5%85%81%E8%AE%B8%E5%BF%AB%E8%BF%9E-vpn-%E5%9C%A8%E9%AD%85%E6%97%8F%E6%89%8B%E6%9C%BA%E5%90%8E%E5%8F%B0%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2926217-%E9%9D%92%E9%93%9C%E4%BC%9A%E5%91%98-%E9%93%82%E9%87%91%E4%BC%9A%E5%91%98%E5%8C%BA%E5%88%AB 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2969711-%E5%85%B3%E9%97%AD%E4%B8%80%E5%8A%A0%E6%89%8B%E6%9C%BA%E7%94%B5%E6%B1%A0%E4%BC%98%E5%8C%96%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2922712-%E5%85%B3%E9%97%AD-oppo-%E6%9D%80%E5%90%8E%E5%8F%B0%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2907649-%E9%80%9A%E8%BF%87%E7%94%B3%E8%BF%B0%E6%89%BE%E5%9B%9E%E5%8E%9F%E6%9C%89%E8%B4%A6%E6%88%B7 
	Mogua Engine V1 

	https://www.letsvpn.world/registerterm.html?hl=zh-tw 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2969864-%E5%85%B3%E9%97%AD%E4%B8%89%E6%98%9F%E6%89%8B%E6%9C%BA%E6%9D%80%E5%90%8E%E5%8F%B0%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2925535-%E5%85%B3%E9%97%AD-vivo-%E9%AB%98%E8%80%97%E7%94%B5%E9%99%90%E5%88%B6%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E4%B8%8D%E4%BC%9A%E4%B8%AD%E6%96%AD 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2915572-%E5%B0%8F%E7%B1%B3%E6%89%8B%E6%9C%BA%E5%A6%82%E4%BD%95%E5%85%B3%E9%97%AD%E6%9D%80%E5%90%8E%E5%8F%B0%E8%AE%A9%E5%BF%AB%E8%BF%9E-vpn-%E7%A8%B3%E5%AE%9A%E8%BF%90%E8%A1%8C 
	Mogua Engine V1 

	https://www.letsvpn.world/registerterm.html 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3756277-%D1%87%D1%82%D0%BE-%D0%B4%D0%B5%D0%BB%D0%B0%D1%82%D1%8C-%D0%B5%D1%81%D0%BB%D0%B8-%D0%BD%D0%B5%D0%BB%D1%8C%D0%B7%D1%8F-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D1%8C-google-pay-%D0%BF%D1%80%D0%B8-%D0%B8%D1%81%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B8-lets-vpn 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3710827-%D0%B7%D0%B0%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BE-%D0%BD%D0%B5%D0%B2%D0%BE%D0%B7%D0%BC%D0%BE%D0%B6%D0%BD%D0%BE%D1%81%D1%82%D0%B8-%D0%B2%D1%85%D0%BE%D0%B4%D0%B0-%D0%B8%D0%BB%D0%B8-%D0%B2%D1%8B%D1%85%D0%BE%D0%B4%D0%B0-%D0%B8%D0%B7-%D0%B0%D0%BA%D0%BA%D0%B0%D1%83%D0%BD%D1%82%D0%B0 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2922442-%D1%87%D1%82%D0%BE-%D0%B4%D0%B5%D0%BB%D0%B0%D1%82%D1%8C-%D0%B5%D1%81%D0%BB%D0%B8-%D0%B4%D0%BE%D1%81%D1%82%D0%B8%D0%B3%D0%BD%D1%83%D1%82-%D0%BB%D0%B8%D0%BC%D0%B8%D1%82-%D0%BA%D0%BE%D0%BB%D0%B8%D1%87%D0%B5%D1%81%D1%82%D0%B2%D0%B0-%D0%BF%D1%80%D0%B8%D0%B2%D1%8F%D0%B7%D0%B0%D0%BD%D0%BD%D0%BE%D0%B3%D0%BE-%D1%83%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%B0 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/collections/1627706-%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D1%8C-%D1%81-%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%BC-%D1%8F%D0%B7%D1%8B%D0%BA%D0%BE%D0%BC 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/3004162-%D1%87%D1%82%D0%BE-%D0%B4%D0%B5%D0%BB%D0%B0%D1%82%D1%8C-%D0%B5%D1%81%D0%BB%D0%B8-%D0%B2%D1%80%D0%B5%D0%BC%D1%8F-%D0%BE%D1%82-%D0%B2%D1%80%D0%B5%D0%BC%D0%B5%D0%BD%D0%B8-lets-vpn-%D0%BD%D0%B5-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0%D0%B5%D1%82 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2919829-%D0%BA%D0%B0%D0%BA-%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B8%D1%82%D1%8C-%D0%BF%D0%BE%D1%81%D0%BB%D0%B5%D0%B4%D0%BD%D1%8E%D1%8E-%D0%B2%D0%B5%D1%80%D1%81%D0%B8%D1%8E-%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D1%8F-lets-vpn 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2984909-%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-lets-vpn-%D0%B4%D0%BB%D1%8F-%D1%81%D1%82%D0%B0%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B-%D0%B2-%D1%84%D0%BE%D0%BD%D0%B5-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-huawei 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2932479-%D1%80%D0%B0%D0%B7%D0%BD%D0%B8%D1%86%D0%B0-%D0%BC%D0%B5%D0%B6%D0%B4%D1%83-%D1%81%D1%82%D0%B0%D0%BD%D0%B4%D0%B0%D1%80%D1%82-%D0%B0%D0%BA%D0%BA%D0%B0%D1%83%D0%BD%D1%82%D0%BE%D0%BC-%D0%B8-%D0%BF%D1%80%D0%B5%D0%BC%D0%B8%D1%83%D0%BC-%D0%B0%D0%BA%D0%BA%D0%B0%D1%83%D0%BD%D1%82%D0%BE%D0%BC 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2923401-%D0%BA%D0%B0%D0%BA-%D0%BF%D0%BE%D0%B6%D0%B0%D0%BB%D0%BE%D0%B2%D0%B0%D1%82%D1%8C%D1%81%D1%8F-%D0%BD%D0%B0-%D0%B2%D0%B7%D0%BB%D0%BE%D0%BC-%D0%B0%D0%BA%D0%BA%D0%B0%D1%83%D0%BD%D1%82%D0%B0-%D1%87%D1%82%D0%BE%D0%B1%D1%8B-%D0%B2%D0%BE%D1%81%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%82%D1%8C-%D1%81%D0%B2%D0%BE%D0%B9-%D0%B0%D0%BA%D0%BA%D0%B0%D1%83%D0%BD%D1%82 
	Mogua Engine V1 

	https://www.letsvpn.world/registerterm.html?hl=ru 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2984899-%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-lets-vpn-%D0%B4%D0%BB%D1%8F-%D1%81%D1%82%D0%B0%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B-%D0%B2-%D1%84%D0%BE%D0%BD%D0%B5-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-samsung 
	Mogua Engine V1 

	https://intercom.help/letsvpn-world/en/articles/2984932-%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-lets-vpn-%D0%B4%D0%BB%D1%8F-%D1%81%D1%82%D0%B0%D0%B1%D0%B8%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B-%D0%B2-%D1%84%D0%BE%D0%BD%D0%B5-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B0-xiaomi 
	Mogua Engine V1 

	https://js.stripe.com/v3/fingerprinted/img/payment-methods/icon-pm-cashapp@3x-a89c5d8d0651cae2a511bb49a6be1cfc.png 
	Mogua Engine V2 

	https://js.stripe.com/v3/fingerprinted/img/payment-methods/icon-pm-zip@3x-968be44bcc368ffffc4298743bae3e2c.png 
	Mogua Engine V2 

	https://js.stripe.com/v3/fingerprinted/img/payment-methods/icon-pm-zip-2630ccbb067c387dbeaa61c3281004f2.svg 
	Mogua Engine V2 

	http://schemas.android.com/apk/res/androidinsufficient 
	lib/arm64-v8a/libgojni.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	support@payssion.com 
	com/payssion/android/sdk/PaymentWebActivity.java 

	support@stripe.com 
	com/stripe/android/core/exception/APIConnectionException.java 

	support@stripe.com 
	com/stripe/android/core/networking/ApiRequest.java 

	email@example.com 
	com/stripe/android/link/ui/ComposableSingletons$LinkAppBarKt$lambda2$1.java 

	email@example.com 
	com/stripe/android/link/ui/ComposableSingletons$LinkAppBarKt$lambda6$1.java 

	example@stripe.com 
	com/stripe/android/link/ui/LinkButtonViewKt.java 

	email@me.co 
	com/stripe/android/link/ui/inline/ComposableSingletons$LinkInlineSignupKt$lambda1$1.java 

	test@stripe.com 
	com/stripe/android/link/ui/verification/ComposableSingletons$VerificationScreenKt$lambda1$1.java 

	support@stripe.com 
	com/stripe/android/networking/FraudDetectionDataRequest.java 

	letsvpn@rbox.me 
	Mogua Engine V1 


4.4 手机号线索
	手机号
	所在文件

	17222222222 
	com/appsflyer/internal/AFa1zSDK.java 

	17512775099 
	md/a.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=US, ST=California, L=Mountain View, O=Google Inc., OU=Android, CN=Android 签名算法: rsassa_pkcs1v15 有效期自: 2017-11-29 10:54:23+00:00 有效期至: 2047-11-29 10:54:23+00:00 发行人: C=US, ST=California, L=Mountain View, O=Google Inc., OU=Android, CN=Android 序列号: 0x806c6f9726611928d1766476aa131cf95fc033d5 哈希算法: sha256 md5值: f7cae593344d917197d0adc8a661dfa9 sha1值: 902abb17fc799b335a09e4f4c498437a2fb2e306 sha256值: c8a4823cec06abda4947f026ab7639cca69606accfa7f16145e4e9db91e86c70 sha512值: a791e47a8783a1029415d4bc55ce941b8ebd9367b3ce86b4eeb572439f98d64de6e6ae7b04f362826af6cfa64742c72ed707478bdb7c9a8712c0cdf643de2315 公钥算法: rsa 密钥长度: 4096 指纹: 00bb8b38a780660c3fde5f1f6e03ab23c0bf22cf59f3e94841746a3d9a73106e

6. 硬编码敏感信息
	可能的敏感信息

	"FIREBASE_PERFORMANCE_DOMAIN_TEMPLATE" : "https://api.letsvpn.world/%s" 

	"INTERCOM_API_KEY" : "android_sdk-a9a8b6a30081cc47439fc77792987971a972f34f" 

	"UMENG_APP_KEY" : "61cd590be014255fcbd0e2ad" 

	"com.google.firebase.crashlytics.mapping_file_id" : "f7ab03fecb7942a18c1b7bab8be8ad14" 

	"dm_tv_password" : "Password:" 

	"firebase_database_url" : "https://letsvpn-e3f4b.firebaseio.com" 

	"google_api_key" : "AIzaSyCRa9k66Gllq6LSqJBegLzAtayGOGLv2BA" 

	"google_crash_reporting_api_key" : "AIzaSyCRa9k66Gllq6LSqJBegLzAtayGOGLv2BA" 

	"intercom_article_double_author" : "By {author_first_name1} and {author_first_name2}" 

	"intercom_article_multiple_authors" : "By {author_first_name1} and {number_of_other_authors} others" 

	"intercom_article_single_author" : "By {author_first_name}" 

	"recommend_from_user" : "From your friend %s" 

	"stripe_failure_reason_authentication" : "We are unable to authenticate your payment method. Please choose a different payment method and try again." 

	"toast_tip_input_name_password" : "Please enter your user name and password" 

	"tray__authority" : "legacyTrayAuthority" 

	"intercom_article_double_author" : "Авторы: {author_first_name1} и {author_first_name2}" 

	"intercom_article_multiple_authors" : "Авторы: {author_first_name1} и еще {number_of_other_authors} чел." 

	"intercom_article_single_author" : "Автор: {author_first_name}" 

	"stripe_failure_reason_authentication" : "Не удалось верифицировать метод оплаты. Выберите другой метод оплаты и повторите попытку." 

	"dm_tv_password" : "密碼：" 

	"recommend_from_user" : "來自好友 %s" 

	"stripe_failure_reason_authentication" : "我們無法驗證您的付款方式。請選擇另一付款方式並重試。" 

	"toast_tip_input_name_password" : "請輸入用戶名和密碼" 

	"dm_tv_password" : "密码：" 

	"intercom_article_double_author" : "作者：{author_first_name1} 和 {author_first_name2}" 

	"intercom_article_multiple_authors" : "作者：{author_first_name1} 和另外 {number_of_other_authors} 人" 

	"intercom_article_single_author" : "作者：{author_first_name}" 

	"recommend_from_user" : "来自好友 %s" 

	"toast_tip_input_name_password" : "请输入用户名和密码" 

	"dm_tv_password" : "密碼：" 

	"intercom_article_double_author" : "作者：{author_first_name1}和{author_first_name2}" 

	"intercom_article_multiple_authors" : "作者：{author_first_name1}和另外 {number_of_other_authors} 人" 

	"intercom_article_single_author" : "作者：{author_first_name}" 

	"recommend_from_user" : "來自好友 %s" 

	"stripe_failure_reason_authentication" : "我們無法驗證您的付款方式。請選擇其他付款方式，然後再試一次。" 

	"toast_tip_input_name_password" : "請輸入用戶名和密碼" 

	"stripe_failure_reason_authentication" : "我们未能验证您的支付方式。请选择另一支付方式并重试。" 

	"dm_tv_password" : "密码：" 

	"recommend_from_user" : "来自好友 %s" 

	"toast_tip_input_name_password" : "请输入用户名和密码" 

	"dm_tv_password" : "密碼：" 

	"recommend_from_user" : "來自好友 %s" 

	"toast_tip_input_name_password" : "請輸入用戶名和密碼" 

	"dm_tv_password" : "Пароль：" 

	"recommend_from_user" : "От рекомендателя %s" 

	"toast_tip_input_name_password" : "Введите имя входа и пароль" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	world.letsgo.booster.android.pro.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.FOREGROUND_SERVICE_SPECIAL_USE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	world.letsgo.booster.android.pro.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	world.letsgo.booster.android.pages.freetrial.UserFreeTrialActivity
	Schemes: letsvpn2://, 
Hosts: trial, 


	world.letsgo.booster.android.pages.qr.QrLocalSaveActivity
	Schemes: letsvpn2://, 
Hosts: qrsave, 


	world.letsgo.booster.android.pages.home.HomeActivity
	Schemes: letsvpn2://, 
Hosts: main, 


	world.letsgo.booster.android.pages.line.SelectLineActivity
	Schemes: letsvpn2://, 
Hosts: line, 


	world.letsgo.booster.android.pages.purchase.PurchaseActivity
	Schemes: letsvpn2://, 
Hosts: purchase, 


	world.letsgo.booster.android.pages.recommend.RecommendActivity
	Schemes: letsvpn2://, 
Hosts: award, 


	world.letsgo.booster.android.pages.devicemanager.DeviceManagerActivity
	Schemes: letsvpn2://, 
Hosts: manager, 


	com.stripe.android.payments.StripeBrowserProxyReturnActivity
	Schemes: stripesdk://, 
Hosts: payment_return_url, 
Paths: /world.letsgo.booster.android.pro, 


	com.stripe.android.financialconnections.FinancialConnectionsSheetRedirectActivity
	Schemes: stripe-auth://, stripe://, 
Hosts: link-accounts, link-native-accounts, native-redirect, auth-redirect, 
Paths: /world.letsgo.booster.android.pro/success, /world.letsgo.booster.android.pro/cancel, 
Path Prefixes: /world.letsgo.booster.android.pro/authentication_return, /world.letsgo.booster.android.pro, 
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