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Instagram（ 345.0.0.48.95版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Instagram

	版本
	345.0.0.48.95

	包名
	com.instagram.android

	域名线索
	117条

	URL线索
	399条

	APP图标
	

	分析日期
	2025年9月7日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	Instagram_345.0.0.48.95_APKPure.apk

	文件大小
	68.69MB

	MD5值
	9cf808598a40eef5539892fb31ecffe2

	SHA1值
	94bb7e1121e6d5c69dad64e22f889a4c8cf661e5

	SHA256值
	90ae7f70704c56ffd92ff9f4a280e6513d4eae0ca7638a6fb5c3e1d6fa3dc4d0



3. APP基本信息
	类别
	内容

	App名称
	Instagram

	包名
	com.instagram.android

	主活动Activity
	com.instagram.lockscreen.LockScreenShortcutActivity

	安卓版本名称
	345.0.0.48.95

	安卓版本
	374511821



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	i.instagram.com
	IP: 128.121.243.106 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	ig.me
	IP: 157.240.15.174 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	goo.gl
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	facebook.com
	IP: 104.244.46.17 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	reduxkotlin.org
	IP: 76.76.21.9 
所属国家: United States of America 
地区: California 
城市: Walnut 

	fairhousingresourcecenter.wordpress.com
	IP: 192.0.78.13 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	wa.me
	IP: 157.240.3.54 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	checkout.shopifycs.com
	IP: 34.120.165.168 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	accounts.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	fbplugins.herokuapp.com
	IP: 199.16.158.190 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	applink.instagram.com
	IP: 210.209.84.142 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	media.tenor.com
	IP: 45.114.11.238 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	ns.adobe.com
	没有服务器地理信息. 

	graph.instagram.com
	IP: 185.45.7.185 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: London 

	.facebook.com
	没有服务器地理信息. 

	fblitho.com
	IP: 104.21.94.102 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	business.facebook.com
	IP: 31.13.67.19 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	www.ecpthreeds.com
	IP: 72.14.185.43 
所属国家: United States of America 
地区: Texas 
城市: Richardson 

	l.instagram.com
	IP: 4.78.139.54 
所属国家: United States of America 
地区: New Jersey 
城市: Newark 

	connectivitycheck.gstatic.com
	IP: 203.208.39.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fb.facebook.com
	IP: 104.244.43.35 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	..facebook.com
	没有服务器地理信息. 

	c.tenor.com
	IP: 142.250.217.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	s.com
	没有服务器地理信息. 

	mtouch.s
	没有服务器地理信息. 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	meta.com
	IP: 157.240.15.1 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	developers.google.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	m.facebook.com
	IP: 199.59.149.231 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.hud.gov
	没有服务器地理信息. 

	maps.instagram.com
	IP: 108.160.166.57 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	meta-ohttp-relay-prod.fastly-edge.com
	IP: 151.101.89.91 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	goo.gle
	IP: 67.199.248.12 
所属国家: United States of America 
地区: New York 
城市: New York City 

	www.myunidays.com
	IP: 104.244.46.185 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.google-analytics.com
	IP: 114.250.64.33 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lh3-dz.googleusercontent.com
	IP: 142.250.217.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	api.facebook.com
	IP: 108.160.166.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pagead2.googlesyndication.com
	IP: 114.250.65.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	googlehosted.l.googleusercontent.com
	IP: 142.250.217.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	takeitdown.ncmec.org
	IP: 141.193.213.10 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	www.justice.gov
	IP: 104.79.38.37 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	.shop-external.amazon
	没有服务器地理信息. 

	iptc.org
	IP: 3.64.29.21 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	transparency.meta.com
	IP: 199.59.150.39 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aistudio.facebook.com
	IP: 69.63.186.31 
所属国家: United States of America 
地区: New York 
城市: New York City 

	maps.google.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ns.google.com
	IP: 216.239.32.10 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	developers.facebook.com
	IP: 202.160.130.52 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	familycenter.instagram.com
	IP: 199.59.148.6 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	about.fb.com
	IP: 192.0.66.109 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	lookaside.facebook.com
	IP: 128.121.243.106 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	static.xx.fbcdn.net
	IP: 157.240.3.29 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	54.183.121.79
	IP: 54.183.121.79 
所属国家: United States of America 
地区: California 
城市: San Jose 

	www.whatsapp.com
	IP: 31.13.94.10 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	www.openstreetmap.org
	IP: 67.228.235.91 
所属国家: United States of America 
地区: California 
城市: San Jose 

	about.meta.com
	IP: 128.242.240.221 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	graph.facebook.com
	IP: 192.133.77.59 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.eeoc.gov
	IP: 40.88.241.154 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	www.facebook.com
	IP: 128.242.240.125 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	bit.ly
	IP: 67.199.248.11 
所属国家: United States of America 
地区: New York 
城市: New York City 

	www.googleapis.com
	IP: 142.251.215.234 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	secure.facebook.com
	IP: 192.133.77.145 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	creators.instagram.com
	IP: 74.86.17.48 
所属国家: United States of America 
地区: California 
城市: San Jose 

	support.google.com
	IP: 172.217.14.206 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	schemas.android.com
	没有服务器地理信息. 

	www.reduxkotlin.org
	IP: 76.76.21.164 
所属国家: United States of America 
地区: California 
城市: Walnut 

	v.whatsapp.net
	IP: 162.125.32.5 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	graph.s
	没有服务器地理信息. 

	m.instagram.com
	IP: 199.16.156.7 
所属国家: United States of America 
地区: Georgia 
城市: Atlanta 

	transparency.fb.com
	IP: 168.143.171.186 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	issuetracker.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.consumerfinance.gov
	IP: 104.86.34.158 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	metastatus.com
	IP: 108.156.133.126 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.meta.com
	IP: 108.160.162.115 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.android.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	fb.com
	IP: 157.240.13.35 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	nationalfairhousing.org
	IP: 143.244.220.125 
所属国家: United States of America 
地区: New Jersey 
城市: Clifton 

	apps.samsung.com
	IP: 111.161.120.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	horizon.meta.com
	IP: 168.143.171.186 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	en.wikipedia.org
	IP: 199.16.158.8 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.messenger.com
	IP: 103.252.115.221 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	www.internalfb.com
	IP: 173.252.248.244 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	z-p3-instagram-portal.fb.com
	没有服务器地理信息. 

	faq.whatsapp.com
	IP: 31.13.94.10 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	aistudio.instagram.com
	IP: 54.234.18.200 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	dashif.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.aclu.org
	IP: 151.101.90.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	z-p42-instagram-portal.fb.com
	没有服务器地理信息. 

	connect.facebook.net
	IP: 23.2.134.221 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	help.instagram.com
	IP: 67.228.235.91 
所属国家: United States of America 
地区: California 
城市: San Jose 

	fburl.com
	IP: 157.240.15.22 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.whatsapp.com
	IP: 31.13.67.19 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	softwareengineering.stackexchange.com
	IP: 172.64.144.30 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ssl.google-analytics.com
	IP: 114.250.70.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	instagram.com
	IP: 173.252.248.244 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	api-4809448487316591555-410575.firebaseio.com
	IP: 35.201.97.85 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	chat.whatsapp.com
	IP: 198.27.124.186 
所属国家: Canada 
地区: Quebec 
城市: Montreal 

	www.android.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	default.url
	没有服务器地理信息. 

	checkout.us.shopifycs.com
	IP: 35.223.179.95 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.instagram.com
	IP: 162.125.32.5 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.kasikornglobalpayment.com
	IP: 18.155.68.25 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	web.facebook.com
	IP: 69.162.134.178 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	i.s
	没有服务器地理信息. 

	maps.googleapis.com
	IP: 142.251.211.234 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	stopncii.org
	IP: 194.164.92.131 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: Brighton 

	example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	civilrights.org
	IP: 141.193.213.20 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	g.co
	IP: 142.251.33.110 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	arxiv.org
	IP: 151.101.3.42 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aomedia.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	benice-equation.blogspot.com
	IP: 168.143.162.58 
所属国家: United States of America 
地区: Washington 
城市: Redmond 


4.2 URL线索
	URL信息
	Url所在文件

	https://graph.facebook.com/logging_client_events 
	X/C46t.java 

	http://m.facebook.com 
	X/RbR.java 

	http://schemas.android.com/apk/res/android 
	X/QIj.java 

	https://help.instagram.com/520831036611383 
	X/AbstractC66259Trz.java 

	https://developer.android.com/guide/topics/media/issues/player-accessed-on-wrong-thread 
	X/AbstractC66259Trz.java 

	https://help.instagram.com/585369912141614 
	X/AbstractC66259Trz.java 

	https://www.facebook.com/help/instagram/791161338412168?ref=igapp 
	X/AbstractC66259Trz.java 

	https://help.instagram.com/1695974997209192 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/477434105621119 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/2635536099905516 
	X/AbstractC52358Mwu.java 

	https://www.facebook.com/help/instagram/512371932629820 
	X/AbstractC52358Mwu.java 

	https://www.facebook.com/policies/other-policies/ais-terms 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/1199202110205564 
	X/AbstractC52358Mwu.java 

	https://www.facebook.com/privacy/policy/ 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/581066165581870 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/225479678901832 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/6232621926851479 
	X/AbstractC52358Mwu.java 

	https://secure.facebook.com/payments/generate_token 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/219914557612468 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/491565145294150 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/761121959519495 
	X/AbstractC52358Mwu.java 

	https://www.facebook.com/legal/page_contact_terms 
	X/AbstractC52358Mwu.java 

	https://www.instagram.com/ar/ 
	X/AbstractC52358Mwu.java 

	https://developer.android.com/guide/topics/media/issues/cleartext-not-permitted 
	X/AbstractC52358Mwu.java 

	http://instagram.com/ 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/700284123459336 
	X/AbstractC52358Mwu.java 

	https://www.facebook.com/help/instagram/793848097773634 
	X/AbstractC52358Mwu.java 

	https://www.instagram.com/%s/?r=nametag 
	X/AbstractC52358Mwu.java 

	https://www.instagram.com/linking/fundraiser?fundraiser_id= 
	X/AbstractC52358Mwu.java 

	https://www.instagram.com/reels/audio/ 
	X/AbstractC52358Mwu.java 

	https://www.instagram.com/stories/ 
	X/AbstractC52358Mwu.java 

	https://help.instagram.com/270447560766967 
	X/AbstractC169317eM.java 

	https://www.facebook.com/policies/ads/ 
	X/AbstractC169317eM.java 

	https://play.google.com/store/apps/details?id= 
	X/AbstractC169317eM.java 

	https://connect.facebook.net/en_US/iab.autofill.js 
	X/AbstractC169317eM.java 

	https://www.facebook.com/business/help/2058515294227817 
	X/AbstractC169317eM.java 

	https://www.facebook.com/help/2808345489420767?ref=learn_more 
	X/AbstractC169317eM.java 

	https://www.instagram.com 
	X/AbstractC17430tx.java 

	https://i.instagram.com/proxygen/health 
	X/AbstractC17430tx.java 

	https://maps.instagram.com/maps/tile/ 
	X/AbstractC17430tx.java 

	https://help.instagram.com/236714968402936 
	X/AbstractC17430tx.java 

	https://help.instagram.com/270447560766967/?helpref=hc_fnav 
	X/AbstractC17430tx.java 

	https://horizon.meta.com/ 
	X/AbstractC17430tx.java 

	https://meta-ohttp-relay-prod.fastly-edge.com/ 
	X/AbstractC17430tx.java 

	https://aistudio.facebook.com/policies/ 
	X/AbstractC17430tx.java 

	https://aistudio.instagram.com/create/?utm_source=ig_adv_creation&id= 
	X/AbstractC17430tx.java 

	https://www.facebook.com/maps/vt/style/canterbury_1_0/ 
	X/AbstractC17430tx.java 

	https://help.instagram.com/459497729122868 
	X/AbstractC17430tx.java 

	https://help.instagram.com/1546956032477601 
	X/AbstractC17430tx.java 

	https://meta.com/help/1384089832459749 
	X/AbstractC17430tx.java 

	https://www.facebook.com/privacy/guide/genai/ 
	X/AbstractC17430tx.java 

	https://aistudio.instagram.com/policies/ 
	X/AbstractC17430tx.java 

	https://www.meta.com/help/435816818859195 
	X/AbstractC17430tx.java 

	https://graph.facebook.com/sonar_prober 
	X/AbstractC17430tx.java 

	https://graph.instagram.com/rmd 
	X/AbstractC17430tx.java 

	https://help.instagram.com/1041374163200715 
	X/AbstractC17430tx.java 

	https://help.instagram.com/911879456838933 
	X/AbstractC17430tx.java 

	https://meta.com/help/642437007866653 
	X/AbstractC17430tx.java 

	https://www.meta.com/help/connected-experiences/meta-cloud-albums/?helpref=lm 
	X/AbstractC17430tx.java 

	https://www.facebook.com/privacy/guide/generative-ai?_rdc=2&_rdr 
	X/AbstractC17430tx.java 

	https://help.instagram.com/421238550391759/?cms_platform=android-app&helpref=platform_switcher 
	X/AbstractC17430tx.java 

	https://maps.instagram.com/maps/static/ 
	X/AbstractC17430tx.java 

	https://www.facebook.com/euregulation20211232/ig/?locale=en_US 
	X/AbstractC17430tx.java 

	https://help.instagram.com/5485466918184985 
	X/AbstractC17430tx.java 

	https://help.instagram.com/427415519366046 
	X/AbstractC17430tx.java 

	https://play.google.com/store/apps/details?id=com.instagram.barcelona 
	X/AbstractC17430tx.java 

	https://www.facebook.com/policies/other-policies/ais-terms?_rdr 
	X/AbstractC17430tx.java 

	https://help.instagram.com/519522125107875 
	X/C2TP.java 

	https://help.instagram.com/1549313575265878 
	X/C2TP.java 

	https://www.facebook.com/help/instagram/3514581701914650?ref=igapp 
	X/C2TP.java 

	https://help.instagram.com/477434105621119/ 
	X/C2TP.java 

	https://www.facebook.com/page_guidelines.php 
	X/C2TP.java 

	https://www.facebook.com/privacy/genai 
	X/C2TP.java 

	https://www.instagram.com/avatar/edit/update 
	X/C2TP.java 

	https://business.facebook.com/business/help/metrics-labeling 
	X/C2TP.java 

	https://help.instagram.com/1052265019655889 
	X/C2TP.java 

	https://instagram.com/p/%s 
	X/C2TP.java 

	https://www.facebook.com/ 
	X/C2TP.java 

	https://www.facebook.com/help/pay?ref=learn_more 
	X/C2TP.java 

	https://www.facebook.com/privacy/guide/generative-ai/ 
	X/C2TP.java 

	https://business.facebook.com 
	X/C2TP.java 
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	摸瓜V2引擎 

	https://help.instagram.com/402748553849926 
	摸瓜V3引擎 

	https://instagram.com/linking/inspiration_hub 
	摸瓜V3引擎 

	http://instagram.com/p-ng 
	摸瓜V3引擎 

	lh3-dz.googleusercontent.com 
	摸瓜V3引擎 

	https://www.instagram.com/%s/?r=nametag 
	摸瓜V3引擎 

	https://aomedia.org/emsg/ID3 
	摸瓜V3引擎 

	googlehosted.l.googleusercontent.com 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res-auto 
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	https://i.instagram.com/api/v1/mldw/mldw_get_feature_group 
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	https://aistudio.instagram.com/ai/ 
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	http://schemas.android.com/apk/facebook 
	摸瓜V3引擎 

	https://www.instagram.com/linking/inspiration_hub 
	摸瓜V3引擎 

	http://schemas.android.com/aapt 
	摸瓜V3引擎 

	https://help.instagram.com/resources/63617265 
	摸瓜V3引擎 

	media.tenor.com 
	摸瓜V3引擎 

	https://www.meta.com/help/meta-pay/saved-payment-info 
	摸瓜V3引擎 

	https://connect.facebook.net/en_US/promo.v2.js 
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	摸瓜V3引擎 
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	摸瓜V3引擎 

	http://instagram.com/ 
	摸瓜V3引擎 

	https://help.instagram.com/contact/502692143473097?ref=igapp 
	摸瓜V3引擎 

	c.tenor.com 
	摸瓜V3引擎 

	www.googleapis.com 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android 
	摸瓜V3引擎 

	http://www.slf4j.org/codes.html#multiple_bindings 
	摸瓜V3引擎 

	https://i.instagram.com/api/v1/papaya/ 
	摸瓜V3引擎 

	http://www.slf4j.org/codes.html#unsuccessfulInit 
	摸瓜V3引擎 

	http://www.slf4j.org/codes.html#StaticLoggerBinder 
	摸瓜V3引擎 

	https://fb.com/deservetobefound 
	摸瓜V3引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	rubyzhang@meta.com 
	X/E8W.java 

	w@ݛ.8ǌ 
_-@ߔ5.ot 
p9@qob6.av 
mz.ሼ@uf.z8 
4bxɑ@0.ނkwyd 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	X/AbstractC03060Cw.java 

	17179869184 
	X/C19170x3.java 

	17179869184 
	X/C2RH.java 

	15000000000 
	X/C22793A3w.java 

	15000000000 
	X/C22845A6a.java 

	17179869184 
	X/C2RW.java 

	19507961798 
	X/AbstractC198718pB.java 

	16222222222 
	X/C142536aS.java 

	13222222222 
	X/GM1.java 

	15057814354 
	X/C9T7.java 

	13222222222 
	X/NAE.java 

	14222222222 
	X/C52492Mz9.java 

	15222222222 
	instagram/features/feed/fragment/ContextualFeedFragment.java 

	17200516370 
	摸瓜V2引擎 

	14780078622 
	摸瓜V2引擎 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=US, ST=California, L=San Francisco, O=Instagram Inc, CN=Kevin Systrom 签名算法: rsassa_pkcs1v15 有效期自: 2012-02-08 01:41:31+00:00 有效期至: 2112-01-15 01:41:31+00:00 发行人: C=US, ST=California, L=San Francisco, O=Instagram Inc, CN=Kevin Systrom 序列号: 0x4f31d2cb 哈希算法: sha1 md5值: f9cf2124dfaaccc45e7e3f739eca55ae sha1值: c56fb7d591ba6704df047fd98f535372fea00211 sha256值: 5f3e50f435583c9ae626302a71f7340044087a7e2c60adacfc254205a993e305 sha512值: a9b31009987e094fd2067d385056adfdb2cc4a272814a5982343335e639d064943e6025cbc7e36903f065c0e65bd99adab538dd0377c1404fa48b508970354a8 公钥算法: rsa 密钥长度: 1024 指纹: db2a9e7d36fb6915a995ee367d8971aca6f268c7b67e910b8431eeb636061c72

6. 硬编码敏感信息
	可能的敏感信息

	"firebase_database_url" : "https://api-4809448487316591555-410575.firebaseio.com" 

	"google_api_key" : "AIzaSyA61fjQCSE2EqQMc_lX6XVYhKBXWh9MD3k" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作

10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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