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客享惠pro（ 1.0.8版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	客享惠pro

	版本
	1.0.8

	包名
	com.kxh24.kail

	域名线索
	120条

	URL线索
	139条

	APP图标
	

	分析日期
	2025年6月16日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base.apk

	文件大小
	67.44MB

	MD5值
	9bb7a03faa74a5327c420185ceb18dfd

	SHA1值
	2ccaeff3ece92c88e4ee9af493e8daf899b2e0c5

	SHA256值
	961a58d0e9b5ed8387d403e2dfe9b303e7afa99ade9e169665be38e9a205f5df



3. APP基本信息
	类别
	内容

	App名称
	客享惠pro

	包名
	com.kxh24.kail

	主活动Activity
	io.dcloud.PandoraEntry

	安卓版本名称
	1.0.8

	安卓版本
	108



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	cgicol.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	cbu01.alicdn.com
	IP: 175.19.126.220 
所属国家: China 
地区: Jilin 
城市: Changchun 

	maps.googleapis.com
	IP: 142.251.215.234 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	rtapplog.snssdk.com
	IP: 106.74.132.33 
所属国家: China 
地区: Shandong 
城市: Jinan 

	crbug.com
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	quilljs.com
	IP: 172.66.43.93 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	i.snssdk.com
	IP: 111.202.5.196 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.snssdk.com
	IP: 42.56.93.208 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	mst01.is.autonavi.com
	IP: 110.253.189.211 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	beian.miit.gov.cn
	IP: 119.39.205.85 
所属国家: China 
地区: Hunan 
城市: Zhuzhou 

	restapi.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apps.samsung.com
	IP: 104.17.143.17 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	c-gy.getui.nethttps
	没有服务器地理信息. 

	dc.sigmob.cn
	IP: 112.126.7.24 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oc-adpict.oss-cn-shanghai.aliyuncs.com
	IP: 140.206.110.74 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img-shop.qmimg.cn
	IP: 116.136.49.243 
所属国家: China 
地区: Nei Mongol 
城市: Ordos 

	api-access.pangolin-sdk-toutiao.com
	IP: 125.39.43.239 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	msv6.wosms.cn
	IP: 123.125.99.19 
所属国家: China 
地区: Beijing 
城市: Beijing 

	2023ybkj.oss-cn-hangzhou.aliyuncs.com
	IP: 101.67.62.59 
所属国家: China 
地区: Zhejiang 
城市: Huzhou 

	restsdk.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	download.jingyuanhn.cn
	IP: 47.97.66.119 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.adintl.cn
	IP: 59.110.23.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-gtc.getui.nethttps
	没有服务器地理信息. 

	passport.kuaishou.com
	IP: 103.102.202.120 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 125.39.155.171 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	scc.bytedance.com
	IP: 42.56.93.209 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	static.yximgs.com
	IP: 101.72.221.221 
所属国家: China 
地区: Hebei 
城市: Langfang 

	api.next.bspapp.com
	IP: 203.107.60.33 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.weixin.qq.com
	IP: 112.65.193.153 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	dualstack-a.apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mpsapi.amap.com
	IP: 106.11.43.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	er.dcloud.net.cn
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	mobilegw.alipay.com
	IP: 203.209.250.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.e.189.cn
	IP: 42.123.76.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.amap.com
	IP: 116.142.235.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	saas-service.mgmovie.net
	IP: 110.42.2.146 
所属国家: China 
地区: Zhejiang 
城市: Ningbo 

	ask.dcloud.net.cn
	IP: 124.163.195.89 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	toblog.ctobsnssdk.com
	IP: 211.90.25.204 
所属国家: China 
地区: Hebei 
城市: Handan 

	rtlog.snssdk.com
	IP: 219.154.251.59 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	apps.bytesfield.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	vuejs.org
	IP: 3.33.186.135 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	gy.getui.nethttps
	没有服务器地理信息. 

	adservice.sigmob.cn
	IP: 47.94.254.145 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.getui.com
	IP: 124.160.116.170 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yuntuapi.amap.com
	没有服务器地理信息. 

	schemas.android.com
	没有服务器地理信息. 

	style-browse-openapi.test.gifshow.com
	IP: 103.102.202.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	phoniex.toutiao.com
	IP: 60.222.11.204 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	m5.amap.com
	IP: 59.82.112.99 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	appmd.yingbangkeji.cn
	IP: 47.96.150.78 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cpro.baidustatic.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	webapi.amap.com
	IP: 111.202.5.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wappaygw.alipay.com
	IP: 111.202.5.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	js-ad.a.yximgs.com
	IP: 221.195.228.1 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	lbs-3dtiles-service.amap.com
	IP: 110.253.188.147 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	www.pangle.cn
	IP: 42.236.86.171 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	www.samsungapps.com
	IP: 54.229.93.185 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	m3w.cn
	IP: 123.6.25.85 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	cdn-tos-cn.bytedance.net
	IP: 10.8.15.208 
所属国家: - 
地区: - 
城市: - 

	apps.bytesfield-b.com
	IP: 116.136.186.203 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	apis.map.qq.com
	IP: 116.130.223.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 116.142.235.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ns.adobe.com
	没有服务器地理信息. 

	2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com
	IP: 101.67.62.59 
所属国家: China 
地区: Zhejiang 
城市: Huzhou 

	sdk-open-phone.getui.com
	IP: 101.68.218.177 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	render.alipay.com
	IP: 124.95.153.221 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	p1-lm.adkwai.com
	IP: 119.188.131.28 
所属国家: China 
地区: Shandong 
城市: Jinan 

	apmlog.snssdk.com
	IP: 42.236.86.167 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	www.google.com
	IP: 31.13.88.26 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	api.bspapp.com
	IP: 39.96.249.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	map.qq.com
	IP: 116.130.224.19 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dualstack-arestapi.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	service.dcloud.net.cn
	IP: 110.40.181.119 
所属国家: China 
地区: Beijing 
城市: Beijing 

	applog.snssdk.com
	IP: 60.222.11.204 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	sf1-amtos-cdn.bytesmanager.com
	IP: 123.126.74.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gtc.getui.nethttps
	没有服务器地理信息. 

	tobapplog.ctobsnssdk.com
	IP: 106.74.132.29 
所属国家: China 
地区: Shandong 
城市: Jinan 

	b-gy.getui.nethttps
	没有服务器地理信息. 

	apps.oceanengine.com
	IP: 60.222.11.201 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	adiu.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	gromore.pangolin-sdk-toutiao.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	lbs.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	b-gtc.getui.nethttps
	没有服务器地理信息. 

	er.dcloud.io
	没有服务器地理信息. 

	api.map.baidu.com
	IP: 111.206.208.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 140.207.121.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	sf6-ttcdn-tos.pstatp.com
	IP: 183.255.33.70 
所属国家: China 
地区: Hainan 
城市: Haikou 

	loggw-exsdk.alipay.com
	IP: 119.42.231.55 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	success.ctobsnssdk.com
	IP: 106.74.132.32 
所属国家: China 
地区: Shandong 
城市: Jinan 

	images.qmai.cn
	IP: 121.17.123.110 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	adxtool.sigmob.cn
	IP: 39.106.166.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	uniapp.dcloud.net.cn
	IP: 221.204.14.83 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	apistore.amap.com
	IP: 59.82.133.102 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	msg.cmpassport.com
	IP: 120.232.74.115 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cdn.uviewui.com
	IP: 61.48.83.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	playable.oceanengine.com
	IP: 106.74.132.30 
所属国家: China 
地区: Shandong 
城市: Jinan 

	wb.amap.com
	IP: 110.253.188.148 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.e.kuaishou.com
	IP: 116.136.202.194 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	2020mengdou.oss-cn-zhangjiakou.aliyuncs.com
	IP: 116.131.255.160 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	apmplus.volces.com
	IP: 125.39.135.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	c.etoolads.cn
	IP: 39.96.185.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf3-fe-tos.pglstatp-toutiao.com
	IP: 218.11.15.216 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	mcgw.alipay.com
	IP: 111.202.5.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	apiinit.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 


4.2 URL线索
	URL信息
	Url所在文件

	https://crbug.com/581399 
	aegon/chrome/net/impl/UrlRequestBuilderImpl.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/l/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/l/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/p0003sl/ku.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/p0003sl/ij.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/p0003sl/mp.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fp.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fp.java 

	http://apistore.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	https://apistore.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fp.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/ii.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/ii.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/ke.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/ke.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/is.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/p0003sl/a.java 

	https://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003sl/jc.java 

	http://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003sl/jc.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/p0003sl/ic.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/dg.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/p0003sl/df.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/df.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/t.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/cs.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/w.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
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	https://cdn.uviewui.com/uview/swiper/swiper2.png 
	摸瓜V2引擎 
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	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/coupons-bgc-while.png') 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/getCouponsed.png') 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/appraise-default.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/appraise-confirm.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/noOrderInfo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/hexiao_logo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/camera.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/announcementTitle.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid1.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid2.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid3.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid4.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid5.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/grid6.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/tabbar1-active.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/tabbar2-uncheck.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/tabbar1-uncheck.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/tabbar2-actvie.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/Payouts_logo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-merchant-alliance/voucher_success.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/customerService.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/screen.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/backYes.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/backNo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/backTwo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/labelImg2.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-movie-ticket/labelImg1.png 
	摸瓜V2引擎 

	https://saas-service.mgmovie.net/chat.html 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/order-swiper.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/ddq.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/ddqName.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/dd.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/ddName.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/headBottomImgOne.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/headBottomImgTwo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/headBottomImgThree.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/headBottomImgFour.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/xc.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/nxdc.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/mdl.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/xbk.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/rx.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/kd.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/kdj.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/down.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/address.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/selectFoodItemsHeadImg.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/XIHAYTEA/addButton.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/selectFoodItems-bottom-img.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/XIHAYTEA/subButton.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/close.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/ShoppingCartPopup-box-delete.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/promptRight.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/KFC.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/MDL.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/NX.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/STARBUCKS.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/LKCOFFEE.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/XIHAYTEA.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-order/logo/COD.jpg 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/top.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/rexiao.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/shang.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/top1.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/xia.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/bottom.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/xian1.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/xian2.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/home.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/d632d1fe9de61687ef5a1cbf6a11c0f082f3988226a86-ck9JEm_fw1200%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/3ea56ba14d92e31362ee4c2d7a5f652220ea298377d9b-RdU6nR%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/672e0f9a646aceb60de70f5e9acf6135cd02fb4218eb47-W8NGA2%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/637e3d45ac8e3b949bfdcc12d67477cd76295f7a97e6-VRMXAH_fw1200%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/62c6162c117857ad2711ef4078b7fc7d9aab73dc1711b-GQy26p_fw1200%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/2c33b9cd97a15ac61dc56bb7c38ca79d1e57287d15a43-4V9wde%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E5%8A%B5%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E5%8A%B5%E5%90%8E%E4%BB%B7%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E8%B5%9E%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E7%BC%96%E7%BB%84%205%402x%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E6%B7%98%E5%AE%A2%E8%B4%AD%E7%89%A9%E7%9C%81%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E7%BB%84%2034%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E7%BB%84%2023%402x%20(2).png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E7%BB%84%2023%402x%20(1).png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E7%BB%84%2023%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/zk.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/fe22f37ca719ca61c84f103aad87414c95209de820cc-OCvNDR%402x%20(1).png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/fe22f37ca719ca61c84f103aad87414c95209de820cc-OCvNDR%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E6%8A%A2%E8%B4%AD%E7%A7%92%E6%9D%801%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E5%A4%A7%E7%89%8C%E5%A5%BD%E8%B4%A7%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E6%9B%B4%E5%A4%9A%E4%BC%98%E6%83%A0%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E7%A6%8F%E5%88%A9%E4%B8%93%E5%8C%BA%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E8%B7%9F%E7%9D%80%E4%B9%B0%E5%B0%B1%E5%AF%B9%E4%BA%86%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E9%9A%90%E8%97%8F%E7%A5%9E%E5%8D%B7%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/%E4%B8%80%E8%B5%B7%E4%B9%B0%20%E6%9B%B4%E5%88%92%E7%AE%97%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-taoke/mengdou_logo.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E7%9F%A9%E5%BD%A2%2020%20%E6%8B%B7%E8%B4%9D%203%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E4%BC%98%E6%83%A0%E5%8A%B5%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-flower/%E7%9F%A9%E5%BD%A2%2019%402x.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-friend-circle/fbwz.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-friend-circle/zan.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-friend-circle/jifen.png 
	摸瓜V2引擎 

	https://cbu01.alicdn.com/ 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-1688/goBack.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/static/pages-1688/delete.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/1.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/2.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/3.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/4.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/5.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/6.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/7.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/8.png 
	摸瓜V2引擎 

	https://2024mengdou-ui.oss-cn-hangzhou.aliyuncs.com/yanglegeyang/9.png 
	摸瓜V2引擎 

	https://vuejs.org/error-reference/ 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	摸瓜V2引擎 

	https://map.qq.com/api/js?v=2.exp& 
	摸瓜V2引擎 

	https://maps.googleapis.com/maps/api/js? 
	摸瓜V2引擎 

	https://webapi.amap.com/maps?v=2.0& 
	摸瓜V2引擎 

	https://api.map.baidu.com/api?type=webgl&v=1.0& 
	摸瓜V2引擎 

	https://github.com/uuidjs/uuid 
	摸瓜V2引擎 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points=$ 
	摸瓜V2引擎 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	摸瓜V2引擎 

	https://www.google.com/maps/?daddr= 
	摸瓜V2引擎 

	https://www.google.com/maps/ 
	摸瓜V2引擎 

	https://quilljs.com/ 
	摸瓜V2引擎 

	https://quilljs.com 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/shake.webp 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/shake_text.png 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/swipe_right.webp 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxx@email.elided 
	aegon/chrome/base/PiiElider.java 

	.apk@classes.dex 
	com/kuaishou/weapon/p0/ac.java 

	danikula@gmail.com 
	com/kwad/sdk/core/videocache/h.java 


4.4 手机号线索
	手机号
	所在文件

	19700101000 
	com/bytedance/sdk/component/rl/g/dj.java 

	15552000000 
	com/bytedance/sdk/openadsdk/core/os/b/b.java 

	17179869184 
	com/kwai/video/player/KsMediaMeta.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 

	18611111111 
	摸瓜V2引擎 
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6. 硬编码敏感信息
	可能的敏感信息

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_feature_oauth_univerify_plugin_description" : "onekey login" 

	"dcloud_feature_oauth_weixin_plugin_description" : "wechat" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"dcloud_tips_certificate" : "certificate" 

	"ksad_ad_default_author" : "@可爱的广告君创造的原声" 

	"ksad_ad_default_username" : "@可爱的广告君" 

	"umcsdk_oauth_version_name" : "v1.4.1" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_feature_oauth_univerify_plugin_description" : "一键登录" 

	"dcloud_feature_oauth_weixin_plugin_description" : "微信" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 

	"dcloud_tips_certificate" : "证书" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.SET_WALLPAPER
	正常
	设置壁纸
	允许应用程序设置系统壁纸

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.kxh24.kail.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.kxh24.kail.permission.KW_SDK_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	com.kxh24.kail.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.kxh24.kail.permission.GYRECEIVER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INSTALL_PACKAGES
	系统需要
	直接安装应用程序
	允许应用程序安装新的或更新的 Android 包。恶意应用程序可以使用它来添加具有任意强大权限的新应用程序

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码

	android.permissio.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	com.hihonor.permission.MANAGE_FOLD_SCREEN
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.permission.MANAGE_FOLD_SCREEN_PRIVILEGED
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.huawei.openalliance.ad.activity.PPSLauncherActivity
	Schemes: hwpps://, 
Hosts: com.kxh24.kail, 
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