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APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Joysee

	版本
	2.3.28

	包名
	com.tocoding.neutral

	域名线索
	185条

	URL线索
	253条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	极视云.apk

	文件大小
	129.39MB

	MD5值
	9a6c5e0627f357336a2e5ee35aa74141

	SHA1值
	29c1d972df2a4263bc6b57d6ed696bf8ec9266a5

	SHA256值
	a3d622130971c6e638e6aff02a803a0178cb437d4c27d5281cb998e5016a63a9



3. APP基本信息
	类别
	内容

	App名称
	Joysee

	包名
	com.tocoding.neutral

	主活动Activity
	com.tocoding.abegal.SplashActivity

	安卓版本名称
	2.3.28

	安卓版本
	93



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	log.tbs.qq.com
	IP: 124.95.231.218 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	www.pangle.cn
	IP: 42.236.86.171 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	test.1rtb.com
	IP: 123.59.48.82 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn-tos-cn.bytedance.net
	IP: 10.8.15.208 
所属国家: - 
地区: - 
城市: - 

	sdk.1rtb.net
	IP: 106.75.39.19 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	ulogs.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	log.snssdk.com
	IP: 116.136.186.204 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	sdk-report.1rtb.com
	IP: 123.59.48.116 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	eco.taobao.com
	IP: 59.82.121.73 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.sandbox.braintreegateway.com
	IP: 159.242.242.129 
所属国家: United States of America 
地区: California 
城市: San Jose 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	centinelapi.cardinalcommerce.com
	IP: 198.217.251.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	tbs.imtt.qq.com
	IP: 119.176.28.213 
所属国家: China 
地区: Shandong 
城市: Weifang 

	www.abegal.com
	IP: 47.115.74.116 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	www.umeng.com
	IP: 59.82.31.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	applog.uc.cn
	IP: 116.132.223.75 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	abegal-1561468735253.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	apps.samsung.com
	IP: 104.17.143.17 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sf6-ttcdn-tos.pstatp.com
	IP: 183.255.33.72 
所属国家: China 
地区: Hainan 
城市: Haikou 

	mp.weixin.qq.com
	IP: 116.128.169.212 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api-m.paypal.com
	IP: 104.16.123.74 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	id6.me
	IP: 42.123.77.138 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	cloud.tocoding.com
	没有服务器地理信息. 

	smsapi.tocoding.com
	IP: 120.77.81.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	assets.staging.braintreepayments.com
	没有服务器地理信息. 

	msg.umengcloud.com
	IP: 124.239.14.132 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	sdk.atd.com
	没有服务器地理信息. 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test002.tocoding.com
	IP: 120.76.118.205 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	m.weixin.qq.com
	IP: 157.148.54.54 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	sso.weidian.com
	IP: 81.70.125.6 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	new-demo.admate.cn
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api.xmpush.xiaomi.com
	IP: 101.126.23.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c.paypal.com
	IP: 151.101.89.21 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	open.weixin.qq.com
	IP: 220.196.132.78 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	new-demo.adx.ms
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	h5.tocoding.com
	IP: 120.77.81.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.baidu.com
	IP: 110.242.70.57 
所属国家: China 
地区: Hebei 
城市: Baoding 

	resolver.msg.global.xiaomi.net
	IP: 34.36.192.126 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sf3-fe-tos.pglstatp-toutiao.com
	IP: 221.195.209.100 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	px.ucweb.com
	IP: 116.132.217.241 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	errlog.umeng.com
	IP: 223.109.148.143 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	wx.88iot.net
	IP: 120.77.94.177 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sss.umeng.com
	IP: 59.82.60.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api.pre.weidian.com
	IP: 120.53.134.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store-drcn.hispace.dbankcloud.cn
	IP: 111.202.17.57 
所属国家: China 
地区: Beijing 
城市: Beijing 

	success.ctobsnssdk.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	api.daily.weidian.com
	IP: 120.53.134.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.asia
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api.sandbox.paypal.com
	IP: 173.0.93.228 
所属国家: United States of America 
地区: California 
城市: San Jose 

	tobapplog.ctobsnssdk.com
	IP: 139.215.162.52 
所属国家: China 
地区: Jilin 
城市: Changchun 

	data-drcn.push.dbankcloud.com
	IP: 118.194.33.160 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	10.0.2.2
	IP: 10.0.2.2 
所属国家: - 
地区: - 
城市: - 

	cn-cloud-video-7.tocoding.com
	没有服务器地理信息. 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	store-at-dre.hispace.dbankcloud.com
	没有服务器地理信息. 

	wap.cmpassport.com
	IP: 120.232.169.168 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.samsungapps.com
	IP: 52.18.136.34 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	mp.liguan.cloud
	IP: 106.55.220.235 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.paypalobjects.com
	IP: 172.64.153.163 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	h5-sg.tocoding.com
	IP: 8.222.208.112 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	sf1-amtos-cdn.bytesmanager.com
	IP: 123.126.74.239 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 221.194.162.216 
所属国家: China 
地区: Hebei 
城市: Langfang 

	grs.dbankcloud.cn
	IP: 121.36.117.149 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bit.ly
	IP: 67.199.248.11 
所属国家: United States of America 
地区: New York 
城市: New York City 

	shop1655154174.v.weidian.com
	IP: 120.53.134.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	register.xmpush.global.xiaomi.com
	IP: 47.237.96.1 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	rtlog.snssdk.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	developers.braintreepayments.com
	IP: 151.101.89.21 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	jsl-test.tocoding.com
	IP: 120.76.54.177 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	api.paypal.com
	IP: 64.4.249.23 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	i.snssdk.com
	IP: 60.222.11.203 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mclient.alipay.com
	IP: 116.142.245.227 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.apple.com
	IP: 221.204.32.194 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mcgw.alipay.com
	IP: 116.196.141.48 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.236 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	logs.tocoding.com
	IP: 221.234.43.138 
所属国家: China 
地区: Hubei 
城市: Wuhan 

	developer.umeng.com
	IP: 59.82.31.92 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mdc.html5.qq.com
	IP: 125.39.196.199 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api-m.sandbox.paypal.com
	IP: 151.101.91.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	checkout.paypal.com
	IP: 151.101.90.133 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.braintreegateway.com
	IP: 3.122.176.248 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	jsl.tocoding.com
	没有服务器地理信息. 

	offmsg.umeng.com
	IP: 59.82.60.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	alogus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	opencollective.com
	IP: 104.26.13.145 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.google.com
	IP: 199.59.148.20 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	c.sandbox.paypal.com
	IP: 151.101.91.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	polar.tocoding.com
	IP: 120.77.81.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	store-drru.hispace.dbankcloud.com
	IP: 159.138.201.153 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	apmplus.volces.com
	IP: 42.236.86.168 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	store-dra.hispace.dbankcloud.com
	IP: 222.73.142.45 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	schemas.android.com
	没有服务器地理信息. 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	static.yximgs.com
	IP: 121.29.103.103 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	dypnsapi.aliyuncs.com
	IP: 106.11.45.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apps.bytesfield-b.com
	IP: 124.165.219.217 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	vmspub.weidian.com
	IP: 120.53.134.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	utoken.umeng.com
	IP: 223.109.148.139 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	toblog.ctobsnssdk.com
	IP: 116.136.186.206 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	centinelapistag.cardinalcommerce.com
	IP: 198.217.251.251 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wappaygw.alipay.com
	IP: 116.196.141.53 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	rtapplog.snssdk.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	h5-us.tocoding.com
	IP: 47.252.94.68 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	rqd.uu.qq.com
	IP: 60.29.240.104 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ccs.umeng.com
	IP: 36.143.252.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gjapplog.ucweb.com
	IP: 157.185.189.158 
所属国家: Canada 
地区: Ontario 
城市: North York 

	sdk-demo.1rtb.net
	IP: 117.50.154.35 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cpro.baidustatic.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	api.msmaster.qa.paypal.com
	没有服务器地理信息. 

	weidian.com
	IP: 82.157.151.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	style-browse-openapi.test.gifshow.com
	IP: 103.102.202.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	msv6.wosms.cn
	IP: 124.64.196.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	audid.umeng.com
	IP: 123.183.232.13 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	msg.cmpassport.com
	IP: 112.33.111.188 
所属国家: China 
地区: Anhui 
城市: Hefei 

	apps.bytesfield.com
	IP: 42.56.65.58 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	image.cnamedomain.com
	没有服务器地理信息. 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	loggw-exsdk.alipay.com
	IP: 119.42.231.20 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mobilegw.alipay.com
	IP: 203.209.243.27 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	p1-lm.adkwai.com
	IP: 39.91.181.47 
所属国家: China 
地区: Shandong 
城市: Linyi 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	172.16.1.99
	IP: 172.16.1.99 
所属国家: - 
地区: - 
城市: - 

	www.csjplatform.com
	IP: 42.56.65.60 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	oauth.open.weidian.com
	IP: 118.89.210.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5-de.tocoding.com
	IP: 8.211.6.246 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	eruda.liriliri.io
	IP: 104.21.9.45 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	android.weidian.com
	IP: 120.53.134.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.haomasuyan.com
	IP: 49.4.91.26 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fr.register.xmpush.global.xiaomi.com
	IP: 98.64.182.160 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	phoniex.toutiao.com
	IP: 175.19.126.234 
所属国家: China 
地区: Jilin 
城市: Changchun 

	scc.bytedance.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	test.h5.app.tbmao.com
	IP: 47.96.185.141 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	abegal.afterservice.vip
	IP: 47.254.36.164 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	mr.17mice.com
	IP: 106.54.205.120 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	8car0x2emn.1rtb.com
	IP: 123.59.48.116 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	alogsus.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	api-access.pangolin-sdk-toutiao.com
	IP: 124.95.161.35 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	norma-external-collect.meizu.com
	没有服务器地理信息. 

	store-dre.hispace.dbankcloud.com
	IP: 222.73.142.47 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	gromore.pangolin-sdk-toutiao.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	b.stats.paypal.com
	IP: 34.84.160.32 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	ulogs.umengcloud.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	plbslog.umeng.com
	IP: 36.156.202.78 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	feross.org
	IP: 50.116.11.184 
所属国家: United States of America 
地区: California 
城市: Fremont 

	applog.snssdk.com
	IP: 42.56.65.71 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	support.qq.com
	IP: 116.130.229.78 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.oceanengine.com
	IP: 175.19.126.234 
所属国家: China 
地区: Jilin 
城市: Changchun 

	pslog.umeng.com
	IP: 59.82.29.249 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.vdian.com
	IP: 118.89.210.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uri.paypal.com
	没有服务器地理信息. 

	open.e.kuaishou.com
	IP: 101.73.106.220 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 


4.2 URL线索
	URL信息
	Url所在文件

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/b/s/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/b/u/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/b/b0/c.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/b/b0/d.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/u/l.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://union.baidu.com 
	com/baidu/mobads/sdk/internal/ao.java 

	http://xml.apache.org/xslt 
	com/blankj/utilcode/util/LogUtils.java 

	https://developers.braintreepayments.com/guides/client-sdk/android/v2 
	com/braintreepayments/api/l.java 

	https://developers.braintreepayments.com/guides/paypal/overview/android/ 
	com/braintreepayments/api/h.java 

	https://developers.braintreepayments.com/guides/client-sdk/android/ 
	com/braintreepayments/api/h.java 

	http://10.0.2.2:3000/ 
	com/braintreepayments/api/models/TokenizationKey.java 

	https://api.sandbox.braintreegateway.com/ 
	com/braintreepayments/api/models/TokenizationKey.java 

	https://api.braintreegateway.com/ 
	com/braintreepayments/api/models/TokenizationKey.java 

	https://api.paypal.com 
	com/braintreepayments/api/models/PayPalUAT.java 

	https://api.sandbox.paypal.com 
	com/braintreepayments/api/models/PayPalUAT.java 

	https://api.msmaster.qa.paypal.com 
	com/braintreepayments/api/models/PayPalUAT.java 

	https://api.sandbox.braintreegateway.com:443/merchants/ 
	com/braintreepayments/api/models/PayPalUAT.java 

	https://api.braintreegateway.com:443/merchants/ 
	com/braintreepayments/api/models/PayPalUAT.java 

	https://github.com/braintree/browser-switch-android 
	com/braintreepayments/browserswitch/b.java 

	http://127.0.0.1 
	com/bykv/vk/component/ttvideo/DataLoaderHelper.java 

	http://127.0.0.1 
	com/bykv/vk/component/ttvideo/medialoader/MediaLoaderWrapper.java 

	https://apmplus.volces.com/apm/collect/crash 
	com/bytedance/aq/hh/wp/hh.java 

	https://apmplus.volces.com/monitor/collect/c/session 
	com/bytedance/aq/hh/wp/hh.java 

	https://www.csjplatform.com/supportcenter/5885 
	com/bytedance/msdk/api/aq.java 

	https://gromore.pangolin-sdk-toutiao.com 
	com/bytedance/msdk/core/ue.java 

	https://log.snssdk.com/service/2/device_register_only/ 
	com/bytedance/embedapplog/util/hh.java 

	https://log.snssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://applog.snssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://rtlog.snssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://rtapplog.snssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://log.snssdk.com/service/2/log_settings/ 
	com/bytedance/embedapplog/util/hh.java 

	https://toblog.ctobsnssdk.com/service/2/device_register_only/ 
	com/bytedance/embedapplog/util/hh.java 

	https://toblog.ctobsnssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://tobapplog.ctobsnssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://toblog.ctobsnssdk.com/service/2/log_settings/ 
	com/bytedance/embedapplog/util/hh.java 

	https://toblog.ctobsnssdk.com/service/2/abtest_config/ 
	com/bytedance/embedapplog/util/hh.java 

	https://success.ctobsnssdk.com/service/2/app_log/ 
	com/bytedance/embedapplog/util/hh.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/ad-pattern/static/images/ 
	com/bytedance/sdk/component/adexpress/dynamic/fz/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/swiper_up_star.json 
	com/bytedance/sdk/component/adexpress/dynamic/interact/te.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/brush_mask.json 
	com/bytedance/sdk/component/adexpress/dynamic/interact/te.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/ad-pattern/static/lotties/ 
	com/bytedance/sdk/component/adexpress/widget/DynamicLottieView.java 

	https://www.csjplatform.com/supportcenter/5421 
	com/bytedance/sdk/openadsdk/core/m.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/test-tool/0.0.2/html/basic_info.html 
	com/bytedance/sdk/openadsdk/core/te.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/test-tool/0.0.2/html/ad_preview.html 
	com/bytedance/sdk/openadsdk/core/te.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/ 
	com/bytedance/sdk/openadsdk/core/kl/hf.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/ad-pattern/renderer/package.json 
	com/bytedance/sdk/openadsdk/core/kl/hf.java 

	https://api-access.pangolin-sdk-toutiao.com/v2/inspect/aegis/client/page/ 
	com/bytedance/sdk/openadsdk/core/kl/hf.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/ 
	com/bytedance/sdk/openadsdk/core/nativeexpress/NativeExpressView.java 

	https://cdn-tos-cn.bytedance.net/obj/archi/ad/play-comp/playable-component-sdk/dev/index.ecommerce.html 
	com/bytedance/sdk/openadsdk/core/ugeno/component/interact/j.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/ugen_icon_close.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/hh/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_logoAd.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/hh/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_logoAd.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_mpNativebanner_close.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_play.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_close_gray.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/csj_clear_close.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_splashZoomOutClose.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_voice_silent.png' 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_voice.png' 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_voice_silent.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_voice.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/resources/bu_coupon_bg.png\ 
	com/bytedance/sdk/openadsdk/core/ugeno/aq/aq/aq.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/ad-pattern/pattern-aggregation/pattern-aggregation-eCommerce-abtest/shoppingMall-defaultPage/index.html 
	com/bytedance/sdk/openadsdk/core/live/EcBackUpWebView.java 

	https://scc.bytedance.com/scc_sdk/url_scan_v4 
	com/bytedance/sdk/openadsdk/core/ui/vp.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/ 
	com/bytedance/sdk/openadsdk/core/k/ue.java 

	https://msg.cmpassport.com/h5/getMobile 
	com/bytedance/sdk/openadsdk/core/vp/aq.java 

	https://id6.me/gw/preuniq.do 
	com/bytedance/sdk/openadsdk/core/vp/aq.java 

	https://nisportal.10010.com:9001/api?appid=1554778161154 
	com/bytedance/sdk/openadsdk/core/vp/aq.java 

	https://apps.bytesfield.com/app_package_ce/appIntro 
	com/bytedance/sdk/openadsdk/core/widget/hh.java 

	https://sf1-amtos-cdn.bytesmanager.com/obj/ad-app-package/personal-privacy-page.html 
	com/bytedance/sdk/openadsdk/core/widget/fz.java 

	https://www.pangle.cn/privacy/partner 
	com/bytedance/sdk/openadsdk/core/widget/j.java 

	https://phoniex.toutiao.com 
	com/bytedance/sdk/openadsdk/core/widget/te.java 

	https://api-access.pangolin-sdk-toutiao.com 
	com/bytedance/sdk/openadsdk/core/qs/sa.java 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/ugeno-source/download_hand_tap.json 
	com/bytedance/sdk/openadsdk/core/te/ue/ue/ue.java 

	https://i.snssdk.com/ 
	com/bytedance/sdk/openadsdk/downloadnew/core/AdBaseConstants.java 

	https://centinelapi.cardinalcommerce.com/V1/ 
	com/cardinalcommerce/cardinalmobilesdk/b/c/a.java 

	https://centinelapistag.cardinalcommerce.com/V1/ 
	com/cardinalcommerce/cardinalmobilesdk/b/c/a.java 

	http://wap.cmpassport.com/resources/html/contract.html 
	com/cmic/sso/sdk/view/LoginAuthActivity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-general-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/string-interning 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/offline_components/tk/ks_so-tachikomaNoSoRelease-3.3.73-7eb5ba894c-596.zip 
	com/kwad/components/offline/c/c.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/tachikoma/3.3.58/ks_tk_so_v8_lite_3358 
	com/kwad/components/offline/c/b/a.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/tachikoma/3.3.58/ks_tk_so_v8_3358 
	com/kwad/components/offline/c/b/a.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/tachikoma/3.3.58/ks_tk_so_v7_lite_3358 
	com/kwad/components/offline/c/b/a.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/tachikoma/3.3.58/ks_tk_so_v7_3358 
	com/kwad/components/offline/c/b/a.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/offline_components/obiwan/ks_so-obiwanNoSoRelease-3.3.56-445ef4f109-409.zip 
	com/kwad/components/offline/b/b.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/offline_components/adLive/ks_so-adLiveNoSoRelease-3.3.70-5f82cb94f8-569.zip 
	com/kwad/components/offline/a/b.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/adLive/ks_so-adLiveArm64v8aRelease-3.3.44.2-e8fbb3a5f8-666.apk 
	com/kwad/components/offline/a/a/a.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/adLive/ks_so-adLiveArmeabiv7aRelease-3.3.44.2-e8fbb3a5f8-666.apk 
	com/kwad/components/offline/a/a/a.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/kwad/framework/filedownloader/services/a.java 

	https://style-browse-openapi.test.gifshow.com//rest/e/internal/adBrowse 
	com/kwad/sdk/h.java 

	https://msg.cmpassport.com/h5/uaidAdGetMobile 
	com/kwad/sdk/h.java 

	https://open.e.kuaishou.com/rest/e/v3/open/sdk2 
	com/kwad/sdk/api/loader/v.java 

	http://%s:%d/%s 
	com/kwad/sdk/core/videocache/f.java 

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/kwad/sdk/core/videocache/h.java 

	https://github.com/danikula/AndroidVideoCache/issues/43. 
	com/kwad/sdk/core/videocache/h.java 

	https://github.com/danikula/AndroidVideoCache/issues. 
	com/kwad/sdk/core/videocache/h.java 

	https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-appStatusArm64v8aRelease-3.3.14.apk 
	com/kwad/sdk/collector/d.java 

	https://static.yximgs.com/udata/pkg/KS-Android-KSAdSDk/ks_so-appStatusArmeabiv7aRelease-3.3.14.apk 
	com/kwad/sdk/collector/d.java 

	http://apps.samsung.com/appquery/appDetail.as?appId= 
	com/kwad/sdk/utils/e.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/so/exception/202406211433/ks_so-exceptionArm64v8aRelease-3.3.67-e8fbb3a5f8-666.apk 
	com/kwad/sdk/crash/g.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/so/exception/202406211433/ks_so-exceptionArmeabiv7aRelease-3.3.67-e8fbb3a5f8-666.apk 
	com/kwad/sdk/crash/g.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/kmac/ks_kmac64 
	com/kwad/sdk/kgeo/c.java 

	https://p1-lm.adkwai.com/udata/pkg/KS-Android-KSAdSDk/kmac/ks_kmac32 
	com/kwad/sdk/kgeo/c.java 

	https://sdk.1rtb.net/sdk/config 
	com/meishu/sdk/core/utils/MsConstants.java 

	https://sdk-demo.1rtb.net/sdk/config 
	com/meishu/sdk/core/utils/MsConstants.java 

	https://sdk.1rtb.net/sdk/places 
	com/meishu/sdk/core/utils/MsConstants.java 

	http://sdk.atd.com/sdk/places 
	com/meishu/sdk/core/utils/MsConstants.java 

	http://sdk.1rtb.net/sdk/req_ad 
	com/meishu/sdk/core/utils/MsConstants.java 

	https://sdk.1rtb.net/sdk/req_ad 
	com/meishu/sdk/core/utils/MsConstants.java 

	https://sdk-demo.1rtb.net/sdk/req_ad 
	com/meishu/sdk/core/utils/MsConstants.java 

	https://sdk.1rtb.net/sdk/places?app_id= 
	com/meishu/sdk/core/utils/TestToolUtil.java 

	https://sdk-report.1rtb.com/reports 
	com/meishu/sdk/core/exception/UncaughtExceptionProcessor.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/client/log/upload 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/server/getPublicKey 
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	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.29.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js 
	摸瓜V2引擎 

	https://github.com/google/closure-library/wiki/goog.module:-an-ES6-module-like-alternative-to-goog.provide. 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://jsl.tocoding.com/internal 
	摸瓜V2引擎 

	https://cloud.tocoding.com/sitewhere/toco/api/ 
	摸瓜V2引擎 

	https://bit.ly/2ZqJzkp 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.34.0/LICENSE 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/shake.webp 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/shake_text.png 
	摸瓜V2引擎 

	https://sf3-fe-tos.pglstatp-toutiao.com/obj/csj-sdk-static/csj_assets/swipe_right.webp 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.32.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js 
	摸瓜V2引擎 

	http://feross.org> 
	摸瓜V2引擎 

	https://feross.org> 
	摸瓜V2引擎 

	https://eruda.liriliri.io 
	摸瓜V2引擎 

	https://opencollective.com/eruda 
	摸瓜V2引擎 

	https://opencollective.com/eruda/backers.svg?width='.concat(1.5*window.innerWidth,'&exclude=true 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.29.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/google/closure-library/wiki/goog.module:-an-ES6-module-like-alternative-to-goog.provide. 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://jsl.tocoding.com/internal 
	摸瓜V2引擎 

	https://cloud.tocoding.com/sitewhere/toco/api/ 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.29.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js 
	摸瓜V2引擎 

	http://feross.org> 
	摸瓜V2引擎 

	https://feross.org> 
	摸瓜V2引擎 

	https://eruda.liriliri.io 
	摸瓜V2引擎 

	https://opencollective.com/eruda 
	摸瓜V2引擎 

	https://opencollective.com/eruda/backers.svg?width='.concat(1.5*window.innerWidth,'&exclude=true 
	摸瓜V2引擎 

	https://github.com/google/closure-library/wiki/goog.module:-an-ES6-module-like-alternative-to-goog.provide. 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://jsl.tocoding.com/internal 
	摸瓜V2引擎 

	https://cloud.tocoding.com/sitewhere/toco/api/ 
	摸瓜V2引擎 

	http://feross.org> 
	摸瓜V2引擎 

	https://feross.org> 
	摸瓜V2引擎 

	https://eruda.liriliri.io 
	摸瓜V2引擎 

	https://opencollective.com/eruda 
	摸瓜V2引擎 

	https://opencollective.com/eruda/backers.svg?width='.concat(1.5*window.innerWidth,'&exclude=true 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.29.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js 
	摸瓜V2引擎 

	https://github.com/google/closure-library/wiki/goog.module:-an-ES6-module-like-alternative-to-goog.provide. 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://jsl.tocoding.com/internal 
	摸瓜V2引擎 

	https://cloud.tocoding.com/sitewhere/toco/api/ 
	摸瓜V2引擎 

	https://bit.ly/2ZqJzkp 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.34.0/LICENSE 
	摸瓜V2引擎 

	http://www.baidu.com/ 
	摸瓜V2引擎 

	http://feross.org> 
	摸瓜V2引擎 

	https://feross.org> 
	摸瓜V2引擎 

	https://eruda.liriliri.io 
	摸瓜V2引擎 

	https://opencollective.com/eruda 
	摸瓜V2引擎 

	https://opencollective.com/eruda/backers.svg?width='.concat(1.5*window.innerWidth,'&exclude=true 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.29.0/LICENSE 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js 
	摸瓜V2引擎 

	https://github.com/google/closure-library/wiki/goog.module:-an-ES6-module-like-alternative-to-goog.provide. 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://jsl.tocoding.com/internal 
	摸瓜V2引擎 

	https://cloud.tocoding.com/sitewhere/toco/api/ 
	摸瓜V2引擎 

	https://bit.ly/2ZqJzkp 
	摸瓜V2引擎 

	https://github.com/zloirock/core-js/blob/v3.34.0/LICENSE 
	摸瓜V2引擎 

	https://m.weixin.qq.com/ 
	摸瓜V2引擎 

	https://apps.apple.com/app/id414478124 
	摸瓜V2引擎 

	http://mp.liguan.cloud/index.html 
	摸瓜V2引擎 

	http://mp.liguan.cloud 
	摸瓜V2引擎 

	http://wx.88iot.net/query?iccid=$ 
	摸瓜V2引擎 

	http://wx.88iot.net 
	摸瓜V2引擎 

	https://mr.17mice.com/anjia/ 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	.apk@classes.dex 
	com/kuaishou/weapon/p0/ac.java 

	danikula@gmail.com 
	com/kwad/sdk/core/videocache/h.java 

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 

	请通过邮件joysee@tocoding.com 
joysee@tocoding.com 
	摸瓜V1引擎 

	feross@feross.org 
	摸瓜V2引擎 

	feross@feross.org 
	摸瓜V2引擎 

	feross@feross.org 
	摸瓜V2引擎 

	feross@feross.org 
	摸瓜V2引擎 

	feross@feross.org 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	19700101000 
	com/bytedance/sdk/component/m/ue/wp.java 

	15552000000 
	com/bytedance/sdk/openadsdk/core/pm/aq/aq.java 

	13516237631 
	com/haibin/calendarview/f.java 

	17882652114 
	com/haibin/calendarview/f.java 

	18914945834 
	com/haibin/calendarview/f.java 

	16832995016 
	com/haibin/calendarview/f.java 

	13846158196 
	com/haibin/calendarview/f.java 

	17471680261 
	com/haibin/calendarview/f.java 

	18826691036 
	com/haibin/calendarview/f.java 

	14159265359 
	com/haibin/calendarview/f.java 

	13446589358 
	com/haibin/calendarview/f.java 

	19870156017 
	com/haibin/calendarview/f.java 

	19846674381 
	com/haibin/calendarview/f.java 

	17387749012 
	com/haibin/calendarview/f.java 

	18682273751 
	com/tocoding/abegal/main/ui/main/viewmodel/MainViewModel.java 

	19520706229 
	com/tocoding/abegal/main/ui/main/viewmodel/MainViewModel.java 

	18682273751 
	com/tocoding/abegal/main/ui/main/viewmodel/CloudAlbumViewModel.java 

	13222222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13322222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13422222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13522222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13622222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13722222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13822222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13922222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14022222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14122222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14222222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14322222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14422222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13022222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	13122222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14522222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 

	14622222222 
	com/tocoding/database/dao/DeviceDao_Impl.java 



5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: CN=abegal 签名算法: rsassa_pkcs1v15 有效期自: 2019-09-03 15:17:39+00:00 有效期至: 2044-08-27 15:17:39+00:00 发行人: CN=abegal 序列号: 0x26fd5e57 哈希算法: sha256 md5值: fca9d7e6f370070701d1317d3cc36ad4 sha1值: c2d508bcd8e4c9b06c5a46588f09215f371aaab3 sha256值: 8ccbd602df80d714093e6cdc93b9b0b28098be7a7d94f3b6550ca965b2291aeb sha512值: 3cdc0b50a0e6d993c7501334f8a0e0375e68a7becf053ee71f6bb8fb2baba0948fee14bef72aef1d775fe59456da0916c0ffa5e1e9de22ab10f09340d3393795 公钥算法: rsa 密钥长度: 2048 指纹: 380464aeddba76ab0c85a32e29f3688f94b037340034e014cecbdb62ba2931cd

6. 硬编码敏感信息
	可能的敏感信息

	"configure_radom_pwd" : "If WiFi have no password, Enter any 8-digit password" 

	"configure_wifi_pwd_min_len" : "WiFi password cannot be less than 8 bits" 

	"configure_wifi_pwd_tips" : "Enter WiFi password" 

	"firebase_database_url" : "https://abegal-1561468735253.firebaseio.com" 

	"google_api_key" : "AIzaSyA-PRBQC6lNuzJmPHEcMyTc9b5HWRt3VSI" 

	"google_crash_reporting_api_key" : "AIzaSyA-PRBQC6lNuzJmPHEcMyTc9b5HWRt3VSI" 

	"learn_more_about_auth" : "Learn more about auth" 

	"login_by_password" : "Password login" 

	"login_code_mode_password" : "Password login" 

	"login_forget_pwd" : "Verification code login" 

	"login_pwd" : "Password" 

	"login_pwd_not_null" : "Enter password" 

	"login_set_pwd" : "Set Your Password" 

	"login_set_pwd_done" : "Done" 

	"login_set_pwd_tips" : "Please set a password with 6-16 digits containing at least letters and numbers" 

	"other_user" : "Other user" 

	"p2p_max_session" : "Number of simultaneous viewers reached upper limit" 

	"password" : "Password" 

	"wd_fast_auth_dialog_tips" : "申请获取你在%s绑定的手机号" 

	"configure_radom_pwd" : "若WiFi没有密码，请输入任意8位密码" 

	"configure_wifi_pwd_min_len" : "WiFi密码不能小于8位" 

	"configure_wifi_pwd_tips" : "输入WiFi密码" 

	"login_by_password" : "密码登录" 

	"login_code_mode_password" : "密码登录" 

	"login_forget_pwd" : "验证码登录" 

	"login_pwd" : "密码" 

	"login_pwd_not_null" : "输入密码" 

	"login_set_pwd" : "设置密码" 

	"login_set_pwd_done" : "完成" 

	"login_set_pwd_tips" : "请设置6-16位数字+字母组合的密码" 

	"other_user" : "其他用户" 

	"p2p_max_session" : "同时观看人数已达上限" 

	"password" : "密码" 

	"configure_radom_pwd" : "若WiFi沒有密碼，請輸入任意8位密碼" 

	"configure_wifi_pwd_min_len" : "WiFi密碼不能小於8位" 

	"configure_wifi_pwd_tips" : "輸入WiFi密碼" 

	"login_by_password" : "密碼登入" 

	"login_code_mode_password" : "密碼登入" 

	"login_forget_pwd" : "驗證碼登入" 

	"login_pwd" : "密碼" 

	"login_pwd_not_null" : "輸入密碼" 

	"login_set_pwd" : "設定密碼" 

	"login_set_pwd_done" : "完成" 

	"login_set_pwd_tips" : "請設定6-16位數字+字母組合的密碼" 

	"other_user" : "其他使用者" 

	"p2p_max_session" : "同時觀看人數已達上限" 

	"password" : "密碼" 

	"configure_radom_pwd" : "若WiFi没有密码，请输入任意8位密码" 

	"configure_wifi_pwd_min_len" : "WiFi密码不能小于8位" 

	"configure_wifi_pwd_tips" : "输入WiFi密码" 

	"login_by_password" : "密码登录" 

	"login_code_mode_password" : "密码登录" 

	"login_forget_pwd" : "验证码登录" 

	"login_pwd" : "密码" 

	"login_pwd_not_null" : "输入密码" 

	"login_set_pwd" : "设置密码" 

	"login_set_pwd_done" : "完成" 

	"login_set_pwd_tips" : "请设置6-16位数字+字母组合的密码" 

	"other_user" : "其他用户" 

	"p2p_max_session" : "同时观看人数已达上限" 

	"password" : "密码" 

	"configure_radom_pwd" : "若WiFi沒有密碼，請輸入任意8位密碼" 

	"configure_wifi_pwd_min_len" : "WiFi密碼不能小於8位" 

	"configure_wifi_pwd_tips" : "輸入WiFi密碼" 

	"login_by_password" : "密碼登入" 

	"login_code_mode_password" : "密碼登入" 

	"login_forget_pwd" : "驗證碼登入" 

	"login_pwd" : "密碼" 

	"login_pwd_not_null" : "輸入密碼" 

	"login_set_pwd" : "設定密碼" 

	"login_set_pwd_done" : "完成" 

	"login_set_pwd_tips" : "請設定6-16位數字+字母組合的密碼" 

	"other_user" : "其他使用者" 

	"p2p_max_session" : "同時觀看人數已達上限" 

	"password" : "密碼" 

	"configure_radom_pwd" : "If the WiFi has no password, enter any 8-digit password" 

	"configure_wifi_pwd_min_len" : "WiFi Password Must Not Be Less Than 8 Characters" 

	"configure_wifi_pwd_tips" : "Enter WiFi Password" 

	"login_by_password" : "Password Login" 

	"login_code_mode_password" : "Password Login" 

	"login_forget_pwd" : "Verification Code Login" 

	"login_pwd" : "Password" 

	"login_pwd_not_null" : "Enter Password" 

	"login_set_pwd" : "Set Password" 

	"login_set_pwd_done" : "Done" 

	"login_set_pwd_tips" : "Please set a password combining 6-16 digits and letters" 

	"other_user" : "Other User" 

	"p2p_max_session" : "Maximum Number of Viewers Reached" 

	"password" : "Password" 

	"configure_radom_pwd" : "If WiFi have no password, Enter any 8-digit password" 

	"configure_wifi_pwd_min_len" : "WiFi password cannot be less than 8 bits" 

	"configure_wifi_pwd_tips" : "Enter WiFi password" 

	"login_by_password" : "Password login" 

	"login_code_mode_password" : "Password login" 

	"login_forget_pwd" : "Verification code login" 

	"login_pwd" : "Password" 

	"login_pwd_not_null" : "Enter password" 

	"login_set_pwd" : "Set Your Password" 

	"login_set_pwd_done" : "Done" 

	"login_set_pwd_tips" : "Please set a password with 6-16 digits containing at least letters and numbers" 

	"other_user" : "Other user" 

	"p2p_max_session" : "Number of simultaneous viewers reached upper limit" 

	"password" : "Password" 

	"configure_radom_pwd" : "If WiFi have no password, Enter any 8-digit password" 

	"configure_wifi_pwd_min_len" : "WiFi password cannot be less than 8 bits" 

	"configure_wifi_pwd_tips" : "Enter WiFi password" 

	"login_by_password" : "Password login" 

	"login_code_mode_password" : "Password login" 

	"login_forget_pwd" : "Verification code login" 

	"login_pwd" : "Password" 

	"login_pwd_not_null" : "Enter password" 

	"login_set_pwd" : "Set Your Password" 

	"login_set_pwd_done" : "Done" 

	"login_set_pwd_tips" : "Please set a password with 6-16 digits containing at least letters and numbers" 

	"other_user" : "Other user" 

	"p2p_max_session" : "Number of simultaneous viewers reached upper limit" 

	"password" : "Password" 

	"configure_radom_pwd" : "หาก WiFi ไม่มีรหัสผ่าน กรุณาใส่รหัสผ่าน 8 หลักใดๆ" 

	"configure_wifi_pwd_min_len" : "รหัสผ่าน WiFi ต้องไม่น้อยกว่า 8 ตัวอักษร" 

	"configure_wifi_pwd_tips" : "กรอกรหัสผ่าน WiFi" 

	"login_by_password" : "เข้าสู่ระบบด้วยรหัสผ่าน" 

	"login_code_mode_password" : "เข้าสู่ระบบด้วยรหัสผ่าน" 

	"login_forget_pwd" : "เข้าสู่ระบบด้วยรหัสยืนยัน" 

	"login_pwd" : "รหัสผ่าน" 

	"login_pwd_not_null" : "กรอกรหัสผ่าน" 

	"login_set_pwd" : "ตั้งค่ารหัสผ่าน" 

	"login_set_pwd_done" : "เสร็จสิ้น" 

	"login_set_pwd_tips" : "กรุณาตั้งรหัสผ่านตัวเลขและตัวอักษรระหว่าง 6-16 ตัว" 

	"other_user" : "ผู้ใช้อื่น" 

	"p2p_max_session" : "จำนวนผู้ชมถึงขีดจำกัด" 

	"password" : "รหัสผ่าน" 

	"configure_radom_pwd" : "Nếu WiFi không có mật khẩu, hãy nhập bất kỳ mật khẩu 8 ký tự nào" 

	"configure_wifi_pwd_min_len" : "Mật khẩu WiFi không được ít hơn 8 ký tự" 

	"configure_wifi_pwd_tips" : "Nhập mật khẩu WiFi" 

	"login_by_password" : "Đăng nhập bằng mật khẩu" 

	"login_code_mode_password" : "Đăng nhập bằng mật khẩu" 

	"login_forget_pwd" : "Đăng nhập bằng mã xác minh" 

	"login_pwd" : "Mật khẩu" 

	"login_pwd_not_null" : "Nhập mật khẩu" 

	"login_set_pwd" : "Thiết lập mật khẩu" 

	"login_set_pwd_done" : "Hoàn thành" 

	"login_set_pwd_tips" : "Vui lòng đặt mật khẩu từ 6-16 ký tự, kết hợp số và chữ" 

	"other_user" : "Người dùng khác" 

	"p2p_max_session" : "Số người xem cùng lúc đã đạt giới hạn" 

	"password" : "Mật khẩu" 

	"configure_radom_pwd" : "WiFiにパスワードがない場合は、任意の8桁のパスワードを入力してください" 

	"configure_wifi_pwd_min_len" : "WiFiパスワードは8桁以上する必要があります。" 

	"configure_wifi_pwd_tips" : "WiFiパスワードを入力してください" 

	"login_by_password" : "パスワードログイン" 

	"login_code_mode_password" : "パスワードログイン" 

	"login_forget_pwd" : "認証コードでログイン" 

	"login_pwd" : "パスワード" 

	"login_pwd_not_null" : "パスワードを入力してください " 

	"login_set_pwd" : "パスワードの設定" 

	"login_set_pwd_done" : "完成" 

	"login_set_pwd_tips" : "少なくともローマ字と数字を含む6～16文字のパスワードを設定してください" 

	"other_user" : "その他のユーザー" 

	"p2p_max_session" : "同時に視聴者数の上限に達しました" 

	"password" : "パスワード" 

	"configure_radom_pwd" : "Saisissez 8 caractères si nécessaire" 

	"configure_wifi_pwd_min_len" : "Mot de passe Wi-Fi ≥8 caractères" 

	"configure_wifi_pwd_tips" : "Saisir mot de passe Wi-Fi" 

	"login_by_password" : "Connexion par mot de passe" 

	"login_code_mode_password" : "Connexion par mot de passe" 

	"login_forget_pwd" : "Connexion par code" 

	"login_pwd" : "Mot de passe" 

	"login_pwd_not_null" : "Saisir mot de passe" 

	"login_set_pwd" : "Définir mot de passe" 

	"login_set_pwd_done" : "Terminer" 

	"login_set_pwd_tips" : "6-16 caractères alphanumériques" 

	"other_user" : "Autres utilisateurs" 

	"p2p_max_session" : "Limite viewers atteinte" 

	"password" : "Mot de passe" 

	"configure_radom_pwd" : "Wi-Fi 비밀번호를 설정하지 않았을 경우, 임의로 8자 비밀번호를 입력하십시오" 

	"configure_wifi_pwd_min_len" : "Wi-Fi 비밀번호는 8자 이상이어야 합니다" 

	"configure_wifi_pwd_tips" : "Wi-Fi 비밀번호를 입력하십시오" 

	"login_by_password" : "비밀번호로 로그인하기" 

	"login_code_mode_password" : "비밀번호로 로그인하기" 

	"login_forget_pwd" : "인증번호로 로그인하기" 

	"login_pwd" : "비밀번호" 

	"login_pwd_not_null" : "비밀번호 입력" 

	"login_set_pwd" : "비밀번호 설정" 

	"login_set_pwd_done" : "완성" 

	"login_set_pwd_tips" : "영어와 숫자가 포함된 6-16자 비밀번호를 설정하십시오" 

	"other_user" : "기타 사용자" 

	"p2p_max_session" : "동시 관람자 수가 상한선을 초과하였습니다" 

	"password" : "비밀번호" 

	"configure_radom_pwd" : "Si el WiFi no tiene contraseña, introduce cualquier contraseña de 8 dígitos" 

	"configure_wifi_pwd_min_len" : "La contraseña de WiFi no puede tener menos de 8 caracteres" 

	"configure_wifi_pwd_tips" : "Introduce la contraseña del WiFi" 

	"login_by_password" : "Inicio de sesión con contraseña" 

	"login_code_mode_password" : "Inicio de sesión con contraseña" 

	"login_forget_pwd" : "Inicio de sesión con código de verificación" 

	"login_pwd" : "Contraseña" 

	"login_pwd_not_null" : "Introduce la contraseña" 

	"login_set_pwd" : "Establecer contraseña" 

	"login_set_pwd_done" : "Completado" 

	"login_set_pwd_tips" : "Establezca una contraseña de 6-16 caracteres alfanuméricos" 

	"other_user" : "Otros usuarios" 

	"p2p_max_session" : "Número máximo de espectadores alcanzado" 

	"password" : "Contraseña" 

	"configure_radom_pwd" : "Если у Wi-Fi нет пароля, введите любой 8-значный пароль" 

	"configure_wifi_pwd_min_len" : "Пароль WiFi не может быть меньше 8 символов" 

	"configure_wifi_pwd_tips" : "Введите пароль Wi-Fi" 

	"login_by_password" : "Вход по паролю" 

	"login_code_mode_password" : "Вход по паролю" 

	"login_forget_pwd" : "Вход с кодом проверки" 

	"login_pwd" : "Пароль" 

	"login_pwd_not_null" : "Введите пароль" 

	"login_set_pwd" : "Установить пароль" 

	"login_set_pwd_done" : "Готово" 

	"login_set_pwd_tips" : "Пожалуйста, установите пароль длиной 6-16 символов, состоящий из цифр и букв" 

	"other_user" : "Другие пользователи" 

	"p2p_max_session" : "Максимальное количество одновременно просматривающих достигнуто" 

	"password" : "Пароль" 

	"configure_radom_pwd" : "If WiFi have no password, Enter any 8-digit password" 

	"configure_wifi_pwd_min_len" : "WiFi password cannot be less than 8 bits" 

	"configure_wifi_pwd_tips" : "Enter WiFi password" 

	"login_by_password" : "Password login" 

	"login_code_mode_password" : "Password login" 

	"login_forget_pwd" : "Verification code login" 

	"login_pwd" : "Password" 

	"login_pwd_not_null" : "Enter password" 

	"login_set_pwd" : "Set Your Password" 

	"login_set_pwd_done" : "Done" 

	"login_set_pwd_tips" : "Please set a password with 6-16 digits containing at least letters and numbers" 

	"other_user" : "Other user" 

	"p2p_max_session" : "Number of simultaneous viewers reached upper limit" 

	"password" : "Password" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permissionmission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.tocoding.neutral.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.SYSTEM_UI_FLAGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.tocoding.neutral.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	com.tocoding.neutral.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.tocoding.neutral.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.tocoding.neutral.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.tocoding.neutral.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tocoding.abegal.main.ui.MainPageActivity
	Schemes: vpushscheme://, 
Hosts: com.tocoding.neutral, 
Paths: /thirdpush, 


	com.braintreepayments.api.BraintreeBrowserSwitchActivity
	Schemes: com.tocoding.neutral.braintree://, 


	com.tocoding.abegal.message.ui.MessageSystemActivity
	Schemes: agoo://, 
Hosts: com.tocoding.neutral, 
Paths: /thirdpush, 
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