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抖音（ 28.0.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	抖音

	版本
	28.0.0

	包名
	com.ss.android.ugc.aweme

	域名线索
	81条

	URL线索
	124条

	APP图标
	

	分析日期
	2025年6月21日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	douyin_28_0_0.apk

	文件大小
	210.25MB

	MD5值
	96cc291c0ca03583bb81fa1a7d056db6

	SHA1值
	4531f7b4fceb699400bc031f96e954b532590e78

	SHA256值
	ba829da587bad582262d28c3132db60a41d5d9a50e6cd07eded429395f064d90



3. APP基本信息
	类别
	内容

	App名称
	抖音

	包名
	com.ss.android.ugc.aweme

	主活动Activity
	

	安卓版本名称
	28.0.0

	安卓版本
	280001



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	store.hispace.hicloud.com
	IP: 123.249.62.130 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	sf6-ttcdn-tos.pstatp.com
	IP: 103.3.115.129 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	reactjs.org
	IP: 76.76.21.21 
所属国家: United States of America 
地区: California 
城市: Walnut 

	bgutools.bytedance.com
	IP: 221.194.131.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	effect.snssdk.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.tiktok.com
	IP: 107.181.166.244 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	fl5.co
	IP: 123.125.216.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	agc-storage-dre.cloud.huawei.eu
	IP: 80.158.32.142 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	sf1-hscdn-tos.pstatp.com
	没有服务器地理信息. 

	p9-piu.byteimg.com
	IP: 60.210.23.67 
所属国家: China 
地区: Shandong 
城市: Zibo 

	lf3-developer.bytemastatic.com
	IP: 218.25.59.234 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	p26-detailpage.byteimg.com
	IP: 218.11.1.244 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	www.ixigua.com
	IP: 211.93.250.224 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store2.hispace.hicloud.com
	IP: 13.225.183.58 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sf6-cdn-tos.douyinstatic.com
	IP: 121.17.252.115 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	ops-dra.agcstorage.link
	IP: 119.13.106.157 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	redux.js.org
	IP: 46.137.195.11 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	lf3-static.bytednsdoc.com
	IP: 218.11.6.234 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	haohuo.jinritemai.com
	IP: 123.125.216.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p26-item.ecombdimg.com
	IP: 218.11.1.249 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	grs.dbankcloud.com
	IP: 113.201.107.54 
所属国家: China 
地区: Shaanxi 
城市: Baoji 

	agc-storage-drcn.platform.dbankcloud.cn
	IP: 114.116.229.201 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf-dy-sourcecdn-tos.bytegecko.com
	IP: 42.56.66.241 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	store1.hispace.hicloud.com
	IP: 123.249.62.130 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	tsearch.amemv.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.huoshan.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ops-dre.agcstorage.link
	IP: 80.158.43.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	lf-cdn-tos.bytescm.com
	IP: 42.59.1.133 
所属国家: China 
地区: Liaoning 
城市: Dalian 

	facebook.github.io
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	p3.douyinpic.com
	IP: 221.204.47.219 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	tp-pay.snssdk.com
	IP: 123.125.216.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fb.me
	IP: 163.70.159.35 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	p26-piu.byteimg.com
	IP: 218.12.77.94 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	bytedance.feishu.cn
	IP: 123.125.216.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p-pineapple-hotspot.bytedance.net
	IP: 10.8.9.232 
所属国家: - 
地区: - 
城市: - 

	minigame.zijieapi.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 8.7.198.46 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	search5-search-hl.amemv.com
	IP: 202.108.15.106 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf-webcast-sourcecdn-tos.bytegecko.com
	IP: 60.6.194.181 
所属国家: China 
地区: Hebei 
城市: Xingtai 

	grs.dbankcloud.asia
	IP: 119.8.176.236 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	metrics1.data.hicloud.com
	IP: 218.12.91.83 
所属国家: China 
地区: Hebei 
城市: Baoding 

	lf3-mgsdk-sign.dailygn.com
	IP: 123.128.14.7 
所属国家: China 
地区: Shandong 
城市: Tai'an 

	p9.pstatp.com
	没有服务器地理信息. 

	webpack.js.org
	IP: 104.26.9.84 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	lf6-mgsdk-sign.dailygn.com
	IP: 60.6.194.181 
所属国家: China 
地区: Hebei 
城市: Xingtai 

	tv.ixigua.com
	IP: 123.125.216.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store3.hispace.hicloud.com
	IP: 23.62.98.225 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	p3-piu.byteimg.com
	IP: 218.61.164.174 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	lianmengapi.snssdk.com
	IP: 123.125.216.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	streamingtool.douyin.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf1-dycdn-tos.pstatp.com
	没有服务器地理信息. 

	agc-storage-drru.cloud.huawei.ru
	IP: 159.138.197.249 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	agc-storage-drcn.cloud.huawei.com.cn
	IP: 121.36.83.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ken.snssdk.com
	IP: 61.48.83.239 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf1-ttcdn-tos.pstatp.com
	IP: 218.25.59.237 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	effect.snssdk.com.boe-gateway.byted.org
	没有服务器地理信息. 

	grs.dbankcloud.cn
	IP: 121.36.116.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	i.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sf3-cdn-tos.douyinstatic.com
	IP: 119.249.48.115 
所属国家: China 
地区: Hebei 
城市: Baoding 

	agc-storage-dra.cloud.huawei.asia
	IP: 114.119.172.190 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	tosv.byted.org
	没有服务器地理信息. 

	p6-piu.byteimg.com
	IP: 39.91.132.76 
所属国家: China 
地区: Shandong 
城市: Linyi 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	www.who.int
	IP: 104.18.155.21 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	stream.feedcoopapi.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	aweme.snssdk.com
	IP: 61.48.83.234 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ec.snssdk.com
	IP: 123.125.216.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf3-cdn-tos.bytegecko.com
	IP: 121.17.123.249 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	store-drru.hispace.hicloud.com
	IP: 159.138.202.186 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	search-drcn.cloud.huawei.com
	没有服务器地理信息. 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	location.bytedance.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	sf1-xgcdn-tos.pstatp.com
	没有服务器地理信息. 

	lf9-mgsdk-sign.dailygn.com
	IP: 218.10.9.27 
所属国家: China 
地区: Heilongjiang 
城市: Qiqihar 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.vigovideo.net
	IP: 23.44.51.153 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.vigovideo.net/hotsoon/in_app/inside_test/) 
	Mogua Engine V1 

	https://effect.snssdk.com 
	Mogua Engine V1 

	http://effect.snssdk.com.boe-gateway.byted.org 
	Mogua Engine V1 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	https://www.who.int/) 
	Mogua Engine V1 

	https://www.tiktok.com/lhr). 
	Mogua Engine V1 

	https://fl5.co 
	Mogua Engine V1 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/aulpsj_lm_uvvzavo/ljhwZthlaukjlkulzlp/achievement/personal-page-black-sidebar.png 
	Mogua Engine V1 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/aulpsj_lm_uvvzavo/ljhwZthlaukjlkulzlp/achievement/personal-page-light-sidebar.png 
	Mogua Engine V1 

	https://bytedance.feishu.cn/docs/doccn67Pi9R6CLjW4PEuRiCAjag 
	Mogua Engine V1 

	http://www.ixigua.com/tv 
	Mogua Engine V1 

	https://tv.ixigua.com/ 
	Mogua Engine V1 

	http://streamingtool.douyin.com/api/invoke/download 
	Mogua Engine V1 

	http://lf-webcast//template.jslf-webcast//template.jslf-webcast//template.jslf-webcast//template.js 
	Mogua Engine V1 

	http://sf1-xgcdn-tos.pstatp.com/obj/xigua-live-admin/live/douyinliveassistant-0.1.0.exe 
	Mogua Engine V1 

	http://www.huoshan.com/assistant/ 
	Mogua Engine V1 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V1 

	https://stream.feedcoopapi.com/user/event/log/video/v1/ 
	Mogua Engine V2 

	https://tp-pay.snssdk.com 
	Mogua Engine V2 

	https://tp-pay.snssdk.com/gateway 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/viuhpquhf/face.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/viuhpquhf/cloth.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/viuhpquhf/emotion.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_jichulian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_tuoyuanlian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_long_tuoyuanlian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xinxinglian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_fguazilian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_mguazilian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_chaomolian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_mshouchanglian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_long_chaomolian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_fanglian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_dudulian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_guozilian.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_biaozhunmei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_yizimei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiaotaomei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_liuyemei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_bazimei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_jianmei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_oushimei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_Andy_meimao.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_pingmei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_cumei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_daomei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_nongmei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_duankaimei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_duanmei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_doudoumei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_wumei.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_taohuayan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_gougouyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiaoluyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_fangzhengtaiyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_yanshiyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_diaodiaoyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_boy_taohuayan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_liuyeyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_Andy_eye.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_danfengyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_mimiyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_sanjiaoyan.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_zhongbizi.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_dabizi.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiaobizi.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_gaobizi.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_kuanbizi.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_Andy_nose.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_girl_weixiaochun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_boy_weixiaochun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_mchun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiachuichun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_duduchun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_yingtaochun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_houchun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_oumeichun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiangchangchun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_kuanchun_bao.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_kuanchun_zhong.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_kuanchun_hou.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_Andy_mouth.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_baochun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_dachun.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_daer.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_feizhaofeng.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_xiaoer.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_jinglinger.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/cloneX_Andy_err.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0040a.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0008.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0011.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0012.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0009.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0013.png 
	Mogua Engine V2 

	https://p3.douyinpic.com/aweme-client-static-resource/dress_L0017.png 
	Mogua Engine V2 
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	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_14.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_15.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_16.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_17.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_18.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_19.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_20.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_21.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_22.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_23.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_24.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_25.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_26.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_27.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_28.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/rank_number_29.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/people_badge.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/people_badge_light.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/isLiving.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/isPremiere.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/iconSecret.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/iconSecretLight.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/weigeerzhan.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/user-item/weigeerzan.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/video-item/like.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/search_card/video-item/player.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/pages/search_card_v1/user-card-gs/components/goods-list/arrowLeft.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/pages/search_card_v1/user-card-gs/components/goods-list/arrowLeftLight.png 
	Mogua Engine V2 

	https://sf6-cdn-tos.douyinstatic.com/obj/eden-cn/ubrvhozpoz/icon-secret-light.png 
	Mogua Engine V2 

	https://sf3-cdn-tos.douyinstatic.com/obj/eden-cn/ubrvhozpoz/icon-secret.png 
	Mogua Engine V2 

	https://aweme.snssdk.com 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/components/feedback/triangle_icon.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/pages/search_card_v2/horizontal-user-subcard/like.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/hkpzbps/fe_lynx_main/output/pages/search_card_v2/horizontal-user-subcard/player.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/banner_bg.823cad27.png') 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/banner_bg_light.898d6893.png') 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/private_search_dark.c6a5c197.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/private_search_light.c49d0261.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/lotties/index.61605eaa.json 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/lotties/index.e9690e1a.json 
	Mogua Engine V2 

	https://aweme.snssdk.com 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/after_search_icon.bf22ef13.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_burst.e1a34206.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_first.1de99e10.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_hot.c1de15f7.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_new.ef048fac.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_poi_dark.ad3cc7b1.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_poi_light_1.c537684a.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_poi_light_2.1392d0a8.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_push.b29dd7a0.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_recommend.aaf48227.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_search_purple.f79ac36b.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_search_red.b3bbe662.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_top_purple.5fd97824.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_top_red.0fd67bc4.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/icon_tag_tv.fd919709.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/live.97b8c85f.gif 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/nuvklogbvs/icon_tag_text2.png 
	Mogua Engine V2 

	https://search5-search-hl.amemv.com/aweme/v1/search/refresh_guess_like/ 
	Mogua Engine V2 

	https://i.snssdk.com/api/suggest_words/ 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/top_dark_icon.34b0a4de.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/top_icon.06dd4cc7.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/arrow_down_light.71c06ca5.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/arrow_down_dark.680795da.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/task_gold_coin.87f4d053.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/fold_light_2.b990c568.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/fold_dark_2.dc6510c6.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/uhbrpzps/lite_gold_coin_banner/gold_coin_default.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/lotties/index.61605eaa.jsonihttps://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/lotties/index.e9690e1a.json 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/private_search_dark.c6a5c197.pngvhttps://lf-cdn-tos.bytescm.com/obj/static/ies/main/fe_reactlynx_main/resource/images/private_search_light.c49d0261.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/fe_lynx_main_v2_normal/vertical-ecom-commentary-replay/intermediate/app-service.js.map 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/resource/images/ic-verify-blue.2da833d2.pngshttps://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/resource/images/ic-verify-yellow.fe4eea9e.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/fe_lynx_main_v2_normal/vertical-normal-living-room/intermediate/app-service.js.map2src/pages/normal/vertical-normal-living-room/index 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/resource/images/ic-verify-blue.2da833d2.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/fe_main/fe_lynx_main_v2/resource/images/ic-verify-yellow.fe4eea9e.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/channel_user/index/intermediate/debug-info.json 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/ic-verify-blue.8ae3f8ac.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/ic-verify-yellow.2718c731.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/is-living.35008418.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/is-mic-linking.3070df41.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/is-premiere.309e82c9.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/people-badge-light.70f21cfb.png 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/resource/image/people-badge.d24551d1.png 
	Mogua Engine V2 

	https://aweme.snssdk.com/aweme/v1/commit/follow/user/ 
	Mogua Engine V2 

	https://lf-cdn-tos.bytescm.com/obj/static/ies/morphling/channel_user/index/intermediate/app-service.js.map 
	Mogua Engine V2 

	http://facebook.github.io/react-native/docs/navigation.html 
	Mogua Engine V2 

	https://fb.me/react-refs-must-have-owner 
	Mogua Engine V2 

	https://reactjs.org/docs/error-decoder.html?invariant= 
	Mogua Engine V2 

	http://fb.me/use-check-prop-types 
	Mogua Engine V2 

	https://github.com/facebook/react-native/issues/11094 
	Mogua Engine V2 

	https://lf-dy-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/1325/gecko/resource/studio_prop_explore/resource/images/nav_bar_left_arrow.a7f18e34.png 
	Mogua Engine V2 

	https://lf-dy-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/1325/gecko/resource/studio_prop_explore/resource/images/prop_item_feed_card_play.267edf64.png 
	Mogua Engine V2 

	https://lf-dy-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/1325/gecko/resource/studio_prop_explore/resource/images/img_empty_neterror_dark.e3ab807f.png 
	Mogua Engine V2 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/9260eh7plmbfnulm/component/Loading.webp 
	Mogua Engine V2 

	https://lf-dy-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/1325/gecko/resource/studio_prop_explore/resource/images/img_empty_neterror_dark.e3ab807f.png5src/pages/studio_prop_explore/index-StudioPropExplore 
	Mogua Engine V2 

	https://location.bytedance.com/bytemap/v1/geocode/regeo?language=zh-CN& 
	lib/arm64-v8a/libAlbumAggregateJni.so 

	https://location.bytedance.com/location/gis/fence/v1/getfencesbypoint 
	lib/arm64-v8a/libAlbumAggregateJni.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	请发邮件至feedback@douyin.com换绑手机 
feedback@tiktok.com 
发送邮件至feedback@douyin.com进行人工换绑 
feedback@douyin.com 
transaction@tiktok.com 
请飞书联系liguowei.123@bytedance.com 
sfjubao@bytedance.com 
	Mogua Engine V1 

	slogan1@3x.png 
	Mogua Engine V2 

	collect_active@3x.png 
collect@3x.png 
	Mogua Engine V2 

	见面礼按钮@2x.png 
小红包1@2x.png 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	15000000596 
	Mogua Engine V2 

	15000000596 
	Mogua Engine V2 

	15000000596 
	Mogua Engine V2 

	18770133924 
	Mogua Engine V2 

	18770133924 
	Mogua Engine V2 

	13329545541 
	Mogua Engine V2 

	13717685770 
	Mogua Engine V2 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 2 个唯一证书 主题: C=CN, ST=Beijing, L=Beijing, O=ByteDance, OU=ByteDance, CN=Aweme Douyin 签名算法: rsassa_pkcs1v15 有效期自: 2020-09-27 10:21:28+00:00 有效期至: 2045-09-21 10:21:28+00:00 发行人: C=CN, ST=Beijing, L=Beijing, O=ByteDance, OU=ByteDance, CN=Aweme Douyin 序列号: 0x12a97df 哈希算法: sha256 md5值: cd32e88626cfadf13857e91a91a25507 sha1值: 87a577816f6231b3bc21fb6a5ef7a4f2e682513e sha256值: 5182ae3b1b85337bb182cf24882449f84447ded18e296a747a9f6a0a2622512e sha512值: 1d1465b57b7883ccd3f3561748ec4df46ac43f492753c1e1a22a6cd476e0ef370af1214b7dc1ae4c137170646b9f51db70e29738744f70e25a4164d6035654a8 主题: C=CN, ST=Beijing, L=Beijing, O=ByteDance, OU=ByteDance, CN=Micro Cao 签名算法: rsassa_pkcs1v15 有效期自: 2011-12-31 08:35:54+00:00 有效期至: 2039-05-18 08:35:54+00:00 发行人: C=CN, ST=Beijing, L=Beijing, O=ByteDance, OU=ByteDance, CN=Micro Cao 序列号: 0x4efec96a 哈希算法: sha1 md5值: aea615ab910015038f73c47e45d21466 sha1值: 00a584e375b5573c89e1f06f5cf60d0d65ddb632 sha256值: d7811ec4166fea6cc720ba66699dc84b584ac9e6986613a76d4e43d8cbe32b27 sha512值: 2cca66bc77bd61f50c7692426e62d024833cdb03dc67ffacdfd5184eb0596c3ed5acbf71b53da7c5e712a43603c9e42fb3cab9db676532d969a907e7afbc40fe 公钥算法: rsa 密钥长度: 2048 指纹: 766b77a1b76a673957a171efce08352d420f9c595ec35ad68ea75ecc7f725d2f 公钥算法: rsa 密钥长度: 2048 指纹: fd60f93eebd8aa9d69f807bf5f5bbf6e4f85f35495f9697b629d0db1281cf38f

6. 硬编码敏感信息
	可能的敏感信息

	"open_auth_description" : "授权后应用将获得以下权限" 

	"open_auth_description_h5" : "申请获得以下信息" 

	"open_auth_title" : "抖音授权" 

	"open_platform_im_authed_description" : "已授权该账号提供相关服务" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.WRITE_SYNC_SETTINGS
	正常
	写入同步设置
	允许应用程序修改同步设置,例如是否为联系人启用同步

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.READ_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.WRITE_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.oplus.ocs.permission.third
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.permission.NETWORK_CHANGE_REPORT
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.ss.android.ugc.aweme.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	smartisanos.keyguard.permission.READ_AWEME
	未知
	Unknown permission
	Unknown permission from android reference

	smartisanos.keyguard.permission.WRITE_AWEME
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.READ_ACCOUNT
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.WRITE_ACCOUNT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.ss.android.ugc.aweme.livewallpaper.permission.wallpaperplugin
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACTIVITY_RECOGNITION
	危险
	允许应用程序识别身体活动
	允许应用程序识别身体活动

	android.permission.ACCESS_MEDIA_LOCATION
	危险
	访问的任何地理位置
	允许应用程序访问的任何地理位置持久保存在用户的共享集合

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	com.ss.android.ugc.aweme.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.NFC
	正常
	控制近场通信
	允许应用程序与近场通信 (NFC) 标签,卡和读卡器进行通信

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.UPDATE_APP_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.abe.permission.launcher.notification.num
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_CONFIGURATION
	系统需要
	更改您的 UI 设置
	允许应用程序更改当前配置,例如语言环境或整体字体大小

	com.android.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.miniapp.PROCESS_COMMUNICATION
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.MINIAPP_PROCESS_COMMUNICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.INSTALL_SHORTCUT
	正常
	
	允许应用程序在启动器中安装快捷方式

	android.permission.UNINSTALL_SHORTCUT
	正常
	
	不要在您的应用中使用此权限。不再支持此权限

	com.aliyun.homeshell.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.aliyun.homeshell.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.WRITE_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.READ_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.data.ExportDataProvider
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.htc.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	com.ss.android.ugc.aweme.permission.cjpay.multi.process
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	ohos.permission.ACCESS_SEARCH_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	miui.permission.READ_STEPS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.ss.android.ugc.aweme.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tencent.tauth.AuthActivity
	Schemes: tencent1105602870://, 


	com.ss.android.sdk.activity.BootstrapActivity
	Schemes: snssdk0://, 


	com.ss.android.ugc.aweme.app.DeepLinkHandlerActivity
	Schemes: snssdk1128://, 


	com.ss.android.ugc.aweme.app.AppLinkHandler
	Schemes: http://, https://, 
Hosts: v.douyin.com, www.iesdouyin.com, www.douyin.com, z.douyin.com, m.douyin.com, n.douyin.com, 
Path Prefixes: /, /share, /redirect, /tag/, /music/, /sticker/, /share/video/, /share/note/, /share/music/, /share/challenge/, 
Path Patterns: /@.*, 


	com.ss.android.ugc.aweme.cjpay.CJOuterPayRooterActivity
	Schemes: ttcjpay://, 
Hosts: cjpay, 
Path Prefixes: /cashier, /sign, 


	com.ss.android.ugc.aweme.cjpay.DyPayRooterActivity
	Schemes: ttcjpay://, dypay://, dypay1128://, 
Hosts: dypay, aweme, dypay260100, 
Path Prefixes: /cashier, /loading, /sign, 


	com.bytedance.smartqa.fastbot.tweak.FastbotActivity
	Schemes: sslocal://, 


	com.alipay.sdk.app.AlipayResultActivity
	Schemes: cj_pay_alipay_sign://, 


	com.android.ttcjpaysdk.base.framework.CJPayAlipaySignReturnActivity
	Schemes: cjsign://, 
Hosts: com.ss.android.ugc.aweme, 
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