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ASVAB（ 7.34.6131版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	ASVAB

	版本
	7.34.6131

	包名
	com.hltcorp.airforce

	域名线索
	98条

	URL线索
	524条

	APP图标
	

	分析日期
	2025年5月22日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	ASVAB Air Force Mastery_7.34.6131_Apkpure.apk

	文件大小
	31.37MB

	MD5值
	94559fb8d1b9e8cb8666a75a240b0893

	SHA1值
	d570c2919806ded1656161878380a4e906d75447

	SHA256值
	902d19981ed98ff0d503ab3ebf62fdcf4962785c3482301e78501e1e1e83529d



3. APP基本信息
	类别
	内容

	App名称
	ASVAB

	包名
	com.hltcorp.airforce

	主活动Activity
	com.hltcorp.android.activity.SplashActivity

	安卓版本名称
	7.34.6131

	安卓版本
	6131



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	tinyurl.com
	IP: 104.20.139.65 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	jsoup.org
	IP: 104.21.12.108 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.gstatic.com
	IP: 203.208.39.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pricing-qa.biodigital.com
	IP: 50.19.82.187 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	apis.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	asvab-air-force.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	md-a-c.apptimize.eu
	IP: 35.241.43.61 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	accounts-qa.biodigital.com
	IP: 50.19.82.187 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	www.google.com
	IP: 74.86.12.173 
所属国家: United States of America 
地区: Texas 
城市: Dallas 

	pay.google.com
	IP: 108.177.125.92 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	drive.google.com
	IP: 104.244.46.185 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.stixfonts.org
	IP: 52.144.53.60 
所属国家: United States of America 
地区: New York 
城市: New York City 

	www.googletagmanager.com
	IP: 220.181.174.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	outcome-arm-ext-med-ext.sonic-us.supersonicads.com
	IP: 54.225.116.39 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	byh.lt
	IP: 208.113.183.160 
所属国家: United States of America 
地区: California 
城市: Brea 

	craft-sandbox.biodigital.local
	没有服务器地理信息. 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	dataconnector.corp.google.com
	IP: 58.63.233.125 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	human.biodigital.com
	IP: 99.84.140.57 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	px.ads.linkedin.com
	IP: 182.175.242.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	support.biodigital.com
	IP: 104.16.53.111 
所属国家: United States of America 
地区: Texas 
城市: Dallas 

	dm451aernj53c.cloudfront.net
	IP: 54.192.248.106 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	gcp-stag-tycho.apptimize.co
	IP: 34.110.248.224 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	sdk.apptimize.com
	IP: 108.138.246.113 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	smonitorsdk.s
	没有服务器地理信息. 

	bit.ly
	IP: 67.199.248.10 
所属国家: United States of America 
地区: New York 
城市: New York City 

	sregister.s
	没有服务器地理信息. 

	simpression.s
	没有服务器地理信息. 

	pricing.biodigital.com
	IP: 13.227.62.104 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sviap.s
	没有服务器地理信息. 

	hlt-web-service.herokuapp.com
	IP: 128.242.245.221 
所属国家: United States of America 
地区: California 
城市: Milpitas 

	assets.zendesk.com
	IP: 104.18.70.113 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	apis-qa.biodigital.com
	IP: 35.170.49.81 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	snap.licdn.com
	IP: 23.193.96.98 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	d3vyqq7brfwn1f.cloudfront.net
	IP: 13.35.27.41 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	slaunches.s
	没有服务器地理信息. 

	tycho.apptimize.eu
	IP: 35.186.209.154 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	ssdk-services.s
	没有服务器地理信息. 

	sgcdsdk.s
	没有服务器地理信息. 

	svalidate.s
	没有服务器地理信息. 

	scdn-testsettings.s
	没有服务器地理信息. 

	sconversions.s
	没有服务器地理信息. 

	sars.s
	没有服务器地理信息. 

	init.supersonicads.com
	IP: 18.65.216.8 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	npms.io
	IP: 104.21.24.196 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	material.angular.io
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	accounts.biodigital.com
	IP: 50.17.246.201 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	link.your
	没有服务器地理信息. 

	gcp-stag-md.apptimize.co
	IP: 34.120.252.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	marked.js.org
	IP: 76.76.21.9 
所属国家: United States of America 
地区: California 
城市: Walnut 

	classroom.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	accounts.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	www.biodigital.com
	IP: 54.236.195.106 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	ssl.gstatic.com
	IP: 203.208.43.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sdlsdk.s
	没有服务器地理信息. 

	plus.google.com
	IP: 107.181.166.244 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sapp.s
	没有服务器地理信息. 

	exslt.org
	IP: 192.30.252.153 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	md-a-c.apptimize.com
	IP: 130.211.33.132 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	mapi.apptimize.eu
	IP: 34.120.188.235 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	outcome-crash-report.supersonicads.com
	IP: 18.65.168.12 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	gcp-stag-mapi.apptimize.co
	IP: 34.102.214.152 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	plus.googleapis.com
	IP: 114.43.24.59 
所属国家: Taiwan (Province of China) 
地区: Keelung 
城市: Keelung 

	staging-tycho.apptimize.co
	IP: 34.110.248.224 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	apis.biodigital.com
	IP: 52.3.217.116 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	qa.biodigital.com
	IP: 50.19.82.187 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	tycho.apptimize.com
	IP: 34.160.204.27 
所属国家: United States of America 
地区: Texas 
城市: Houston 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	cdn.pendo.io
	IP: 13.35.49.3 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sadrevenue.s
	没有服务器地理信息. 

	dju8wd64ztz2l.cloudfront.net
	IP: 13.35.27.18 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	workspace.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	devices.carnivalmobile.com
	IP: 34.204.57.225 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	staging-mapi.apptimize.co
	IP: 34.102.214.152 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	g.co
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.youtube.com
	IP: 199.59.149.239 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	md-a-s.apptimize.com
	IP: 130.211.33.132 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sinapps.s
	没有服务器地理信息. 

	md-a-s.apptimize.eu
	IP: 35.241.43.61 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	twitter.com
	IP: 154.92.16.97 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	sattr.s
	没有服务器地理信息. 

	families.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	scdn-settings.s
	没有服务器地理信息. 

	staging-md.apptimize.co
	IP: 34.120.252.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	mapi.apptimize.com
	IP: 34.95.120.110 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	md-a-d.apptimize.eu
	IP: 35.241.43.61 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	talkgadget.google.com
	IP: 172.217.160.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	sstats.s
	没有服务器地理信息. 

	sonelink.s
	没有服务器地理信息. 

	outcome-ssp.supersonicads.com
	IP: 18.155.202.83 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.facebook.com
	IP: 31.13.87.9 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 

	clients3.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	md-a-d.apptimize.com
	IP: 130.211.33.132 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.linkedin.com
	IP: 182.175.242.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tools.ovid.com
	IP: 104.18.27.58 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.mathjax.org
	IP: 104.26.13.220 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	http://undefined/ 
	org/jsoup/helper/HttpConnection.java 

	http://' 
	org/jsoup/helper/HttpConnection.java 

	https://'. 
	org/jsoup/helper/HttpConnection.java 

	https://jsoup.org/cookbook/extracting-data/working-with-urls 
	org/jsoup/helper/HttpConnection.java 

	https://sdk.apptimize.com/android/javadocs/javadoc-3.9.5/reference/com/apptimize/ApptimizeOptions.html 
	com/apptimize/Apptimize.java 

	https://tycho.apptimize.com/api/pairing/v2/%s?rid=%s&guid=%s 
	com/apptimize/j.java 

	https://mapi.apptimize.com/api/pilot-groups?appKey= 
	com/apptimize/j.java 

	https://md-a-c.apptimize.com/api/metadata/v4/ 
	com/apptimize/j.java 

	https://md-a-s.apptimize.com/api/metadata/v4/ 
	com/apptimize/j.java 

	https://md-a-d.apptimize.com/api/metadata/v4/ 
	com/apptimize/j.java 

	https://staging-tycho.apptimize.co/api/pairing/v2/%s?rid=%s&guid=%s 
	com/apptimize/j.java 

	https://staging-mapi.apptimize.co/api/pilot-groups?appKey= 
	com/apptimize/j.java 

	https://staging-md.apptimize.co/api/metadata/v4/ 
	com/apptimize/j.java 

	https://tycho.apptimize.eu/api/pairing/v2/%s?rid=%s&guid=%s 
	com/apptimize/j.java 

	https://mapi.apptimize.eu/api/pilot-groups?appKey= 
	com/apptimize/j.java 

	https://md-a-c.apptimize.eu/api/metadata/v4/ 
	com/apptimize/j.java 

	https://md-a-s.apptimize.eu/api/metadata/v4/ 
	com/apptimize/j.java 

	https://md-a-d.apptimize.eu/api/metadata/v4/ 
	com/apptimize/j.java 

	https://gcp-stag-tycho.apptimize.co/api/pairing/v2/%s?rid=%s&guid=%s 
	com/apptimize/j.java 

	https://gcp-stag-mapi.apptimize.co/api/pilot-groups?appKey= 
	com/apptimize/j.java 

	https://gcp-stag-md.apptimize.co/api/metadata/v4/ 
	com/apptimize/j.java 

	https://hlt-web-service.herokuapp.com/api/v3/user 
	com/hltcorp/android/RateLimitHelper.java 

	https://hlt-web-service.herokuapp.com/api/v3 
	com/hltcorp/android/BuildConfig.java 

	http://byh.lt/support 
	com/hltcorp/android/BuildConfig.java 

	https://hlt-web-service.herokuapp.com/api/v3/questionnaires 
	com/hltcorp/android/QuestionnaireHelper.java 

	https://hlt-web-service.herokuapp.com/api/v3/ 
	com/hltcorp/android/QuestionnaireHelper.java 

	https://hlt-web-service.herokuapp.com/api/v3/passwords 
	com/hltcorp/android/UserUtils.java 

	https://hlt-web-service.herokuapp.com/api/v3/registrations 
	com/hltcorp/android/UserUtils.java 

	https://hlt-web-service.herokuapp.com/api/v3/user/reset 
	com/hltcorp/android/UserUtils.java 

	https://hlt-web-service.herokuapp.com/api/v3/send_reset_email 
	com/hltcorp/android/UserUtils.java 

	https://hlt-web-service.herokuapp.com/api/v3/sessions 
	com/hltcorp/android/UserUtils.java 

	https://play.google.com/store/account/subscriptions?package=com.hltcorp.airforce&sku=%1$s 
	com/hltcorp/android/SubscriptionHelper.java 

	https://hlt-web-service.herokuapp.com/api/v3/searches?q= 
	com/hltcorp/android/loader/SearchOnlineHelper.java 

	https://hlt-web-service.herokuapp.com/api/v3/registrations 
	com/hltcorp/android/loader/SplashActivityLoader.java 

	https://hlt-web-service.herokuapp.com/api/v3/ 
	com/hltcorp/android/sync/SyncUtils.java 

	https://hlt-web-service.herokuapp.com/api/v3/invites 
	com/hltcorp/android/dialog/ShareFreeTrialDialog.java 

	https://hlt-web-service.herokuapp.com/api/v3/ 
	com/hltcorp/android/activity/UserAccountActivity.java 

	https://hlt-web-service.herokuapp.com/api/v3/sessions 
	com/hltcorp/android/activity/UserAccountActivity.java 

	https://hlt-web-service.herokuapp.com/api/v3/send_reset_email 
	com/hltcorp/android/activity/UserAccountActivity.java 

	https://hlt-web-service.herokuapp.com/api/v3/ 
	com/hltcorp/android/fragment/UserProfileFragment.java 

	https://dju8wd64ztz2l.cloudfront.net/ 
	com/hltcorp/android/mathml/MathmlUtils.java 

	https://dm451aernj53c.cloudfront.net/ 
	com/hltcorp/android/mathml/MathmlUtils.java 

	https://d3vyqq7brfwn1f.cloudfront.net/ 
	com/hltcorp/android/mathml/MathmlUtils.java 

	https://human.biodigital.com/search?t=ICD: 
	com/biodigital/humansdk/HKHuman.java 

	https://qa.biodigital.com 
	com/biodigital/humansdk/HKServices.java 

	https://human.biodigital.com 
	com/biodigital/humansdk/HKServices.java 

	https://qa.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/HKServices.java 

	https://human.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/HKServices.java 

	https://apis-qa.biodigital.com/oauth2/v1/token/ 
	com/biodigital/humansdk/HKServices.java 

	https://apis.biodigital.com/oauth2/v1/token/ 
	com/biodigital/humansdk/HKServices.java 

	https://apis-qa.biodigital.com/services/v1/content/collections/myhuman 
	com/biodigital/humansdk/HKServices.java 

	https://apis.biodigital.com/services/v1/content/collections/myhuman 
	com/biodigital/humansdk/HKServices.java 

	https://accounts-qa.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/Authenticator.java 

	https://accounts.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/Authenticator.java 

	https://qa.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/Authenticator.java 

	https://human.biodigital.com/ws/developer/apps/access/key 
	com/biodigital/humansdk/Authenticator.java 

	https://devices.carnivalmobile.com 
	com/sailthru/mobile/sdk/SailthruMobile.java 

	https://devices.carnivalmobile.com 
	com/sailthru/mobile/sdk/MessageActivity.java 

	https://link.your_domain/click/... 
	com/sailthru/mobile/sdk/internal/h/m.java 

	https://devices.carnivalmobile.com 
	com/sailthru/mobile/sdk/internal/c/e.java 

	https://devices.carnivalmobile.com 
	com/sailthru/mobile/sdk/internal/c/a.java 

	https://outcome-crash-report.supersonicads.com/reporter 
	com/ironsource/environment/e.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/utils/j.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/b.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/utils/l.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/l.java 

	https://init.supersonicads.com/sdk/v 
	com/ironsource/mediationsdk/server/ServerURL.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/impressionData/a.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=2 
	com/ironsource/mediationsdk/a/e.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/a/f.java 

	https://asvab-air-force.firebaseio.com 
	Mogua Engine V1 

	http://a 
	Mogua Engine V2 

	http://a/c%20d?a=1&c=3 
	Mogua Engine V2 

	https://a@b 
	Mogua Engine V2 

	http://\u0442\u0435\u0441\u0442 
	Mogua Engine V2 

	http://x 
	Mogua Engine V2 

	https://bit.ly/3cXEKWf 
	Mogua Engine V2 

	https://apis.google.com 
	Mogua Engine V2 

	https://accounts.google.com/o/oauth2/auth 
	Mogua Engine V2 

	https://accounts.google.com/o/oauth2/postmessageRelay 
	Mogua Engine V2 

	https://accounts.google.com/o/oauth2/iframe 
	Mogua Engine V2 

	https://www.youtube.com/subscribe_embed?usegapi=1 
	Mogua Engine V2 

	https://play.google.com/work/embedded/search?usegapi=1&usegapi=1 
	Mogua Engine V2 

	https://pay.google.com/gp/v/widget/save 
	Mogua Engine V2 

	https://www.gstatic.com/partners/badge/templates/badge.html?usegapi=1 
	Mogua Engine V2 

	https://dataconnector.corp.google.com/:session_prefix:ui/widgetview?usegapi=1 
	Mogua Engine V2 

	https://www.google.com/shopping/customerreviews/optin?usegapi=1 
	Mogua Engine V2 

	https://talkgadget.google.com/:session_prefix:talkgadget/_/widget 
	Mogua Engine V2 

	https://plus.google.com 
	Mogua Engine V2 

	https://plus.googleapis.com 
	Mogua Engine V2 

	https://clients3.google.com/cast/chromecast/home/widget/backdrop?usegapi=1 
	Mogua Engine V2 

	https://apis.google.com/marketplace/button?usegapi=1 
	Mogua Engine V2 

	https://www.google.com/shopping/customerreviews/badge?usegapi=1 
	Mogua Engine V2 

	https://classroom.google.com/sharewidget?usegapi=1 
	Mogua Engine V2 

	https://families.google.com/webcreation?usegapi=1&usegapi=1 
	Mogua Engine V2 

	https://ssl.gstatic.com/microscope/embed/ 
	Mogua Engine V2 

	https://workspace.google.com/:session_prefix:marketplace/appfinder?usegapi=1 
	Mogua Engine V2 
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4.3 邮箱线索
	邮箱地址
	所在文件

	support@hltcorp.com 
	Mogua Engine V1 

	support@biodigital.com 
tutorial-toolbar@3x.png 
	Mogua Engine V2 

	support@biodigital.com 
tutorial-toolbar@3x.png 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	14159265359 
	Mogua Engine V2 



5. 签名证书
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6. 硬编码敏感信息
	可能的敏感信息

	"api" : "Android OS API:" 

	"api_bad_request" : "Bad Request" 

	"api_could_not_authenticate_user" : "Could not authenticate user: %1$s (%2$d)." 

	"api_header_accept" : "Accept" 

	"api_header_accept_application_json" : "application/json" 

	"api_header_accept_encoding" : "Accept-Encoding" 

	"api_header_accept_encoding_gzip" : "gzip" 

	"api_header_app_version" : "app-version" 

	"api_header_build_type" : "buildType" 

	"api_header_connection" : "Connection" 

	"api_header_connection_close" : "close" 

	"api_header_connection_keep_alive" : "keep-alive" 

	"api_header_content_encoding" : "Content-Encoding" 

	"api_header_content_type" : "Content-Type" 

	"api_header_date" : "Date" 

	"api_header_device_identifier" : "device-identifier" 

	"api_header_hlt_app_id" : "HLTAppId" 

	"api_header_hlt_build" : "HLTBuild" 

	"api_header_hlt_build_true" : "true" 

	"api_header_hlt_only_active" : "HLTOnlyActive" 

	"api_header_hlt_only_active_true" : "true" 

	"api_header_hlt_paging" : "HLTPaging" 

	"api_header_hlt_paging_true" : "true" 

	"api_header_hlt_user_time_zone" : "HLTUserTimeZone" 

	"api_header_platform" : "platform" 

	"api_header_platform_android" : "android" 

	"api_header_x_user_email" : "X-User-Email" 

	"api_header_x_user_token" : "X-User-Token" 

	"api_purchase_receipt_payment_method_google_play" : "Google Play" 

	"api_purchase_receipt_payment_method_unknown" : "unknown" 

	"api_purchase_receipt_platform_android" : "android" 

	"api_purchase_receipt_platform_web_app" : "web_app" 

	"api_user_account_email_has_already_been_taken" : "Email has already been taken" 

	"api_user_account_no_token_returned" : "No token returned" 

	"apptimize_key" : "apptimizeKey" 

	"com.google.firebase.crashlytics.mapping_file_id" : "6767af9dd498481b9c9ebbb835457da1" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"firebase_database_url" : "https://asvab-air-force.firebaseio.com" 

	"google_api_key" : "AIzaSyBE0I1WK75Q7KMa5IaJrU05AwYHfXGwSSA" 

	"google_crash_reporting_api_key" : "AIzaSyBE0I1WK75Q7KMa5IaJrU05AwYHfXGwSSA" 

	"ironSourceAppKey" : "ironSourceAppKey" 

	"ll_app_key" : "YOUR_APP_KEY_HERE" 

	"ll_push_api_host" : "pushapi.localytics.com" 

	"localytics_key" : "localyticsKey" 

	"password" : "Password" 

	"property_android_user" : "Android User" 

	"property_purchase_token" : "Purchase Token" 

	"property_session_count" : "Session Count" 

	"sailthru_key" : "carnivalKey" 

	"sync_adapter_content_authority" : "com.hltcorp.airforce.provider.DatabaseProvider" 

	"ua_failed_login_reset_password" : "Would you like to reset your password?" 

	"ua_incorrect_password" : "Incorrect password" 

	"user_datum_number_of_sessions" : "NumberOfSessions" 

	"user_profile_password" : "Password: ********" 

	"com_facebook_device_auth_instructions" : "Besøg <b>facebook.com/device</b>, og indtast koden ovenfor." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>にアクセスして、上記のコードを入力してください。" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> 'ਤੇ ਜਾਓ ਅਤੇ ਉੱਤੇ ਦਿੱਤਾ ਕੋਡ ਪਾਓ।" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>என்ற இணைப்பிற்குச் சென்று, மேலே காட்டப்படும் குறியீட்டை உள்ளிடவும்." 

	"com_facebook_device_auth_instructions" : "Gå til <b>facebook.com/device</b>, og skriv inn koden som vises ovenfor." 

	"com_facebook_device_auth_instructions" : "Gehe zu <b>facebook.com/device</b> und gib den oben angezeigten Code ein." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ని సందర్శించి పైన చూపిన కోడ్‌ను నమోదు చేయండి." 

	"com_facebook_device_auth_instructions" : "Besoek <b>facebook.com/device</b> en voer die kode in wat hierbo gewys word." 

	"com_facebook_device_auth_instructions" : "ไปที่ <b>facebook.com/device</b> แล้วป้อนรหัสที่แสดงด้านบน" 

	"com_facebook_device_auth_instructions" : "Siirry osoitteeseen <b>facebook.com/device</b> ja anna yllä oleva koodi." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> पर जाएँ और ऊपर दिया गया कोड डालें." 

	"com_facebook_device_auth_instructions" : "Truy cập <b>facebook.com/device</b> và nhập mã hiển thị bên dưới." 

	"com_facebook_device_auth_instructions" : "Prejdite na stránku <b>facebook.com/device</b> a zadajte kód, ktorý je zobrazený vyššie." 

	"com_facebook_device_auth_instructions" : "Πηγαίνετε στο <b>facebook.com/device</b> και πληκτρολογήστε τον κωδικό που φαίνεται παραπάνω." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> സന്ദർശിച്ച് മുകളിൽ കാണിച്ചിരിക്കുന്ന കോഡ് നൽകുക." 

	"com_facebook_device_auth_instructions" : "Ga naar <b>facebook.com/device</b> en voer de bovenstaande code in." 

	"com_facebook_device_auth_instructions" : "Odwiedź stronę <b>facebook.com/device</b> i wprowadź kod wyświetlony powyżej." 

	"com_facebook_device_auth_instructions" : "Bisitahin ang <b>facebook.com/device</b> at ilagay ang code na ipinapakita sa itaas." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> -এ যান এবং উপরে দেখানো কোডটি লিখুন৷" 

	"com_facebook_device_auth_instructions" : "Buka <b>facebook.com/device</b> dan masukkan kode yang ditunjukkan di atas." 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> ಮತ್ತು ಮೇಲೆ ತೋರಿಸಿರುವ ಕೋಡ್ ಅನ್ನು ನಮೂದಿಸಿ." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>를 방문하여 위 코드를 입력하세요." 

	"com_facebook_device_auth_instructions" : "Vizitează <b>facebook.com/device</b> şi introdu codul afişat mai sus." 

	"com_facebook_device_auth_instructions" : "يمكنك زيارة <b>facebook.com/device</b> وإدخال الرمز المعروض أعلاه." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessous." 

	"com_facebook_device_auth_instructions" : "Posjetite stranicu <b>facebook.com/device</b> i unesite gore prikazani kôd." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> येथे जा आणि वर दाखवलेला कोड प्रविष्ट करा." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> adresini ziyaret et ve yukarıda gösterilen kodu gir." 

	"com_facebook_device_auth_instructions" : "Tento kód zadejte na webu <b>facebook.com/device</b>." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e ingresa el código que aparece más arriba." 

	"com_facebook_device_auth_instructions" : "Lawati <b>facebook.com/device</b> dan masukkan kod yang ditunjukkan di atas." 

	"com_facebook_device_auth_instructions" : "Consulta <b>facebook.com/device</b> e inserisci il codice mostrato sopra." 

	"com_facebook_device_auth_instructions" : "Acesse <b>facebook.com/device</b> e insira o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ની મુલાકાત લો અને ઉપર બતાવેલો કોડ લખો." 

	"com_facebook_device_auth_instructions" : "Nyisd meg a <b>facebook.com/device</b> oldalt, és add meg a fent látható kódot." 

	"com_facebook_device_auth_instructions" : "Перейдите на <b>facebook.com/device</b> и введите код, указанный выше." 

	"com_facebook_device_auth_instructions" : "Besök <b>facebook.com/device</b> och ange koden som visas ovan." 

	"com_facebook_device_auth_instructions" : "יש לבקר ב-<b>facebook.com/device</b> ולהזין את הקוד המוצג למעלה." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessus." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"com_facebook_device_auth_instructions" : "访问<b>facebook.com/device</b>并输入上方显示的验证码。" 

	"com_facebook_device_auth_instructions" : "Acede a <b>facebook.com/device</b> e insere o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"com_facebook_device_auth_instructions" : "Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di atas." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e introduce el código que aparece más arriba." 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_SYNC_SETTINGS
	正常
	读取同步设置
	允许应用程序读取同步设置,例如是否为联系人启用同步

	android.permission.READ_SYNC_STATS
	正常
	读取同步统计信息
	允许应用程序读取同步统计信息；例如已经发生的同步历史

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.WRITE_SYNC_SETTINGS
	正常
	写入同步设置
	允许应用程序修改同步设置,例如是否为联系人启用同步

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.WRITE_INTERNAL_STORAGE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.hltcorp.android.activity.SplashActivity
	Schemes: https://, 
Hosts: app.hltcorp.com, 
Path Prefixes: /deeplinks/com.hltcorp.airforce/, /deeplinks/140/, 


	com.facebook.CustomTabActivity
	Schemes: fbconnect://, 
Hosts: cct.com.hltcorp.airforce, 
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