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墨迹天气HD（ 7.0822.02版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	墨迹天气HD

	版本
	7.0822.02

	包名
	com.moji.pad

	域名线索
	187条

	URL线索
	269条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	mjtqhd_144637.apk

	文件大小
	30.52MB

	MD5值
	919c36528ba7bd4fbc955f58fb6f5722

	SHA1值
	6d43b897f790f0f72f716068f96aa43cf253a81e

	SHA256值
	dd7bd03bdea1046294c360df0d51d0e015f7d96f44cfd536efa1b55e81cb3620



3. APP基本信息
	类别
	内容

	App名称
	墨迹天气HD

	包名
	com.moji.pad

	主活动Activity
	com.moji.mjweather.MainActivity

	安卓版本名称
	7.0822.02

	安卓版本
	7082202



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	log.qchannel03.cn
	IP: 175.25.17.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ad.api.moji.com
	IP: 39.97.124.224 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	rqd.uu.qq.com
	IP: 60.28.219.32 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	fsms.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	192.168.1.23
	IP: 192.168.1.23 
所属国家: - 
地区: - 
城市: - 

	cdn.moji002.com
	IP: 42.236.89.7 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mall.moji.com
	IP: 210.14.152.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	ssfc.api.moji.com
	IP: 47.94.73.14 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sdk.open.lbs.igexin.com
	IP: 121.52.255.89 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobads.baidu.com
	IP: 111.206.208.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgicol.amap.com
	IP: 123.125.216.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v2.log.moji.com
	IP: 123.56.247.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss4bpc.moji.com
	IP: 42.177.83.225 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	wappaygw.alipay.com
	IP: 123.125.216.242 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m5.amap.com
	IP: 59.82.113.187 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yuntuapi.amap.com
	没有服务器地理信息. 

	ssch.api.moji.com
	IP: 103.17.43.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pcd.api.moji.com
	没有服务器地理信息. 

	cpro.baidustatic.com
	IP: 101.72.203.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	api.jjfinder.com
	IP: 139.9.188.131 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	sdk-open-phone.getui.com
	IP: 124.160.155.47 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	paygate-yf.meituan.com
	IP: 103.37.152.89 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d.gdt.qq.com
	IP: 61.241.51.201 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	www.emapgo.com.cn
	IP: 118.190.21.223 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	ugcup.moji001.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	weibo.com
	IP: 202.108.0.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wx.tenpay.com
	IP: 210.22.240.151 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mpsapi.amap.com
	IP: 106.11.43.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restsdk.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgi.qplus.com
	没有服务器地理信息. 

	mme.api.moji.com
	IP: 47.93.193.128 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.moji.com
	IP: 210.14.152.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.xmpush.xiaomi.com
	IP: 123.125.102.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	aduland.dianping.com
	IP: 202.90.108.6 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mcgw.alipay.com
	IP: 125.39.135.205 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mqn.api.moji.com
	IP: 210.14.153.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	redleaf.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.amap.com
	IP: 125.39.177.225 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	sshow.api.moji.com
	IP: 210.14.153.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.qq.com
	IP: 220.194.116.85 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	v.gdt.qq.com
	IP: 220.194.116.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.weibo.com
	IP: 123.126.45.166 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uupt.api.moji.com
	IP: 103.17.43.201 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dualstack-restsdk.amap.com
	IP: 39.98.22.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	graph.facebook.com
	IP: 103.252.115.221 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	app.moji.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss4liview.moji.com
	IP: 42.59.4.86 
所属国家: China 
地区: Liaoning 
城市: Dalian 

	mi.ssp.qq.com
	IP: 157.255.221.76 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	login.imgcache.qq.com
	IP: 116.131.226.165 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	aidx.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apiinit.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dualstack.apilocate.amap.com
	IP: 106.11.40.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	shareup.airnut.com
	IP: 210.14.152.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api721.analysys.cn
	IP: 103.234.21.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogus.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	avs.api.moji.com
	IP: 47.95.49.97 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipay.com
	IP: 203.209.247.65 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	lbs.moji.com
	IP: 101.200.58.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	c-hzgt2.getui.com
	IP: 124.160.155.59 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	www.mojichina.com
	IP: 47.93.246.208 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	actv.api.moji.com
	IP: 39.96.132.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bbs.moji.com
	IP: 123.125.21.229 
所属国家: China 
地区: Beijing 
城市: Beijing 

	html5.moji.com
	IP: 125.39.103.216 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	v1.weather.moji.com
	IP: 103.17.41.67 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	t.gdt.qq.com
	IP: 157.255.220.79 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	ulogs.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	fusion.qq.com
	IP: 116.130.228.157 
所属国家: China 
地区: Beijing 
城市: Beijing 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	thdr.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	192.168.1.26
	IP: 192.168.1.26 
所属国家: - 
地区: - 
城市: - 

	sdk.e.qq.com
	IP: 220.194.116.72 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	schemas.android.com
	没有服务器地理信息. 

	alrg.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	payload.moji002.com
	IP: 223.203.195.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lbs.map.qq.com
	IP: 116.130.220.107 
所属国家: China 
地区: Beijing 
城市: Beijing 

	stat.moji.com
	IP: 59.110.90.177 
所属国家: China 
地区: Beijing 
城市: Beijing 

	s-gt.getui.com
	IP: 124.160.155.55 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	wup.imtt.qq.com
	IP: 116.130.230.62 
所属国家: China 
地区: Beijing 
城市: Beijing 

	extlog.snssdk.com
	IP: 61.182.131.176 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	mcs.api.moji.com
	IP: 39.96.132.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	abt.api.moji.com
	没有服务器地理信息. 

	sdk.open.phone.igexin.com
	IP: 101.68.218.175 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	b.qchannel03.cn
	IP: 120.53.207.189 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	ast.api.moji.com
	IP: 103.17.43.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qzonestyle.gtimg.cn
	IP: 119.167.180.241 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	imgcache.qq.com
	IP: 61.49.23.182 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.rqmob.com
	IP: 18.140.140.230 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	restapi.amap.com
	IP: 59.82.132.217 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	scrap.commonsware.com
	没有服务器地理信息. 

	xm.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sci.api.moji.com
	IP: 103.249.255.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ulogs.umengcloud.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	c.isdspeed.qq.com
	没有服务器地理信息. 

	192.168.45.234
	IP: 192.168.45.234 
所属国家: - 
地区: - 
城市: - 

	wcr.api.moji.com
	IP: 103.17.41.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 125.39.135.57 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	lbs.mojitest.com
	没有服务器地理信息. 

	developer.umeng.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	jzvd.nathen.cn
	没有服务器地理信息. 

	wbs.api.moji.com
	IP: 103.17.43.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wcard.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ffds.api.moji.com
	IP: 210.14.149.55 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v2.weather.moji.com
	IP: 103.17.41.67 
所属国家: China 
地区: Beijing 
城市: Beijing 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	open.weixin.qq.com
	IP: 223.167.82.219 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	snows.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	lbs.amap.com
	IP: 59.82.31.137 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	d.gt.igexin.com
	没有服务器地理信息. 

	pc.moji.com
	IP: 103.17.41.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pmir.3g.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	httpbin.org
	IP: 44.217.66.37 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	skr.api.moji.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sns.api.moji.com
	IP: 39.96.132.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	h5.moji.com
	IP: 123.125.216.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	promo.moji.com
	IP: 101.72.227.112 
所属国家: China 
地区: Hebei 
城市: Langfang 

	pms.mb.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.mojichina.com
	IP: 210.14.155.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pslog.umeng.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app.moji001.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	is.snssdk.com
	IP: 61.182.131.163 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	weather.moji.com
	IP: 103.17.41.67 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m2.mojitest.com
	IP: 111.204.231.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	analytics.map.qq.com
	IP: 125.36.181.143 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	rdimg.api.moji.com
	IP: 210.14.155.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v1.log.moji.com
	IP: 39.97.252.161 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.moji.com
	IP: 210.14.152.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aaid.umeng.com
	IP: 223.109.148.139 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cpu.baidu.com
	IP: 110.242.68.90 
所属国家: China 
地区: Hebei 
城市: Baoding 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	idx.api.moji.com
	IP: 210.14.155.210 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wspeed.qq.com
	没有服务器地理信息. 

	uc.qbox.me
	IP: 101.251.144.179 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	register.moji001.com
	IP: 103.17.41.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	skinstore.moji001.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	share.mojichina.com
	IP: 123.125.21.229 
所属国家: China 
地区: Beijing 
城市: Beijing 

	publicobject.com
	IP: 35.89.92.251 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	192.168.1.71
	IP: 192.168.1.71 
所属国家: - 
地区: - 
城市: - 

	www.facebook.com
	IP: 173.252.108.3 
所属国家: United States of America 
地区: California 
城市: Menlo Park 

	i.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobads-logs.baidu.com
	IP: 103.211.221.124 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	api.weixin.qq.com
	IP: 112.65.193.153 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	snsup.moji.com
	IP: 39.106.240.51 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	appstore.mojitest.com
	没有服务器地理信息. 

	static.rqmob.com
	IP: 34.111.210.247 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	qzs.qq.com
	IP: 101.72.254.221 
所属国家: China 
地区: Hebei 
城市: Langfang 

	adiu.amap.com
	IP: 59.82.29.155 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn2.moji002.com
	IP: 42.59.4.88 
所属国家: China 
地区: Liaoning 
城市: Dalian 

	norma-external-collect.meizu.com
	IP: 183.60.176.112 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	moji.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	weather.api.moji.com
	IP: 59.110.88.82 
所属国家: China 
地区: Beijing 
城市: Beijing 

	download.moji001.com
	IP: 218.60.113.115 
所属国家: China 
地区: Liaoning 
城市: Dalian 

	ouplog.umeng.com
	IP: 47.246.110.93 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ugc.api.moji.com
	IP: 47.95.49.97 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	uc.api.moji.com
	IP: 39.96.132.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tdid.m.qq.com
	IP: 60.29.239.156 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	msg.api.moji.com
	IP: 39.96.132.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn.moji.com
	IP: 106.74.11.153 
所属国家: China 
地区: Shandong 
城市: Jinan 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 125.39.103.205 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ccs.api.moji.com
	IP: 210.14.152.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	119.29.29.29
	IP: 119.29.29.29 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	wb.amap.com
	IP: 59.82.31.67 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	plbslog.umeng.com
	IP: 36.156.202.73 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	m.baidu.com
	IP: 110.242.68.10 
所属国家: China 
地区: Hebei 
城市: Baoding 


4.2 URL线索
	URL信息
	Url所在文件

	https://analytics.map.qq.com/tr?mllc 
	c/t/maploc/lite/tsa/aa.java 

	https://lbs.map.qq.com/loc 
	c/t/maploc/lite/tsa/h.java 

	https://analytics.map.qq.com/?sf2 
	c/t/maploc/lite/tsa/w.java 

	https://c-hzgt2.getui.com/api.php 
	com/adplus/sdk/e/d.java 

	https://sdk-open-phone.getui.com/api.php?format=json&t=1 
	com/adplus/sdk/e/d.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/GlobalConstants.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/GlobalConstants.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/GlobalConstants.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/GlobalConstants.java 

	http://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/GlobalConstants.java 

	http://h5.m.taobao.com/trade/paySuccess.html?bizOrderId=$OrderId$& 
	com/alipay/sdk/data/DynamicConfig.java 

	http://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/packet/impl/LogPacket.java 

	https://paygate-yf.meituan.com/paygate/notify/alipay/paynotify/simple\ 
	com/alipay/test/a.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/l3s/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/l3s/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/l3s/a.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/l3s/eb.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/l3s/eb.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/l3s/dn.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/l3s/gm.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/l3s/gm.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/l3s/gm.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/l3s/gm.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/l3s/gm.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/l3s/gm.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/l3s/gm.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/l3s/gm.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/l3s/gm.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/l3s/gm.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/l3s/ix.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/l3s/ik.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/l3s/ik.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	com/amap/api/col/l3s/ik.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/l3s/ik.java 

	http://restsdk.amap.com 
	com/amap/api/col/l3s/je.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/l3s/kw.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/l3s/iq.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/l3s/iw.java 

	http://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/l3s/iw.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/l3s/mo.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/oq.java 

	http://dualstack-restsdk.amap.com/v3/geocode/regeo 
	com/amap/api/col/l3s/os.java 

	http://restsdk.amap.com/v3/geocode/regeo 
	com/amap/api/col/l3s/os.java 

	http://apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/ox.java 

	http://dualstack.apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/ox.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/ox.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/pb.java 

	http://apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/pr.java 

	http://dualstack.apilocate.amap.com/mobile/binary 
	com/amap/api/col/l3s/pr.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/l3s/r.java 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/\ 
	com/amap/api/col/l3s/k.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	http://wap.amap.com/ 
	com/amap/api/maps/AMapUtils.java 

	https://www.facebook.com/connect/login_success.html 
	com/androidquery/auth/FacebookHandle.java 

	https://graph.facebook.com/oauth/authorize? 
	com/androidquery/auth/FacebookHandle.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/autonavi/amap/mapcore/Inner_3dMap_location.java 

	http://mpsapi.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/amap/mapcore/maploader/AMapLoader.java 

	https://cpro.baidustatic.com/cpro/ui/noexpire/css/2.1.4/img/mob-adIcon_2x.png 
	com/baidu/mobad/feeds/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/ui/noexpire/img/2.0.1/new-bg-logo.png 
	com/baidu/mobad/feeds/XAdNativeResponse.java 

	https://mobads-logs.baidu.com/brwhis.log 
	com/baidu/mobads/b/a.java 

	https://mobads-logs.baidu.com/dz.zb 
	com/baidu/mobads/b/a.java 

	http://mobads.baidu.com/ads/pa/ 
	com/baidu/mobads/f/g.java 

	http://mobads.baidu.com/ads/index.htm 
	com/baidu/mobads/production/a/c.java 

	http://127.0.0.1 
	com/baidu/mobads/production/a/c.java 

	http://127.0.0.1 
	com/baidu/mobads/production/b/d.java 

	https://cpu.baidu.com/ 
	com/baidu/mobads/production/b/c.java 

	https://cpu.baidu.com/block/app/ 
	com/baidu/mobads/production/b/c.java 

	http://mobads.baidu.com/cpro/ui/mads.php 
	com/baidu/mobads/production/c/b.java 

	http://mobads.baidu.com/cpro/ui/mads.php 
	com/baidu/mobads/production/c/d.java 

	http://mobads.baidu.com/ads/index.htm 
	com/baidu/mobads/production/d/c.java 

	http://127.0.0.1 
	com/baidu/mobads/production/d/c.java 

	http://mobads.baidu.com/ads/index.htm 
	com/baidu/mobads/production/e/f.java 

	http://211.151.146.65:8080/wlantest/shanghai_sun/mock_ad_server_intersitial_video.json 
	com/baidu/mobads/production/e/f.java 

	http://mobads.baidu.com/ads/index.htm 
	com/baidu/mobads/production/f/d.java 

	http://211.151.146.65:8080/wlantest/shanghai_sun/mock_ad_server_intersitial_video.json 
	com/baidu/mobads/production/f/d.java 

	http://mobads.baidu.com/cpro/ui/mads.php 
	com/baidu/mobads/production/g/d.java 

	http://mobads.baidu.com/ads/img/3d_bg.jpg 
	com/baidu/mobads/production/g/a.java 

	http://mobads.baidu.com/cpro/ui/mads.php 
	com/baidu/mobads/production/h/a.java 

	http://mobads.baidu.com/cpro/ui/mads.php 
	com/baidu/mobads/production/rewardvideo/b.java 

	https://mobads-logs.baidu.com/dz.zb? 
	com/baidu/mobads/utils/a.java 

	http://m.baidu.com 
	com/baidu/mobads/utils/f.java 

	https://mobads-logs.baidu.com/dz.zb? 
	com/baidu/mobads/utils/f.java 

	https://mobads-logs.baidu.com/dz.zb 
	com/baidu/mobads/vo/a/d.java 

	https://i.snssdk.com/api/ad/union/sdk/get_ads/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://extlog.snssdk.com/service/2/app_log/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://i.snssdk.com/api/ad/union/dislike_event/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://is.snssdk.com/api/ad/union/sdk/upload/log/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://i.snssdk.com/union/service/sdk/upload/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://is.snssdk.com/api/ad/union/sdk/material/check/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://i.snssdk.com/api/ad/union/sdk/stats/ 
	com/bytedance/sdk/openadsdk/core/n.java 

	https://i.snssdk.com/api/ad/union/sdk/stats/ 
	com/bytedance/sdk/openadsdk/core/b/b.java 

	https://i.snssdk.com/api/ad/union/sdk/config/?app_id= 
	com/bytedance/sdk/openadsdk/core/d/c.java 

	https://scrap.commonsware.com/test.json 
	com/commonsware/cwac/netsecurity/BuildConfig.java 

	http://scrap.commonsware.com:8080/test.json 
	com/commonsware/cwac/netsecurity/BuildConfig.java 

	http://scrap.commonsware.com/test.json 
	com/commonsware/cwac/netsecurity/BuildConfig.java 

	http://sdk.open.phone.igexin.com/api.php 
	com/igexin/push/config/SDKUrlConfig.java 

	http://c-hzgt2.getui.com/api.php 
	com/igexin/push/config/SDKUrlConfig.java 

	http://sdk.open.lbs.igexin.com/api.htm 
	com/igexin/push/config/SDKUrlConfig.java 

	http://d.gt.igexin.com/api.htm 
	com/igexin/push/config/SDKUrlConfig.java 

	http://s-gt.getui.com/api.php 
	com/igexin/push/config/SDKUrlConfig.java 

	http://bi. 
	com/igexin/push/config/p.java 

	http://config. 
	com/igexin/push/config/p.java 

	http://stat. 
	com/igexin/push/config/p.java 

	http://log. 
	com/igexin/push/config/p.java 

	http://lbs. 
	com/igexin/push/config/p.java 

	http://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/a/a/a.java 

	http://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/a/a/b.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/b/c/e.java 

	http://api-push.meizu.com/garcia/api/server/getPublicKey 
	com/meizu/cloud/pushsdk/handler/a/a.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	http://schemas.android.com/apk/res/android 
	com/moji/appwidget/view/MDProgressBar.java 

	http://schemas.android.com/apk/res/android 
	com/moji/credit/view/MDProgressBar.java 

	http://download.moji001.com/download/mojicity_v0.7.zip?md5=ac0d3708b2c1cfcaf67b2373ba02bb48 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkffmpeg_v0.3_64.zip?md5=523f33b758a4d39d7fe0f91d75ab0f80 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkffmpeg_v0.3_armv7.zip?md5=d760fe249bbbbfeb7038475646923352 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkffmpeg_v0.3_armv5.zip?md5=f6e48e185cb1938e61cf9d6fe0bff148 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkplayer_v0.3_64.zip?md5=9286be1181e73dafb68a2c9cd2a0b5b9 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkplayer_v0.3_armv7.zip?md5=ceb81bd3e28af64319d2ba58a1d90334 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijkplayer_v0.3_armv5.zip?md5=a5f8f91388d7692cedf6a096a70229ad 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijksdl_v0.3_64.zip?md5=e556bf885cee9f3ab2a5d63103dcba9a 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijksdl_v0.3_armv7.zip?md5=8b51867e6f30b125e0d33b9ccf2f8d5c 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/09/03/libijksdl_v0.3_armv5.zip?md5=2fa7f0ca45d5ff8fe48d5837ce0db10d 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/06/07/libmarsxlog_v0.2_64.zip?md5=599a298d2318b297f9006389d1a3f50b 
	com/moji/dynamic/DynamicConstrains.java 

	http://download.moji001.com/download/libmarsxlog_v0.1.zip?md5=13cdc8f3d411f7feba28721080c3d832 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/06/07/libstlport_shared_v0.2_64.zip?md5=409ed99d598cd59d7c5bf8b588bbfc2a 
	com/moji/dynamic/DynamicConstrains.java 

	http://download.moji001.com/download/libstlport_shared_v0.1.zip?md5=a1479931fe150f53dc98233c59e2bf2c 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/06/07/libmapbox-gl-64-v6.1.3.zip?md5=1e2147a0fa90fa763afcf6e57e96bbdc 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/05/24/libmapbox-gl-v7-v6.1.3.zip?md5=c3b5bea0f264d361792f5e6fd5931a39 
	com/moji/dynamic/DynamicConstrains.java 

	http://oss4bpc.moji.com/2018/05/24/libmapbox-gl-v6.1.3.zip?md5=ac5b085320d1aad79def290ed2ccff45 
	com/moji/dynamic/DynamicConstrains.java 

	https://oss4bpc.moji.com/2020/04/20/alert_icons.zip?md5=7667d4a1dcd64ebc772ab1e87c0e964b 
	com/moji/dynamic/DynamicConstrains.java 

	http://ugcup.moji001.com/share/mqup 
	com/moji/forum/ui/TopicSquareActivity.java 

	http://m.moji.com/moquan/square/ 
	com/moji/forum/ui/TopicSquareActivity.java 

	http://ugcup.moji001.com/share/mqup 
	com/moji/forum/ui/NewTopicActivity.java 

	http://ugcup.moji001.com/share/mqup 
	com/moji/forum/ui/VoteTopicActivity.java 

	http://ugcup.moji001.com/share/mqup 
	com/moji/forum/ui/TopicActivity.java 

	http://m.moji.com/moquan/topic/ 
	com/moji/forum/ui/TopicActivity.java 

	https://abt.api.moji.com/json/ 
	com/moji/http/ab/ABTestBaseRequest.java 

	https://idx.api.moji.com/ 
	com/moji/http/allergy/AllergyArticleBaseRequest.java 

	https://alrg.api.moji.com/json/allergy/ 
	com/moji/http/allergy/AllergyBaseRequest.java 

	https://ffds.api.moji.com 
	com/moji/http/api/APIBaseRequest.java 

	http://app.moji.com/ 
	com/moji/http/app/AppBaseRequest.java 

	http://appstore.mojitest.com/ 
	com/moji/http/appmoji001/AppMoji001BaseRequest.java 

	http://app.moji001.com/ 
	com/moji/http/appmoji001/AppMoji001BaseRequest.java 

	http://m2.mojitest.com:8885 
	com/moji/http/ast/AstBaseRequest.java 

	http://ast.api.moji.com/ 
	com/moji/http/ast/AstBaseRequest.java 

	https://wcard.api.moji.com/json/ 
	com/moji/http/card/CardBaseRequest.java 

	http://cdn.moji002.com/ 
	com/moji/http/cdn/CdnBaseRequest.java 

	https://ccs.api.moji.com/ 
	com/moji/http/cs/CSBaseRequest.java 

	https://ffds.api.moji.com/ 
	com/moji/http/fdsapi/FdsApiBaseRequest.java 

	https://ffds.api.moji.com/feed_rcm/detail_rcm 
	com/moji/http/fdsapi/FeedSimilarRequest.java 

	http://fsms.api.moji.com/json/family/get 
	com/moji/http/fsms/FsmsRequest.java 

	https://h5.moji.com/ 
	com/moji/http/h5/H5BaseRequest.java 

	https://idx.api.moji.com/ 
	com/moji/http/index/IndexBaseRequest.java 

	https://aidx.api.moji.com/json/running/get_running_page 
	com/moji/http/index/RunIndexRequest.java 

	https://lbs.moji.com/ 
	com/moji/http/lbs/LBSBaseRequest.java 

	http://192.168.1.71:8080 
	com/moji/http/log/MojiAdStat.java 

	http://192.168.1.23:9000 
	com/moji/http/log/MojiAdStat.java 

	http://192.168.1.26:9000 
	com/moji/http/log/MojiAdStat.java 

	https://ad.api.moji.com 
	com/moji/http/log/MojiAdStat.java 

	http://ad.api.moji.com 
	com/moji/http/log/MojiAdStat.java 

	https://v2.log.moji.com/ 
	com/moji/http/log/MojiAdMatStatBaseRequest.java 

	https://v1.log.moji.com/ 
	com/moji/http/log/LogBaseRequest.java 

	https://mall.moji.com/ 
	com/moji/http/mall/MallBaseRequest.java 

	https://mme.api.moji.com/ 
	com/moji/http/me/MeBaseRequest.java 

	https://mme.api.moji.com/json/entrance/list 
	com/moji/http/me/GetMeStringInfoRequest.java 

	https://msg.api.moji.com/ 
	com/moji/http/message/MsgBaseRequest.java 

	http://mqn.api.moji.com/ 
	com/moji/http/mqn/ForumBaseRequest.java 

	https://mcs.api.moji.com/ 
	com/moji/http/msc/MemberBaseRequest.java 

	http://payload.moji002.com/ 
	com/moji/http/payload/PayloadBaseRequestV2.java 

	https://pc.moji.com/ 
	com/moji/http/pc/PcBaseRequest.java 

	http://pcd.api.moji.com/ 
	com/moji/http/postcard/BasePostcardRequest.java 

	http://aidx.api.moji.com/json/ 
	com/moji/http/rainbow/RainbowBaseRequest.java 

	https://rdimg.api.moji.com/ 
	com/moji/http/rdimg/RdimgBaseRequest.java 

	http://rdimg.api.moji.com/radar/json/getMapboxVector 
	com/moji/http/rdimg/TileJsonRequest.java 

	http://redleaf.api.moji.com/json/ 
	com/moji/http/redleaves/RLBaseRequest.java 

	https://skr.api.moji.com/ 
	com/moji/http/sakura/SakuraBaseRequest.java 
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	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/a/d.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/f.java 

	http://cgi.qplus.com/report/report 
	com/tencent/open/utils/k.java 

	http://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	http://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/ag.java 

	http://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/a/d.java 

	http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/i.java 

	http://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/s.java 

	http://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/s.java 

	http://wup.imtt.qq.com:8080 
	com/tencent/smtt/utils/s.java 

	http://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/s.java 

	http://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/s.java 

	http://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/s.java 

	http://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/s.java 

	http://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/s.java 

	https://tdid.m.qq.com?mc=2 
	com/tencent/turingfd/sdk/ams/au/ad.java 

	http://pmir.3g.qq.com 
	com/tencent/turingfd/sdk/ams/au/w.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/i.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ouplog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://aaid.umeng.com/api/postZdata 
	com/umeng/umzid/ZIDManager.java 

	https://aaid.umeng.com/api/updateZdata 
	com/umeng/umzid/ZIDManager.java 

	https://api.xmpush.xiaomi.com/upload/crash_log?file= 
	com/xiaomi/mipush/sdk/y.java 

	https://api.xmpush.xiaomi.com/upload/xmsf_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/app_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	http://api721.analysys.cn:8097/sdk-stop-gather 
	com/zk/drivermonitor/manager/ConnectionClient.java 

	http://jzvd.nathen.cn/342a5f7ef6124a4a8faf00e738b8bee4/cf6d9db0bd4d41f59d09ea0a81e918fd-5287d2089db37e62345123a1be272f8b.mp4 
	fm/jiecao/jcvideoplayer_lib/JCPlayDemoActivity.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://www.emapgo.com.cn/' 
	Mogua Engine V2 

	http://www.emapgo.com.cn/' 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	baidumobadstest@baidu.com 
	com/baidu/mobads/utils/f.java 

	web_skinpay@moji.com 
	com/moji/http/skinstore/GetOrderStateRequest.java 

	web_skinpay@moji.com 
	com/moji/http/skinstore/GetSKinOrderRequest.java 

	web_skinpay@moji.com 
	com/moji/http/skinstore/CancleSkinOrderRequest.java 

	as@moji.com 
	com/moji/mjweather/me/activity/MojiAboutActivity.java 

	web_skinpay@moji.com 
	com/moji/skinshop/SkinOrderBuyDialog.java 

	.apk@classes.dex 
	com/tencent/turingfd/sdk/ams/au/ax.java 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=86, ST=Beijing, L=China, O=MoJi FengYun (Beijing) Software Tech Developing Co. Ltd, OU=Moji, CN=yi.ding 签名算法: rsassa_pkcs1v15 有效期自: 2010-11-09 05:24:58+00:00 有效期至: 2035-11-03 05:24:58+00:00 发行人: C=86, ST=Beijing, L=China, O=MoJi FengYun (Beijing) Software Tech Developing Co. Ltd, OU=Moji, CN=yi.ding 序列号: 0x4cd8db2a 哈希算法: sha1 md5值: f54ac2cf46986ad1da2c77d983c2fa43 sha1值: 9d62e07e4ad5710141d96afc35c174a8355dfad2 sha256值: 174d48d570ca701d833efe74822579826b8f6dd4094ec9b2a3c80235dd0cb7ab sha512值: b382ea7b5d51e0e0a3497d977843d182b5670229e7b5f2102a05d2700ddd9a39019e54d33a322f585a60c4b3dd64ab125445f751c05d916ddcc84180e6b7254d 公钥算法: rsa 密钥长度: 1024 指纹: 806fc0be51cf270842b1bd9dd13487cff4373fa8e0dc9a95bbe0bc3f74ce9b0b

6. 硬编码敏感信息
	可能的敏感信息

	"add_key" : "输入 key" 

	"apply_certificate" : "申请官方认证" 

	"choice_certificate" : "认证选择" 

	"company_certificate" : "机构认证" 

	"export_user" : "举报用户" 

	"input_password" : "请输入密码" 

	"member_user_name" : "请先登录" 

	"no_login_user" : "墨友（未登录用户）" 

	"personal_certificate" : "个人认证" 

	"rank_page_user" : "用户榜" 

	"rank_user" : "用户榜" 

	"secret" : "保密" 

	"setting_account_password" : "登录密码" 

	"setting_phone_find_password" : "手机找回密码" 

	"setting_reset_password" : "新密码和旧密码不能相同" 

	"skin_author_detail" : "作者详情" 

	"skin_author_personal_count" : "适合本机的皮肤数：" 

	"skin_author_postname" : "出品" 

	"submit_certificate" : "提交认证" 

	"tv_skin_author_name" : "blame" 

	"tv_skin_author_rank" : "NO.4" 

	"user" : "用户" 

	"you_will_get_certificate" : "1、特有的身份标识，显示您尊贵的身份 2、在认证专区展示您的内容，让您在海量的墨友中脱颖而出 3、加入官方推荐榜单，让更多的人看见您的作品" 

	"apply_certificate" : "申請官方認證" 

	"choice_certificate" : "認證選擇" 

	"company_certificate" : "機構認證" 

	"export_user" : "舉報用戶" 

	"input_password" : "請輸入密碼" 

	"no_login_user" : "墨友（未登錄用戶）" 

	"personal_certificate" : "個人認證" 

	"setting_account_password" : "登錄密碼" 

	"setting_phone_find_password" : "手機找回密碼" 

	"setting_reset_password" : "新密碼和舊密碼不能相同" 

	"skin_author_detail" : "作者詳情" 

	"skin_author_personal_count" : "適合本機的桌面小工具數：" 

	"skin_author_postname" : "出品" 

	"submit_certificate" : "提交認證" 

	"you_will_get_certificate" : "1、特有的身份標識，顯示您尊貴的身份 2、在認證專區展示您的內容，讓您在海量的墨友中脫穎而出 3、加入官方推薦榜單，讓更多的人看見您的作品" 

	"apply_certificate" : "申請官方認證" 

	"choice_certificate" : "認證選擇" 

	"company_certificate" : "機構認證" 

	"export_user" : "舉報用戶" 

	"input_password" : "請輸入密碼" 

	"no_login_user" : "墨友（未登錄用戶）" 

	"personal_certificate" : "個人認證" 

	"setting_account_password" : "登錄密碼" 

	"setting_phone_find_password" : "手機找回密碼" 

	"setting_reset_password" : "新密碼和舊密碼不能相同" 

	"skin_author_detail" : "作者詳情" 

	"skin_author_personal_count" : "適合本機的桌面小工具數：" 

	"skin_author_postname" : "出品" 

	"submit_certificate" : "提交認證" 

	"you_will_get_certificate" : "1、特有的身份標識，顯示您尊貴的身份 2、在認證專區展示您的內容，讓您在海量的墨友中脫穎而出 3、加入官方推薦榜單，讓更多的人看見您的作品" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	getui.permission.GetuiService.com.moji.pad
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_PACKAGE_ADDED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_PACKAGE_CHANGED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_PACKAGE_INSTALL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_PACKAGE_REPLACED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.moji.pad.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.moji.pad.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.moji.pad.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_SYNC_STATS
	正常
	读取同步统计信息
	允许应用程序读取同步统计信息；例如已经发生的同步历史

	android.permission.WRITE_SYNC_SETTINGS
	正常
	写入同步设置
	允许应用程序修改同步设置,例如是否为联系人启用同步

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	com.moji.mjweather.provider.WRITE_WEATHER_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.moji.mjweather.provider.READ_WEATHER_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.xiaomi.permission.AUTH_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	com.android.alarm.permission.SET_ALARM
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.moji.mjweather.MainActivity
	Schemes: mojiweather://, 
Hosts: moji.com.mainactivity, 


	com.moji.push.MJPushDynamicActivity
	Schemes: qts://, 
Hosts: {com.moji.push}, 


	com.moji.webview.BrowserActivity
	Schemes: mojiweather://, http://, https://, tbopen23076470://, mojiweatherpush://, 
Hosts: moji.com.browseractivity, push_inbound, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent100255986://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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